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Foreword

This Technical Specification (TS) has been produne®pen IPTV Forum.

This specification provides multiple options fons® features. The Open IPTV Forum Profiling speatfan will
complement the Release 1 specifications by defitiiegOpen IPTV Forum implementation and deploynpeofiles.
Any implementation based on Open IPTV Forum spediiibns that does not follow the Profiling spedcifions cannot
claim Open IPTV Forum compliance.

Introduction

The Open IPTV Forum Release 1 Specification comsisseven Volumes:

Volume 1 - Overview,

Volume 2 - Media Formats,

Volume 3 - Content Metadata,

Volume 4 - Protocols,

Volume 5 - Declarative Application Environment,
Volume 6 - Procedural Application Environment, and

Volume 7 - Content and Service Protection.

The present document, the Declarative ApplicatiomiEnment Specification (Volume 5), specifies IW&E
functionality of the OIPTVF system Release 1.
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1 Scope

The Open IPTV Forum has developed an end-to-endigolto allow any consumer end-device, compliarthe Open
IPTV Forum specifications, to access enriched ardgnalized IPTV services either in a managedrmramanaged

network.

Its functional architecture specificationfARCH] defs a block called OITF which resides inside #g&dential network.
The OITF includes the functionality required to @£ IPTV services for both the unmanaged and tmageal network.

Part of these functionalities is tbeclarative Application Environment (DAE): a declarative language based
environment (browser) based on CEA-2014[CEA-2014ek]presentation of user interfaces and includiagpting
support for interaction with network server-sidglégations and access to the APIs of the other GliFEtions.

The DAE is the focus of this specification.

The requirements for specifying this functionabg derived from the following sources:
® Open IPTV Service and Platform Requirement for FEQIS][REQS];
® Open IPTV Functional Architecture for R1[ARCH].
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3 Terminology and Conventions

3.1 Conventions

All sections and annexes, except “Scope” and “bhition”, are normative, unless they are expliditigicated to be

informative.

The key words “MUST”,

“MUST NOT”, “REQUIRED”, “SHAILL", “SHALL NOT”, “SHOULD", “SHOULD NOT",

“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

In sections of the present document whose preseiigdicated by one of the capabilities definedaation 9.3, use of
the [RFC2119] terms “MUST", “SHALL”" or “REQUIRED” pplies only when the capability is made availabl®AE
applications. They do not have the effect of makhag section mandatory.

In this document, “application” means “declaratamplication” (browser based application) throughtbet DAE
platform specification, as opposed to the “procatlapplications” (Java based applications) definettie PAE platform

specification.

In the documente APls JavaScript attributes ard-varéte unless otherwise specified..

3.2 Definitions

Term

Definition

Audio from memory

Audible notifications and audio clips intended tofayed from memory.

Embedded object

A software module that extends the capabilitiehefOITF browser. Features provided by an embedd
object are made available to DAE applications tgtothe methods and properties of a specific jay@gisc
object.

Mandatory

The feature is an absolute requirement of the fpation (a “MUST” as defined by RFC 2119).

Non-visual embedded
object

A non-visual embedded object is an embedded othjathas no visible representation and cannot get
input focus

Optional The feature is truly optional (a “MAY” as definegt RFC 2119)
Remote Ul The display of a Ul from one device on a seconth@te) device across a network.
Trick Mode Facility to allow the User to control the playbamkContent, such as pause, fast and slow playback,

reverse playback, instant access, replay, forwaddraverse skipping.

3.3 Abbreviations

In addition to the Abbreviations provided in Volurhgthe following abbreviations are used in thitunee.

Abbreviation Definition

AJAX Asynchronous JavaScript and XML
CSss Cascading style sheets

DOM Document object model

GIF Graphics Interchange Format
HE-AAC High Efficiency AAC

JPEG Joint Photographic Experts Group
PNG Portable Network Graphics

SVG Scalable Vector Graphics

WAVE Waveform audio format
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4 DAE Overview

This specification builds on the capability modefided in CEA-2014[CEA-2014-A] in order to exposedan IPTV
service provider the capabilities of any partic i F.

In addition to what is defined in CEA-2014, othemtinal capabilities are defined in section 9.3er\g most of the
features defined in this specification. This docotdoes not define whether these capabilities anedatory or not.
Other documents or specifications need to addhe¢sA small minimum set of capabilities are defifie section 9.2
"Default Ul profiles".

Section 3.1 of this document defines how to interfiRFC2119] terms like "SHALL" in sections of tldscument
included in a capability. In sections of this doamnwhich are not covered by capabilities, tertks ISHALL" apply as
used in each section.

4.1 Architecture of DAE

This section will introduce the basic conceptshia &rchitecture of the DAE specification and thelationships. [CEA-
2014-A] is the baseline technology for the DAEphrticular the following requirements hold:

- The OITF SHALL support the i-Box model as definadCEA-2014-A] with the changes described in Anigxn
particular all requirements for an i-Box remotedliént as defined in section 5.1.2 and sectiongty@ugh 5.10 of
CEA-2014-A (i.e. all Remote Ul client requiremeirtside the subsections that are marked as eithantidtory for
every RUIC” or “Mandatory for i-Box” except whereadtified by Annex B of this document). This alsolirdes
(through reference) Annexes C, F, G, H, |. The OBHALL also support the following features whicle aiot
mandatory for the i-box model.

o 5.6.1 Multicast notifications
o 5.7.1 Streamed A/V Content
o 5.7.3 Full-screen video

- The OITF MAY support the 2-box and/or 3-box modiddined in [CEA-2014-A]. Note that by default threarface
with the AG and IG deviates from CEA-2014's 2-bomdal and 3-box model. An overview of these diffeenis
given in Section 4.1.1.

- A mandatory requirement in CEA-2014-A remains maoidafor the OITF, and recommended and optional
requirements in CEA-2014-A remain recommended atitbal for the OITF, unless explicitly specifieidfdrently
inside this DAE specification. A detailed desciptiof these differences can be found in Annex B.

4.1.1 Remote Ul and box models (Informative)

The architecture overview from CEA 2014 Sectiondefines various box models. Next to the i-Box mdde
accessing IPTV service providers or 3rd party imeservices, it defines a 2-Box and 3-box modeirfdhome remote
Ul. Box Models are divided by not only where thevee resides but also where the Ul control poistde to perform
discovery and setup of a remote Ul connectionasef the 2-Box and 3-box model the Ul controhpas a UPnP
control point that discovers in-home servers. dgecof the 2-box model, there is a UPnP Remoteobtral point inside
the OITF. If the UPnP remote Ul control point residn an external device (e.g. web pad, remoteaiter), whereby
the external device lists the Remote Ul serverssatsl up a Ul connection between the OITF and RetdbBerver this
is called the 3-box model. An OITF that supports 3dbox model must be discoverable through UPre,isnd expose
the profile information of a Remote Ul client taethome network.

For the OITF, only the CEA-2014-A i-Box model is natory. The 2-box and 3-box models are optionlaé default
interaction with the Application Gateway (AG), théS Gateway (IG) and the CSP gateway (CSPG) deuiatee
following manner. However, it is not precluded &r AG, IG, CSPG or other devices in the home ndtwmexpose
themselves as a regular UPnP Remote Ul serveistbampliant with CEA-2014, for example to servieemote Ul of
its configuration screen to the OITF.

0 The AG is similar to a level 1 remote Ul serveda$ined in Section 5.1.1.2 of CEA-2014-A, with the
difference that [Req. 5.1.1.2.d] is replaced witttifeerent device description. The device desaoniptdf the AG
is defined in Section 10.1.1.2 of [PROT]. The regoients [Req. 5.1.1.2.b] and [Req. 5.1.1.2.c] aw n
optional: a URL to the XML Ul Listing is provided/telement <agUIServerURL> of the AG Description XML
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document. Note that the UPnP Device descriptiah@fAG MAY offer a CEA-2014-A compatible level 1 o
level 2 remote Ul server in its UPnP device hidmgrihat point to the same XML Ul listing.

The IG enables the discovery of IPTV services thhothe HNI-IGI interface as defined in [PROT]. Thss
quite different from a level 1 or level 2 remote déirver. The details of the device discovery oflthare
defined in Section 10.1.1.1 of [PROT].

Irrespective of the box models, and the discoveegmanism used, the OITF performs the following gelngteps to set
up a connection to any internet or in-home service:

1)

2)

3)

4)

5)

Setup & Connect phase:

A. The OITF connects to a URL of a DAE applicatioreoéd by a server over an HTTP connection. The
OITF's capability profile is conveyed to the servasing the “User-Agent” HTTP header, to enable the
server to adjust the contents to the DAE capadilitif the OITF. An OITF that supports additional
content formats (e.g. Flash) can also convey tegtnsions to the server.

B. After setting up the connection, the XHTML and/&G contents that constitute the DAE application are
downloaded to the OITF.

C. This connection can also be set up by a separa@obiirol Point in case of an OITF that supportsteo$
model.

Presenting web content:

A. After downloading the XHTML and/or SVG contentse tBAE application may become active and
display a user interface as defined by the XHTMH/anSVG contents.

Controlling the UL:

A. Remote control, keyboard and mouse events canrmfidtawithin scripts.

B. Native control for web forms and spatial navigatioust be supported.

C. Client-side scripting control for the playback oAcontent must be supported.
Dynamic Ul Updates:

A. User interfaces can be dynamically updated by ¢nees using a persistent TCP connection (NotifSticke
or through XML updates over an HTTP connection (XJA

3 Party Notifications:

= Notification messages linked to Ul content canvaron the OITF outside of an active Ul interacti@mtween the
OITF and the server.

4.1.1.1 i-Box Model

The i-Box Model supports the remote presentatiah@mtrol of Uls that reside on a server on therimt (WAN). The
client (OITF) resides within the home domain, asméither non-discoverable and has a built-in “Catina setup and
control” to perform connection management relatgerations, or is discoverable by an external sed¢d/PnP Remote
Ul Client Control Point within the home domain tladiow the connection management related operatmbs
controlled by another device. This configuratiodépicted in the diagram below.

OITF/DAE Remote Ul Server

(Non-Discoverable or (Internet)
Discoverable

{  Connection | T :

. Selepend i UPnPRUI

1 cantrol : i Client Control

----- e ' Point : i 1 =optiona

___________________
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Figure 1: i-Box Model

41.1.2 2-Box Model

The 2-Box Model describes a configuration in whilel server is discoverable in the home networkcésthe client
is not discoverable, it must have a UPnP ContrahtRo order to be functional in the network todigle to discover
an AG device description (as defined in SectiomflfPROT]), or a Remote Ul server description asctdi&ed in
Section 5.1 of [CEA-2014-A].

OITF/DAE Application
: Gateway (AG)
(Non Discoverable) < q and/or RUI Server
UPnPControl (Discoverable)
Point

Figure 2: 2-Box Model

4.1.1.3 3-Box Model

When both the Remote Ul Server and the Remote léh€Care discoverable, the configuration can beritesd by
the 3-Box Ul Model. This configuration has no region on the location of the UPnP Control Point fiee discovery
and connection management, as illustrated in thgrdim below.

Application Gateway

OITF/DAE (AG) and/or RUI
Server
(Discoverable)
R Y = > (Discoverable)
y Control
:L Foint i Ul Control i Ul Control :
""""""""" ; Point L Point :

Figure 3: 3-box Model

4.2 Application Definition

This section defines what is meant by the conceat'DAE application’; which files and assets amnsidered to be part
of a DAE application and how this relates to DABplagation security and lifecycle.

A DAE application is an associated collection otdments (typically JavaScript, CSS and HTML or S¥sguments)
from the same fully-qualified domain, unless sgedifdifferently in Section 5.1.3.3. It is accessedr TLS and
authenticated with an X509 certificate. Accessrtuileged capabilities can be requested througbkresibns to the X509
certificate (see section 10.1). Whilst the docunieitaded within the browser, an additional brawsgect (the
ApplicationManager object), defined in section 7.13.1 is presentacakssible by the DAE application. The
ApplicationManager object provides access to thpp1ication class defined in section 7.13.2 which provides
Javascript properties and methods that a DAE agijilic possesses that exceed those of traditioreth vages”.
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The difference between a DAE application and aititathl web page is the context within which ilaaded and
executes. For this reason, the definition and detdia DAE application focuses on the applicagaecution
environment and the additional capabilities proslitie DAE applications. The next subsections descsilime of the
differences. Additional details about the DAE apation lifecycle can be found in Section 5

4.2.1 Similarities between applications and traditi  onal web pages

Both applications and traditional web pages havimigial document, almost always written in HTMLhigh can
include the contents of other documents. Thesedeti documents can have a variety of types, inotu@iascading
Style Sheets (CSS), JavaScript, SVG, JPEG, PNGaérd

A dynamic DOM, combined with XMLHttpRequest, persniJAX-style changes to the current applicatiomveb page
without necessarily replacing the entire document.

4.2.2 Differences between applications and traditio  nal web pages

An application is created and terminated in a déifé manner to a web page. For the case of apiplicateation, it is
this difference that indicates to the browser thaew application is being started, rather tharidhding of a (new) web
page. For the case of application destructiondifierence indicates the termination of an appi@atas opposed to the
loading of new contents within the context of therent application.

The application context includes information abidwet state of an application from the platform’sgperctive —
permissions, priority (importance: which to terminérst in the event of insufficient resources, éxample) and similar
information that spans all documents within an eagibn during the lifetime of that application.

An OITF SHALL support the execution of more thare@pplication simultaneously. Applications MAY shdine same
screen estate in a defined and controlled fasHibis. differs from multiple web pages, which areitgtly handled
through different browser “windows” or “tabs” andagnnot share the same screen estate concurreliigygh the
details of this behaviour are often browser-depat)d&his also differs from the use of frames, whiapart from
iframes, do not support overlapping screen esBatth foreground and background applications SHAELshpported
simultaneously.

Applications SHALL be recorded within a hierarchyapplications. Each object representing an apfitingpossesses
an interface that provides access to methods amlusgs that are uniquely available to applicagidfor example,
facilities to create and destroy applications camtcessed through such methods

4.2.3 The security model

Each application has a set of permissions to parf@rious privileged operations within the OITF elfrermissions that
are granted to an application are defined by ttersection of three permission sets:

1. The permissions requested by the application, usiegnechanism defined in section 10.

2. The permissions supported by the OITF. Some psioms may not be supported due to capability gins
(e.g. thepermission_pvpermission will never be granted on a receiver dogs not support PVR capability).

3. The permissions that may be granted, as deternhipeder settings or configuration settings spetifig the
operator (e.g. blacklists or whitelists; see secfid for more information). This is a subset 9f ghd may be
different for different users.

4.3 Gateway Discovery and Control

This section describes how DAE applications discole information of the gateway and subsequentigracts with the
gateway. The discovery of the IG and AG by the O#F& defined in section 10.1 of [PROT][PRQThe discovery
takes place prior to the DAE application beingiatized. The information about the discovered gatsana made
available taDAE applications through thepp1ication/oipfGatewayInfo embedded object. DAE applications
can use this gateway information to interact whih discovered gateways (e.g. IG, AG, CSP gatewdysaron). The
application/oipfGatewayInfo embedded object SHALL be made accessible thraugDOM with the interface
as defined in section 7.12.

Access to the functionality of treppT1ication/oipfGatewayInfo embedded object is privileged and SHALL
adhere to the security requirements defined in@ed.1
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4.4 Media Format

This section describes the main requirements fofdlmat and usage of codecs in media referreg RAE
applications. This section also describes memodyoau

4.4.1 Media Format of A/V media except for audio fr om memory

This section describes the format and usage oAtflemedia codec except for audio from memory.

Format and usage of video codec SHALL adhere tti@&eb of [MEDIA].[MEDIA]
- Format and usage of subtitles format SHALL adher8ection 6 of [MEDIA][MEDIA].
- Format and usage of teletext format SHALL adher8dotion 7 of [MEDIA][MEDIA].

- Format and usage of audio codec SHALL adhere ttid3e8 of [MEDIA][MEDIA], except for Section 8.1.2,
8.1.5 and 8.2.1 which are covered in section 4.4.2.

4.4.2 Media Format of A/V media for audio from memo ry

This section describes the format and usage oAflamedia codec for audio from memory. Usage ofesponding
A/V media object is described in Section 7.7.3hig tlocument.

For the audio from memory format, HE-AAC SHALL bepported by the OITF and WAVE MAY be supported by t
OITF.

- Format and usage of HE-AAC audio from memory SHAlddhere to Section 8.1.1.2 and 8.2.1 of
[MEDIA][MEDIA].

- Format and usage of WAVE audio from memory SHALbea to Section 8.1.5 and 8.2.1 of [MEDIA].

4.4.3 Media Transport

Format and usage of media transports referred @Afy applications SHALL adhere to Section 4 of
[MEDIA][MEDIA].

4.5 Resource Management

This section describes how resources (includinggramular resources such as memory and display areahared
between multiple applications that may be runningutaneously. Applications SHOULD be able to takerthe loss of
scarce resources if they are needed by anothecagpgh, and SHOULD follow current industry besagtises in order
to minimize the resources they consume.

This specification is silent about the mechanisnsfaaring resources between DAE applications, PgifiGations and
other applications running on the OITF. In the ravdar of this section and this document, the teppliaation refers
solely to DAE applications

4.5.1 Application lifecycle issues

If an application attempts to start and not enowglources are available, the application with diweekt priority MAY
be terminated until sufficient resources are abgldor the new application to execute or untilapplications with a
lower priority are running. Applications signallading the method defined in section 5.2.1, whichsdaot define
priorities, SHALL be assumed to have a priority@f7F.

Applications may register a listener fap1icationuUnloaded events (see section 7.13.4) to receive notificadid
the termination of a child application.

Failure to load an asset or CSS file due to a tdakemory (e.g. image files) SHALL have no effenttbe lifecycle of
an application, but may result in visual artefdetg. images not being displayed). Failure to laadHTML file due to a
lack of memory MAY cause the application to be teated.

Copyright 2009 © Members of the Open IPTV Forum



Page 18 (223)

4.5.2 Caching of application files

Application files MAY be cached on the receiveoider to improve performance; this specificatioriisnt about the
use of any particular caching strategy. For pacltagplications, the entire package SHALL be retiifie either
packaged or unpackaged form) until the applicatias terminated.

4.5.3 Memory usage

Applications SHOULD use current industry best psss to avoid memory leaks and to free memory vihismo
longer required. In particular, applications SHAuAregister all event listeners before terminataor SHOULD
unregister them as soon as they are no longerrestjui

Where available, applications SHALL use explicisalactor functions to indicate to the platform thegources may be
re-used by other applications.

Applications MAY use thgc () method on thapplication/oipfApplicationManager embedded object to
provide hints to the OITF that a garbage collectipae should be carried out. The OITF is not rexglito act on these
hints.

The LowMemory system event described in section 7.13.4 SHALpdrerated when the receiver is running low on
memory. The amount of free memory that causesthest to be generated is implementation dependspplications
may register a listener for these events in oraldiandle low-memory situations as they choose best.

4.5.4 Media control

Where applications make conflicting requests faiitéd media decoding resources, the media decodsmyrces that
are requested most recently are presumed to lendeethat are most wanted and the resources SHAIldrdnted to the
application that most recently requested them. @pdies to conflicts between different requestssfeeaming video or
audio (whether over RF tuners or IP streams). $peification is intentionally silent about handliof resource use by
embedded applications including scheduled recosding

If audio from memory interrupts any other mediasgrgation then the interrupted presentation SHA&Irdstored when
the interrupting presentation ends.

When audio from memory is interrupted by a resolwss, the presentation is cancelled and SHALL Ni@Testored..

4.5.5 Use of the display

A compliant OITF SHALL support one of two modes foanaging the display of applications:
® Multiple applications may be visible simultaneoyskjth the OITF managing focus between applications

® Only one application is visible at any time; switito a different application hides the currentlgible
application. The mechanism for switching betwegpliaations is implementation-dependent.

Applications SHALL be initially created with an astated DOMw1i ndow object that covers the entire area available to
DAE applications (i.e. entire area that the browses reserved for rendering the content, excluttingarea used for the
browser Ul, such as status bar or browser buttand)may choose to resize or display this D@hdow as appropriate.
The default background of the DOM ndow, and any areas of the browser area outside the BOdMow when it is
resized SHALL be transparent — any video (if thedieare supports overlay as per the <overlay*>-el@mdefined in
Section 9.2 for the capability profiles) or apptioas (if multiple applications can be visible siltameously) with a

lower Z-index will be visible except where the dpation has drawn Ul elements.

Applications from the same service provider thatiatended to run simultaneously SHOULD take carectordinate
their use of the display in order to ensure thatartant Ul elements are not obscured.

The visibility of an application (e.g. by callingethodshow () orhide() on theApplication object) SHALL NOT
affect its use of resources.

4.5.6 Key Handling

The visibility of an application shall not affetiet events that it receives — an active applica8HALL receive user
input events even when it is not visible.
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Key events SHALL be dispatched to active applicgiasing the process described in 7.13.4. In dadensure that
sensitive key input (e.g. PINs or credit card dg}as limited only to the application it is inteed for, applications
SHOULD ‘absorb’ key events by calling thecopPropagation () method on the DOMRey event. The
Application.isPrimaryReceiver property enables applications to determine whettiegr applications will
receive any key input prior ahead of the speciéipglication.

4.6 Parental Access Control

The present document permits a number of diffeapptoaches to parental access control.
a) Enforcement in the network.

An IPTV service provider MAY manage parental acagsstrol completely in the network. Applicationsining on
application servers back in the network MAY dediddlock access to content or arrange a DAE appicdo ask for a
PIN code as necessary. This approach can apphytkiad of content - streaming on-demand contdhtrioadcast
content and to downloaded content.

No specific support is needed for this approadhénspecification.
b) Enforcement in the network for on-demand contedtiarthe OITF/CG(Content Guide) for broadcast conte

IPTV service providers MAY use the content protaetmechanism for protected content to enforce acomstrol to
protected content. If used, this enforcement vélen in the OITF and in some cases in the CSRav@wtas well. In
this approach, the content protection mechanistnarOITF would ask for PIN codes as needed.

The OITF/CG-based enforcement of this approacliefieed in clause 4.1.6.1 of [CSP][CSP].
¢) enforcementin the OITF
OITFs MAY enforce parental access controls theneselZxamples include embedded applications offexaugss to;
- IP delivered content based on information delivecethe metadata CG client.
- classical broadcast content in hybrid OITFs
- content delivered to the OITF (either streaming@wnloaded)

In this approach, PIN dialogs would be generateddue forming part of the OITF implementation. T&Rls in Section
7.14 provide some control over these dialogs. Tihevibuld typically be configured by an embeddedlaapion but
MAY also be configured by a DAE application usiig optional APIs defined in Section 7.10.2 “Confagion” of the
present document.

This approach is reflected in a number of failuiedes as defined in the following clauses of theijeation;

- For broadcast channels (both IP and hybrid), itiee@.4.2 and 7.5.2 "Switching IP broadcast chis'ineee
"onChannelchangeError" where errorState 3 is defined as "parental latklannel”

- Parental rating errors and parental rating chadgeaag playback of A/V content through the CEA-204/4/
embedded object and thé deo/broadcast object are reported according to the mechanisrorithes! in
7.7.4 “Parental Ratings Error”.

NOTE: Due to the variation in regulatory requirensesgind deployment scenarios, the present documértentionally
silent about which of these approaches or comluinaif approaches is used.

Copyright 2009 © Members of the Open IPTV Forum



5 DAE Application Model
5.1 Application lifecycle

This section describes the lifecycle of a DAE agadion, including when an application is launchgben it is
terminated and the behaviour when a DAE leavebthimdary of one application and enters another.

APIs related to DAE applications are described.¥B7DAE Applications APIs”.

5.1.1 The Application Tree

Applications are organised in to an implicit tréeusture, where applications started by other @pfibns may be child
nodes of the parent. An OITF MAY keep separateiagpbn trees for different domains, possibly cartad to a system
root node maintained by the OITF that is not adbéssy other applications. The root node of anliapfion tree is
created upon loading an initial application URI.

Applications created while the DAE environmentuaming (e.g. as a result of an external notifiggtidnat are not
created througlkireateApplication() SHALL be created as children of the system node.

5.1.2 The application display model
Multiple applications SHALL be displayed on the ®linh one of two modes:

< Multiple applications may be visible simultaneoushull-screen video or other applications behhmel ¢urrent
application shall be visible through any transpaegeas in the application. Applications from theng service
provider executing simultaneously are expectedtordinate their use of the screen and their mamageof
user input events.

e Only one application is visible at any time. Theahanism for switching between applications is
implementation-dependent. In this case,shew(), hide (), activate() anddeactivate() methods
provide hints to the execution environment abougtivbr the user should be notified that an appticatequires
attention. The mechanism for notifying the usesusside the scope of this specification.

The mode used SHALL be determined prior to inisiafion of the DAE execution environment and shatbst until
termination or re-initialization of the DAE exeauti environment. The means by which this mode éseh is outside
the scope of this specification.

In both modes, the background of the D@Nhdow object associated with an application SHALL be$zarent by
default as defined in Section 4.5.5. The D@ihdow object associated with an application SHALL idifizover the
entire area available to DAE applications (i.eirerdrea inside the browser that the browser reerved for rendering
the content, excluding the area used for the broWkesuch as status bar or browser buttons); apptins may resize
this using the methods on the DANIndow object. Note that any resizing or positioning @tiens only affect the
DOM w1indow object on which they are called.

5.1.2.1 Manipulating an application’s DOM Window ob  ject

Each application has an associated D@NMdow object and a DOMbocument object that represents the document that
is currently loaded for that application. Even “diwless” applications that are never made visiblehan associated
DOM w1indow object.

Standard DOMvindow methods are used to resize, scroll, position andss the application document (see section 0
for an example). Many browsers restrict the sizlaoation of windows; these restrictions SHALL N®& enforced for
windows associated with applications within theviser area. Any area of the display available to Caplglications

may be used by any application. Thus, ‘widget’s@gpplications can create a small window that ¢éostanly the
application without needing to be concerned with mxinimum size restrictions enforced by browsers.

5.1.3 Creating a new application
5.1.3.1 General

The present document defines a number of diffeapptication lifecycle models. These include;
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« Web applications - pages loaded directly from a URL

e Using theApplication.createApplication API call
e CE-HTML third party notifications

e Applications from SD&S signalling

* Applications started by the DRM agent

e Applications provided by the AG through the remdte

5.1.3.2 Web applications

Web applications are started by fetching the fiesge of the application from a URL.

5.1.3.3 Using the Application.createApplication API call

Creating a new application is accomplished by angat newApp1ication object via the
Application.createApplication() method. Calling this method will create a newligapion and add it to the
application tree in the appropriate location.

// Assumes that the application/oipfApplicationManager object has the ID
// ‘“applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appmgr.getOownerApplication(window.document);

// create the application as a child o fthe current application
var child = self.createApplication( url_of_application, true );

Each application has an associated D@Mdow object by default. Thisindow object is initially marked hidden to
avoid screen flicker during application start-uma® loaded (as might be indicated througloahoad event handler),
the application then typically calls tlsdow () method of its paremtpp1ication object.

If the application does not ever need to be visitilen its DOMwindow object will never be shown. In that case, the
application should take steps to avoid being fotathto reduce computation and memory overheads.i3 typically
accomplished by setting the default CSS style efdbcument’80DY element talisplay: none.

Because all applications have associated D€fiMdow objects, it is possible to make any applicatizible even if it is
not normally intended to be visible. This is ofgariar benefit during debugging of hidden servigge applications.

The DOMW1indow for an application cannot interact with other D@Whdow objects of other applications in the
system except through the application API. In otherds, scripts that are part of the document bdiaglayed inside a
DOM w1indow object cannot discover other applications withgrihg through the application API, which acts as a
single point of security control.

All HTML, JavaScript and SVG files that comprise @uplication SHALL be retrieved from the same FQDNhe
application attempts to access files of these t§iqmes another domain, this access SHALL fail athé content did not
exist. Audio and video files with MIME types suptes by OITF may be retrieved from other domains.

If the document of an application is modified (oer replaced entirely by other pages of the sanieNpQthe
Application objectis retained. This means that the permissédmranted when the application is created apfuies
all “edits” of the document or other pages in tpplecation, until the application is destroyed.

5.1.3.4 CE-HTML third party notifications

The lifecycle of these is defined by [CEA-2014-Ajdassummarised in section 5.3.1 of the present deatim

5.1.3.5 Starting applications from SD&S Signalling

These are described in section 5.2, “Applicatiomdumcement & Signalling”.
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5.1.3.6 Applications started by the DRM agent

These SHALL be considered as web applications.

5.1.3.7 Applications provided by the AG through the remote Ul

OITFs MAY include the capability to start these Egations from an embedded application. OITFs SHAhtlude the
ability for applications to discover these as dedifby the application/oipfGatewayInfo” embedded obiect in
section 4.3.

5.1.4 Inheritance of permissions

Applications created by other applications (e.gnaishe methods described in sections 5.1.3.210838) SHALL NOT
inherit the permissions issued to the parent agiin. The permissions granted to the new apptinatiill be defined by
the mechanism specified in section 10.

When an application exports an API to other apptics from the same provider, security checks SHAkLcarried out
in the context of the calling application, not trentext of the exporting application. For instaritan application
exports an API that allows other applications targe channel, only applications that have beertggahe permissions
“permission_tuner_control_linelipr “permission_tuner_controWill be allowed to change channel regardlesshef t
permissions granted to the application exporting API

5.1.5 Stopping an application

ThedestroyApplication() method (as specified in Section 7.13.2.2) SHALImi@ate the application.
Applications SHALL also be destroyed when followiadjnk to a page loaded from a different domaifieAthe
destroyApplication() method returns, further execution of the specifipdlication SHALL NOT occur.

When an application is terminated, all associagsturces SHALL be freed (or marked available fabgge collection).
Any active network connections will be terminateshy media content being presented by the apptinat stopped,
although recordings or content downloads initidigdhe application will not be affected.

Note that terminating an application does not ingly effect on the state of the DAE execution evinent.

Additional requirements are defined for stoppinigsted service provider applications and applicetipart of
scheduled content services in sections 5.2.2.%5dh#.4 respectively.

5.1.6 Privileged application APIs

The privilege model implemented with applicatioadased upon requiring access toApp11ication object
representing an application in order to accesgtivéleged functionality related to applicationddycle management and
inter-application communication.

Only web pages running as DAE applications (eg@nfa known provider and loaded via TLS) have acteas
Application object (via theapplication/oipfApplicationManager object).

5.1.6.1 Compromising the security

Since applications have accesapp1ication objects, it is possible for applications to compige the security of the
framework by passing these objects to untrustee.dédr example, an application could raise an evern untrusted
document and pass a reference taitp11ication object in the message. Any calls to methods oapgoi ication
object from pages not running as part of an apgdiodrom the same provider SHALL throw an errordagined in
section 10.1.1.

5.1.7 Active applications list

This is a list of application nodes ordered in a4trecently activated” order. It is used for dispang system events
and is not directly visible to applications.

An application is activated through calling thetivate () method of the application node. This marks aniegfibn
as active and inserts the application at the efdhe active application list (removing it fronethist first if it is already
present).
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An application is deactivated through ttheactivate () method of the application node. This marks aniagfbn
inactive and removes it from the active applicatien

The currently active application is the applicatairthe start of the active application list.

This specification does not define any behavioundfe than one copy of the browser is executing.

5.2 Application Announcement & Signalling

The present document defines two approaches fdicappn announcement and signalling. Both incled&nsions to
the DVB SD&S mechanism. Neither is mandatory fol EX.

5.2.1 Approach A

5.2.1.1 General

A described in [ARCH][ARCH], Service Provider Dis@ry information can be delivered to OITF as a Xhticument
or a Web page. Also, Service Discovery and CorfBeritle information can be either XML data for thetagata CG
client or DAE application. The Figure 4 describgerall data flows of Service Provider Discovery igrieoint,
obtaining the Content Guide and accessing DAE sesvaccordingly.

i Metadata Track XML -base XML -base i
i Service > Content i
i XML -base: Discovery Guide i
i Service 2 iAPl i
: P.rowder DAE :

. Discovery 1 . '
Service Services '
Provider !
Discovery e e e

Entry Points | \ |77 1T mmoommommmmmooooooooooooooooooooooooo oo '
niry Foints Web Track i
: DAE-base! |
: Gertes DAE-based . DAE i
i Provider Portal Services :
: Discoven i
| —F ———— >
] to t3 ta T

t,— SP Discovery Entry Points Phase
t,— Service Provider Discovery Phase
t3— Service Discovery Phase

t4— Service Access Phase (Obtaining Content Guide)

Figure 4: Overall Data Flow from SD&S to Content Gude

« Service Provider Discovery Entry point — IP addiegsrmation in order to start the Service Provider
Discovery phase, defined in the section 6 of [ARCH]

« XML-based Service Provider Discovery — Service RtewDiscovery information which described in the
form of SD&S XML document defined in [META]

« DAE-based Service Provider Discovery — DAE appiaatvhich contains Service Provider Discovery
information
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« XML-based Service Discovery — Service Discoverpiniation including Broadcast Discovery Record,
Content Guide Discovery Record, Package DiscovegoRl, Communication Discovery Record which
described in the form of SD&S XML document definedMETA]

« DAE-based Service Discovery — DAE application whimtiudes Service Discovery information

« DAE-based Content Guide — DAE application whicHudes Content Guide information such as EPG or CoD
Guide

« XML-based Content Guide — Content Guide informatidnich described in the form of BCG XML document
defined in [META]

In Figure 4, there are two main tracks to signaBEDapplications — the Metadata track and the Wetkiréhe process
for traversing these tracks is dependent on whedberice Provider Discovery information is delivetigss a XML-based
Service Provider Discovery or DAE-based Servicevier Discovery.

The OITF SHALL traverse the Web track when SerWcevider Discovery is delivered as DAE-based SerfAovider
Discovery. The Service Provider Discovery EntryrRdias an IP address to start DAE-based Servicgd@roDiscovery
In the Web track. The method of obtaining IP adsl@sService Provider Discovery Entry Point is disd in the
section 6.2 of [ARCH]. With the given Service Pret Discovery Entry Point, the OITF SHALL automatly start
DAE-based Service Provider Discovery. After the Blaunches the DAE-based Service Provider Disco¥@VF can
access DAE-based Portal and DAE services througD#&E-based Service Provider Discovery. All apglima
announcement and signaling SHALL be describedeérXAE-based Service Provider Discovery. In the Wabk, how
to jump into the Metadata track is out of scope.

On the other hand, when Service Provider Discoirdormation is transmitted to the OITF as a XML-bdsService
Provider Discovery, the OITF SHALL traverse the kldta track. While traversing the Metadata traok,QITF can
launch DAE application.

In the Metadata Track, SD&S Metadata SHALL be useshake an announcement and signal of applicatlarisigure
4, there are two points signaling and making annemrent DAE applications which are expressed as braned
arrows.”

Since there is no Metadata API is defined in theenit DAE specification for SD&S Metadata definedMETA], the
OITF SHALL use a native Ul to show the result ofgilag SD&S XML document. Also, OITF SHALL give aafice to
the end-users to start applications at a time aif ¢thoice.

< Arrow Number 1 — The First step is to signal a DB&sed Service Discovery application. In order éntghe
DAE-based Service Discovery application, the SerAcovider Discovery Record of 3.2.1 of [META] SHAL
be used. When Service Provider Discovery Recodglisered to the OITF as a SD&S XML document, OITF
SHALL parse the XML-based Service Provider Discgvend show the result through a native Ul. If the
Service Provider Discovery Record signals more tivanservice provider, the OITF SHALL offer the ergkr
the opportunity to select a certain service pravaaong given service providers. Once a serviceigeo is
selected, if the selected service provider sigad)A\E-based Service Discovery application, thenQREF
SHALL start that application. However, if only oservice provider is signaled and that service glewsignals
a DAE-based Service Discovery application thenQREF SHALL either automatically start the DAE-based
Service Discovery application or offer the end-uberopportunity to select the service providere Tetail
information of how to signal the DAE applicatiorr fervice Discovery with the Service Provider Disery
Record is described in the 3.2.1 of [META]. AfteetOITF starts the DAE application for Service Digery,
the DAE application for Service Discovery MAY inde information to access an IPTV Service such as
obtaining a Content Guide or consuming a piecened@mand contents.

« Arrow Number 2 — The second step is to signal a BbbaEed Content Guide and service-bound applications
The second signaling step SHALL be used if onlyeaviBe Provider provides its IPTV services with XML
based Service Discovery and signals DAE applicdtombtaining Content Guide and service-bound
applications, which means OITF SHALL parse at I¢astSD&S XML document defined in the [META] and
show the parsing results of SD&S XML document tigtoa native UI.

* In order to signal the DAE-based Content Guide GbatentGuide Discovery Record, defined in 3.212d%.
[META], SHALL be used. When OITF receives this restathe OITF SHALL parse the ContentGuide Record
and keep the URI information for the content guitiee content guide URI information SHALL be used fo
launching a DAE-based Content Guide applicationclvSHALL be occurred when an end user requests
content guide application through the native Ule etail information of how to signal the DAE apglion for
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Content Guide is explained in the 3.2.2.2.1 of [METIn order to signal the service-bound applicasiothe
Broadcast Discovery or Package Discovery record I9HIBe used. For the detail information of how tgrsl
DAE application for the service bound applicatisexplained in the 3.2.2.1 of [META].

5.2.1.2 Communication service applications

As described in [ARCH], there are communicatiorvieers such as Chatting, Instant Message, Presande;aller ID.
When the OITF accesses a DAE-based Service DisgmeeDAE-based Service Provider Discovery or XMasked
Service Provider Discovery, DAE-based Service Discp SHALL signal or make an announcement for D/AdSdd
Communication application if a service provider vgato enable the communication services. AlsoDA&-based
Communication application SHALL be implemented @c@dance with the section 7.8 of the current DpAEcHication.

If the DAE-based Service Discovery is deliveredhte OITF, it is a Service Provider decision whettenot the
Communication applications are included in the Di#dSed Service Discovery.

However, if a Service Provider delivers XML-baseshfice Discovery and wants to provide Communicaservices to
the OITF, the Communication Discovery Record SHAld used for signalling or making an announcement fo
downloading or accessing Communication serviceiegibns which is defined in 3.2.2.2.2 of [META].A&n OITF
receives the Communication Discovery record, thEFOBHALL parse the record and the keep the URhef t
Communication service. This URI SHALL enable th&Blo access the main entry application of DAE-dase
Communication applications, which SHALL be implerteghin accordance with the section 7.8 of the eufBRAE
specification. For the detail information of howsignal Communication service applications with @@mmunication
Discovery Record, please refer to 3.2.2.2.2 of [MET

The OITFs which support communication service agpions SHALL include a native Ul to permit the eugkr the
opportunity to start the application at a timehdit choice when XML-based Service Discovery iswideed to the
OITFs.

5.2.2 Approach B

5.2.2.1 General

As described in [ARCH][ARCH], Service Provider Dis@ry information can be delivered to OITF as a Xhticument
or a Web page. Service Discovery can be either Xldia for a metadata client or a DAE applicatiorcofstent guide
can be either a DAE application or an embedded@fmn consuming XML information delivered to theetadata CG
client. The Figure 5 describes overall control flisam the Service Provider discovery entry points.
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Figure 5: Overall control flow from service provider discovery entry points

Item 1 is web-based service provider discoveryedmed by section 5.3.1.5 of [PROT][PROT].

Item 2 is applications from a service provider whihould run (or be able to run) while that seryioavider is selected.
These MAY include a service provider's portal, onenore communication service applications as a&kh content

guide in the form of DAE application. These areirksd in section 5.2.2.3 below.

Item 3 is applications which are part of schedwentent services. These are defined in sectioi2 8. Below.

Item 4 is the metadata API defined in section T.the present document.

5.2.2.2 Signalling format

This approach is based on the signalling defineskation 3.2.1.2 of [META][META]. The following tdé defines how

that signalling SHALL be used to signal DAE applicas.

Table 1: Application signalling

Descriptor or Element in
[MHP]

Summary

Status in present document

AR.3.1 ApplicationList

List of applications

Requite

AR.3.2 Application

Name, identifier, type specific
descriptor, provider descriptors

Required. The following SHALL NOT be
signalled for DAE applications.

® providerExportDescriptor

AR.3.3 Applicationldentifier

2 numbers

Required

AR.3.4
ExternalApplicationldentifier

Already running applications not
signalled in this service

Ignored.
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AR.3.5 ApplicationDescriptor

Numerous applicatidtriautes

Required

AR.3.6 VisibilityDescriptor

Attribute — indicate #pplication can
be visible to users and/or other
applications

Required

AR.3.7 IconDescriptor

Icon for application

The fileme in the IconDescriptor SHALL K
an HTTP URL.

AR.3.8 AspectRatio

Preferred aspect ratio for icons

Required.

AR.3.9 MhpVersion

Specification version

For apptioas compatible with the present
document, “1”, “0” and “0” SHALL be
signalled.

AR.3.10 StorageCapabilities Can the applicatiostbeed or Ignored.
cached
AR.3.11 StorageType Enumeration used in AR.3.10 ARs3.10

AR.3.12 ApplicationType

Application type

The MIMEpe “application/ce-html+xml”
SHALL be used for CEHTML applications.

The MIME type “image/svg” SHALL be use
for SVG applications.

AR.3.13 DvbApplicationType

Enumeration for AR.3.12

Ignored.

AR.3.14
ApplicationControlCode

Enumeration for AR.3.5

See below.

AR.3.15
ApplicationSpecificDescriptor

Container

Required. DAE applications SHALL be
signalled using the WebApplicationDescript
as defined by[META] [META]

e

or

AR.3.16 DVBJDescriptor Application location Ignored

AR.3.17 ApplicationStructure| Classpath and initilss for use with Ignored.
AR.3.16

AR.3.18 AbstractiPService Supports grouping of wmizb Ignored.
applications

AR.3.19 Unbound application support Ignored.

UnboundApplicationDescriptg

r

FLUTESessionDescriptor as
defined by section B.13 of
[META]META]

Support for distributing applications
through multicast.

SHALL be supported if OITFs support
FLUTE.

Elements and descriptors marked as ‘Ignored’ SHAIQT be processed for DAE applications. Servers MAMude

these in application signalling.

The application control code SHALL be interpretaedallows for DAE applications
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AUTOSTART: Either the application SHALL be startedthe OITF SHALL offer the end-user the opporturid start
the application. In the present document, the tstarting” when used in the context of an AUTOSTAR{plication
SHALL permit both of these options.

NOTE: One example of the OITF offering the end-uberopportunity to start the application would
be the UK convention of the OITF showing a red ieod starting the application if the end-user
presses the red button on the remote control. @fsep other markets may have other established
conventions for indicating this to end-users.

NOTE: Applications wishing to start without beingible may achieve this by specifying a CSS
style “display: none” for the body element.

PRESENT: The OITF SHALL take no action. There iseguirement for the OITF to provide a user integfallowing
the end-user the opportunity to start applicatieitl this control code. An IPTV service provider avkignals
applications with this control code SHALL provide application able to start them.

KILL: The application SHALL be terminated.

PREFETCH: The OITF MAY start fetching files, dataather information needed to start the applicabahSHALL
NOT start the application. Implementations MAY cioles this control code to be the same as PRESENT.

Table 2: DAE application control codes

The other control codes from [MHP] are not defifi@dDAE applications. Control codes not defined EpXE
applications SHALL be ignored.

NOTE: Some control codes only make sense when S&a%%e dynamically updated and updates
pushed to the OITF, i.e. when push SD&S signal{DgBSTP) is used.

5.2.2.3 Selected Service Provider Applications

Where the Service Provider Discovery Record isveedid as XML data (as defined in clause 6.2 of [AMfBRCH])
and an IPTV service provider is selected from 8etvice Provider Discovery Record, the OITF SHADbbk in that
XML data to identify the entry for the selected NPService provider. If the entry for the select®I'V service provider
signals the presence of interactive applicatiors #il their applications signalled with a conttoble of AUTOSTART
SHALL be started (if platform resources allow) inqpity order.

Applications signalled with other control codes SHANOT be started at that moment. If the selecfe@V service
provider changes, running applications from thenfer service provider started through this procé$al3 be stopped
and this process SHALL be re-run for the newly ctelé service provider.

5.2.2.4 Applications part of scheduled content serv  ices
When a scheduled content service is selectedptlaving SHALL apply;

e The OITF shall determine if there are any appl@a&isignalled as part of the service as definesklstions 3.3.2.1
and 3.3.2.2 of [META][META].

* Applications which are part of that scheduled congervice and which are signalled with a contozle of
AUTOSTART SHALL be started if not still running fneany previously presented linear TV service.

» Applications which are part of that scheduled cotgervice, which are signalled with a control cofle
AUTOSTART and which are already running from a jwesgly presented scheduled content service SHALL
a) continue to run uninterrupted if teerviceBound element of thappl1icationbDescriptor in their
signalling has valu¢€alse
b) be stopped and re-started if #®rviceBound element of thepplicationDescriptor in their signalling
has valuetrue

* Applications which are part of that scheduled congervice and which are signalled with a contozle of
PRESENT SHALL continue to run if already running BIHALL NOT be started if not already running.
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< Running applications from any previously presersglteduled content service which are not part ohdwe
scheduled content service SHALL be stopped asgbdine change of presented service.

While a scheduled content service is being predette following apply;

« Applications which are added to the service wittoatrol code of AUTOSTART SHALL be automaticallyaged
when their addition is detected by the OITF. Apgiions added to the service with any other cominole SHALL
NOT be automatically started.

« Applications which are part of the service whosetaa code changes to AUTOSTART from some otheueal
SHALL be automatically started unless already ragni

NOTE: The above requirements are only applicabth mish SD&S (i.e. DVBSTP).

5.3 Event Notifications

This section describes 4 different notificatiorenfiework(In-session notification based on Home ngtwlomain, In-
session notification based on Internet domafhParty notification based on Home network domalhpParty
notification based on internet domain) presente@€By 2014. Moreover, it defines a new notificatfommework for
IMS based natifications such as CallerID, Incom@al Message, Chat Invite not only when a DAE aggilon is active
but also inactive.

Event notification mechanism allows OITFs to reegimportant Ul or information from IPTV service pider or home
network devices such as IG, AG or DLNA RUI complatidevices. CEA 2014 mandates 4 unique notificatimalels
which are dependent on whether the server existe@internet domain or home network domain. Egafomain

models have two unique scenarios depended on whatine®t a DAE application is running. If a DAE dipption is

active, the in-session natifications are used fipstt dynamic Ul interaction between the server lwedDAE

application without the need to reload the XHTMIgpaOtherwise, 8 party event notification should be used to receive
and display a notification message outside of threeoit user session with a DAE application on theFOfor example

an event coming from another server, e.g. to receiwergency alerts, or events regarding news, eeatock or other
information. Generally, "8 party event notification creates a new DAE appiirato display notification information.

IMS event notifications for Caller ID, Messagingda@ihatting have different behavior from generalrewetification
defined on CEA 2014 because IMS communication sershould be accessed by authorized users andedevithin

the approval of IPTV service provider. Considetthg issue of user’s privacy, the DAE specificatiart only adopts the
general Event Notification Frameworks from CEA 2@&Adefined in section 5.3.1, but also definesva S Event
Notification Framework in Section 5.3.2.

5.3.1 Event Notification Framework based on CEA 201 4

An OITF must be capable of displaying various evmgitfications from both Internet domain and hone¢éwork domain.
Event notification can be conveyed though activéntraction’s channel or out of session. As désatiin the diagram
below, in-session notification is associated witiuaning DAE application, whereas 4 Barty event notification is
delivered through an independent communication mélaif an OITF receives d%arty event after subscribing to a
certain internet url or the OITF receives a multed event notification message, the OITF neegetiorm 3 party
event notification and display its information ithsia new DAE application.

The diagram below describes a general overviewehENGatification architecture.
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OITF (Remote Ul Client) Remote Ul Server

Home Network Domain
. Application Gateway
: IMS Gateway (Setup Page)

Internet Domain
- IPTV Service Provider
: 3rd Party Internet Server

Events/notification over
3rd Party Notification _— — — — M @ca_st ort HIIP_ _— 3rd Party Notification
Handler Handler
4 A
Event Event
local script Notification - — 4+ — — —|— P Notification
binding N Handler Events/notificatiorf over Handler
¢ XMLHttpRequest or t
A NotifSocket A

DAE Application
(XHTML Browser)

Userinput |

Handler [ Web Server

\ 4

local script
binding

Figure 6: General Event Notification Architecture an OITF and Remote Ul Server

In-Session notification are performed to updateiglaor whole DAE application Ul through tiNetifSocket object
and/or thexMLHttpRequest object as defined by CEA 2014 RotifSocket object creates a persistent TCP
connection between a DAE application and Remotsddier in order to support burst event notificagidn addition,
DAE application can create amMLHttpRequest object to make asynchronous HTTP requests to asemker on the
internet domain. This establishes an independefitfHdonnection channel to support XML updates betvtbe DAE
application and the Remote Ul server.

On the other hand, if the OITF receives an inconmatification outside of an active interaction(isession) with the
server, a8 Party Event Notification must be executed to irv@akDAE application to fetch and render the Ul eant
using the url contained within the notification rsage. This allows servers to “broadcast” importaessages, such as
Emergency alert messages, to an OITF at anytines elen the DAE application would currently notrbening. This
should be done through a push-method with multiceegtsage for the home network domain. and a puloadefor the
internet case.

The next two subsections describe the requirenfentae event mechanisms in more detail.

5.3.1.1 In-session Event Notification

In-Session notification can be defined as “Dynabliid)pdate.” With this mechanism, a server shouldblke to send a
notification message during a Ul interaction to aggdthe Ul dynamically without the need to reldael XHTML-page.
The OITF SHALL support the two following scriptimdpjects for In-session event notification:

- XMLHttpRequest Scripting Object (as defined in Section 5.5.2@EA-2014-A])

B TheXMLHttpRequest is an embedded object on the browser and enatripsssto make HTTP request
to a web server without the need to reload the pagan be used by JavaScript to transfer and
manipulate XML data to and from a web server usiig P, establishing an independent connection
channel between a web server and DAE applicatienever a DAE application needs to update the Ul,
it sends a request to the Ul server, IPTV serviceifder or & Party Internet Server, to monitor the
change of status or event. In case an event, tlsetver sends an HTTP response to the XMLHttpReques

- Notifsocket Scripting Object (as defined in Section 5.5.1@EA-2014-A])

B Even thougXMLHttpRequest object has become more widespread on browserktardet Portal
servers, it has a difficulty in supporting dynarbicupdate on home domain’s devices because it is
requires to be invoked by the requesk®f HttpRequest on DAE application sideNotifSocket
creates a persistent TCP connection between DAEcappn and Ul server in order to support burst
event notifications. Whenever the Ul server needsotify the DAE application running on the OITFaf
Ul update, it sends any types of update messagh,asiencoded binary or string, through the
NotifSocket connection. ThalotifSocket object allows an Ul server to push any event imfation
through the independent TCP/IP channel at any time.
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5.3.1.2 Out of session Event Noaotification

Out of session event notification are defined d5Party Notification” on the CEA 2014. Since thesifications are
not part of an active remote Ul interaction witR@amote Ul Server, the OITF must launch a new DARliegtion to
render the Ul content using the url contained withie notification message.

The OITF SHALL support multicast notifications f8f party event notifications for the home network @am
respectively the internet domain as defined beBwupport for polling-based notifications as defifedow is optional.

- Multicast Notifications (as defined in Section 3.6f [CEA-2014-A])

B The OITF SHALL support receiving of Multicast Natidtions over multicast UDP, with a UPnP event
message format defined by CEA 2014 if the incormmggsage comes from home network domain,
whereby “X_" shall be prepended to the element rafneiEventURL”, “ friendlyName” and
“profilelist” of bullet 13 of [Req. 5.6.1.a] of [CEA-2014-AAfter interpreting the message, the
OITF should create a new natification window wigiesified <ruiEventURL>. In order to ensure a
reliable transmission of a multicast notificatioeseage, a Remote Ul Server shall transmit the same
notification message, with the same HTTP SEQ heaalee 2 or 3 times, where the time between
transmissions should be a random time between A @séconds.

- Polling-based Noatification (as defined in Sectio6.3 of [CEA-2014-A])

B The OITF SHALL support polling-based ®arty notifications from an IPTV Service Providera 3°
Party Internet Server. To this end, the OITF subssrto certain URIs to display web contents sich a
news, weather, stock or other information from inét side on executing the
subscribeToNotifications(String url, String name, Number period, String type). An
OITF should poll for notifications even when the-BEML browser is not active. If a new notificatios
received, this MAY be notified to the user in a @endefined way, including direct rendering on the
display and using a non-intrusive prompt. An OlITed restrict the total number of active notifioat
subscriptions to about 10.

5.3.2 IMS Event Notification Framework

This section covers the DAE interactions needetdtiie the message exchanges on the HNI-IGI interfa¢he case
where the Service Provider offers an IMS applicatio

The HNI-IGI framework defines how an OITF interaeafith an IMS Gateway (IG) via the HNI-IGI interface
([PROT][PROT] section 5.5.1).

Every message on the HNI-IGI interface SHALL beriearin a HTTP transaction where the OITF senddHth&P
request and the IG responds to the request. Thel&Nh-session framework, in the case of a DAElagpion, uses the
XMLHttpRequest Script Object, as defined in sectofh.2 of [CEA-2014-A] .

There are two message directions on the HNI-I@&rfate, corresponding to outgoing and incoming amss from and
to the OITF.

5.3.2.1 HNI-IGI transactions for out-going request  messages

This message direction applies to outgoing mesdagesthe OITF on the HNI-IGI interface. The OITérsls a request
and the IG responds to the request. The followigigré illustrates the sequences for in-sessiorsaretions for outgoing
requests from DAE application to the IG.
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Outgoing SIP Request from OITF to IG

0. Prepare Call-ID
for the SIP dialog

2. .0pen(POST,
“<IG_URL>/SIP")

3. setRequestHeader(“X-OITF-

= ; [H1]. HTTP request [S1] SIP request
Request-Line”, ReqLine) POST <IG_URL>/SIP /HTTP 1.1 <SIP Request Line>
"""""""""" > X-OITF-Request-Line: <RegLine > <SIP Headers>
4 send (RequestMsgBody) HTTP Bodv:<ReauesMsaBodv> <RequestMsgBody>
[H2]. HTTP response [S2]. SIP response
200 OK <SIP Response Line>

X-OITF-Response-Line: <RespLine > <SIP Headers>
zéﬁg\;iildystateshange HTTP Body: <ResponseMsgBody> <ResponseMsgBody>

_———e e e e e —— - = — <t
< <

6. getResponseHeader(“X-OITF-
Response-Line”)

________________ >
7. read
ResponseMsgBody
via responseXML or
responseText
________________ >

...............................................................................................................................

Figure 7: HNI-IGI transaction for outgoing SIP requests from a DAE application

0. Prepare the Call-ID for a SIP request.. The CalBIBALL be generated by the DAE application for an
outgoing SIP request. This Call-ID SHALL be localigique across all OITFs in a residential network.
NOTE: How uniqueness is achieved is currently refing:d

1. The DAE application SHALL create a neMLHttpRequest object using the constructoméw
XMLHttpRequest()”.

2. The DAE application SHALL invoke thepen () method to specify the HTTP method and RequestfoRhe
request. In this case, the HTTP POST method wéRbquest-URI of <IG URL>/SIP SHALL be used as
specified in [PROT][PROT]

3. The DAE application SHALL invoke theetRequestHeader () method to specify the required HTTP
headers as specified in [PROT][PROT]. This methbiAISL be invoked for each required HTTP header. For
example, theX-OITF-Request-Line HTTP header specifies the ®iuest line for the SIP request. The Call-ID
is specified in the X-OITF-Call-ID header.

4. The DAE application SHALLnvoke thesend () method to send the HTTP request. The SIP Messagad3t
body is specified in a parameter of this method.

5. When the HTTP response is received,dheeadystatechange callback function SHALL be invoked.on
the DAE application

6. The DAE application SHALLnvoke thegetRequestHeader () method to retrieve each HTTP header. The
SIP Response Line is specified in the X-OITF-Respeline header.
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7. Ifthe readyState property of thexXMLHttpRequest object has value 4, the HTTP response body SHALL
be retrieved via theesponseXML or responseText properties of th&kMLHttpRequest object. The SIP
response body is specified in the HTTP responsg.bod

5.3.2.2 HNI-IGI transaction for in-session incoming request messages

This message direction applies to incoming messtagée OITF on the HNI-IGI interface which areateld to an
existing IMS session. An example of this is a SIBTNFY message received from the network in respemseprevious
SIP SUBSCRIBE sent from the IG. The OITF sends @PiTequest and the IG responds to the request ivheceives
an incoming message from the network related texésting session. The following figure illustratbe sequences for
in-session transactions for incoming requests fiteenG to the DAE application.
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In-session incoming SIP request

0. Prepare Contact
and Call-ID for the
SIP dialog

2. .0pen(POST,
“<IG_URL>/PENDING_IG")

[H1]. HTTP request

POST <IG_URL>/PENDING_IG
HTTP 1.1

X-OITF-Request-Line: null

HTTP Body: <RequestMsgBody>: null

3. setRequestHeader( X-OITF-
Request-Line, null)

a
>

* HTTP response is pending
until SIP request or time-out

[S1] SIP request
<SIP Request Line>
<SIP Headers>
<RequestMsgBody>

[H2]. HTTP response
200 OK
X-OITF-Request-Line: <RegLine >

5. onreadystatechange HTTP Body: <RequestMsgBody>

callback

Pl
« «

6. getResponseHeader(“X-OITF-
Request-Line”)

7. read ResponseMsgBody via
responseXML or responseText

________________ >
8. new XMLHttpRequest()
9. .open(POST,
“<IG_URL>/PENDING_IG")
________________ >

= [H3]. HTTP request

10. setRequestHeader(“X-OIT POST <IG_URL>/PENDING_IG

[S2]. SIP response

Response-Line”, RespLine)

HTTP 1.1
X-OITF-Response-Line: <RespLine>
HTTP Body: <ResponseMsgBody>

<SIP Response Line>
<SIP Headers>
<ResponseMsgBody>

11 send (ResponseMsgBody)

a

»
»

________________________________________________________________________

v

=

* HTTP response is pending
until SIP request or time-out

If further in-session incoming SIP request are etgukfor this call-ID, the same sequence from d)ep step 11) SHOULD be

followed. This SHALL be done immediately and notitdar a body to be

receive any further incoming in-session SIP requébe [H3] HTTP POST in step 11 SHOULD be diredtedIG_URL>/SIP.

included. In case the DAE aggtion does not need to

Figure 8: HNI-IGI transaction for in-session incoming SIP request

0. Prepare the Call-ID for this SIP session for whaamessage is expected. The Call ID SHALL be thessasn

the one created initially for this session.

XMLHttpRequest()”.

The DAE application SHALL create a new XMLHttpRegtiebject using the the constructane
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2. The DAE application SHALL invoke thepen() method to specify the HTTP method and the Requé&dt-U
for the request. In this case, the POST method avRequest-URI of <IG URL>/PENDING_IG SHALL be
used as specified in [PROT][PROT]

3. The DAE application SHALL invoke theetRequestHeader () method to specify the required HTTP
headers, as specified in [PROT][PROT]. This metisadvoked for each HTTP header that is requiradhis
case, theX-OITF-Request-Line, which specifies the SIP reqies for the SIP request, is set to the value
“null”. The SIP Call-ID is specified in the X-OITEall-ID header.

4. The DAE application SHALL invoke theend () method to send the HTTP request. For the HTTPasidhat
sets up the initial long poll, no X-OITF headers allowed for the HTTP request to the PENDING _ |@jiRest-
URI.

5. When the HTTP response is received, the speadimteadystatechange() callback function is invoked.

6. The DAE application SHALL invoke thgetResponseHeader () method to retrieve each HTTP header. The
SIP Request Line is specified in the X-OITF-Requagse HTTP header.,

7. Ifthe readyState property of thexXMLHttpRequest object has value 4, the HTTP response body SHALL
be retrieved via theesponsexXML or responseText properties of th&kMLHttpRequest object. The SIP
response body is specified in the HTTP responsg.bod

8. The DAE application SHALL create a nedMLHttpRequest object using the the constructarew
XMLHttpRequest()”.

9. The DAE application SHALL invoke thepen() method to specify the HTTP method and the Requédt-U
for the request. In this case, the POST method avRequest-URI of <IG URL>/PENDING_IG SHALL be
used as specified in [PROT][PROT]

10. The DAE application SHALL invoke theetRequestHeader () method to populate each HTTP header as
specified in [PROT][PROT]. This method SHALL be oked for each required HTTP header. For exampée, th
X-OITF-Response-Line specifies the SIP respongefiinthe SIP response. The Call-ID is specifiethin
X-OITF-Call-ID header.

11. The DAE application SHALL invoke theend () method to send the HTTP request. If there is ar&Ponse
body, it is included as a parameter to slemd () method. The SIP response body message is canribd i
HTTP body for the HTTP request to the PENDING_I€gRest-URI.

In the case where the OITF does not need to reegiydurther incoming in-session SIP requests[H& HTTP POST
in step 11 SHALL be directed to the <IG_URL>/SIPgRest-URI.

5.3.2.3 HNI-IGI transaction for out of session inco  ming request messages

This message direction applies to incoming messagéise HNI-IGI interface which are not relatecatoexisting
session. An example of this is a SIP MESSAGE meseageived from the network, coming e.g. from ahiMP
application or from another user. The followinguiig illustrates the sequences of out-of-sessiaséetions for in-
coming requests from the 1G to OITF.

The first figure describes what happens when thEFG8 first turned on.
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OITF
‘ DAE app ‘ ‘ Reqistratign Function ‘ 1G VS CS
(javascript (native code) }
! 1. HNL_IGI (IG, REGISTRATION (user_default, icsi))

I
N
|
|
|

Start Pending_IG
for incoming
new dialog
requests

12. REGISTER (user_default, ICSI)

3.200 OK

1G| (PENDING_IG, user_default, call_id (null))

~

N
| |
|
|

6. Perform SD&S and start DAE app.

7. SubscribetolMSNotiﬂcations (user_default, icsi(s)) ;

hpplication 1o be notied of ﬁ 8. HNI_IGI (IG, REGISTRATION (user_default, icsi(s))

new dialog requests for
default user

| 9. REGISTER (user_default, ICSI)

Figure 9: What happens when the OITF is first turnel on

1. When the OITF is turned on the OITF SHALL send alHBI IG registration message to register the difau
user

The IG Registers the default user in the IMS nekwor
The IMS network returns 200 OK
a 200 OK message SHALL be returned on the HNI_IGI

o M LN

If there are native IMS applications that may reeainsolicited messages the OITF SHALL send a
PENDING_IG message to the IG, for the default ase with the call_id set to null. The steps to send
PENDING_IG are the same as steps 8-11 from sebti®2.2 “HNI-IGI transaction for in-session incomgin
request messages”.

6. The OITF performs service selection and discovedylaads the initial DAE page.

7. DAE IMS applications that desires to receive urst@d notifications SHALL issue a
subscribetoImsNotifications() method. (as defined in Section 7.8)

8. When applicable the OITF SHALL send a HNI_IGI I@istration message to re-register the default user,
including new applications

9. The IG re-registers the default user in the IMSvoek
10. The IMS network returns 200 OK
11. a 200 OK message SHALL be returned on the HNI_IGI
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The next figure describes what happens when afg8paser logs in using the DAE interface.

OITF
DAE app Registration Function
IG IMS CS
(javacript) (native code) -

1. registerUser (user_1)

|
|
|
|
> 1
2. HNI_IGI (IG, registration (uselr_1, icsi))

i
|
|
|
|
|
|
|
2 l
3. REGISTER (user_1, ICSI)
;
|
|
|
|

|

|

|
Application to be notified of | ‘
new dialog requests for i |
|
| |

|

|

|

|

|
r
|
|
|
|
|
|
|
|
| 4.200 OK
5,
| 52000k | }
3 SaaRRCERREEIE ;
| | i i
| 6. HNI_IGI PENDING_IG, user_1, dall_id (Null) !
: |
| T ﬂ» |
-
| 7. subNot (ICSI) | 1 T |
) \ [ T ==~ __ | Startinitial
e 8. HNI_IGI (IG, registration (user_1, icsi)) 1 Pending_ig
P | ! | for current user
s ! 9. REGISTER (user_1, ICSI)
i
|
|
|
|

current user

Figure 10: User logs in using the DAE interface

When the user desires to login the DAE SHALL cadl tegisterUser() method to register the user
The OITF SHALL send a HNI_IGI IG registration megsao register the user

The IG Registers the user in the IMS network

The IMS network returns 200 OK

a 200 OK message SHALL be returned on the HNI_IGI

©o g > w npoPE

If there are native IMS applications that may reeainsolicited messages the OITF SHALL send a
PENDING_IG message to the IG, for the default aset with the call_id set to null. The steps to send
PENDING_IG are the same as steps 8-11 from sebti®2.2 “HNI-IGI transaction for in-session incomgin
request messages”.

7. DAE IMS applications for the user that desiresdoeiive unsolicited notifications SHALL issue a
subscribetoImsNotifications() method (as defined in Section 7.8).
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8. When applicable the OITF SHALL send a HNI_IGI I@istration message to re-register the user, inotudi
new applications

9. The IG re-registers the default user in the IMSvoek
10. The IMS network returns 200 OK

11. a 200 OK message SHALL be returned on the HNI_IGI

The next Figure describes what happens when aricites®h message arrives from the network. The pmdid@n is that
a DAE application is already running and subscritethe IMS notifications (refer to previous seqeemwhen user logs
in).

Buffer incoming message
OITF with a configurable timeout. ﬁ
DAE app ‘ Registration Function ‘ Pt
(javascript) (nativé code) /,/’/ IMS CS

i i Pt /sﬁ)_message_x (body)

[

2. 200 OK (NOTIFICATION_NEW_DIAL, to, call_id, <HTTP headers>,<SIP headers>,[<SIP body>]))

Start new 3 | r\\\‘*~\ i
new-dialog Pending-IG ———— :i_H_T:I’P POST (PENDING_IG, user_defau[t, call_id (null))~~~_ _ - )

3 3 i ~ =~ Notify Application
3 i 3 registration function that

4. onIMSNotification ((to, from, call_id, [icsi],<HTTP headers>,<SIP headers>,[<SIP body>])) Poer"(v:gl'la'izg request received
— ] =

5. HNI_IGI (IG MESSAGE, call_id, <HTTP headers>,<SIP headers>,[<SIP body>])

| 2

Figure 11: Unsolicited message from the network

1. A SIP message arrives from the network
2. The IG responds to the PENDING _IG request

3. The OITF SHALL immediately issue a new PENDING rigjuest after receving a response on a
PENDING_IG request. The steps to send PENDING_EXfae same as steps 8-11 from section 5.3.2.2 “HNI-
IGI transaction for in-session incoming request sages”.
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The OITF SHALL call the callback functiomnImsNot1if1ication for the corresponding application. This
includes the IMS message.

The OITF MAY respond to the network with a new aitgy message. The steps to send PENDING_IG are the
same as steps 8-11 from section 5.3.2.2 “HNI-I@hsaction for in-session incoming request messages”

If the OITF sends a message the IG SHALL forwatd the network.
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6 Formats
6.1 CE-HTML (Reference to the annex)

An OITF SHALL support the XHTML profile called CE-FML as specified in Section 5.4 of CEA-2014-A[CER1A-
A], with the exceptions as defined in Annex B.

NOTE: the list of default embedded objects andteeldavascript APIs are defined in Section 7.

6.2 CE-HTML Referenced Formats

This section provides more details about formag¢siusy CE-HTML

This section modifies the sections of the CEA-26pdcification which reference externally definethfats. In the
absence of modifications below, those sections SHawply.

= JPEG: Support for lossless and hierarchical modes aitithagetic coding of DCT coefficients is OPTIONALh&
thumbnail feature of [JFIF] is OPTIONAL. OITFs matpporting thumbnails SHALL skip them if presentlan
continue decoding the rest of the image.

6.3 SVG

This section contains extensions and modificatton4/3C SVG 1.2 Tiny [SVG Tiny 1.2] and to the CERI4[CEA-
2014-A].

6.3.1 Supporting SVG document

OITF SHALL support [SVG Tiny 1.2] document with teetensions to [CEA-2014-A] described in this sutiss.
These extensions SHALL be accomplished by meattsedbllowing text:

[Req 5.2.1.a] The following extensions apply:

- A Remote Ul Client Capability Description SHALL ilucle the following element in order to convey supfor
SVG:
<mime-extensions>image/svg+xml</mime-extensions>

[Req 5.2.2.f] The following extensions apply:
- Referenced content SHALL adhere to image/svg+xml  MIME-type.
[Req. 5.3.a] The following extensions apply:

- IfanAccept request header is used, then its value SHALL dotite string fmage/svg+xml

- IfanAccept-Encoding  and amAccept request header are used, then the value g&¢hept-Encoding
header SHALL contain the stririgzip” and“deflate”

[Req. 5.4.a] The following extensions apply:

- A Remote Ul Client SHALL include &onforming Dynamic SVG Viewas defined by [SVG Tiny 1.2] .
The following applies to item 8):

- Compliant image content SHALL include the MIME-tyjpeage/svg+xml  as defined by [SVG Tiny 1.2] .
[Req. 5.10.b] The following extensions apply:

- SVG viewer SHALL support SVG image content whicdes logical coordinates greater than the resalutio
supported by the <width> and <height> parametete@Remote Ul Client capability.

[Annex G, Table 5] The following extensions apply:
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- Thetype attribute of arca></a> element tag SHALL specify the valimage/svg+xml  if alink to an SVG
document is defined.

- The<img/> elementtag SHALL allow image of content-tyipgage/svg+xml  to be used.
- The<object/> element tag SHALL allow content of content-typgge/svg+xml  to be used.

If an SVG document contains beyond SVG 1.2 Tinynaets, attributes or properties, these MAY be igdotif the
SVG document contains video or audio elementseti&Y be ignored.

6.3.2 Supporting DOM accessing between CE-HTML and  SVG
6.3.2.1 Parent CE-HTML access to child SVG

In order to enable DOM accessing from parent CE-HIGEA-2014-A] document to child [SVG Tiny 1.2] doment,
the following extensions SHALL be applied to CE-HTM

- [5.4.a] XHTML Profile (CE-HTML); The following apges to item 3) d):

0 TheHTMLObjectETlement interface, including theontentbDocument attribute of this interface,
SHALL be supported for SVG documents. If thententDocument property of
HTMLObjectElement refers to a [SVG Tiny 1.2] document, then the ke methods and
properties for theontentbDocument are limited to the common subset of the [SVG Tir3] uDOM
and theE1ement interface defined in.[DOM 2 Core].

0 Methodsblur() andfocus() SHALL be supported for SVG documents and SHALL htoee
same semantics as specified for interfdatMLInputElement.

- [Annex |, Table 9] The following extensions apply:
addHTMLObjectETement interface with the following properties and fuocts as defined by [DOM 2 HTML]:

align, border, contentbDocument, data, height, hspace, name, tabindex, type, vspace,
width, blur(), focusQ;

Scripting Interface Properties and Methods Additional Requirements and
(informative ) (informative) Recommendations (in addition

to that defined above )

#HTMLElement (*) use of this attribute is
Align(*) deprecated
border (*)

((j:g‘rg'aclentoocument(‘" ) (**) at least supported for SVG

height content
hspace(*)
name (*)
tabindex
type
vspace(*)
width
blur() (**)

focus () (**)

HTMLObjectElement

Table 3: HTMLODbjectElement interface

6.3.2.2 Child SVG access to parent CE-HTML

In order to enable DOM access from child [SVG Ting] document to parent CE-HTML[CEA-2014-A] docurhehe
following extensions SHALL be applied to CE-HTML:

- [5.4.2.a] The following extensions to be addeddmi 1) Properties - jeadonly String name :
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= |fawindow object is associated with an embedded documean,ttie name property of thea ndow
SHALL match thename property of the element that generated the emiieddeument.

- [5.4.2.a] The following extensions to be addeddmi 1) Properties x):

= X)readonly Element frameElement -

element object or null if there is no such element.

- [Annex |, Table 9] The following extensions apply:

PropertyframeElement SHALL resolve to the embedding

» underwindow object entry, addead-only propertyframeETlement;

Scripting Interface
(informative)

Properties and Methods
(informative)

Additional Requirements and
Recommendations (in addition to
that defined above)

window

frameETement(available to
DocumentVviews of embedded SVG
documents)
cea2014_protocol_version
cea2014_protocol_subversionNr
document

frames

history

innerHeight

innerwidth

Tlocation

id

name

onbTur

onfocus

onkeypress

onkeydown

onkeyup

httptimeout (*#*%)

parent
top
maxHeight
maxwidth

height (x*¥*
width(s*=)
focus()
setTimeout()
clearTimeout()
setRenderMode()
openURL() (FHHF)
reload() (¥***)

rep'l ace() (xx¥%)
requestFocus () (***%*
setHttpTimeout () (¥***)
setTimer () (¥#**)

clearTimer () (¥**%*

getFrame() ()
escapeBeyondTopmost () (¥#**)
exitunit() (x**%)

downToad () (*)
subscribeToNotifications() (**)
XMLHttpRequest (**%)

Additional implementation/authoring
requirements:

The methods and properties SHALL
adhere to [Req.5.4.2.a].

(*) Method download() is only
mandatory for Remote Ul Clients
for which <download> is true in
their capability profile.

(**) Method
subscribeToNotifications is only
mandatory for i-Box clients.

(***) Property XMLHttpRequest is
only mandatory for i-Box clients.

(****) CEA-2027-A specific method
that may not be supported as per
Annex B of this DAE specification.

Table 4: Window interface

Add theDocumentView interface (defined in Table 5) to uDOM defined®VG Tiny 1.2]. It is a subset to DOM
Level 2 Views[DOM 2 Views]. Th@ocumentview interface provides the access to innermadstiow object so that

child document can access to parent documentsidéfaultView

property described as follows:
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interface Documentview defaultVview resolves to the innermost window

{ object into which the bocument is presented.
readonly window defaultview; If the window object is CE-HTML based, then the
} available methods and properties for the

defaultview.frameElement are limited to the
common subset of the [SVG Tiny 1.2] uDOM and
DOM Core L2 ETement interface.

Table 5: DocumentView interface to be added to uDOM

SvGDocument interface also changes to inherit thmcumentView interface.

6.3.2.3 Parent SVG access to child CE-HTML

In order to enable DOM accessing from parent [S\WiI8/T.2] document to child CE-HTML document, théidaving
extensions SHALL be applied to [SVG Tiny 1.2] :

- Add svGForeignElement interface to uDOM defined in [SVG Tiny 1.2]. Thigerface represents the
‘foreignobject’ element in the SVG document.

interface SVGForeignObjectElement The document this object contains, if there is any

{ and it is available, or null otherwise.
Document contentDocument; If this document is CE-HTML based, then the
} available methods and properties for the document

are limited to the common subset of the [SVG Tiny
1.2] uDOM and DOM Core L2 Element interface.

Table 6: SVGForeignobjectETlement interface to be added to ubDOM

6.3.2.4 Child CE-HTML access to parent SVG

In order to enable DOM accessing from child CE-HTREA-2014-A] document to parent [SVG Tiny 1.2] dooent,
the following extensions SHALL be applied to [CEA12-A]:

- [5.4.a] XHTML Profile (CE-HTML); The following tde added to item 3) DOM2 - f)

= f) DOM level 2 Views, with at least providing support propedgfaultview which SHALL resolve to
the innermoswindow scripting object into which theocument is presented. Wiindow object is [SVG
Tiny 1.2] based, then the available methods angdepties for thelefaultview. frameElement are
limited to the common subset of the [SVG Tiny u2JOM and [DOM 2 CoreElement interface.

- [Annex |, Table 9] The following extensions apply:

»= underDocument interface entry, addead-onTy propertydefaultview;
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Scripting Interface Properties and Methods Additional Requirements and
(informative) (informative) Recommendations (in addition to that
defined above)
b c #Node . . , ,
ocumen defaultview Additional implementation/authoring
doctype guideline:
documentElement
ngEgigE?;’cggge() CE-HTML clients MAY not provide full
createAttributeNs() support for XML namespaces and
createCbATASection() processing instructions, hence methods
createComment() getElementByTagNameNs ()
createDocumentFragment() | createAttributeNs(),
createE]ement() createETementNs(),and
createElementNS(), . ’ .
createentityReference() createProcessingInstruction() MAY
createProcessingInstruct not be supported.
ion()
createTextNode()
getElementById()
getElementsByTagName ()
getElementsByTagNameNs ()
importNode()

Table 7: Document interface

In order to support access from [SVG Tiny 1.2] doeat to the CE-HTML document, the following extexms SHALL
be applied to [SVG Tiny 1.2]:

- Addwindow interface to the uDOM defined in [SVG Tiny 1.@Jindow interface is subset to the ndow object
defined in W3C WebAPI activity[Window Object]. Tha ndow interface provides the access to other documants i
a compound document by reference.

interface Window If a window object is associated with an

{ embedded document, then the name property of
the window SHALL match the name property of the

readonly String name;
y g element that generated the embedded document.

readonly Element frameElement;
frameElement  property contains reference to

embedded element or null if there is no such
element.

Table 8: window interface to be added to uDOM

6.3.2.5 Event propagation

When an event occurs on any element in child theeelsled document, event propagation typically de¢sun beyond
the embedded parent document’s boundaries. Howewvents will still be dispatched to other applioat as defined in
section 7.13.4.

No event listener in parent catches any eventild document. If user pushes key button when anGSvnhy 1.2]
element is focused, theryEvent occurs on the focused [SVG Tiny 1.2] element angpically does not propagate to
the CE-HTML document.

To accomplish setting and moving focus through [SM@ 1.2] and CE-HTML document, following extensiSHALL
be applied.

- [Req. 5.4.1.m] The following extensions apply:
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= |fa CE-HTML page includesobject> elements whose type attribute valuéniage/svg+xm1, then the
Remote Ul Client SHALL (1) offer a means to setuisd¢o any SVG element type for which an event
listener SHALL be registered, and (2) generate gqute DOM 2 focus events accordingly.

- [Req. 5.4.1.n] The following extensions apply:

= Ifa CE-HTML page includesobject> elements whose type attribute valuéniage/svg+xm1, then the
Remote Ul Client SHALL (1) offer a means to moveus away from any SVG element type for which an
event listener SHALL be registered, and (2) gemeagpropriate DOM 2 focus events accordingly.

In order to pass an event that occurred in the CBHdocument to a script in [SVG Tiny 1.2], the lfmling
extensions SHALL be applied to [SVG Tiny 1.2] :

- AddDocumentEvent interface to uDOM defined in [SVG Tiny 1.2]. Ilt$ame apocumentEvent in DOM
Level 2 EventssvGDocument interface also changes to inherit thecumentEvent interface.

- AdddispatchEvent method toEventTarget defined in [SVG Tiny 1.2]
6.3.2.5.1 DocumentEvent

TheDocumentEvent interface provides a mechanism by which the uaarcteate aBvent of a type supported by
the implementation.

6.3.2.5.1.1 Methods

Event createEvent( DOMString eventType )

Description Create a specified event. If specified eventType is supported, newly created
Event object is returned. Otherwise, nulT is returned.

Arguments eventType The type of Event interface to be created.

6.3.2.5.2 EventTarget
6.3.2.5.2.1 Methods

Boolean dispatchEvent( Event evt )

Description This method allows the dispatch of events into the implementations event model.
The return value of dispatchEvent indicates whether any of the listeners which
handled the event called preventbefault. If preventDefault was called the
value is false, else the value is true.

Arguments evt Specifies the event type, behavior, and
contextual information to be used in
processing the event.

NOTE: The following methods are described in the&dbDdefined in [SVG Tiny 1.2]:

void addEventListener(String type, EventListener Tlistener, Boolean useCapture)
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void removeEventListener(String type, EventListener Tistener, Boolean useCapture)

void addEventListenerNS(String namespaceURI, String type, EventListener listener,
Boolean useCapture, DOMObject evtGroup)

void removeEventListenerNsS(String namespaceURI, String type, EventListener listener,
Boolean useCapture, DOMObject evtGroup)

6.3.3 Attention to DAE application developers
6.3.3.1 Script APIs defined in DAE

The use of any script APIs defined in the DAE sfiegfion in script code inside an SVG documentasdefined. The
script code in [SVG Tiny 1.2] document SHALL beald call functions on DOM nodes in [CEA-2014dcument
and vice versa. The present document does notedieiw to include CE-HTML embedded objects direntl{SVG
Tiny 1.2] document.

6.3.3.2 Codec and connection supporting in SVG
DAE applications SHALL NOT rely upon codec suppfortthe use of audio and video elements from [SM@B/TL.2].

DAE applications SHALL NOT rely upon support foreusf Connection from [SVG Tiny 1.2].
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7 APIs
7.1 Download CoD

This section defines the content-on-demand downilaidfaces for both DRM-protected and non-DRM potéd
content.

An OITF and a DAE application which have indicageghport for downloading content by providing vataerue” for
element <download> in their capability profile gesified in Section 9.3.4 SHALL adhere to the faliog
requirements.

NOTE: Annex D clarifies the purpose and the usthese interfaces in more detalil.

7.1.1 Download manager

An OITF SHALL support a download manager to perfah@ actual download of the content, which allokes tiser to
manage (e.g. suspend/resume, cancel) and morétalotlinload, in a consistent manner across diffesemice
providers. The download manager SHALL continue doauing as a background process even if the brotees not
have an active session with the server that origththe download request anymore (e.g. has switithadother DAE
application), even after a device power-down owoek failure, until it succeeds or the user haggipermission to
terminate the download. (see 7.1.4 on HTTP Rangpatito resume HTTP downloads after a power/netvaiture).

7.1.2 Content Access Descriptor

An OITF SHALL support the Content Access Descriptith the specified semantics, syntax and MIME-tgge
specified in Annex E.

If the OITF encounters an HTTP response messagetidt Content-Type of the content access descriiter
“application/oipfContentAccess”) whilst following a link as specified by an anchelement €a>), a third-
party natification link, posting a form, or fetclgithe content for thedata”-attribute of an A/V object, the OITF
SHALL use the data inside the content access gtgsridocument to initiate the download, if theransferType’
attribute of one or more <ContentURL>-elements\ase “full_download” or “playable_download”. If the
content access descriptor contains multiple coritemts, then the order by which the items are doaahéd, is defined
by the OITF.

If the HTTP response is the result of an XMLHttpRest, the content-access descriptor SHALL be pawstdthe
Javascript for further processing.

The OITF SHALL pass included DRM-information astpairthe <DRMControlinformation>-elements of a osmit
access descriptor to the DRM agent, if it suppaf@RM agent with a matching DRMSystemID as peried.3.10.

NOTE 1: Typically fetching the content will be iisited immediately. However, in case the contenessdescriptor
refers to a download (i.e. the value for thiednsferType’ attribute of the <ContentURL>-element has value
“full_download” or “playabTle_download"), the download MAY be deferred to a later time.

NOTE 2: An OITF SHOULD offer an easy way to contirthe Ul interaction with the server from whict@vnload
has been initiated, e.g. allowing him/her to camitorowsing on the page that triggered the download

NOTE 3: An OITF SHOULD inform the user if the contaype of a content item being retrieved cannoinberpreted
by the OITF

7.1.3 application/oipfDownloadTrigger

An OITF SHALL support a non-visual embedded objgctype “application/oipfDownloadTrigger”, with the
following Javascript API to enable passing a contertess descriptor to an underlying download menaging
Javascript
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7.1.3.1 Methods

Boolean registerbownload(String contentAccessDescriptor)

Description Send contentAccessDescriptor to underlying download manager as a String formatted
according to the Content Access Descriptor XML Schema as specified in Annex E. Returns
true if the contentAccessDescriptor is valid and is accepted for triggering a download.
Returns false otherwise

Arguments contentAccessDescriptor String formatted according to the Content Access
Descriptor XML Schema as specified in Annex E

7.1.4 Download protocol(s)

As specified in Section 5.2.3 of [PROT][PROT], iserver offers a content item for download usingrRTthe server
SHALL make sure that HTTP Range requests as definfRIFC2616] are supported for HTTP GET or POSjuests
to the URI of that downloadable content item, idearto be able to resume downloads (e.g. after poweetwork
failure). If the content item is no longer availalthen the download server SHALL return an HTTP ‘40 Not
Found” status code. Upon reception of an HTTP nespavith this status code the OITF SHALL stop ltisrapts to
resume the download. If after downloading a conitemt the size of the downloaded content item dm¢snatch the
indicated size parameter, the OITF SHOULD remoeedbwnloaded content item.

If an OITF encounters a URI with a known URI schdoreone of the alternative download protocols dadéd as being
supported through the “protocolNames” attributéhaf <download>-element of Section 9.3.4 other tihdtp”, it

SHALL download of the content referenced by thatl.URe same holds if the OITF encounters a knovendktension
or file-type as supported by one of these altevegtrotocols (such as “.torrent” files).

7.1.5 application/oipfStatusView

The following embedded objects allow a visualizatid the download status to be included as pattiefJl coming
from a (third party) server, without the need foy @ecurity model, and without compromising seguaitd privacy.

An OITF SHALL support the application/oipfStatusMi@mbedded object. This embedded object SHALL plean
overall consistent graphical view of the statuthefcurrent downloads, the content that has beemldaded, and/or the
content that has been recorded, as denoted byaties:s

- “"download_progress” (as defined below)
- “list_of _downloaded_content” (as defined below)
- “list_of recorded_content” (as defined in Sectib.4).

The Content Download API described in Section BTtovides additional properties that MAY be usgdtDAE
application to visualize the download status.

The object SHALL support a <param>-element withrihene “state”, which indicates the state that SHAlL
visualized inside the object. An OITF that has ¢atied support for downloading content in its calitgtdescription (i.e.
<download>true</download>) SHALL at least supph#& monitor states “download_progress” and

“list_of _downloaded_content”. An OITF MAY suppohe visualization of additional states. An OITF SHAsilently
ignore a request to visualize a state that it désupport; if this results in no state informatheeing visualized at all
(because the each <param>-element with name sfatead to a non-supported state), the applicatipf8tatusView
object SHALL not be visualized and the object Wélve CSSvidth andheight values of 0.

The object SHALL also support the inclusion of stigints through <param>-elements. At least the Kgemund-color”
and “font-size” style hints SHALL be supported gsthe syntax defined by CSS 2.1. An OITF MAY supatditional
style hints in addition to “background-color” anirit-size”. Additional style hints SHALL also folothe CSS 2.1
syntax. An OITF SHALL silently ignore any stylenits that it does not support.

Example:
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<object id="dl” type="application/oipfStatusview” width="200" height="100">
<param name="state” value="download_progress”/>
<param name="background-color” value="black”/>
<param name="“font-size” value="“16px”/>

</object>

NOTE: this object is intended to allow serviceditik in to the privileged functionality of accesgiprivacy sensitive
download information, without the need for certifies and privileged access requests. In certaimgaeghnetwork
deployments this may not be sufficient. Thereforéhe managed network APIs in Section 7.11 moterestve APIs are
given which provide Javascript control for a seevidatform provider over such highly privileged ¢tionality.

7.2 Streaming CoD

This section defines the content-on-demand streqimierfaces for both DRM-protected and non-DRMtected
content.

NOTE: Annex D clarifies the purpose and the usthese interfaces in the more detail.

7.2.1 Unicast streaming

If an OITF has indicated support for streaming Gbidpugh the CEA-2014-A A/V object (see Section B13for more
information), then the OITF SHALL support theéa'ta’-attribute of the CEA-2014-A streaming object &far to a
content-access descriptor as defined in Annexds, e.

<object id="dl” data="http://www.openiptv.org/fetch?contentID=25"
type="application/oipfContentAccess” width="200" height="100"/>

The OITF SHALL support initiating playback of thé\Astream using the information provided by a cabtgccess
descriptor referred to by thdata'-attribute, if the value for therransferType’ attribute of the<ContentURL>-
element inside the content-access descriptor Has Vst reaming”. To this end, the OITF SHALL fetch the content-
access descriptor from the URL provided by tHeta -attribute, after which the descriptor SHALL beerpreted,
resulting in an appropriateContentURL> to be selected to which a streaming CoD sessitibavinitiated (as defined
in Section 8)

The OITF SHALL pass included DRM-information astpafrthe<DRMControlInformation>-elements of a
content-access descriptor to the DRM agent, iiifipgerts a DRM agent with a matchingMSystemID as per Section
9.3.10.

7.2.2 Multicast streaming

If an OITF has indicated support for IPTV chanrtel®ugh a<video/broadcast> element with type ID_IPTV_* (as
defined in Section 7.5) the OITF SHALL support pags content-access descriptor through the
‘contentAccessDescriptorURL’ argument of thesetChannel’-method of thevideo/broadcast object (as
defined in Section 7.5.2). If the content-accessdptor includes DRM information, the OITF SHALIlags this
information to the DRM agent.

7.3 DRM Agent API

The following requirements SHALL apply to OITF aadserver devices which have indicated supporbieM
protection by providing one or moxelrm> elements as specified in Section 9.3.10:

7.3.1 application/oipfDrmAgent

An OITF SHALL support a non-visual embedded obffdtype “app1ication/oipfDrmAagent”, with the following
Javascript API, to enable in-session message egetfanm the web page with an underlying DRM agent.

Access to the functionality of trepp1ication/oipfDrmAgent embedded object SHALL adhere to the security
requirements as defined in section 10.1

Note: Annex D provides a clarification to the brewmmteraction model when dealing with (servicefemfig) protected
content
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7.3.1.1 Properties

script onDRMMessageResult

The script function (as defined in [HTML Data Types]) that is called when the underlying DRM agent has a
result message to report to the current CE-HTML page as a consequence of a call to sendDRMMessage.
The specified script function is called with three arguments msgID, resultMsg and resultCode which are
defined as follows:

= String msgID — identifies the original message which has lead to this resulting message.

= String resultMsg— DRM system specific result message.

= 1Integer resultCode —result code. Valid values include:

Result Description Semantics
message

0 Successful The action(s) requested by SendbDRMMessage ()
completed successfully

1 Unknown error SendDRMMessage () failed because an unspecified
error occurred.

2 Cannot process SendDRMMessage () failed because the DRM agent
request was unable to complete the necessary computations
in the time allotted.

3 Unknown MIME sendDRMMessage () failed, because the specified
type Mime Type is unknown for the specified DRM system
indicated in the MIME type
4 User Consent SendDRMMessage () failed because user consent is
Needed needed for that action
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7.3.1.2 Methods

String sendDRMMessage(String msgType, String msg, String DRMSystemID)

Description Send message to DRM agent, using a message type as defined by the DRM system.
Returns a unique ID to identify the message, to be passed as ‘msgID’ argument for the
callback function registered through onDRMMessageResuTlt. This is an asynchronous
method. Applications will be notified of the results of the operation via events dispatched to
onDRMMessageResult and corresponding DOM level 2 events.

Arguments msgType A globally unique message type as defined by the DRM system, for
example:

application/vnd.marlin.drm.actiontoken+xml
(i.e. MIME-type of Marlin Action Token)

Valid values for the msgType parameter include the mime-types
described in Annex C “DRM messages used in DAE” of[CSP] [CSP].

msg The message to be provided to the underlying DRM agent formatted
according to the message type as indicated by attribute msgType

Valid format for the msg parameter are message formats described in
Annex C “DRM messages used in DAE” of [CSP][CSP]

DRMSystemID DRMSystemID as defined by element DRMSystemID in Table 9 of
Section 3.3.2 of [META][META]. For example, for Marlin, the
DRMSystemID value is “urn:dvb:casystemid:19188".

In the case that attribute “msgType” indicates a CSPG-Cl+ message
as described in section 4.2.3.4.1.1.2 of [CSP][CSP], the
“DRMSystemID” attribute SHALL be specified. Otherwise, the value
may be null.

7.3.1.3 Events

For the intrinsic eventdnDRMMessageResult”, a corresponding DOM level 2 event SHALL be gexted, in the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onDRMMessageResult DRMMessageResult = Bubbles: No

= Cancelable: No

= Context Info: msgID, resultMsg,
resultCode

NOTE: the above DOM 2 event is directly dispatctethe event target, and will not bubble nor captépplications
SHOULD NOT rely on receiving BRMMessageResul1t event during the bubbling or the capturing phase.
addeventListener() method SHOULD be called on th@p1ication/oipfDrmAgent object itself. The third
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.
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7.4 Tuner control

This section SHALL apply to hybrid OITFs that hamdicated support for tuner control (i.e.
<video_broadcast>true</video_broadcast> as defined in Section 9.3.1) in their capabilitgfipe for one of
the non-IPTV idTypes as specified in Section 743L1 for the Channel object (i.e. “ID_DVB_*”", eXclt describes the
“video/broadcast” embedded object needed to support display anttadsy a DAE application of scheduled
content received over local tuner functionalityitakge to a hybrid OITF, including the conveyandéte channel list to
the server. The term “tuner” is used here to idgmtipiece of functionality to enable switchingWween different types
of scheduled content services that are identifiedugh logical channels.

An OITF SHALL support theVideo/broadcast” embedded object defined in section 7.4.2, inclgdionveyance of
the channel list as specified in 7.4.1. To progeainst unauthorized access to the tuner functigraaid people’s
personal favourite lists, the OITF SHALL adherétte security model requirements as specified ini@ed0.1, in
particular the tuner related security requireméntSection 10.1.3.1

.NOTE: This section is focused on control and digpif scheduled content received over local tunectionality
available to a hybrid device. This is very closeliated to the control and display of scheduledextrreceived over IP,
as defined in Section 7.5.

NOTE 2: The APIs in this section allow for deploymte&whereby the channel line-up and favourite fstdroadcasted
content are managed by the client, the server noixture thereof.

7.4.1 Conveyance of channel list

To enable a service to control the tuner functibyain an OITF, the OITF needs to convey the chhlistanformation
that is managed by native code on the OITF dewidhe server. This information includes the lisuofquely
identifiable channels that can be received by thesigal tuner of a hybrid device, including inforiva about how the
channels are ordered and whether or not these elsaare part of zero or more favourite lists.

The API supports two methods of conveying the ckalist information to a service:
1) Method 1: through Javascript, by using the mettgeitChannelconfig()”, as defined in Section 7.4.1.1.

2) Method 2: through an HTTP POST message that isugnt the first connection to a service that rezgituner
control, as defined in Section 7.4.1.2.

An OITF SHALL support method 1, and SHOULD suppuosgthod 2. If an OITF conveys the channel list infation
using the HTTP POST message defined in methodkR, ttre server SHALL receive the conveyed chansgl li
information and SHOULD rely on this information fitve purpose of exerting tuner control. If a sextitat requires
tuner control uses the posted channel list infoionab exert tuner control whenever the OITF comsée that service
using method 2, the server SHALL indicate this catitplity with method 2 using the postList attribugpecified in
Section 9.3.1 (i.esvideo_broadcast postList="true”>true</video_broadcast>). If an OITF does not
support method 2, the HTTP message of the firsheation to the service that requires tuner cor8HALL be an
HTTP GET message with an empty payload.

NOTE: conveyance of the channel list SHALL adheréhe security model requirements as specifiecetti@ns
10.1.3.1 and 10.1.3.1.1.

7.4.1.1 Method 1: Javascript method “getChannelConf  ig()”

The OITF SHALL support methodyétChannelConfig” as defined in Section 7.4.2.2 for thédeo/broadcast
embedded object. This method returr@hannelConfig object. TheChannelcConf1ig datatype is defined as follows:

7.4.1.1.1 ChannelConfig

Thechannelconfig object provides the entry point for applicatiooget information about available channels.
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7.4.1.1.1.1 Properties

readonly ChannelList channelList

The list of all available channels. The order of the channels in the list corresponds to the channel
ordering as managed by the OITF.

SHALL return the value “nul11” if the channel list is not (partially) managed by the Remote Ul client
(i.e., if the channel list information is managed entirely in the network).

readonly FavouriteListCollection favouriteLists

A list of favourite lists. SHALL return the value “nu11” if the favourite lists are not (partially) managed
by the OITF (i.e., if the favourite lists information is managed entirely in the network).

readonly String currentFavouriteList

Currently active Favourite channel list given as the ID of one of the favourite list inside favouriteLists.
If currentFavouritelList is the empty string, no favourite filter list is currently applied and all
channels are 'selected'.

SHALL return the value “nu11” if the favourite lists are not (partially) managed by the OITF (i.e., if
the favourite lists information is managed entirely in the network).
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7.4.1.1.1.2 Methods

ChannelList createFilteredList( Boolean blocked, Boolean favourite, Boolean
hidden, String favouriteListID )

Description Create a filtered list of channels. Returns a subset of
ChannelcConfig.channelList.

The blocked, favourite and hidden flags indicate whether a channel is included in the
returned list. These flags correspond to the properties on Channel with the same
names. Each flag MAY be set to one of three values:

Value Meaning

true The channel is added if and only if the corresponding property
has the value true.

false The channel is added if and only if the corresponding property
has the value false.

undefined The channel is added regardless of the state of the
corresponding property.

A channel will only be added to the list if the values of all three flags allow it to be
added.

The favouriteListID attribute is used to select a particular favouriteList that
the createFilteredList method uses as a basis of the filtering process. If
favouritelListID is the empty string (i.e. *"), then the filtering is performed on all
available channels as defined by ChannelConfig.channelList.

Arguments Blocked Flag indicating whether manually blocked
channels SHALL be added to the list

Favourite Flag indicating whether favourite channels
SHALL be added to the list

Hidden Flag indicating whether hidden channels
SHALL be added to the list

favouriteListID If the value of the favourite flag is true,
indicates which favourites list SHALL be
filtered upon.

7.4.1.1.2 ChannelList
ThechannelL1ist object represents a list of channels. Items ircti@nnel list can be accessed using array notation.

7.4.1.1.2.1 Properties

readonly Integer Tlength

The number of items in the list.
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7.4.1.1.2.2 Methods

Channel item( Integer index )

Description Return the channel at position index in the list, or undefined if no item is present at that
position.
The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments Index The index of the item to be retrieved

Channel getcChannel( String channeliID )

Description Return the first channel in the list with the specified channel identifier. Returns null if no
corresponding channel can be found.
The channel identifier of the channel to be retrieved, e.g.,
Arguments channellD

‘ccid:{tuner.}majorChannel{.minorChannel}".

Channel getChannelByTriplet( Integer onid, Integer tsid, Integer sid )

Description Return the first (IPTV or non-IPTV) channel in the list that matches the specified DVB or
ISDB triplet (original network ID, transport stream ID, service ID).
Where no channels of type ID_ISDB_* or ID_DVB_* are available, or no channel identified
by this triplet are found, this method SHALL return null.

Arguments onid The original network ID of the channel to be retrieved.

tsid The transport stream ID of the channel to be retrieved. If set to “nu11” the client
SHALL retrieve the channel defined by the combination of onid and sid. This
makes it possible to retrieve the correct channel also in case a remultiplexing took
place which led to a changed tsid.

sid The service ID of the channel to be retrieved.

Channel getcChannelBySourceID( Integer sourceID )

Description Return the first (IPTV or non-IPTV) channel in the list with the specified ATSC source ID.
Where no channels of type ID_ATSC_T are available, or no channel with the specified
source ID is found in the channel list, this method SHALL return nul1.

Arguments sourcelD The ATSC terrestrial source_ID of the channel to be returned.

7.4.1.1.3 Channel

The Channel object represents a broadcast streaamace. It is defined as follows:
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7.4.1.1.3.1 Constants

Name

Value

Use

TYPE_TV

Used in the channelType property to indicate a TV
channel.

TYPE_RADIO

Used in the channelType property to indicate a radio
channel.

TYPE_OTHER

Used in the channelType property to indicate that the type
of the channel is unknown or known but not of type TV or
radio.

ID_ANALOG

Used in the idType property to indicate an analogue
channel identified by the property: ‘freq’ and optionally
‘cni’ or ‘name’.

ID_DVB_C

10

Used in the idType property to indicate a DVB-C channel
identified by the three properties: ‘onid’, ‘tsid’, ‘sid’

ID_DVB_S

11

Used in the idType property to indicate a DVB-S channel
uniquely identified by the three properties: ‘onid’, ‘tsid’,
‘sid’.

ID_DVB_T

12

Used in the idType property to indicate a DVB-T channel
uniquely identified by the three properties: ‘onid’, ‘tsid’,
‘sid’.

ID_ISDB_C

20

Used in the idType property to indicate an ISDB-C
channel identified by the three properties: ‘onid’, ‘tsid’,
‘sid’.

ID_ISDB_S

21

Used in the idType property to indicate an ISDB-S
channel uniquely identified by the three properties: ‘onid’,
‘tsid’, ‘sid’.

ID_ISDB_T

22

Used in the idType property to indicate an ISDB-T channel
uniguely identified by the three properties: ‘onid’, ‘tsid’,
‘sid’.

ID_ATSC_T

30

Used in the idType property to indicate a terrestrial ATSC
channel uniquely identified by the property ‘sourceID’.

7.4.1.1.3.2 Properties

readonly Integer channelType

The type of channel, as indicated by one of the TYPE_* constants defined above
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readonly Integer 1idType

The type of identification for the channel, as indicated by one of the ID_* constants defined above

readonly String ccid

Unique identifier of a channel within the scope of the OITF. The ccid is defined by the OITF and SHALL
have prefix ‘ccid:’.

readonly Integer onid

DVB or ISDB original network ID (for channels of type ID_DVB_* and ID_ISDB_*)

readonly Integer tsid

DVB or ISDB transport stream ID (for channels of type ID_DVB_* and ID_ISDB_*)

readonly Integer sid

DVB or ISDB service ID (for channels of type ID_DVB_* and ID_ISDB_*)

readonly Integer sourceID

ATSC terrestrial source_ID

readonly Integer freq

For analogue channels, the frequency of the video carrier in KHz.

readonly Integer cni

For analogue channels, the VPS/PDC confirmed network identifier.

readonly String name

The name of the channel. Can be used for linking analog channels without CNI. Typically, it will contain the
call sign of the station (e.g. 'HBO").
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readonly Boolean favourite

Flag indicating whether the channel is marked as a favourite channel or not in one of the favourite lists as
defined by property favouritelists

readonly StringCollection favIDs

The names of the favourite lists to which this channel belongs (see property favLists on object
ChannelcConfig)

readonly Boolean Tlocked

Flag indicating whether the current state of the parental control system prevents the channel from being
viewed (e.g. a correct parental control pin has not been entered).

Note that this property supports the option of client-based management of parental control without
excluding server-side implementation of parental control.

readonly Boolean manualBlock

Flag indicating whether the user has manually blocked viewing of this channel. Manual blocking of a
channel will treat the channel as if its parental rating value always exceeded the system threshold.

Note that this property supports the option of client-based management of manual blocking without
excluding server-side management of blocked channels.

7.4.1.1.4 FavouriteListCollection

TheFavouriteListCollection object represents a read-only collectiorFrafouritelList objects. ltems in the
collection can be accessed using array notation.

7.4.1.1.4.1 Properties

readonly Integer Tlength

The number of items in the collection

7.4.1.1.4.2 Methods

FavouriteList getFavouriteList( String faviD )

Description Return the first favourite list in the collection with the given favListID

Arguments faviD The ID of a favourite list.
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FavouriteList item( Integer index )

Description Return the item at position index in the collection, or undefined if no item is
present at that position.

The position can also be specified using array bracket notation instead of
calling this method directly.

Arguments Index The index of the item that SHALL be
returned

7.4.1.1.5 FavouriteList

TheFavouriteList object represents a list of favourite channetank in the favourite list can be accessed using
array notation.

7.4.1.1.5.1 Properties

readonly String faviD

A unique identifier by which the favourite list can be identified

readonly String name

A descriptive name given to the favourite list

readonly Integer Tlength

The number of items in the list.

7.4.1.1.5.2 Methods

Channel item( Integer index )

Description Return the channel at position index in the favourite list, or undefined if no
item is present at that position.

The position can also be specified using array bracket notation instead of
calling this method directly.

Arguments Index The index of the item to be retrieved

Channel getChannel( String channelID )

Description Return the first channel in the favourite list with the specified channel identifier. Returns null
if no corresponding channel can be found.

Arguments channellD The channel identifier of the channel to be retrieved, e.g., ‘ccid:{tuner.}
majorChannel{.minorChannel}'.
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Channel getChannelByTriplet( Integer onid, Integer tsid, Integer sid )

Description Return the first (IPTV or non-IPTV) channel in the list that matches the specified DVB or
ISDB triplet (original network ID, transport stream ID, service ID).

Where no channels of type ID_ISDB_* or ID_DVB_* are available, or no channel identified
by this triplet are found, this method SHALL return nuTT.

Arguments onid The original network ID of the channel to be retrieved.

tsid The transport stream ID of the channel to be retrieved. If set to “nul11” the client
SHALL retrieve the channel defined by the combination of onid and sid. This
makes it possible to retrieve the correct channel also in case a remultiplexing took
place which led to a changed tsid.

sid The service ID of the channel to be retrieved.

Channel getcChannelBySourceID( Integer sourceID )

Description Return the first (IPTV or non-IPTV) channel in the list with the specified ATSC source ID.

Where no channels of type ID_ATSC_T are available, or no channel with the specified
source ID is found in the channel list, this method SHALL return nu1T.

Arguments sourcelD The ATSC terrestrial source_ID of the channel to be returned.

7.4.1.1.6 StringCollection

A stringCollection object represents a read-only collection of sgintgms in the collection can be accessed using
array notation.

7.4.1.1.6.1 Properties

readonly Integer length

The number of items in the collection

7.4.1.1.6.2 Methods

String item( Integer index )

Description Return the item at position index in the collection, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item that SHALL be returned
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7.4.1.2 Method 2: HTTP POST message

If a server has indicated that it requires cortfdhe tuner functionality of an OITF (i.e.
<video_broadcast>true</video_broadcast> in the server capability description) for a partar service, then
the OITF SHOULD issue an HTTP POST over TLS ifétiles to connect to that service. The body oHh&P POST
over TLS request SHALL contain the Client Channistibg, which SHALL adhere to the XML DTD defineélow:

<?xml version="1.0" encoding="UTF-8"7>

<!ELEMENT Channelconfig(ChannelList, (FavouriteLists,CurrentFavouriteList?)?)>

<!ELEMENT ChannelList(Channel*)>

<!—- List of channels that can be received by the tuner of the OITF; the order of channels in
the 1ist corresponds to the channel order as managed by the OITF -->

<!ELEMENT Channel(((ONID, TSID, SID) | SourceID | (Freq, CNI?) | IPBroadcastID), Name,
Favourite?, Recordable?, Locked?, ManualBlock?)>

<!-- For a DVB digital channel use ONID+TSID+SID,

for an ISDB (ARIB) digital channel use ONID+TSID+SID,

for a ATSC terrestrial channel use SourcelID,

for analog channel use Freq and CNI (if available). The IPBroadcastID element is only relevant

for IPTV broadcasts, as defined in Section 7.5 -->

<!ATTLIST Channel CCID ID #REQUIRED> o

<!-- string: Unique identifier of a channel within the scope_of the OITF. The format of CCID
SHALL have a prefix ‘ccid:’, e.g., ‘ccid:{tuner. majorChannel{.minorchannel}’. The CCID is

defined and managed by the OITF.-->

<!ATTLIST Channel channelType CDATA “TYPE_OTHER”> ) .

<l-- string: Indicates the type of media content carried over the channel. valid values include
“TYPE_TV”, “TYPE_RADIO” and “TYPE_OTHER”. If not included, the default value is “TYPE_OTHER”. -
->

<!ATTLIST Channel idType CDATA #REQUIRED>

<!l-- string: Indicates the type of ‘global’ identification for the channel. valid values are
“ID_ANALOG”, “ID_DVB_C”, “ID_DVC_S”, “ID_DVB_T”, “ID_ISDB_C”, “ID_ISDB_S”, “ID_ISDB_T”,
“ID_ATSC_T”, and “ID_IPTV_SDS”, “ID_IPTV_URI”. -->

<!ELEMENT ONID (#PCDATA)>
<!l-- dinteger: DVB or ISDB original network ID (for channels of type ID_DVB_* and ID_ISDB_*) -->

<!ELEMENT TSID (#PCDATA)>
<!-- integer: DVB or ISDB transport stream ID (for channels of type ID_DVB_* and ID_ISDB_*) -->

<!ELEMENT SID (#PCDATA)> .
<!-- integer: DVB or ISDB service ID (for channels of type ID_DVB_* and ID_ISDB_*) -->

<!ELEMENT SourceID (#PCDATA)>
<!—- integer: ATSC terrestrial source_ID -—>

<!ELEMENT Freq (#PCDATA)> o
<!-- 1integer: frequency of content carrier in KHz -->

<!ELEMENT CNI (#PCDATA)> _ o )
<!-- dinteger: VPS/PDC confirmed network identifier if valid -->

<!ELEMENT IPBroadcastID (#PCDATA)>

<!l-- string: if the Channel has idType ID_IPTV_SDS, this element denotes the DVB Textual
Service Identifier of the IP broadcast service, specified in the format
“ServiceName.DomainName” with the ServiceName and DomainName as defined in TS 102 034 v1.3.1
If the channel has idType ID_IPTV_URI, this element denotes a URI of the IP broadcast service.
This element is only relevant for IPTV broadcasts, as defined in Section 7.5

-—>

<!ELEMENT Name (#PCDATA)> . . .
<l-- string: Name of broadcaster, can be used for linking analog channels without CNI. May be
an empty string. -->

<!ELEMENT Favourite EMPTY> ) )
<!-- empty: user has marked this Tv channel as favourite -->

<IATTLIST Favourite FavIDS IDREFS #REQUIRED> _ o
<!-- dindicates in which favourite 1lists this channel 1is selected, see FavouriteLists -->

<!ELEMENT FavouriteLists (FavouriteList+)> ]
<!-- collection of more than one favourite 1ists in OITF -->

<!ELEMENT FavouriteList (FavName)>
<!ATTLIST FavouriteList FavID ID #REQUIRED> .
<!-- 1D of favourite Tist, referred to by Channel.Favourite -->

<!ELEMENT FavName (#PCDATA)> _
<!-- string: Name of favourite list -->
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<!ELEMENT CurrentFavouriteList EMPTY>
<!ATTLIST CurrentFavouriteList FavID IDREF #REQUIRED>

<!-- currently active FavouriteChannelList, IDREF is one of ID in FavouriteLists, if
CurrentFavouriteList is not given, not favourite

filter Tist is currently applied and all channels are 'selected' -->
<!ELEMENT Recordable (#PCDATA)>
<!-- Flag indicating whether the channel can be recorded; only applicable if the OITF indicated
support for control of its recording functionality. valid values include “True” or “False”. If
this element is not included, the default value is “False”. -->

<!ELEMENT Locked (#PCDATA)>

<!-- Flag indicating whether the current state of the parental control system prevents the
channel from being viewed (e.g. a correct parental control pin has not been entered). valid
va1#es include “True” or “False”. If this element 1is not included, the default value is
“False”.-->

<!ELEMENT ManualBlock (#PCDATA)>

<!-- Flag indicating whether the user has manually blocked viewing of this channel. Manual
blocking of a channel will treat the channel as if its parental rating value always exceeded
the system threshold. valid values include “True” or “False”. If this element is not included,
the default value is “False”.-->

If the favourite lists are not (partially) manadedthe OITF, the Client Channel Listing shall neitlcontain the
“FavouriteLists” nor the ‘CurrentFavouriteList” element.

7.4.2 Video/broadcast

The OITF SHALL support theideo/broadcast embedded object with the following properties amthods, which
SHALL adhere to the tuner related security requéstsin Section 10.1.3.1.

7.4.2.1 Properties

Integer width

The width of the area used for rendering the video object. This property is only writable if property
fullscreen has value false. Changing the “width” property corresponds to changing the “width”
property through the HTMLObjectETement interface, and must have the same effect as changing the
width through the DOM Level 2 Style interfaces (i.e. CSS2Properties interface ‘style.width’), at least for
values specified in pixels.

Integer height

The height of the area used for rendering the video object. This property is only writable if property
fullscreen has value false. Changing the “height” property corresponds to changing the “height”
property through the HTMLObjectETement interface, and must have the same effect as changing the
height through the DOM Level 2 Style interfaces (i.e. CSS2Properties interface ‘style.height’), at least for
values specified in pixels

readonly Boolean fullScreen

Returns “true” if this video object is in full-screen mode, “false” otherwise. The default value is false.

script onChannelChangeError

The script function (as defined in [HTML Data Types]) that is called when a request to switch a tuner to
another channel resulted in an error preventing the broadcasted content from being rendered. The
specified script function is called with the arguments channe1ID and errorState. These arguments are
defined as follows:
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String channelID - the identifier of the channel to which a channel switch was requested, but for which
the error occurred. Specifies a ccid (as defined by the Channel Object in Section 7.4.1.1.3)

Number errorState — error code detailing the type of error:

Value Decription

0 CCID not supported by tuner

1 cannot tune to given channel (no signal)

2 tuner locked by other object

3 parental lock on channel

4 encrypted channel, key/module missing

5 unknown CCID

6 channel switch interrupted (e.g. because another channel switch was activated before the
previous one completed)

7 channel cannot be changed, because it is currently being recorded

100 unidentified error

script onChannelChangeSucceeded

The script function (as defined in [HTML Data Types]) that is called when a request to switch a tuner to
another channel has successfully completed. The specified script function is called with argument
channel11ID, which is defined as follows:

String channelID - the identifier of the channel to which the tuner switched. Specifies a ccid (as
defined by the Channel Object in Section 7.4.1.1.3)

script onFullscreenChange

The script function (as defined in [HTML Data Types]) that is called when the value of fullScreen
changes. The default value is nul1.

script onfocus

The script function (as defined in [HTML Data Types]) that is called when the video object gains focus

script onblur

The script function (as defined in [HTML Data Types]) that is called when the video object loses focus
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7.4.2.2 Methods

Channelconfig getChannelcConfig()

Description

Returns the channel line-up of the tuner in the form of a ChannelcConf1ig object as
defined in Section 7.4.1.1.1. The method SHALL return the value “nul11” if the channel
list is not (partially) managed by the OITF (i.e., if the channel list information is
managed entirely in the network).

void setChannel( string channelID, Boolean trickplay )

Description

Requests the OITF to switch a (logical or physical) tuner to the channel specified by
channe11ID and render the received broadcast content in the area of the browser allocated
for the video/broadcast object.

If the channe11D specifies a ccid which is not supported by the OITF device, the OITF
SHALL ignore the request to switch channel and trigger the script function specified by the
onChannelcChangeError property, specifying the value ‘0’ (“CCID not supported by tuner”)
for the errorstate, and dispatch the corresponding DOM 2 Event (see below).

If the channe11D specifies a ccid referring to a non-IP channel, the OITF SHALL relay the
channel switch request to a local physical tuner that is currently not in use by another
video/broadcast object and that can tune to the specified channel. If no tuner satisfying
these requirements is available (i.e., all physical tuners that could receive the specified
channel are in use), the OITF SHALL ignore the request and trigger the script function
specified by the onChannelcChangeError property, specifying the value ‘2’ (“tuner locked
by other object”) for the errorsState and dispatch the corresponding DOM 2 Event (see
below). If multiple tuners satisfying these requirements are available, the OITF selects one.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object until the release() method is called on the
video/broadcast object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object. If the OITF cannot visualize the video
content following a successful tuner switch (e.g., because the channel is under parental
lock), the OITF SHALL trigger the script function specified by the onChannelChangeError
property with the appropriate channe11ID and errorsState value, and dispatch a
corresponding DOM 2 Event (see below). If successful, the OITF SHALL trigger the script
function specified by the onChannelChangeSucceeded property with the appropriate
channelID value, and also dispatch a corresponding DOM 2 event.

Arguments

channellD A unique identifier of a channel, e.g.
‘ccid:{tuner.}majorChannel{.minorChannel}'.

trickplay Optional flag indicating whether resources SHOULD be allocated to support
trick play. This argument provides a hint to the receiver in order that it may
allocate appropriate resources. Failure to allocate appropriate resources,
due to a resource conflict, a lack of trickplay support, or due to the OITF
ignoring this hint, SHALL have no effect on the success or failure of this
method. If trickplay is not supported, this SHALL be indicated through the
failure of later calls to methods invoking trickplay functionality.
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void setChannelbySourceID( Integer sourceID, Boolean trickplay )

Description

Requests the OITF to switch a (logical or physical) tuner to the channel specified by the
given ATSC terrestrial source_ID and render the received broadcast content in the area of
the browser allocated for the broadcast video object.

If the sourceID specifies a channel which is not supported by the OITF device, the OITF
SHALL ignore the request to switch channel and trigger the script function specified by the
onChannelchangeError property, specifying the value ‘0’ (“CCID not supported by tuner”)
for the errorsState, and dispatch the corresponding DOM 2 Event (see below).

The OITF SHALL relay the channel switch request to a local physical tuner that is currently
not in use by another broadcast video object and that can tune to the specified channel. If
no tuner satisfying these requirements is available (i.e., all physical tuners that could
receive the specified channel are in use), the OITF SHALL ignore the request and trigger
the script function specified by the onChanneTcChangeError property, specifying the value
‘2" (“tuner locked by other object”) for the errorState and dispatch the corresponding DOM 2
Event (see below). If multiple tuners satisfying these requirements are available, the OITF
selects one.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object until the release() method is called on the video/broadcast
object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object. If the OITF cannot visualize the video
content following a successful tuner switch (e.g., because the channel is under parental
lock), the OITF SHALL trigger the script function specified by the onChannelChangeError
property with the appropriate channe11ID and errorState value, and dispatch a
corresponding DOM 2 Event (see below). If successful, the OITF SHALL trigger the script
function specified by the onChannelChangeSucceeded property with the appropriate
channel1ID value, and also dispatch a corresponding DOM 2 event.

Arguments

sourcelD The ATSC terrestrial source_ID of the channel to be set.

trickplay Optional flag indicating whether resources SHOULD be allocated to support
trick play. This argument provides a hint to the receiver in order that it may
allocate appropriate resources. Failure to allocate appropriate resources, due
to a resource conflict, a lack of trickplay support, or due to the OITF ignoring
this hint, SHALL have no effect on the success or failure of this method. If
trickplay is not supported, this SHALL be indicated through the failure of later
calls to methods invoking trickplay functionality.

void setChannelByTriplet( Integer onid, Integer tsid, Integer sid, Boolean

trickplay )

Description

Requests the OITF to switch a (logical or physical) tuner to the channel specified by the
given DVB or ISDB triplet and render the received broadcast content in the area of the
browser allocated for the video/broadcast object.

If the arguments specify a triplet which is not supported by the OITF device, the OITF
SHALL ignore the request to switch channel and trigger the script function specified by the
onChannelcChangeError property, specifying the value ‘0’ (“CCID not supported by tuner”)
for the errorstate, and dispatch the corresponding DOM 2 Event (see below).

If the arguments specify a triplet referring to a non-IP channel, the OITF SHALL relay the
channel switch request to a local physical tuner that is currently not in use by another
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video/broadcast object and that can tune to the specified channel. If no tuner satisfying
these requirements is available (i.e., all physical tuners that could receive the specified
channel are in use), the OITF SHALL ignore the request and trigger the script function
specified by the onChannelChangeError property, specifying the value ‘2’ (“tuner locked
by other object”) for the errorstate and dispatch the corresponding DOM 2 Event (see
below). If multiple tuners satisfying these requirements are available, the OITF selects one.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object until the release() method is called on the video/broadcast
object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object. If the OITF cannot visualize the video
content following a successful tuner switch (e.g., because the channel is under parental
lock), the OITF SHALL trigger the script function specified by the onChannelChangeError
property with the appropriate channe11ID and errorState value, and dispatch a
corresponding DOM 2 Event (see below). If successful, the OITF SHALL trigger the script
function specified by the onChannelChangeSucceeded property with the appropriate
channel1ID value, and also dispatch a corresponding DOM 2 event.

Arguments

onid The original network ID of the channel to be set.

tsid The transport stream ID of the channel to be set. Setting this attribute is
optional. If not set (value “nul11”) the client SHALL tune to the channel defined
by the combination of onid and sid. This makes it possible to tune to the
correct channel also in case a remultiplexing took place which led to a
changed tsid.

sid The service ID of the channel to be set.

trickplay Optional flag indicating whether resources SHOULD be allocated to support
trickplay. This argument provides a hint to the receiver in order that it may
allocate appropriate resources. Failure to allocate appropriate resources, due
to a resource conflict, a lack of trickplay support, or due to the OITF ignoring
this hint, SHALL have no effect on the success or failure of this method. If
trickplay is not suppored, this SHALL be indicated through the failure of later
calls to methods invoking trickplay functionality.

void prevChannel()

Description

Requests the OITF to switch the tuner that is currently in use by the video/broadcast
object to the channel that precedes the current channel in the active favourite list, or, if no
favourite list is currently selected, to the previous channel in the channel list.

If the previous favourite channel is a non-IP channel that cannot be received over the tuner
currently used by the broadcast video object, the OITF SHALL relay the channel switch
request to a local physical tuner that is not in use and that can tune to the specified
channel. The behaviour is defined in more detail in the description of the setChannel
method.

If an error occurs during switching to the previous channel, the OITF SHALL trigger the
script function specified by the onChannelChangeError property with the appropriate
channelID and errorsState value, and dispatch the corresponding DOM 2 Event (see
below).

If successful, the OITF SHALL trigger the script function specified by the
onChannelchangeSucceeded property with the appropriate channel1D value, and also
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dispatch the corresponding DOM 2 event.

Note that the actual implementation of this method may differ depending on the deployment
of client-side, server-side, or jointly managed channel lists and/or favourite lists.

void nextChannel()

Description

Requests the OITF to switch the tuner that is currently in use by the
video/broadcast object to the channel that succeeds the current channel in the
active favourites list, or, if no favourite list is currently selected, to the next channel in
the channel list.

If the next favourite channel is a non-IP channel that cannot be received over the tuner
currently used by the broadcast video object, the OITF SHALL relay the channel switch
request to a local physical tuner that is not in use and that can tune to the specified
channel. The behaviour is defined in more detail in the description of the setChanne]
method.

If an error occurs during switching to the next channel, the OITF SHALL trigger the
script function specified by the onChannelChangeError property with the appropriate
channelID and errorsState value, and dispatch the corresponding DOM 2 Event
(see below).

If successful, the OITF SHALL trigger the script function specified by the
onChannelchangeSucceeded property with the appropriate channe11D value, and
also dispatch the corresponding DOM 2 event.

Note that the actual implementation of this method may differ depending on the
deployment of client-side, server-side, or jointly managed channels lists and/or
favourite lists.

void setFullscreen( Boolean fullscreen )

Description Sets the rendering of the video content to full-screen (fullscreen = true) or windowed
(fullscreen = false) mode (as per [Req. 5.7.4.f] of [CEA-2014-A]). If this indicates a
change in mode, this SHALL result in a change of the value of property fullScreen.
Changing the mode SHALL not affect the z-index of the video object.

Arguments fullScreen Boolean to indicate whether video content SHOULD be rendered

full-screen or not.

Boolean setvolume( Integer volume )

Description

Adjusts the volume of the currently playing media to the volume as indicated by
volume. Allowed values for the volume argument are all the integer values starting with
0 up to and including 100. A value of 0 means the sound will be muted. A value of 100
means that the volume will become equal to current “master” volume of the device,
whereby the “master” volume of the device is the volume currently set for the main
audio output mixer of the device. All values between 0 and 100 define a linear increase
of the volume as a percentage of the current master volume, whereby the OITF SHALL
map it to the closest volume level supported by the platform.

The method returns “true” if the volume has changed. Returns “false” if the volume
has not changed. Applications MAY use the getvolume () method to retrieve the
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actual volume set.

Arguments volume Integer value between 0 up to and including 100 to
indicate volume level.

Integer getvolume()

Description Returns the actual volume level set; for systems that do not support individual volume
control of players, this method will have no effect and will always return 100.

void release()

Description Releases the decoder/tuner used for displaying the video broadcast inside the
video/broadcast object, stopping any form of visualization of the video inside the
video/broadcast object and releasing any other associated resources.

7.4.2.3 Events

For the intrinsic eventsohfocus”, “onblur”, “onChannelcChangeError”, “onChannelChangeSucceeded”,
and ‘onFullscreenchange”, corresponding DOM level 2 events SHALL be getedain the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onfocus focus (as specified in Section 1.6.5 of Bubbles: No

[DOM 2 Events])
Cancelable: No

Context Info: None

onblur blur (as specified in Section 1.6.5 of Bubbles: No
[DOM 2 Events])
Cancelable: No

Context Info: None

onFullscreenchange fullscreenchange Bubbles: No

Cancelable: No

Context Info: None

onChannelchangeError channelchangeError Bubbles: No

Cancelable: No

Context Info: ccid,
errorState

onChannelcChangeSucceeded channelcChangeSucceeded Bubbles: No

Cancelable: No

Context Info: ccid
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Note: these DOM 2 events are directly dispatchatiecevent target, and will not bubble nor captdmplications
SHOULD not rely on receiving these events durirggltibbling or the capturing phase. Applications tts® DOM 2
event handlers SHALL call theddeventListener() method ontheideo/broadcast object itself. The third
parameter oAddEventListener, i.e. “‘useCapture”, will be ignored.

7.4.2.4 Styling

The OITF SHALL support the CSS properties (which WBe changed using the DOM Level 2 Style module) fo
embedded/ideo/broadcast objectswidth, height, position, float, top, left, right, bottom, vertical-align, padding
andpadding-* propertiesmargin andmargin-* propertieshorder andborder-* propertiesyisibility, anddisplay.

If the value of thecoverlaylocaltuner>-element in the capability description of the Oli§mot set to “none”, then the
OITF SHALL support overlays as defined by bullepp]Req. 5.2.1.a] of CEA-2014-A for broadcasts aogrfrom the
local tuner that are displayed using the video/tdcaat embedded object. In this case, broadcash wijects SHALL
support CSS-propertindex, in both full-screen and windowed mode. Moreotes, OITF SHALL support the CSS
opacity property and CSSBRGBA color values, for any non-video XHTML element op of a video object. If the value
of the <overlaylocaltuner>-element in the capability description of the Oli§Fset to “none”, no objects SHALL
overlay the video, i.e. the value of z-index fadeo is ignored.

7.5 Scheduled content over IP

This section SHALL apply to OITFs that have indathtvideo_broadcast>true</video_broadcast> in their
capability profile (as defined in Section 9.3.2) éme of the IPTV-related idTypes as specifiedéctidn 7.5.2.1 for the
Channel object (i.e. “ID_IPTV_*", etc.):

7.5.1 Conveyance of channel list

To enable a service to make use of the channeljinend the favourite lists that MAY be managedbyOITF for IP

broadcast channels, the same 2 methods for comyéyénchannel list as defined in Section 7.4.1 SHAE supported,
whereby the list of constants for thdType property of thechannel object SHALL include the list of constants as
defined below, and the properipBroadcastID SHALL be introduced to uniquely identify an IP bdzast channel.

If an OITF does not manage the channel line-upartté favourite list information, thgetChannelList () method
described in section 7.4.1.1 SHALL retural1, and the HTTP message described in section 7.84AL L be an
HTTP GET message with an empty payload.

NOTE: conveyance of the channel list SHALL adher¢he security model requirements as specifiecectiSn 10.1, in
particular the tuner related security requireménSection10.1.3.1:

7.5.1.1 Channel
7.5.1.1.1 Constants

Name Value Use

ID_IPTV_SDS | 40 Used in the idType property to indicate an IP broadcast channel uniquely
identified through SD&S by a DVB textual service identifier specified in
the format “ServiceName.DomainName” as value for property
‘ipBroadcastID’, with ServiceName and DomainName as defined in [DVB-
IPTV]. This idType SHALL be used to indicate Scheduled content service
defined by [PROT][PROT]

ID_IPTV_URI |41 Used in the idType property to indicate an IP broadcast channel uniquely
identified by a URI (e.g. udp://), as value for property ‘ipBroadcastiD’.
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7.5.1.1.2 Properties

readonly String ipBroadcastID

If the Channel has idType ID_IPTV_SDS, this element denotes the DVB textual service identifier of the IP
broadcast service, specified in the format “ServiceName.DomainName” with the ServiceName and
DomainName as defined in [DVB-IPTV].

If the Channel has idType ID_IPTV_URI, this element denotes a URI of the IP broadcast service.

7.5.2 Switching IP broadcast channels

To enable a client to switch to an IP broadcashibh the following additions are defined on thieleo/broadcast
object.

7.5.2.1 video/broadcast

7.5.2.1.1 Properties

The OITF SHALL support the properties for thiédeo/broadcast object as defined in Section 7.4.2 whereby the
errorState argument of amnChannelchangeError SHALL permit the additional values 8 and 9, defirzes
follows, and whereby thehanne11ID argument of aenChannelChangeError and
onChannelcChangeSucceeded SHALL indicate ani pBroadcastID:

script onChannelChangeError

The script function (as defined in [HTML Data Types]) that is called when a request to switch a tuner to
another channel resulted in an error preventing the broadcasted content from being rendered. The
specified script function is called with the arguments channe1ID and errorState. These arguments are
defined as follows:

Sstring channelID - the identifier of the channel to which a channel switch was requested, but for which
the error occurred. Specifies an ipBroadcastID (as defined in section 7.5.1.1.2)

Number errorState — error code detailing the type of error:

Value Description

0 CCID not supported by tuner

1 cannot tune to given channel (no signal)

2 tuner locked by other object

3 parental lock on channel

4 encrypted channel, key/module missing

5 unknown CCID

6 channel switch interrupted (e.g. because another channel switch was activated before
the previous one completed).

7 channel cannot be changed, because it is currently being recorded
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8 cannot resolve URI of referenced IP channel
9 insufficient bandwidth
100 unidentified error

script onChannelChangeSucceeded

The script function (as defined in [HTML Data Types]) that is called when a request to switch a tuner to
another channel has successfully completed. The specified script function is called with argument
channel11ID, which is defined as follows:

String channelID - the identifier of the channel to which the tuner switched. Specifies an
ipBroadcastID (as defined in section 7.5.1.1.2)

7.5.2.1.2 Methods

The OITF SHALL support the methods for thedeo/broadcast object as defined in Section 7.4.2, whereby the
setChannel method SHALL support an additional optional attitd “contentAccessDescriptoruURL”.

void setChannel( String channelID, String contentAccessDescriptorURL, Boolean
trickplay )

Description Requests the OITF to switch a (logical or physical) tuner to the channel specified by
channel1ID and render the received broadcast content in the area of the browser allocated
for the broadcast video object.

The attribute contentAccessbDescriptorURL allows for the optional inclusion of a
content-access descriptor (the format of which is defined in Annex E) to provide additional
information for dealing with IPTV broadcasts that are (partially) DRM-protected. The
descriptor may for example include Marlin action tokens or a previewLicense.The attribute
SHALL be given the value “nuT1” if it is not applicable.

If the channe11D specifies a ccid which is not supported by the OITF device, the OITF
SHALL ignore the request to switch channel and trigger the script function specified by the
onChannelcChangeError property, specifying the value ‘0’ (“CCID not supported by tuner”)
for the errorsState, and dispatch the corresponding DOM 2 Event (see below).

If the channe11D specifies a ccid referring to an IP broadcast channel or if the channe1ID
specifies an ipBroadcastID, the OITF SHALL relay the channel switch request to a
logical ‘tuner’ that can resolve the URI of the referenced IP broadcast channel. If no logical
tuner cannot resolve the URI of the referenced IP broadcast channel, the OITF SHALL
ignore the channel switch request and SHOULD trigger the script function specified by the
onChannelcChangeError property, specifying the value ‘8’ (“cannot resolve URI of
referenced IP channel”) for the errorstate, and dispatch the corresponding DOM 2
Event.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object until the release () method is called on the
video/broadcast object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object, if necessary claiming the resources
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needed to decode and render the video until the release() method is called on the
video/broadcast object. If the OITF cannot visualize the video content following a
successful tuner switch (e.g., because the channel is under parental lock), the OITF SHALL
trigger the script function specified by the onChanneTChangeError property with the
appropriate channelID and errorState value, and dispatch a corresponding DOM 2
Event (see below). If successful, the OITF SHALL trigger the script function specified by
the onChannelchangeSucceeded property with the appropriate channel1D value, and
also dispatch a corresponding DOM 2 event.

Arguments

channellD ccid | ipBroadcastID

A ccid is a unique identifier of a channel within the scope
of the OITF.

An ipBroadcastID is either the DVB service identifier of
an IP broadcast service specified in the format
‘ServiceName.DomainName'’ if the channel has idType
ID_IPTV_SDS, or a URI if the channel has idType
ID_IPTV_URI.

contentAccessDescriptorURL A content-access descriptor (the format of which is
defined in Annex E) that can be optionally included to
provide additional information for dealing with IPTV
broadcasts that are (partially) DRM-protected. The value
“nu11” SHALL be used if the attribute is not applicable.

trickplay Optional flag indicating whether resources SHOULD be
allocated to support trick play. This argument provides a
hint to the receiver in order that it may allocate
appropriate resources. Failure to allocated appropriate
resources, due to a resource conflict, a lack of trickplay
support, or due to the OITF ignoring this hint, SHALL
have no effect on the success or failure of this method.

If trickplay is not suppored, this SHALL be indicated
through the failure of later calls to methods invoking
trickplay functionality.

void setChannelByTriplet( Integer onid, Integer tsid, Integer sid, String
contentAccessDescriptorURL, Boolean trickplay )

Description

Requests the OITF to switch a (logical or physical) tuner to the channel specified by the
given DVB or ISDB triplet and render the received broadcast content in the area of the
browser allocated for the broadcast video object.

The attribute contentAccessbDescriptorurL allows for the optional inclusion of a
content-access descriptor (the format of which is defined in Section 7.1) to provide
additional information for dealing with IPTV broadcasts that are (partially) DRM-protected.
The descriptor may for example include Marlin action tokens or a previewlLicense.The
attribute SHALL be given the value “nuT1” if it is not applicable.

If the arguments specify a triplet which is not supported by the OITF device, the OITF
SHALL ignore the request to switch channel and trigger the script function specified by the
onChannelcChangeError property, specifying the value ‘0’ (“CCID not supported by tuner”)
for the errorstate, and dispatch the corresponding DOM 2 Event (see below).

If the arguments specify a triplet referring to an IP broadcast channel, the OITF SHALL
relay the channel switch request to a logical ‘tuner’ that can resolve the URI of the
referenced IP broadcast channel. If no logical tuner cannot resolve the URI of the
referenced IP broadcast channel, the OITF SHALL ignore the channel switch request and
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SHOULD trigger the script function specified by the onChannelChangeError property,
specifying the value ‘8’ (“cannot resolve URI of referenced IP channel”) for the
errorsState, and dispatch the corresponding DOM 2 Event.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object until the release () method is called on the
video/broadcast object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object. If the OITF cannot visualize the video
content following a successful tuner switch (e.g., because the channel is under parental
lock), the OITF SHALL trigger the script function specified by the onChannelChangeError
property with the appropriate channe11ID and errorState value, and dispatch a
corresponding DOM 2 Event (see below). If successful, the OITF SHALL trigger the script
function specified by the onChannelChangeSucceeded property with the appropriate
channel1D value, and also dispatch a corresponding DOM 2 event.

Arguments onid The original network ID of the channel to be set.

tsid The transport stream ID of the channel to be set. Setting
this attribute is optional. If not set (value “nu11”) the
client SHALL tune to the channel defined by the
combination of onid and sid. This makes it possible to
tune to the correct channel also in case a remultiplexing
took place which led to a changed tsid.

sid The service ID of the channel to be set.

contentAccessDescriptorURL A content-access descriptor (the format of which is
defined in Section 7.1) that can be optionally included to
provide additional information for dealing with IPTV
broadcasts that are (partially) DRM-protected. The value
“nu11” SHALL be used if the attribute is not applicable.

trickplay Optional flag indicating whether resources should be
allocated to support trick play.

7.5.2.1.3 Events

The OITF SHALL support the DOM 2 Events for thedeo/broadcast object as defined in Section 7.4.2.

7.5.2.1.4 Styling
The OITF SHALL support the CSS properties for #Hieleo/broadcast object as defined in Section 7.4.2.

If the value of thecoverlaylPbroadcast>element in the capability description of the Oli§kot set to “none”, then the
OITF SHALL support overlays as defined by bullepp]Req. 5.2.1.a] of CEA-2014-A for IP broadcatiat are
displayed using the video/broadcast embedded obfetttis case, broadcast video objects SHALL sup@&S-property
z-index, in both full-screen and windowed mode. Moreotiee, OITF SHALL support the CS&pacity property and
CSS3RGBA color values, for any non-video XHTML element op of a video object. If the value of the
<overlaylPbroadcast>element in the capability description of the Oli§set to “none”, no objects SHALL overlay the
video, i.e. the value of z-index for video is igadr
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7.6 PVR control

This section describes the APIs needed to suppattal by a DAE application of the recording (PViRhctionality
available to an OITF, including time-shift suppatheduled recording and storage of basic metadhatat recorded
items.

7.6.1 Conveyance of channel list and list of schedu led recordings

This section and the following sections SHALL apgdyOITFs that have indicated <record>true</recaad>xlefined in
Section 9.3.3 in their capability profile.

To enable a service to schedule recordings of abtitat is to be broadcasted on specific chanttesQITF needs to
convey the channel list information that is manalggthe native code on the OITF. This informatigpitally includes
the channel line-up of the tuner of a hybrid devitiee API supports two methods of conveying thenclehlist
information to a service:

1) The OITF SHALL support method gétChannelcConfig” as defined in Section 7.4.1.1 for the
application/oipfRecordingScheduler object, as defined in Section 7.6.2.

2) If a server has indicated that it requires contblthe recording functionality available to an OITke.
<recording>true</recording> in the server capability description) for a pamé service, then the
OITF SHOULD issue an HTTP POST over TLS if it dexsdo connect to that service. The body of the HTTP
POST over TLS SHALL contain the Client Channel inigt(as defined in Section 7.4.1.2).

If a server has indicated that it requires contifoboth the tuner functionality and the recordingdtionality
available to an OITF, the body of the HTTP POST &HAontain a single instance of the Client Channel
Listing whereby the<Recordable> element defined in Section 7.4.1.1 SHALL be usedhtlicate whether
channels that can be received by the tuner of tfi& ©an be recorded or not.

If a server that requires control of the recordingctionality uses the channel list information tsémough an
HTTP POST in its application(s), the server SHAIdicate the support of this service for posted nbalist
information using the postList attribute specifiedn Section 9.3.3 (i.e., <recording

postList="true”>true</recording>)

In addition, the OITF SHALL also support meth@gtScheduledRecordings’ as defined in Section 7.6.2. This
method returns 8cheduledRecordingCollection object, which is defined below.

Note that the conveyance of the channel listingtAedscheduled recordings is subject to the secomitdel
requirements specified in Section 10.1, and inigaer the recording related security requiremémtSection 10.1.3.2.

7.6.1.1 ScheduledRecordingCollection

ThescheduledRecordingCollection object represents a read-only list of scheduledrdings in the system, i.e.
recordings that are scheduled but which have nogtaeted. Items in the collection may be accessat array
notation. Note: Where a series is being recordeeryerecorded episode will exist as an independetry. Only the
scheduled episode will carry thaSeries property.

7.6.1.1.1 Properties

readonly Integer length

The number of items in the collection
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7.6.1.1.2 Methods

ScheduledRecording item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved

7.6.1.2 ScheduledRecording

ThescheduledRecording object represents a scheduled programme in thersyse. a recording that is scheduled
but which has not yet started.

7.6.1.2.1 Constants

Name Value Use

ID_TVA _CRID 0 Used in the programmelDType property to indicate that the programme is
identified by its TV-Anytime CRID (Content Reference Identifier).

ID_DVB_EVENT | 1 Used in the programmeIDType property to indicate that the programme is
identified by a DVB URL referencing a DVB-SI event as enabled by section
4.1.3 of [META]. OPTIONAL.

7.6.1.2.2 Properties

readonly Integer startPadding

The amount of padding to add at the start of a scheduled recording, in seconds. If the value of this property
is undefined, the default start padding will be used.

readonly Integer endPadding

The amount of padding to add at the end of a scheduled recording, in seconds. If the value of this property
is undefined, the default end padding will be used.

readonly Integer repeatbDays

Bitfield indicating which days of the week the recording SHOULD be repeated. Values are as follows:

Day Bitfield Value

Sunday 0x01 (i.e. 00000001)
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Monday 0x02 (i.e. 00000010)
Tuesday 0x04 (i.e. 00000100)
Wednesday 0x08 (i.e. 00001000)
Thursday 0x10 (i.e. 00010000)
Friday 0x20 (i.e. 00100000)
Saturday 0x40 (i.e. 01000000)

These bitfield values can be ‘AND’-ed together to repeat a recording on more than one day of a week (e.g.
weekdays)

A value of 0x00 indicates that the recording will not be repeated.

readonly String name

The short name of the scheduled recording, e.g. 'Star Trek: DS9'.

readonly String TongName

The long name of the scheduled recording, e.g. 'Star Trek: Deep Space Nine'. If the long name is not
available, this property will be undefined.

readonly String description

The description of the scheduled recording, e.g. an episode synopsis. If no description is available, this
property will be undefined.

readonly String longDescription

The long description of the programme.

readonly Integer startTime

The start time of the scheduled recording, measured in seconds since midnight (GMT) on 1/1/1970.

readonly Integer duration

The duration of the scheduled recording (in seconds).

readonly Channel channel
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Reference to the broadcast channel where the scheduled programme is available.

readonly Boolean isSeries

If true, then when a subsequent episode of a programme becomes available it SHOULD be added to the
recording list automatically.

Note: Where several episodes of a season are available, then only the latest scheduled recording will carry
the isSeries flag.

readonly String programmeID

The unique identifier of the scheduled programme or series, e.g., a TV-Anytime CRID (Content Reference
Identifier).

readonly Integer programmeIDType

The type of identification used to reference the programme, as indicated by one of the ID_* constants
defined above.

readonly Integer episode

The episode number for the programme if it is part of a series. This property is undefined when the
programme is not part of a series or the information is not available.

readonly Integer totalEpisodes

If the programme is part of a series, the total number of episodes in the series. This property is undefined
when the programme is not part of a series or the information is not available.

readonly ParentalRatingCollection parentalRating

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF. The initial value of this property (upon creation of the Programme object) is an
instance of the ParentalRatingColTlection object (as defined in Section 7.14.2) with length 0. Parental
rating values can be added to this empty readonly parental rating collection by using the add() method of
the ParentalRatingCollection object. The ParentalRatingCollection is defined in Section 7.14.2.
The related ParentalRating and ParentalRatingScheme objects are defined in Section 7.14.1 and
7.14.3 respectively.

Note that if the service provider specifies a certain parental rating (e.g. PG-13) through this property and
in the broadcast channel it has metadata that says that the content is rated PG-16, then the conflict
resolution is implementation dependent.

Copyright 2009 © Members of the Open IPTV Forum




Page 78 (223)

7.6.2 Scheduling a recording

If an OITF has indicated support for the controitsfrecording (PVR) functionality by a server kgiting
<recording>true</recording> as defined in Section 9.3.3 in its capability dggon, the OITF SHALL support
the scheduling of recordings of broadcasts thrahgtuse of the following non-visual embedded object

<object type=“application/oipfRecordingScheduler”/>

Note that an OITF which has indicated support ier ¢ontrol of its recording (PVR) functionality byserver (i.e.,
<recording>true</recording>) SHALL adhere to the security model as specifre®éction 10.1

7.6.2.1 application/oipfRecordingScheduler
7.6.2.1.1 Methods

ScheduledrRecording record( Programme programme )

Description Requests the scheduler to schedule the recording of the programme identified by the
programmelD property of the programme. The other data contained in the programme
object is used solely for annotation of the (scheduled) recording. If such programme
metadata is provided, it is retained in the ScheduledRecording object that is returned if the
recording of the programme was scheduled successfully, reflecting the possibility that not
all relevant metadata might be available to the scheduler. If the recording could not be
scheduled due to a scheduling conflict or lack of resources the value “null” is returned.

Note that the actual implementation of this method should enable the scheduler to identify
the domain of the service that issues the scheduling request in order to support future
retrieval of the scheduled recording through the getScheduledRecordings() method.

Arguments programme The programme to be recorded, identified by its programmelD.

Scheduledrecording recordAt( Integer startTime, Integer duration, Integer
repeatbDays, String channeliID )

Description Requests the scheduler to schedule the recording of the broadcast to be received over the
channel identified by channellD, starting at startTime and continuing for duration minutes. If
the recording was scheduled successfully, the resulting ScheduledRecording object is
returned. If the recording could not be scheduled due to a scheduling conflict or lack of
resources the value “null” is returned.

Note that the actual implementation of this method should enable the scheduler to identify
the domain of the service that issues the scheduling request in order to support future
retrieval of the scheduled recording through the getScheduledRecordings() method.

Arguments startTime The start of the time period of the recording measured in seconds since
midnight (GMT) on 1/1/1970.

duration The duration of the recording in seconds.
repeatDays Bitfield indicating which days of the week the recording SHOULD be
repeated. Values are as follows:
Day Bitfield Value
Sunday 0x01 (i.e. 00000001)
Monday 0x02 (i.e. 00000010)
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Tuesday 0x04 (i.e. 00000100)
Wednesday 0x08 (i.e. 00001000)
Thursday 0x10 (i.e. 00010000)
Friday 0x20 (i.e. 00100000)
Saturday 0x40 (i.e. 01000000)

These bitfield values can be ‘AND’-ed together to repeat a recording on
more than one day of a week (e.g. weekdays)

A value of 0x00 indicates that the recording will not be repeated.

channellD The identifier of the channel from which the broadcasted content is to be
recorded. Specifies either a ccid or ipBroadcastID (as defined by the
Channel Object in Section 7.4.1.1.3)

ScheduledRecordingCollection getScheduledRecordings()

Description Returns a subset of all the recordings that are scheduled but which have not yet started.
The subset SHALL include only scheduled recordings that were scheduled using a service
from the same FQDN as the domain of the service that calls the method.

Channelconfig getChannelconfig()

Description Returns the channel line-up of the tuner in the form of a ChannelConfig object as defined
in Section.7.4.1.1.1. Includes the favourite lists.

void remove(ScheduledRecording recording )

Description Removes a scheduled recording.

As with the record method, only the programmelD property of the scheduled recording
SHALL be used to identify the scheduled recording to remove. The other data contained in
the scheduled recording SHALL NOT used when removing a scheduled recording.

Arguments Recording The scheduled recording to be removed.

Programme createProgrammeobject()

Description Factory method to create an instance of Programme

7.6.2.2 Programme

TheProgramme data object used in theecord () method of theapplication/oipfRecordingScheduler
object represents an entry in a programme scheddkbis defined as follows:

Note: as described in theecord () method of thapplication/oipfRecordingScheduler object, only the
programmeID property of the programme object is used to datexrthe programme or series that will be recorded.
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The other properties are solely used for annotatfahe (scheduled) recording with programme metadehe use of
these metadata properties is optional. If suchnarmge metadata is provided, it is retained in the
ScheduledRecording object that is returned if the recording of thegzamme was scheduled successfully.

7.6.2.2.1 Constants

Name Value Use

ID_TVA_CRID 0 Used in the programmelDType property to indicate that the programme is
identified by its TV-Anytime CRID (Content Reference Identifier).

ID_DVB_EVENT | 1 Used in the programmelDType property to indicate that the programme is
identified by a DVB URL referencing a DVB-SI event as enabled by section
4.1.3 of [META]. OPTIONAL.

7.6.2.2.2 Properties

String name

The short name of the programme, e.g. 'Star Trek: DS9'.

String longName

The long name of the programme, e.g. 'Star Trek: Deep Space Nine'. If the long name is not available, this
property will be undefined.

String description

The description of the programme, e.g. an episode synopsis. If no description is available, this property will
be undefined.

String longDescription

The long description of the programme

Integer startTime

The start time of the programme, measured in seconds since midnight (GMT) on 1/1/1970.

Integer duration

The duration of the programme (in seconds).
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Sstring channeliD

The identifier of the channel from which the broadcasted content is to be recorded. Specifies either a ccid
or ipBroadcastID (as defined by the Channel Object in Section 7.4.1.1.3)

Integer episode

The episode number for the programme if it is part of a series. This property is undefined when the
programme is not part of a series or the information is not available.

Integer totalEpisodes

If the programme is part of a series, the total number of episodes in the series. This property is undefined
when the programme is not part of a series or the information is not available.

String programmeID

The unique identifier of the programme or series, e.g., a TV-Anytime CRID (Content Reference ldentifier).

Integer programmeIDType

The type of identification used to reference the programme, as indicated by one of the ID_* constants
defined above.

readonly ParentalRatingCollection parentalRating

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF. The initial value of this property (upon creation of the Programme object) is an
instance of the ParentalRatingCollection object (as defined in Section 7.14.2) with length 0. Parental
rating values can be added to this empty readonly parental rating collection by using the
addparentalRating()-method of the ParentalRatingCollection object. The
ParentalRatingCollection is defined in Section 7.14.2. The related ParentalRating and
ParentalRatingScheme objects are defined in Section 7.14.1 and 7.14.3 respectively.

Note that if the service provider specifies a certain parental rating (e.g. PG-13) through this property and
the actual parental rating extracted from the the stream says that the content is rated PG-16, then the
conflict resolution is implementation dependent.

7.6.3 Recording and time-shifting the current broad  cast

To start a recording of a current broadcast, anFCBHALL support the following additional constaarsd methods on
thevideo/broadcast object, if the OITF has indicated support for mecfunctionality. Note that this functionality is
subject to the security model as specified in $actio.1:
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7.6.3.1 Additional constants for video/broadcast ob  ject

Name Value Use
POSITION_START 0 Indicates a playback position relative to the start of the buffered content.
POSITION_CURRENT | 1 Indicates a playback position relative to the current playback position.
POSITION_END 2 Indicates a playback position relative to the end of the buffered content.

7.6.3.2 Additional properties for video/broadcasto  bject

readonly Integer playbackoffset

Returns the playback position, specified as the positive offset of the live broadcast in seconds, in the
currently rendered (timeshifted) broadcast.

readonly Integer maxOffset

Returns the maximum playback offset, in seconds of the live broadcast, which is supported for the
currently rendered (timeshifted) broadcast. If the maximum offset is unknown, the value of this property
SHALL be undefined.

7.6.3.3 Additional methods for video/broadcast obje  ct:

Integer recordNow( Integer duration, String ccid )

Description

Starts recording the broadcast currently rendered in the video/broadcast object. If the
OITF has buffered the broadcasted content, the recording starts from the current playback
position in the buffer. The specified duration is used by the OITF to determine the minimum
duration of the recording in seconds from the current starting point.

If recordNow() is called while the broadcast that is currently rendered in the
video/broadcast object is already being recorded, the minimum duration of this ongoing
recording is extended by duration seconds.

Returns 0 if the recording started successfully, and a value > 0O if it fails (e.g. due to
resource conflicts or lack of resources).

If the OITF provides recording management functionality through the APIs defined in
section 7.11.2, the resulting recording is made available to JavaScript via the Recording
object defined in section 7.11.2.3.

If the OITF supports metadata processing in the terminal, the fields of the resulting
Recording object MAY be populated using metadata retrieved by the terminal. Otherwise,
the values of these fields SHALL be implementation-dependent

Arguments

duration The minimum duration of the recording in seconds. A value of -1 indicates
that the recording SHOULD continue until stopRecording() is called,
storage space is exhausted, or an error occurs. In this case it is essential that
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stopRecording() is called later.

ccid The ccid of the channel to be recorded. A value of nul1 indicates that the
current channel should be recorded.

This is an optional parameter. If the value specified does not refer to the
current channel and the application does not have permission to record other
channels (see section 10.1.3.4), this method SHALL fail.

void stopRecording()

Description

Stops the current recording started by recordNow.

Boolean pause()

Description

If recording has not yet been started, this method will start recording the broadcast that is
currently being rendered live (i.e., not time-shifted) in the video/broadcast object. If the
OITF has buffered the ‘live’ broadcasted content, the recording starts with the content that
is currently being rendering in the video/broadcast object. If the recording started
successfully, the rendering of the broadcasted content is paused, i.e. a still-image video
frame is shown.

If the video/broadcast object is currently rendering a time-shifted broadcast channel,
playback of that time-shifted broadcast is paused.

The value “true” is returned if the live or time-shifted broadcast was paused successfully,
and “false” is returned if the request to pause the broadcast failed (e.g. due to a resource
conflict or lack of resources).

Boolean resume()

Description

Resumes playback of the time-shifted broadcast channel that is currently being rendered in
the video/broadcast object at the speed specified by setSpeed (). If the desired speed was
not set via setSpeed, playback is resumed at normal speed (i.e. speed 1.0). If the
video/broadcast object is currently not rendering a time-shifted channel, the OITF shall
ignore the request to start playback and shall return “false”. If playback cannot be
resumed the OITF shall also return “false”, otherwise “true” is returned.

Number setSpeed( Number speed )

Description

Sets the playback speed of the time-shifted broadcast to the value speed, without changing
the paused/resumed state of the time-shifted broadcast. If the playback reaches the end of
the time-shift buffer as a result of fastforwarding, the playback speed will be set to normal
speed (i.e. speed 1.0) and playback will continue with live content. If during rewinding the
playback has reaches the point that it cannot be rewound further, it will start playback of the
content at normal speed.

If the time-shifted broadcast cannot be played at the desired speed, specified as a value
relative to the normal playback speed, the playback speed will be set to the best
approximation of speed.

Returns the actual playback speed specified as a float value relative to the normal
playback. If the video/broadcast object is currently not rendering a time-shifted channel,
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the OITF shall ignore the request to resume playback and shall return the value ‘1.0".

Arguments

speed The desired relative playback speed, specified as a float value relative to the
normal playback speed of 1.0. A negative value indicates reverse playback. If
the time-shifted broadcast cannot be played at the desired speed, the playback
speed will be set to the best approximation.

Boolean seek( Integer offset, Integer reference )

Description

Sets the playback position of the time-shifted broadcast that is being rendered in the
video/broadcast object to the position specified by the offset and the reference point as
specified by one of the constants defined at the beginning of Section 7.6.3. Playback of live
content is resumed if the new position equals the end of the time-shift buffer. Returns
“true” if the playback position was successfully set to the desired position, returns “false”
in all other cases. If the video/broadcast object is currently not rendering a time-shifted
channel or if the position falls outside the time-shift buffer, the OITF shall ignore the request
to seek and shall return the value “false”.

Arguments

offset The offset from the reference position, in seconds. This can be either a
positive or negative value.

reference The reference point from which the offset SHALL be measured. The
reference point can be either POSITION_CURRENT, POSITION_START, or
POSITION_END.

Boolean stopTimeshift()

Description

Stops recording the broadcast that is currently being rendered in time-shifted mode in the
video/broadcast object and, if applicable, plays the current broadcast from the live point
and stops time-shifting the broadcast. The OITF SHALL release all resources that were
used to support time-shifted rendering of the broadcast

Returns “true” if the time-shifted broadcast was successfully stopped and resources were
released and “false” otherwise. If the video/broadcast object is currently not rendering
a time-shifted channel, the OITF shall ignore the request to stop the time-shift and shall
return the value “false”.

In addition to these methods, the OITF SHALL supploe setChannel method on theideo/broadcast object
defined in Section 7.5.2.1 with additional supdortthe optional attributedffset”.

void setChannel( string channelID, String contentAccessDescriptorURL, Boolean
trickplay, Integer offSet )

Description

Requests the OITF to switch a (logical or physical) tuner to the channel specified by
channel1D and render the received broadcast content in the area of the browser allocated
for the video/brodcast object, as specified by the setChannel () method in Section
7.5.2.1.2.

The additional of fSet attribute optionally specifies the desired offset w.r.t. the live
broadcast in number of seconds from which the OITF SHOULD start playback immediately
after the channel switch (whereby offSet is given as a positive value for seeking to a time
in the past). If an OITF cannot start playback from the desired position, as indicated by the
specified of fset (e.g. because the OITF did not, or could not, record the specified channel
prior to the call to setChannel), if the specified offSet is ‘0’, or if the offSet is not
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specified, the OITF SHALL start playback from the live position after the specified channel
switch.

Arguments channellD As defined in Section 7.5.2.1.2.

contentAccessDescriptorURL As defined in Section 7.5.2.1.2.

trickplay Optional flag indicating whether resources SHOULD be
allocated to support trick play. This argument provides a
hint to the receiver in order that it may allocate
appropriate resources. Failure to allocate appropriate
resources, due to a resource conflict, a lack of trickplay
support, or due to the OITF ignoring this hint, SHALL
have no effect on the success or failure of this method.

If trickplay is not supported, this SHALL be indicated
through the failure of later calls to methods invoking
trickplay functionality.

offSet The optional offSet attribute MAY be used to specify the
desired offset w.r.t. the live broadcast in number of
seconds from which the OITF SHOULD start playback
immediately after the channel switch (whereby offSet is
given as a positive value for seeking to a time in the
past).

7.6.4 Overview of recordings

A PVR typically has its own user interface to pdevicontrol over the PVR and provide a consistegtegpted overview
of all finished and ongoing recordings. If a (thpdrty) service provider wants to offer the usestsan overview as part
of its Ul, an embedded object needs to be defiHedvever, accessing the recording (status) overtieaugh a
Javascript APl would be highly privacy and secusipsitive. Thapplication/oipfStatusview embedded
object defined in Section 7.1.4 allows a visual@abf the PVR status to be included as part oltheoming from a
(third party) server, without the need for any sggunodel, and without compromising security ami/acy.

An OITF that has indicated support for controltsfriecording functionality by a server (i.e.,
<record>true</record>) SHALL support theapplication/oipfStatusview embedded object defined in
Section 7.1.2, for which it SHALL at least suppitre monitor state “list_of recorded_content”.

NOTE: this object is is intented to allow servitedink in to highly privileged functionality, witbut the need for
certificates and privileged access requests. liaicemanaged network deployments this may not Hesnt.
Therefore, in the managed network APls in Sectidd ™ore extensive APIs are given which provideadeript control
for a service platform provider over such highlivpeged functionality.

7.7 Media playback API extensions

This section SHALL apply to OITFs that have indadhsupport for the AV Plugin object and/or the
video/broadcast object in their capability profile, using the serties described in [CEA-2014-A] and Section 9.3.

This section specifies several extensions to tldéoaabject and the video object defined in Secionl of [CEA-2014-
A] and thevideo/broadcast object defined in Section 7.4.2, It also contarsibsection (i.e Section 7.7.3) that
defines the audio playback from memory API.

7.7.1 Properties related to A/V playback

The following additional properties SHALL be supfeat on the audio object and video object defineSention 5.7.1 of
[CEA-2014-A] and thesideo/broadcast object defined in Section 7.4.2.
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readonly Number playPosition

Returns the play position in number of milliseconds since the beginning of the referenced media as
denoted by the server (i.e. in relation to NPT 0.0 as described in Section 3.6 of [RFC2326]) or
undefined if the play position cannot be determined.

Note: This does not replace the definition of the playPosition property defined in [Req. 5.7.1.f] of [CEA-
2014-A], but because the media playback extensions in this section apply to both the CEA-2014 audio
and video object as well as the video/broadcast object, it extends the playPosition property to
the video/broadcast object.

readonly Number playSpeeds[ ]

Returns the ordered list of playback speeds, expressed as values relative to the normal playback
speed (1.0), at which the currently specified A/V content can be played (either through an CEA-2014
audio or video object, respectively as a time-shifted broadcast in the video/broadcast object), or
undefined if the supported playback speeds are not (yet) known. Note that the latter may happen at
the start of playback of a video when the speeds supported by the server are not yet known.

7.7.2 Playback of selected A/V components

To support the selection of specific A/V compondotsplayback (e.g. a specific subtitle languagelia language,
different camera angle), the following methods SHAde supported on the audio object and video olgjefibed in
Section 5.7.1 of [CEA-2014-A], and thel deo/broadcast object as defined in Section 7.4.2 of this documen

NOTE: The term component may correspond to MPEGnponents, but is not restricted to that

7.7.2.1 Media playback extension to the audio, vide 0 and video/broadcast objects

7.7.2.1.1 Constants

Name Value Use

COMPONENT_TYPE_VIDEO 0 Represents a video component. This constant is used for all

video components regardless of encoding.

COMPONENT_TYPE_AUDIO 1 Represents an audio component. This constant is used for all

audio components regardless of encoding.

COMPONENT_TYPE_SUBTITLE | 2 Represents a subtitle component. This constant is used for all

subtitle components regardless of subtitle format. NOTE: A
subtitle component may also be related to closed captioning as
part of a video stream.

7.7.2.1.2 Methods

AvComponent[] getComponents( Integer componentType )

Description

Returns a collection of AVComponent values representing the components of the specified
type in the current stream.
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One or more of the components returned MAY be passed back to one of the other methods
unchanged (e.g. selectComponent()).

Argument componentType The type of component to be returned , as represented by one of the
constant values listed in section 7.7.2.1.1

AvComponent[] getCurrentActiveComponents( Integer componentType )

Description Returns a collection of AVComponent values representing the currently active components
of the specified type that are being rendered.

One or more of the components returned MAY be passed back to one of the other methods
unchanged (e.g. selectComponent()).

Argument componentType The type of currently active component to be returned. represented
by one of the constant values listed in section 7.7.2.1.1

void selectComponent( AvComponent component )

Description Select the component that will be subsequently rendered after calling the pTay () method
on the CEA-2014-A A/V object or the setChannel () method on the video/broadcast
object, or select the component for rendering if A/V playback has already started.

If playback has started, this SHALL replace any other components of the same type that
are currently playing.

Argument component A component object available in the stream currently being
played.

void unselectComponent( AvComponent component )

Description Stop rendering of the specified component of the stream.

Argument component The component to be stopped

7.7.2.2 AVComponent

AvComponent represents a component within a complete meddastr a single stream of video, audio or datadhat
be played or manipulated. This is not necessarpdsic playback, record or EPG services. Howeverpvides a
mechanism to get at extended streams for enhaeceides.

7.7.2.2.1 Properties

readonly Integer type

Type of the component stream. Valid values for this field are given by the constants listed in section
7.7.21.1

readonly String encoding
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The encoding of the stream. The value of video format or audio format defined in section 3 of
[MEDIA][MEDIA] SHALL be used.

readonly Boolean encrypted

Flag indicating whether the component is encrypted or not.

readonly Number aspectRatio

For components of type “video”, indicates the aspect ratio of the video or undefined if the aspect ratio is
not known. Values SHALL be equal to width divided by height, rounded to a float value with two
decimals, e.g. 1.78 to indicate 16:9 and 1.33 to indicate 4:3

readonly String language

For components of type “audio” or type “subtitle”, An ISO 639 language code representing the
language of the stream.

readonly Boolean audioDescription

For components of type “audio”, has value true if the stream contains an audio description intended for
people with a visual impairment, false otherwise.

readonly Integer audioChannels

For components of type “audio”, indicates the number of channels present in this stream (e.g. 2 for
stereo, 5 for 5.1, 7 for 7.1).

readonly Boolean hearingImpaired

For components of type “subtitle”, has value true if the stream is intended for the hearing-impaired (e.qg.
contains a written description of the sound effects), false otherwise.

7.7.3 Playback of memory audio

This section describes specific usage of A/V medhgct corresponding to memory audio

7.7.3.1 Usage of CE-HTML tags

An <object> element which corresponds to a memory audio SHApply following restrictions:

1) The “type” attribute SHALL be included to define the MIMEgg that matches the memory audio referred to by
the value of thedata” attribute. The MIME-types for the memory audio SH. adhere to Section 8.2.1 of
[MEDIA][MEDIA].

2) The file extensions that SHALL be used for the mgnaudio are:

- “.aac” forHE-AAC memory audio
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- “wav” for WAVE memory audio

3) Only in the case of HE-AAC memory audio, an <objeetement MAY contain a <param>-element to set the
“loop” parameter. This parameter indicates the numbéns the HE-AAC memory audio will play. The value
SHALL be positive integers or “Infinite”, which wiplay the memory audio continuously urgitop () is called or
the data-attribute is set ta11. The default value of this parameter is “1”.

To give DAE a hint to pre-fetch memory audio frame server when the CE-HTML document is loadeldi nk>-
element MAY be used whereby:

1) The “rel” attribute SHALL be set to a valu@tefetch” and the href” attribute SHALL be set to the URL of
the memory audio which is expected to be pre-fetche

7.7.3.2 Usage of DOM interface

The <object>-element as defined in Section 7.708this document SHALL be made accessible throbghlavascript
A/V media object specified in [CEA-2014-A], in tf@lowing manner:

1) Following attributes SHALL be supportedlata, playState, error andonPlayStateChange, as defined in
Req. 5.7.1.f of [CEA-2014-A].

2) Following methods SHALL be supportagllay () andstop (), as defined in Req. 5.7.1.f of [CEA-2014-A]

The <param>-element as defined in Section 7.7 Bthi®document SHALL be made accessible through th
HTMLParamelement.

7.7.3.3 DAE requirements

If the “data” attribute of the<object>-element for memory audio is set to a valid valoé ‘&ype” attribute of the
<object>-element indicates the format being HE-AAC, DAE SH/Aplay the memory audio, as specified in below 1)-
3).

If the “data” attribute of the <object>-element for memory auidi set to a valid value and “type” attribute lod t
<object>-element indicates the format being WAVREDMAY play the memory audio, as specified in belb)a3).

1) When the play ()" method is called by script, it SHALL start theagback of the memory audio designated by the
“data” attribute.

2) When the $top()” method is called ordata” attribute is set to null by script, OITF SHALLag the playback
of the memory audio which had previously played.

If the “rel” attribute of the <link>-element is skt a value “prefetch”, the OITF MAY pre-fetch theemory audio
referred by the “href” attribute of the <link>-elemt, when the CE-HTML page is loaded to the OITF.

An HE-AAC memory audio need not to be played siam#iously with other HE-AAC memory audio or StrearAéd
contents defined in Section 5.7.1 of [CEA-2014-A].

7.7.3.4 Example usage (Informative)

The following CE-HTML page shows an example of apgdo start the playback of memory audio:
<head>

<§cript type="text/javascript”>
function startBGM() {
document.getElementById(“aidl”).play(1);

</script>

</head>

<body>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop” value="infinite”/>

</object>

<div id="btn1” onclick="Javascript:startBGM()”><img src="startl.gif” /></div>
<]body>
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The following CE-HTML page shows an example of apgdo stop the playback of memory audio:
<head>

<séript type="text/javascript”’>
function stopBGM() {
document.getElementById(“aidl”).stopQ;

</script>

</head>

<body>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop” value="infinite”/>

</object>

<div id="btn2” onclick="Javascript:stopBGM()”"><img src="stopl.gif” /></div>
</Body>

7.7.4 Parental Ratings Error

For parental rating errors during playback of Abhtent through the CEA-2014 A/V embedded objectéfmed in
Section 5.7.1 of [CEA-2014-A)) or thes'i deo/broadcast” object (as defined in Section 7.4.2 of this doemt), an
OITF SHALL support the following intrinsic eventggerties and corresponding DOM 2 events, for th&-QB14 A/V
embedded object, respectively theileo/broadcast” object:

script onParentalRatingChange

The script function (as defined in [HTML Data Types]) that is called when a parental rating error occurs
during playback of A/V content inside the embedded object, and is triggered whenever a parental rating is
discovered for the A/V content that does not meet the parental rating criterium that is set for the parental
control system in use (e.qg. rating is at or above the current threshold), which has lead to blocking the
consumption of the content..

The specified script function is called with three arguments contentID, rating, and DRMSystemID which
are defined as follows:

= String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of the
DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise, it SHALL be the URI
or DVB-IP serviceName.domainName identifier of the content being played if they are known.

= ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.14

= String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system that
generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of
[META]J[META]. The value SHALL be nul1 if the parental control is not enforced by a particular DRM
system.

script onParentalRatingError

The script function (as defined in [HTML Data Types]) that is called when a parental rating error occurs
during playback of A/V content inside the embedded object, and is triggered whenever a parental rating is
discovered that is not supported by the OITF.

The specified script function is called with three arguments contentID, rating, and DRMSystemID which
are defined as follows:

* String contentID - the content ID to which the parental rating change applies. If the event is
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generated by the DRM system, it SHALL be the unique identifier for that content in the context of the
DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise, it SHALL be the URI
or DVB-IP serviceName.domainName identifier of the content being played, if they are known.

e ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.14.

String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system that
generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of
[META][META]. The value SHALL be nul1 if the parental control is not enforced by a particular DRM
system.

7.7.4.1 Events

For the intrinsic eventsohParentalRatingChange” and “onParentalRatingError”, corresponding DOM
level 2 events SHALL be generated, in the followmgnner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onParentalRatingChange ParentalratingChange Bubbles: No

Cancelable: No

Context Info: contentID, rating, and
DRMSystemID

onParentalRatingError ParentalRatingError Bubbles: No

Cancelable: No

Context Info: contentID, rating,
and DRMSystemID.

Note: the above DOM 2 events are directly dispatdbehe event target, and will not bubble nor aeptApplications
SHOULD not rely on receiving a ParentalRatingEreent during the bubbling or the capturing phase Applications
that use DOM 2 event handlers SHALL call #édEventListener() method onthe CEA-2014 A/V embedded
object or the video/broadcast object itself. Thedtbarameter oaddEventListener, i.e. “useCapture”, will be
ignored.

7.7.5 DRM Rights Error

This section SHALL apply to OITF and/or server @@d which have indicated support for DRM protectigrproviding
one or morexdrm> elements as specified in Section 9.3.10:

For notifying Javascript about DRM licensing errdtsing playback of DRM protected A/V content thgbuthe CEA-
2014 A/V embedded object (as defined by as defin&kction 5.7.1 of CEA-2014-A) or thefdeo/broadcast”
object (as defined in Section 7.5.2 of this docuieam OITF SHALL support the following intrinsivent property and
corresponding DOM 2 event, for the CEA-2014 A/V emitled object, respectively thei'deo/broadcast” object:

script onDRMRightsError
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The script function (as defined in [HTML Data Types]) that is called when a DRM licensing error occurs
during playback, recording or timeshifting of DRM protected AV content inside the embedded object.

The specified script function is called with four arguments errorstate, contentID, DRMSystemID and
rightsIssuerURL which are defined as follows:

e 1Integer errorState — error code detailing the type of error:

0: no license
1: invalid license

* String contentID - the unique identifier of the protected content in the scope of the DRM system
that raises the error (i.e. in the case of Marlin BB it is the Marlin contentID).

e String DRMSystemID — DRMSystemID as defined by element DRMSystemID in Table 8 of Section
3.3.2 of [META][META]. For example, for Marlin, the DRMSystemID value is
“urn:dvb:casystemid:19188".

e String rightsIssuerURL — optional element indicating the value of the rightsissuerURL that can be
used to non-silently obtain the rights for the content item currently being played for which this DRM
error is generated, in cases whereby the rightsIssueruRL is known. Cases whereby the
rightsIssueruUrL is known include cases whereby the rightsIssuerURL has been extracted from
the MPEG2_TS of the protected content, retrieved from the SD&S discovery record or from the
associated BCG metadata. The corresponding rightsIssuerURL fields are defined in Section 4.1.3.4
of [CSP] and in section 3.3.2 of [META][META] respectively. If different URLs are retrieved from the
stream and the metadata, then the conflict resolution is implementation-dependent.

For the intrinsic eventdnDRMRightsError”, a corresponding DOM level 2 event SHALL be gexted, in the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
OonDRMRightsError DRMRightsError = Bubbles: No

= Cancelable: No

* Context Info: errorstate, contentID,
DRMSystemID, rightsIssueruURL

Note: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor cagtépplications
SHOULD NOT rely on receiving a DRMRightsError eveliring the bubbling or the capturing phase. Aglans that
use DOM 2 event handlers SHALL call thaddEventListener () method onthe CEA-2014 A/V embedded object
or the video/broadcast object itself. The thirdgpaeter oladdEventListener, i.e. “useCapture”, will be ignored.

7.8 IMS APIs

If an OITF has indicated support for the controitefiMS functionality by a server by statirgms>true</ims> as
defined in Section 9.3.9 in its capability desddpt the OITF SHALL support IMS through the usetlud following
non-visual object:

<object type="application/oipfims”/>
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The IMS API provides the necessary javascript masho register new users in the IMS network. Ib gdeovides
methods to register usense(gisteruser), along with the supported feature tags, IMS Comication Service
Identifier (ICSI) and IMS Application Reference tdier (IARI), and de-register userdd¢registerUser). A method
getRegisteredusers is also defined to view all the registered usArmethodgetAllUsers retrieves all users
provisioned in the IG. Once registered it is pdssib switch users for using IMS services by usimgthodsetuUser.

A property is defined to view the current user ¢éoused for a servicegrrentuser).

In order to handle the out-of-session IMS notifizas, namely, the new dialogues, there is a metbiogubscribing to
these eventsstibscribeImsNotification). All new dialogues are communicated through ébeak function
(onImsNotification) to the application instance performing the sulpsion.

The IMS APIs apply only to privileged applicatiomsd SHALL adhere to the security model as defime8dction 10.
7.8.1 Reqgistration
7.8.1.1 Properties

script onUsercontrolResult

This script function (as defined in [HTML Data Types]) is called with return result from the methods
registerUser and deRegisterUser

The specified script function is called with 2 arguments — user and resultMsg.
- String user — The user id.

- Integer resultMsg - result message. Valid values include:

Result Description Semantics
message
0 Successful The action performed by the
underlying functionality was
successful.
1 Unknown error The action performed by the

underlying functionality
failed because an
unspecified error occurred.

2 Wrong user The user credentials was
credentials not accepted by the server.
The DAE may request from
the user a new PIN which
can then be used to perform
a new registerrUser with the

provided PIN.
3 The user The user id doesn’t exist in
doesn'’t exist. the local user table.

currentUser

ThecurrentUser property indicates the current user to be used &ervice.
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readonly UserData currentUser

The current user property represents the public user identity which is being used or shall be used for HNI-
IGI communication. If not set then the default user shall be used or indicated.

TheuserData object contains the following properties:

readonly String userid

The user identifier represents the public user identity or IMPU.

readonly FeatureTagCollection featureTags

The FeatureTag data is optional (may have a value of null) and carries a collection of feature tag objects
associated to an application. For example the feature tag may be an ICSI or IARI or a feature tag
identifying the service for. an incoming instant messages. The object includes feature tags related to both
DAE and native applications in OITF.

readonly String friendlyName

The friendly name for the user. Used as display name in outgoing messages.

The featureTag object contains the following properties.

readonly String featureTag

A string containing a featureTag value associated to an application. The featureTag value may have a
value of null when used with subscribelmsNotification method. This indicates that all dialogues are
reported.

The feature tag SHALL populate the X-OITF- headers as specified in [TISPAN] Section 5.6.2, [IM], [3GPP
TS 24.229], [RFC3840] and [RFC3841].

7.8.1.2 Methods

UserDatacCollection getRegisteredusers()

Description | Return all the users that are currently registered with IG.

void registerUser( string userId, string pin )
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Description | This method performs user registration to the IMS network.
Results from this method is sent to the callback method onUserControlResult.
Arguments userld The user identifier represents the public user identity or IMPU.
pin The pin is optional and carries the password to be used towards the IG in case

of HTTP Digest. If pin is not specified then the default user password shall be
used.

void deRegisteruUser( String userId )

Description | The indicated user is de-registered from IMS. Any sessions that may be open are closed.
De-registration of default user has no effect nor de-registration of any users registered from
a native application in the OITF.
Results from this method is sent to the callback method onUsercontrolResult.
Arguments userld The user identifier represents the public user identity or IMPU.

UserDatacolTlection getAllusers()

Description

Return all the users that are currently provisioned in the 1G. The first entry in the collection is
the default user. The users are retrieved according to the [PROT][PROT] section 5.3.6.3,
User ID Retrieval for managed network service.

Boolean setUser( String useriId )

Description

Sets which user to use for IMS services. If this method isn't called prior to using the
services, the default user will be used for the object.

If called with ongoing sessions for the user shall be closed.

If setUser is unsuccessful it is due to not registering the user. It is necessary to first register
the user and wait for a successful response to the onUserControlResult callback function.

Argument

userld

The user identifier represents the public user identity or IMPU.

7.8.2 IMS out-of-session notification

The IMS out-of-session notification methods provéidmeans to subscribe to IMS notifications for malogues which
are received over the HNI-IGI interface from the 1G

7.8.2.1 Properties

script onImsNotification

This script function (as defined in [HTML Data Types]) is called on the application which called
subscribelmsNotification when an unsolicited IMS notification arrives.

The specified script function is called with 3 arguments.
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String responseHeaders — The concatenated list of all HTTP headers, as a single string, with each
header line separated by a U+000D (CR) U+000A (LF) pair excluding the status line

String msgText — the response entity body as a string, as defined in [XHR]

Document msgXML — the response entity body as a Document, as defined in [XHR].

script onNotificationResult

This script function (as defined in [HTML Data Types]) is called with return result from the
registerApplication method.

The specified script function is called with 2 arguments — application and resultMsg.

Result Description Semantics
message

0 Successful The action performed by the
underlying functionality was
successful.

1 Unknown error The action performed by the
underlying functionality
failed because an
unspecified error occurred.

2 Wrong user The user credentials was

credentials not accepted by the server.

3 The user The user id doesn't exist in

doesn't exist.

the local user table.

7.8.2.2 Methods

void subscribeImsNotification( FeatureTagCollection featureTagCollection,

boolean performuserregistration)

Description | This method subscribes for new IMS out-of-session dialogues for the indicated

application for the currently active user. The notification shall be notified using
onImsNotification callback method.

If the application that made the subscription closes then there is an automatic un-
subscription to new notifications. Otherwise it is possible to perform
unSubscribelmsNotification.

Any new dialogues shall be notified over the callback method onImsNotification.

Arguments featureTagCollection

The featureTagCollection object of the DAE
application. The featureTag value may have a
value of null. This indicates that all dialogues are
reported.

performuserregistration

If this is true a new user registration is required.
SHOULD be set to false if it is know that other
applications will be registered shortly

Copyright 2009 © Members of the Open IPTV Forum




Page 97 (223)

Void unSubscribeImsNotification(.)

Description

The DAE application calling this method will be de-registered for IMS notifications.
Associated feature tag(s) for the DAE application are removed from the
featureTagCollection object for the user. A re-registration will be performed for the
corresponding user.

Results from this method is sent to the callback method
onNotificationControlResult.

7.8.2.3 Events

For the intrinsic event “onNotificationResult” and “onImsNotification”, corresponding DOM level 2
events SHALL be generated, in the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onNotificationResult onNotificationResult Bubbles: No

Cancelable: No

Context Info: resultMsg

onImsNotification onImsNotification Bubbles: No

Cancelable: No

Context Info:
callld,contact,from,to

7.8.3 UserDataCollection

The UserbataCollection object represents a list of Users.

7.8.3.1 Properties

readonly Integer Tlength

The number of items in the collection

7.8.3.2 Methods

UserData item( Integer index )

Description

Return the item at position index in the list, or undefined if no item is present at that position.

The position can also be specified using array bracket notation instead of calling this method
directly.
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Arguments index The index of the item to be retrieved

7.8.4 FeatureTagCollection
The FeatureTagCollection object represents a list of features associated to the user.

7.8.4.1 Properties

readonly Integer length

The number of items in the collection

7.8.4.2 Methods

FeatureTag item( Integer index )

Description | Return the item at position index in the list, or undefined if no item is present at that position.

The position can also be specified using array bracket notation instead of calling this method
directly.

Arguments index The index of the item to be retrieved

7.8.5 Communication services

If a client has indicated support for the contrbit®e Communication Services functionality by avarby stating
<communication_services>true</communication_services> as defined in Section 9.3.9 in its capability
description, the client SHALL support IMS througdtetuse of the following non-visual embedded object:

<object type="application/oipfims”/>

The Communication Services API provides for instaessaging, presence and contact list servicesmBlssages can
either be in a chat session using MSRP (see [PRRRIQ[T]) or page mode messages sent without a se3siersupport
of Communication Services SHALL follow the OMA sjfamation [PRES], [IM].

The Communication Services APl SHALL be supportedambined OITF and IG deployment cases. It MAY be
supported in other deployment cases. The use dfifHdGl interface is OPTIONAL between the OITF at@ when
these are co-deployed.

7.8.5.1 CommunicationServices

7.8.5.1.1 Properties

script onIncomingMessage

The script function (as defined in [HTML Data Types]) that is called when an incoming chat message is
received for the active user.

The specified script function is called with 3 arguments:

- String fromURI — The sender address of the message.

Copyright 2009 © Members of the Open IPTV Forum




Page 99 (223)

- String msg — The text message sent by the remote peer.

- Integer cid - chat session identifier. Chat session identifier, either same as one received from
openSession method or new if session is started by remote peer. Empty identifier if message is sent
without a session.

script onContactStatusChange

This script function (as defined in [HTML Data Types]) is called when status has changed for a contact in
the contact list or a user used with the method subscribeToStatus.

The specified script function is called with 2 arguments:
- String remoteURI — The user address which status has changed for

- Integer state — Setto 1 if the user is present, and O if not. Other vaules may be defined in the future

script onNewwatcher

This script function (as defined in [HTML Data Types]) is called when a remote URI is requesting watcher
authorization of the local user’s presentity.

The specified script function is called with 1 arguments:

- String remoteURI — The remote user address which requested watcher authorization

7.8.5.1.2 Methods

Integer openChatSession( String toURI )

Description Opens a chat session with a remote user.

Returns an integer identifier for the chat session to be used when a message is sent
in the chat session or to match when incoming message is received.

Arguments toURI The address of the remote chat user.

void sendMessageInSession(Integer cid, String msg)

Description Sends a new text message in a chat session. The chat can either be started by the

user by calling the method openChatSession or can be a session received in the
onIncomingMessage callback function.

Arguments cid The chat session identifier.

msg Text message to send.

void closeChatSession( Integer cid)
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Description

Closes a chat session.

Arguments

cid

The chat session identifier.

void sendMessage(String toURI, String msg)

Description Sends a new text message to a remote peer without starting a session.
Arguments toURI The address of the remote chat user.
msg Text message to send.

void setStatus(Integer state)

Description

Sets the presence state of the local user.

Arguments

State

Set to 1 if the user is present, and 0 if not. Other vaules may be
defined in the future.

void subscribeToStatus(String remoteURI)

Description

Subscribe to status for a remote user.

Arguments

remoteURI

The address of the remote user.

contactcCollection getContacts()

Description

Get the users contact list

void allowContact(String remoteURI)

Description

Allows the watcher authorization to subscribe to the local user’s presentity

void blockContact(String remoteURI)

Description

Blocks the watcher authorization to subscribe to the local user’s presentity.

7.8.5.1.3 Events

For the intrinsic eventsochIncomingMessage” and “onContactStatusChange” and “onNewwatcher”,
corresponding DOM level 2 events SHALL be generaitethe following manner:
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Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onIncomingMessage onIncomingMessage Bubbles: No
Cancelable: No

Context Info: fromuRI,msg,cid

onContactStatusChange onContactStatusChange Bubbles: No
Cancelable: No

Context Info: remoteURI,present

onNewwatcher onNewwatcher Bubbles: No
Cancelable: No

Context Info: remoteURI

7.8.5.2 ContactCollection

ThecContactcCollection object represents a read-only list of contacthénusers IMS contact list.

7.8.5.2.1 Properties

readonly Integer length

The number of items in the collection

7.8.5.2.2 Methods

Contact item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved

boolean remove( String contactId )

Description Removes the contact represented by the contactld to the users IMS contact list.

Returns true on success

Arguments contactld Contact identifier of the user in the IMS contact list.
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boolean add( Contact contact )

Description Adds the contact represented by the Contact object to the users IMS contact list.

Returns true on success

Arguments contact Contact object to be added from users IMS contact list.

7.8.5.3 Contact
7.8.5.3.1 Properties

String contactId

The contact identifier represents the public user identity or IMPU used in communication with the contact.

string friendlyName

The friendly name for the user. Used as display name in outgoing messages.

7.9 Metadata API

This section defines the Javascript APIs used b¥ Bpplications for reading and searching metadatatgprogrammes
and channels. This API does not specify whethesetlugiery operations are carried out on the OlTwhather they
require communication with a server.

The metadata API provides DAE applications withhhigvel access to metadata about programmes amielsa This
section defines several extensions torhegramme andChannel classes (see sections 7.6.2.2 and 7.5.1.1) tondidal
that.

This document describes the mapping between thisasA® BCG metadata. Mappings between this API dhdro
metadata sources are not specified in this document

Subsections 7.9.1 and 7.9.2 SHALL apply for Ol Tt have indicatedc11ientMetadata> with value “true” and a
“type” attribute with valuesBcg”, “sd-s” and‘dvb-si” as defined in Section 9.3.7 in their capabilitpfie.
Subsections 7.9.2 through 7.9.13 SHALL apply fol &Y that have indicate¢cTientMetadata> with value ‘true”
and a ‘type” attribute with value bcg” and MAY apply for OITFs that have indicatedt1i entMetadata> with
value “true” and a “type” attribute with value 8vb-si”

7.9.1 Channel
The OITF SHALL extend thehannel class defined in section 7.4.1.1.3 with the prbpsrand methods described
below.

The values of many of these properties are deffineed elements in the BCG metadata. For optioraheints that are
not present in the metadata, the default valuepfoaoperty that derives its value from one of thelements SHALL be
undefined.
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7.9.1.1 Properties

readonly String TongName

The long name of the channel. If both short and long names are being transmitted, this property SHALL
contain the long name of the station (e.g. 'Home Box Office"). If the long name is not available, this
property SHALL be undefined.

The value of this property is derived from the Name element that is a child of the BCG
SserviceInformation element describing the channel, where the Tength attribute of the Name
element has the value ‘long’.

readonly String description

The description of the channel. If no description is available, this property SHALL be undefined.

The value of this field is taken from the Servicebescription element that is a child of the BCG
ServiceInformation element describing this channel.

readonly Boolean authorised

Flag indicating whether the receiver is currently authorised to view the channel. This describes the
conditional access restrictions that may be imposed on the channel, rather than parental control
restrictions.

readonly StringCollection genre

A collection of genres that describe the channel.

This field contains the values of. any ServiceGenre elements that are children of the BCG
serviceInformation element describing the channel

Boolean hidden

Flag indicating whether the channel SHALL be included in the default channel list.

string TogoURL

The URL for the default logo image for this channel.

The value of this field is derived from the value of the first Logo element that is a child of the BCG
serviceInformation element describing the channel. If this element specifies anything other than
the URL of an image, the value of this filed SHALL be undefined.

7.9.1.2 Methods

String getField( String fieldid )
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Description Get the value of the field referred to by fieldid that is contained in the BCG metadata
for this channel. If the field does not exist, this method SHALL return undefined.

Arguments fieldld The name of the field whose value SHALL be retrieved.

String getLogo( Integer width, Integer height )

Description Get the URI for the logo image for this channel. The width and height parameters
specify the desired width and height of the image; if an image of that size is not
available, the URI of the logo with the closest available size not exceeding the
specified dimensions SHALL be returned. If no image matches these criteria, this
method SHALL return nul1.

The URI returned SHALL be suitable for use as the SRC attribute in an HTML IMG
element or as a background image.

The URIs returned by this method will be derived from the values of the Logo
elements that are children of the BCG ServiceInformation element describing the

channel
Arguments width The desired width of the image
height The desired height of the image

7.9.2 Programme

The OITF SHALL extend therogramme class defined in section 7.6.2.2 with the propertind methods described
below.

7.9.2.1 Properties

readonly Channel channel

Reference to the broadcast channel where the programme is available.

The value of this field is derived from the serviceIDref attribute of the Schedule element that refers
to this programme.

readonly Boolean blocked

Flag indicating whether the programme is blocked due to parental control settings or conditional access
restrictions.

The bTocked and Tocked properties work together to provide a tri-state flag describing the status of a
programme. This can best be described by the following table:

Description blocked locked

No parental control applies false | false
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Item is above the parental rating threshold (or manually blocked); no PIN has been | true true
entered to view it and so the item cannot currently be viewed.

Item is above the parental rating threshold (or manually blocked); the PIN has been | true false
entered and so the item can be viewed.

readonly Integer showType

Flag indicating the type of show (live, first run, rerun, etc,).

The value of this property is determined by the child elements of the programme’s BroadcastEvent or
ScheduleEvent element from the Program Location Table. Values are determined as follows:

Value Decription

1 The programme is live; indicated by the presence of a Live element
with a value attribute set to true.

2 The programme is a first-run show; indicated by the presence of a
FirstShowing element with a value attribute set to true.

3 The programme is a rerun; indicated by the presence of a Repeat
element with a value attribute set to true.

If none of the above conditions are met, the default value of this field SHALL be 2.

readonly Boolean subtitles

Flag indicating whether subtitles or closed-caption information is available.

This flag SHALL be true if one or more BCG CaptionLanguage elements are present in this
programme’s description, false otherwise.

readonly Boolean 1isHD

Flag indicating whether the programme has high-definition video.

This flag SHALL be true if a VerticalSize element is present in the programme’s description and has
a value greater than 576, false otherwise.

readonly Integer audioType

Bitfield indicating the type of audio that is available for the programme.

The value of this field is determined by the NumofChannels elements in a programme’s A/V attributes.
Values are determined as follows:

Value Description
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1 A mono audio stream is available (at least one
AVAttributes.AudioAttributes elementis present which has
a child Numofchannels element whose value is 1).

2 A stereo audio stream is available (at least one
AVAttributes.AudioAttributes elementis present which has
a child Numofchannels element whose value is 2).

4 A multi-channel audio stream is available (at least one
AVAttributes.AudioAttributes elementis present which has
a child Numofchannels element whose value is greater than 2).

For programmes with multiple audio streams, these values may be ORed together.

readonly Boolean isMultilingual

Flag indicating whether more than one audio language is available for the programme.

This flag SHALL be true if more than one BCG Language element is present in the programme’s
description, false otherwise.

readonly StringCollection genre

A collection of genres that describe this programme.

The value of this field is the concatenation of the values of any Name elements that are children of Genre
elements in the programme’s description.

readonly Boolean hasRecording

Flag indicating whether the Programme has a recording associated with it (either scheduled, in progress,
or completed).

readonly StringCollection audioLanguages

Supported audio languages, indicated by is0639 language codes.

readonly StringCollection subtitleLanguages

Supported subtitle languages, indicated by iso639 language codes.

readonly Boolean Tlocked

Flag indicating whether the current state of the parental control system prevents the programme from
being viewed (e.g. a correct parental control PIN has not been entered to allow the programme to be
viewed).
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7.9.2.2 Methods

String getField( String fieldid )

Description Get the value of the field referred to by field1d that is contained in the metadata for
this programme. If the field does not exist, this method SHALL return undefined.
Arguments fieldld The name of the field whose value SHALL be retrieved.

StringColTlection getSIDescriptors( Integer descriptorTag )

Description

Get the contents of the descriptor specified by descriptorTag. If more than one
descriptor with the specified tag is available for the given programme, the contents of all
matching descriptors SHALL be returned in the order the descriptors are found in the
stream.

The descriptor content bytes SHALL be encoded in a string using a hexadecimal
representation.

If the descriptor specified by descriptorTag does not exist, or if the metadata for this
programme was retrieved from a source other than DVB-SI, this method SHALL return
null.

If metadata for this programme has not yet been retrieved, this method SHALL return
undefined. Applications SHALL be notified of the availability of additional metadata via
MetadataSearchEvents targeted at the app1ication/oipfSearchmanager object
used to retrieve the programme metadata.

Arguments

descriptorTag The descriptor tag as specified by [EN 300 468]

7.9.3 The SearchManager embedded object

OITFs SHALL implement thedppl1ication/oipfSearchManager” embedded object. This object provides a
mechanism for applications to create and managadatt searches.

7.9.3.1 Properties

readonly Integer guideDaysAvailable

The number of days for which guide data is available. A value of -1 means that the amount of guide
data available is unknown. This information is derived from the start and end attributes of the
Schedule entry in the Programme Location Table.

script onMetadataupdate

This script function (as defined in [HTML Data Types]) is the DOM 0 event handler for events indicating
changes in metadata.

script onMetadataSearch
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This script function (as defined in [HTML Data Types]) is the DOM 0 event handler for events relating
to metadata searches.

For the intrinsic eventsohMetadataSearch” and “onMetadataUpdate”, corresponding DOM level 2 events
SHALL be generated, in the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onMetadataSearch | MetadataSearch Bubbles: No
Cancelable: No

Context Info: see section 7.9.6

onMetadataUpdate | Metadataupdate Bubbles: No
Cancelable: No

Context Info: see section 7.9.7

These events are targeted atdip@1ication/oipfSearchManager object.

7.9.3.2 Methods

MetadataSearch createSearch( Integer searchTarget )

Description Create a MetadataSearch object that can be used to search the metadata.

Arguments searchTarget The metadata that should be searched.

Valid values of the searchTarget parameter are:

Value Description
1 Metadata relating to scheduled content shall be
searched.
2 Metadata relating to on-demand content shall be
searched.

These values are treated as a bitfield, allowing searches to be
carried out across multiple search targets.

Channelconfig getChannelcConfig()

Description Returns the channel line-up of the tuner in the form of a ChannelConfig object as
defined in Section7.4.1.2. This includes the favourite lists.
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7.9.4 MetadataSearch

A MetadataSearch object represents a query of the BCG and SD&S datdisabout available programmes.
Applications can creatéetadataSearch objects using thereateSearch() method on the
application/oipfSearchManager object. When metadata queries are performed emate server, the protocol
used is defined in section 4.1.2.2 of [META][META].

Due to the nature of metadata queries, searchesgnehronous and events are used to notify thiécapipn that results
are availableMetadataSearchEvents SHALL be targeted at thepp1ication/oipfSearchmanager object.

To minimise race conditions, results are updatetequest rather than dynamically. Upon receipt of a
MetadataSearchEvent indicating that more results are available, agpions SHALL callupdate () on the
correspondingearchResults object to get the new results.

7.9.4.1 Properties

readonly Integer id

The ID of the search. This can be used by applications to match asynchronous events to the search that
generated them. The value of this field is generated automatically and is implementation-dependent.

readonly Integer searchTarget

The target(s) of the search. Valid values of the searchTarget parameter are:

Value Description
1 Metadata relating to scheduled content SHALL be searched.
2 Metadata relating to on-demand content SHALL be searched.

These values SHALL be treated as a bitfield, allowing searches to be carried out across multiple search
targets.

Query query

The query that will be carried out by this search.

readonly SearchResults result

The results found so far, sorted by logical channel number and time.

This property MAY only be valid after a call to update(). The values within result MAY change after
subsequent calls to update().
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7.9.4.2 Methods

void addRatingConstraint( ParentalRatingScheme scheme, Integer threshold )

Description Constrain the search to only include results whose parental rating value is below the

specified threshold.

Arguments scheme The parental rating scheme upon which the constraint SHALL be
based. If the value of this argument is nul11, any existing parental
rating constraints SHALL be cleared.

threshold The threshold above which results SHALL NOT be returned. If the

value of this argument is nu11, any existing constraint for the
specified parental rating scheme SHALL be cleared.

void addCurrentRatingConstraint()

Description

Constrain the search to only include results whose parental rating value is below the
threshold currently set by the user.

void addchannelcConstraint( ChannelList channels )

Description Constrain the search to only include results from the specified channels. If a channel
constraint has already been set, subsequent calls to
addchannelconstraint () SHALL add the specified channels to the list of channels
from which results should be returned,

Arguments channels The channels from which results SHALL be returned. If the value

of this argument is nu11, any existing channel constraint SHALL
be removed.

void addchannelconstraint( channel channel )

Description Constrain the search to only include results from the specified channel. If a channel
constraint has already been set, subsequent calls to addChanneTlConstraint()
SHALL add the specified channel to the list of channels from which results should be
returned,

Arguments channel The channel from which results SHALL be returned. If the value of

this argument is nul1, any existing channel constraint SHALL be
removed.
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void orderBy( String field, Boolean ascending )

Description Set the order in which results SHOULD be returned. Repeated calls to orderBy ()
allow more complex orderings to be set.
Arguments field The name of the field by which results SHOULD be sorted. A

value of nulT indicates that any currently-set order SHALL be
cleared and the default sort order should be used.

ascending Flag indicating whether the results SHOULD be returned in
ascending or descending order.

Query createQuery( String field, Integer comparison, String value )

Description Create a metadata query for a specific value in a specific field within the metadata.
Simple queries MAY be combined to create more complex queries. Applications
SHALL follow the ECMAScript type conversion rules to convert non-string values into
their string representation, if necessary
Arguments field The name of the field to compare.
comparison The type of comparison.
value The value to check. Applications SHALL follow the ECMAScript
type conversion rules to convert non-string values into their string
representation, if necessary

Boolean findProgrammesFromStream( Channel channel, Integer startTime, Integer count

)

Description

Retrieve guide data for a specified number of programmes from a given channel from
metadata contained in the stream as defined in section 4.1.3 of [META][META]. Searches
made using this method will implicitly remove any existing constraints, ordering or queries
created by prior calls to methods on this object.

Results may be returned both synchronously and asynchronously, depending on whether
data is available from the cache. If findProgrammesFromstream() returns false, results
are not available until the notification events have been returned and result.update()
has been called. If findProgrammesFromstream() returns true, results are available
immediately, and the application need not wait for COMPLETE events or call
result.update() to obtain the results.

Arguments

channel The channel for which programme information should be found.

startTime The start of the time period for which results should be returned measured
in seconds since midnight (GMT) on 1/1/1970. The start time is inclusive;
any programmes starting at the start time will be included in the search
results. If nu11, the search will start from the current time

count The number of programmes for which information should be returned.
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7.9.5 Query

TheQuery class represents a metadata query that the usés teacarry out. This may be a simple searcla, @mplex
search involving Boolean logic. Queries are imrhlgaan operation on a query SHALL return a raavery object,
allowing applications to continue referring to thiiginal query.

The examples below show how more complex querie$eaconstructed:

Query ga = MetadataSearch.createQuery("Title", 6, "Terminator");
Query gb = MetadataSearch.createQuery ("SpokenLanguage", 0, "fr-cA");
Query qc = gb.and(qa.negate());

7.9.5.1 Properties

readonly String field

The name of the field to compare. Fields are identified by the fieldIDs defined in annex
B.2 of TS 102-822-6-1, or using simplified XPath notiation. The '/' operator is the only
permitted XPath operator.

readonly Integer comparison

The type of comparison. One of:

Value Description
0 True if the specified value is equal to the value of the specified field.
1 True if the specified value is not equal to the value of the specified field.
2 True if the value of the specified field is greater than the specified value.
3 True if the value of the specified field is greater than or equal to the

specified value.

4 True if the value of the specified field is less than the specified value.

5 True if the value of the specified field is less than or equal to the
specified value.

6 True if the string value of the specified field contains the specified value.
This operation is case insensitive, non whole word.

7 True if the specified field exists.

readonly String value

The value to check. Applications SHALL follow the ECMAScript type conversion rules to
convert non-string values into their string representation, if necessary
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7.9.5.2 Methods

Query and( Query query )

Description Create a query based on the logical AND of the predicates represented by the current
query and the argument query

Arguments query The second predicate for the AND operation.

Query or( Query query )

Description Create a query based on the logical OR of the predicates represented by the current
query and the argument query

Arguments query The second predicate for the OR operation.

Query not()

Description Create a new query that is the logical negation of the current query.

7.9.5.3 SearchResults

TheSearchResults class represents the results of a metadata se8mbe the result set may contain a large number
of items, applications request a ‘window’ on to theult set, similar to the functionality providedthe OFFSET and
LIMIT clauses in SQL.

Applications MAY request the contents of the resulgroups of an arbitrary size, based on an offsen the beginning
of the result set. The data SHALL be fetched ftbmappropriate source, and application SHALL btifiaed when the
data is available.

7.9.5.4 Properties

readonly Integer length

The number of items in the currently available results.

readonly Integer offset

The current offset into the total result set.

readonly Integer totalSize

The total number of items in the result set. This MAY be undefined until getResults() has been
called.
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7.9.5.5 Methods

Object item(Integer index)

Description Return the item at position index in the collection of currently available results, or
undefined if no item is present at that position.

Applications SHALL be able to access items in the collection using array notation
instead of calling this method directly.

Arguments index The index into the result set

Boolean getResults(Integer offset, Integer count)

Description Retrieve a subset of the items that match the query.

Results MAY be returned both synchronously and asynchronously, depending on
whether data is available from the cache. If getResults () returns false, results
are not available until the notification events have been returned and update () has
been called. If getResuTts () returns true, results are available immediately, and
the application need not wait for COMPLETE events or call update () to obtain the

results.
Arguments offset The number of items at the start of the result set to be skipped before
data is retrieved.
count The number of results to retrieve.
void abort( )
Description Abort any outstanding request for results. Items currently in the collection SHALL be

removed (i.e. the value of the Tength property SHALL be 0 and any calls to
item() SHALL return undefined),

void update( )

Description Update the results available.

7.9.6 MetadataSearchEvent

A MetadataSearchEvent notifies the application about the status of adethrough the guide data. These will be
targeted at thapplication/oipfSearchmanager object.

To receive these events, applications MAY addHists for MetadataSearch" events.

7.9.6.1 Properties
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readonly Integer state

The type of event. This SHALL take one of the following values:

Value Description

0 Search has stopped. This event SHALL be generated at the
termination of every search.

1 More search results are available. Calling update() on the
SearchResult object SHALL update the list of results to include the
newly-retrieved data.

2 The data returned by the search is no longer valid, e.g. because of a
change in the metadata. Applications that still require the data SHALL
repeat the search.

readonly Integer id

The ID of the metadata search with which this event is associated. This MAY be used by applications to
match events to the search that generated them.

7.9.7 MetadataUpdateEvent

TheMetadataUpdateEvent object indicates a change in the state of a cHamrm@ogramme that may require
applications to re-build their displays. MetadatauUpdateEvent will be raised when the user changes the parental
control settings (changing the lock status of amjtor when autonomous updates mean that the dHarenap or
programme database has changed.

MetadataUpdateEvents are intended to allow applications to update theer interfaces in response to a change in
the state of a channel or programme without hatarypll all channels or programmes to identify afésl items.

7.9.7.1 Properties

readonly Integer action

The type of update that has taken place.

This field will take one of the following values:

Value Description

1 The channel line-up has (or may have) changed and that the
collection referred to by Channelconfig.all has been updated. If
an application has references to any Channel objects then it
SHOULD dispose of them and rebuild its references. Where
possible Channel objects are updated rather than removed - but
their order in the Channelconfig.all collection MAY have
changed. Any lists created with
Channelconfig.createFilteredList() SHOULD be recreated
in case channels have been removed.
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2 A new version of metadata is available and applications SHOULD
discard all references to Programme objects immediately and re-
acquire them.

3 A change to the parental control flags for a content item has
occurred (e.g. the user has unlocked the parental control features of
the receiver, allowing a blocked item to be played).

4 A flag affecting the filtering criteria of a channel has changed.
Applications MAY listen for events with this action code to update
lists of favourite channels, for instance.

readonly Integer info

Extended information about the type of update that has taken place.

If the action field is set to the value 4, the value of this field SHALL be one or more of the following:

Value Description

1 The list of blocked channels has changed.
2 A list of favourite channels has changed.
4 The list of hidden channels has changed.

If the action field is set to the value 3, the value of this field SHALL be one or more of:

Value Description
1 The block status of a content item has changed.
2 The lock status of a content item has changed.

This field is treated as a bitfield, so values MAY be combined to allow multiple reasons to be passed.

readonly Object object

Object indicating the channel or programme that has been affected, or nu11 if more than one item has
been affected.

7.9.8 The CoD Manager embedded object

OITFs that have indicatedc 11 entMetadata> with value ‘true” and a “type” attribute with value bcg” SHALL
implement arf‘application/oipfCodManager” embedded object with the following interface.
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Content is organised into catalogues, where edelogae contains a hierarchy of folders that aeglue organise
individual content items. The structure of the tyae SHALL be determined by the server managiaf ¢tatalogue and
SHALL be reflected in the structure of the metagmtased to the OITF.

The three types of content in a CoD catalogue sseta (represented by theDAsset class), folders (represented by
theCoDFoTder class) and services (represented byCtheService class). ACODAsset is a user-level description of
a piece of CoD content, and so it is more concewitidinformation such as the price, rental peridescription and
parental rating rather than detailed technicalrimiztion about the asset such as encoding form@b[B asset MAY
represent a single movie, or a bundle of moviesreff for a single pric€oDService objects are a specific type of
container representing subscription VoD (SVOD) &, where users purchase a group of assets wiaglchange
over time rather than a single movie or TV show.

TheCODAsset, CODFolder andCoDService classes define a type property that allows thizsses to be
distinguished by applications. For each class, phoperty SHALL take the value defined below:

Class Value
CODFolder 0
CODAsset 1
coDService 2

This specification defines the mapping betweenGbB APl and BCG metadata. Mappings between the S8Dand
other CoD metadata sources are not specified sndincument.

7.9.8.1 Properties

readonly ContentCatalogueCollection catalogues

A collection of all available CoD catalogues, as listed in an SD&S BCG Discovery record.

script onContentCatalogueEvent

This script function (as defined in [HTML Data Types]) is the DOM 0 event handler for events relating
to changes in a content catalogue collection.

script onContentAction

This script function (as defined in [HTML Data Types]) is the DOM 0 event handler for events relating
to actions carried out on an item in a content catalogue.

7.9.9 CatalogueCaollection

A cataloguecolTection object represents a set of content cataloguedio@tipns SHALL be able to access items
in the collection using array notation.
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7.9.9.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.9.9.2 Methods

contentCatalogue item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position MAY be specified using array bracket notation instead of calling this
method directly.

Arguments index The index into the collection

7.9.10 ContentCatalogue

A ContentCatalogue represents a content catalogue for a content mrade service.

To receive events relating to operations on itams ¢atalogue, applications MAY add listeners fooritentAction”
events to thapplication/oipfCodManager object.

7.9.10.1 Properties

readonly String name

The name of the content catalogue that should be displayed to the user. The value of this property is
given by the Name element in the catalogue's BCG discovery record.

readonly CODFolder rootFolder

The root folder of the content catalogue.
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7.9.10.2 Methods

CoDFolder getPurchaseHistory()

Description Get the list of items that have been purchased from the catalogue by the current user,
including currently active rentals.

Items in this list will be derived from children of the BCG UserActionList element
which have an ActionType of buy. If the ActionL1ist elementis not present, this
method SHALL return nulT.

7.9.11 ContentCatalogueEvent

TheContentCatalogueEvent class is a subclass bfent that provides information about changes to thelavia
set of content catalogues. These events SHALlatyeted at thapplication/oipfCodManager embedded
object. To receive these events, applications MY listeners forContentCatalogue” events to the
application/oipfcodManager embedded object or attach an event handler terttimdded object’s
onContentCatalogueEvent property.

7.9.11.1 Properties

readonly Integer action

The type of event. For current versions of the specification, this property SHALL always have the value
0 to indicate a change in the list of available catalogues.

7.9.12 CODFolder

CoDFolder represents a folder in a CoD catalogue. Foldeng contain other folders, and an asset may be mrase
more than one folder.

Because a content list may contain a large numiiggras, the contents of the list are made avadlail demand using a
paging model. Applications MAY request the conseritthe list in ‘pages’ of an arbitrary size. Tdwa SHALL be
fetched from the appropriate source, and applingBidALL be notified when the data is available.

Each folder is described bycxroupInformation element in the BCG Group Information Table.

7.9.12.1 Properties

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This SHALL always have the value 0 for folders.
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readonly String uid

An ID for the folder.

The value of this property is given by the BCG GroupId element that is a child of the
GroupInformation element representing this folder.

readonly String uri

The URI used to refer to the folder. The value of this property is given by the GroupId attribute of the
GroupInformation element representing this folder.

readonly String name

The name of the folder. The value of this property is given by the Tit1e element that is a descendant
of the GroupInformation element representing this folder.

readonly String description

A description of the folder, for display to an end user. The value of this property is given by the
Synops‘is element that is a descendant of the GroupInformation element representing this folder.

readonly String thumbnailuri

The URI of an image associated with this folder.

For assets whose BCG description contains a RelatedMaterial element indicating a relationship of
Promotional Still Image, the value of this property is given by the MediaURI element that is a
descendant of that element.

For assets without an appropriate ReTatedMaterial element, the value of this property SHALL be
undefined.

readonly Integer length

The number of items in the current page. If getPage () has not yet been called, the value of this
property SHALL be undefined.

readonly Integer currentPage

The page number of the currently-available results, as specified in the last call to getPage(). If
getPage () has not yet been called, the value of this property SHALL be undefined.
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readonly Integer pageSize

The number of items that were requested from the content catalogue in a call to getPage(). This
MAY be different form the number of items that are available (e.g. the last page in the collection).

If getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer totalSize

The total number of items in the folder. This MAY be undefined until getPage() has been called.

The value of this property may be given by the numofItems attribute of the GroupInformation
element representing this folder.

7.9.12.2 Methods

Object item(Integer index)

Description Return the item at position index in the current page, or undefined if no item is
present at that position. This function SHALL only return objects that are instances of
CODAsset, CODFolder, or CODService.

Applications SHALL be able to access items in the collection using array notation
instead of calling this method directly

Arguments index The index into the collection

void getPage(Integer page, Integer pageSize)

Description Retrieve one page of the folder’s contents. The application SHALL be notified by an
event targeted at the folder's parent content catalogue when the data is available.

Calls to this method SHALL cancel any outstanding requests.

Arguments page The number of the page for which data should be retrieved, indexed
from zero.
pageSize The size of the page

void abort()

Description Abort the current request for a new page of folder contents. Any results for this folder
SHALL be removed (i.e. the value of the length property will be 0 and any calls to the
item() method SHALL return undefined),
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7.9.13 CODAsset
The CODAsset represents a piece of CoD content that can bénpset! and played. @0ODAsset object MAY refer to
a bundle of content items that are purchased tegéilit which can only be played individually.

Some fields of £ODAsset object MAY not be populated until an applicati@guests them; in this case the data MAY
be fetched asynchronously from a server. Fieldsrevthe data has not been fetched from the seratrShave a
value ofundefined. Fields for which data is not available on thevee SHALL have a value afull.

7.9.13.1 Properties

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This property SHALL always have the value 1 for CoD assets.

readonly String uid

An ID for the asset.

Folders, CoD services and CoD assets each have an ID which is unique within their parent catalogue.
The value of this property is given by the programid attribute of the BCG ProgramInformation
element that describes the asset.

readonly String uri

The CRID of the asset.

readonly String name

The title of the asset that will be displayed to the user. The value of this property is given by the BCG
TitTe element that is a child of the asset’'s BasicDescription element.

readonly String description

A description of the asset, for display to an end user. The value of this property is given by the BCG
Synops‘is element that is a child of the asset’s BasicDescription element.

readonly StringCollection genres

A collection of genres that describe this asset. The value of this property is the concatenation of the
values of any Name elements that are children of Genre elements in the asset’s description.
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readonly ParentalRating parentalRating

The parental rating value of the asset. This information will be read from the ParentalGuidance
element of an asset’s description, if present.

readonly Boolean blocked

Flag indicating whether the asset is blocked due to parental control settings (i.e. whether its parental
rating value exceeds the current system threshold).

readonly Boolean Tlocked

Flag indicating whether the current state of the parental control system prevents the asset from being
viewed (e.g. a correct parental control PIN has not been entered to allow the item to be viewed).

readonly String thumbnailuri

The URI of an image associated with this asset.

For assets whose BCG description contains a ReTatedMaterial element indicating a relationship of
Promotional Still Image, the value of this property is given by the MediaURI element that is a
descendant of that element.

For assets without an appropriate ReTatedMaterial element, the value of this property SHALL be
undefined.

readonly String price

The price of the asset, in a form that can be displayed to the user. The value of this property is the
concatenation of the value of the Price element that is a child of a PurchaseItem elementin the
asset’s description and the value of the Price element’'s currency attribute.

For example, a Price element of

<Price currency="JPY">500</Price>

would give the value 500 JPY for this field. Implementations MAY replace the currency code with the
appropriate currency symbol (e.g. ¥).

readonly Integer rentalPeriod

The period for which the asset can be rented, in hours.

For assets descriptions containing a Purchase element with a PurchaseType of
urn:tva:metadata:cs:PurchaseTypeCS:2004:playForPeriod, the value of this property is
derived from the QuantityUnit and QuantityRange elements that are children of that Purchase
element. If a Purchase element with the appropriate PurchaseType is not present, the value of this
field SHALL be undefined.
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readonly Integer playCount

The number of plays allowed for this asset when it is purchased.

For assets descriptions containing a Purchase element with a PurchaseType of
urn:tva:metadata:cs:PurchaseTypeCS:2004:playCounts, the value of this property is derived
from the Quantityunit and QuantityRange elements that are children of that Purchase element. If
a Purchase element with the appropriate PurchaseType is not present, the value of this field SHALL
be undefined.

readonly Integer duration

The duration of the asset, in seconds. The value of this property is given by the BCG Duration
element that is a child of the asset’s BasicDescription element.

readonly String previewuri

The URI used to refer to a preview of the asset.

For assets whose BCG description contains a ReTatedMaterial element indicating a relationship of
Trailer or Preview, the value of this property is given by the CRID of the asset referred to by that
element.

For assets without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

readonly BookmarkcCollection bookmarks

A collection of the bookmarks set in a recording. If no bookmarks are set, the collection SHALL be
empty.

7.9.13.2 Methods

Boolean isReady()

Description Check whether sufficient information is available to make a purchase or play the
asset. Due to the asynchronous nature of CoD catalogues, not all of the information
required to play or purchase a CoD asset may have been received by the OITF at
any given time. If all of the required information is available, this method SHALL
return true. Otherwise, this method SHALL request the missing information and
return false. When the information is available, the application SHALL be notified
via a ContentActionEvent with the reason code 1.
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stringCollection TookupMetadata( String key )

Description Retrieve metadata for the asset. Metadata is stored as key/value pairs - retrieving
the metadata for a specified key SHALL return all values that match that key.

Arguments key The key for the metadata to be returned.

7.9.14 CODService

ThecCoDService class is a subclass 06DFolder that represents a subscription CoD service. Aaiuftion CoD
service is similar to a folder, except that:
e The service SHALL be purchased in its entiretyheathan purchasing individual items from the sgvi

« Business rules may prevent browsing of the contéthiin a service unless the service has alreadg bee
purchased

A coDService MAY contain a number of assets, folders and sesric

7.9.14.1 Properties

readonly Integer Tlength

The number of items in the current page of the service.

readonly Integer currentPage

The page number of the currently-available results, as specified in the last call to getPage(). If
getPage () has not yet been called, the value of this property will be undefined.

readonly Integer pageSize

The number of items that were requested from the content catalogue in a call to getPage(). This
MAY be different from the number of items that are available (e.g. the last page in the collection).

If getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer totalSize

The total number of items in the service. This MAY be undefined until getPage() has been called.

The value of this property may be given by the numofItems attribute of the GroupInformation
element representing this folder.
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readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. . This property SHALL always have the value 2 for a CoD service.

readonly String uid

An ID for the service.

Folders, CoD services and CoD assets each have an ID which is unique within their parent catalogue.
The value of this property is given by the serviceld attribute of the BCG ServiceInformation
element that describes the service.

readonly String uri

The URI used to refer to the service. The value of this property is given by the BCG serviceurl
element that is a child of the ServiceInformation element that describes the service.

readonly String name

The name of the service that will be displayed to the user. The value of this property is given by the
BCG Name element that is a child of the ServiceInformation element describing the service.

readonly String description

readonly String thumbnailuri

The URI of an image associated with this service. The value of this property is derived from the value
of the first Logo element that is a child of the BCG ServiceInformation element describing the
service. If this element specifies anything other than the URL of an image, the value of this property
SHALL be undefined.

Alternatively, for services whose BCG description contains a RelatedMaterial element indicating a
relationship of TraiTer or Preview, the value of this property is given by the CRID of the asset
referred to by that element.

For assets without an appropriate ReTatedMaterial or Logo element, the value of this property shall
be undefined.

readonly String previewuri

The URI used to refer to a preview of the content.

For services whose BCG description contains a ReTatedMaterial element indicating a relationship of
Trailer or Preview, the value of this property is given by the CRID of the asset referred to by that
element.

For services without an appropriate ReTatedMaterial element, the value of this property SHALL be
undefined.
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7.9.14.1.1 Methods

Boolean isReady()

Description

Check whether sufficient information is available to make a purchase. Due to the
asynchronous nature of CoD catalogues, not all of the information required to play or
purchase a CoD service may have been received by the OITF at any given time. If
all of the required information is available, this method SHALL return true.
Otherwise, this method SHALL request the missing information and return false.
When the information is available, the application SHALL be notified via a
ContentActionEvent with the action code 1.

StringCollection TookupMetadata( String key )

Description Retrieve metadata for the service. Metadata is stored as key/value pairs - retrieving
the metadata for a specified key SHALL return all values that match that key.
Arguments key The key for the metadata to be returned.

7.9.15 ContentActionEvent

TheContentActionEvent class provides information about the successiluréaof operations on the content
catalogue, such as browsing a folder or purchasipigce of content.

To receive these events, applications should atiehiers for ContentAction” events to the
application/oipfCcodManager embedded object or attach an event handler terttieedded object’s

onContentAction property.

7.9.15.1 Properties

readonly Integer action

The type of action that the event refers to. Valid values are:

Value Description
0 An operation to browse a content collection (e.g. getting a page
from the collection).
1 Indicates that more information is available about this item (e.g. that

more information has been retrieved from the server)
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readonly Integer result

The result of the action. Valid values are:

Value Description
0 The operation succeeded
1 The item no longer exists in the catalogue
2 The server has not responded in the timeout period.
3 Communication with the server has been interrupted.

readonly Object item

The item in the catalogue that the event refers to.

readonly ContentCatalogue catalogue

The parent catalogue of the affected object.

7.10 Configuration and Setting APIs

This section defines the interface to configuratond user settings information. Hardware configarabf the OITF is
managed via an instance of thecalSystem object. This provides access to hardware infoonand provides an
entry point to configure the outputs and netwotkiifaces of the OIF. Settings relating to the ursierface and
behaviour of the platform software are managedamianstance of theonfiguration object.

This section is subject to security control, (sel13.7) and only applies #configurationChanges> has value

true

7.10.1 The local configuration object

The OITF SHALL implement thedpplication/oipfConfiguration” object as defined below. This object
provides an interface to the configuration and ssdtings facilities within the OITF.

7.10.1.1

Properties

readonly Configuration configuration

Accesses the configuration object that sets defaults and shows system settings.

readonly LocalSystem localSystem

Accesses the object representing the platform hardware.
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7.10.2 Configuration

Theconfiguration object allows configuration items within the syatéo be read and modified. This includes
settings such as audio and subtitle languagedaglisgpect ratios and other similar settings. UntlieLocalSystem
object, this is concerned with software- and agpion-related settings rather than hardware cordiipn and control.

APIs for PIN control and verification defined ingtsection are applicable to cases where pareoatat is enforced in
the terminal (approach C defined in section 4.6).

7.10.2.1 Properties

string preferredAudioLanguage

A comma-separated set of languages to be used for audio playback, in order of preference.

Each language SHALL be indicated by its ISO 639 language code.

string preferredsubtitleLanguage

A comma-separated set of languages to be used for subtitle playback, in order of preference.

Each language SHALL be indicated by its ISO 639 language code.

String countryId

An ISO-3166 three character country code identifying the country in which the receiver is deployed.

Integer regionId

An integer indicating the time zone within a country in which the receiver is deployed. A value of 0
SHALL represent the eastern-most time zone in the country, a value of 1 SHALL represent the next
time zone to the west, and so on.

Valid values are in the range 0 — 60.

readonly Boolean isPINEntryLocked

The lockout status of the parental control PIN. If the incorrect PIN has been entered too many times
in the configured timeout period, parental control PIN entry SHALL be locked out for a specified time.

Integer pvrpPolicy

The policy dictates what mechanism the system should use when storage space is exceeded.

Valid values are shown in the table below.
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Value Description
0 Indicates a recording management policy where no recordings are to
be deleted.
1 Indicates a recording management policy where only watched
recordings MAY be deleted.
2 Indicates a recording management policy where only recordings

older than the specified threshold (given by the pvrSsavebays and
pvrSaveEpisodes properties) MAY be deleted.

Integer pvrSaveEpisodes

When the pvrPoTlicy property is set to the value 2, this property indicates the minimum number of
episodes that SHALL be saved for series-link recordings.

Integer pvrSaveDays

When the pvrPolicy property is set to the value 2, this property indicates the minimum save time (in
days) for individual recordings. Only recordings older than the save time MAY be deleted.

Integer pvrsStartPadding

The default padding (measured in seconds) to be added at the start of a recording.

Integer pvrendPadding

The default padding (measured in seconds) to be added at the end of a recording.

7.10.2.2

Methods

Integer setParentalControlPIN( String oldPcPIN, String newPcPIN )

Description

Set the parental control PIN.

This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and SHALL take

one of the following values:

Value

Description

0 The PIN is correct.
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1 The PIN is incorrect
2 PIN entry is locked because an invalid PIN has been entered too
many times.
Arguments oldPcPIN The current parental control PIN.
newPcPIN The new value for the parental control PIN.

Integer setParentalControlPINEnable( String pcPIN, Boolean enable )

Description Enable or disable the parental control PIN. Disabling the parental control PIN SHALL
set the blocked and locked properties of all programmes and channels to false.

This operation is protected by the parental control PIN (if PIN entry is enabled). The
return value indicates the success of the operation, and SHALL take one of the
values listed for setPINQ).

Arguments pcPIN The parental control PIN.

enable Flag indicating whether the parental control PIN SHALL be
enabled or disabled.

Boolean getParentalControlPINEnable()

Description Returns the status of the parental control PIN. This method SHALL return true if the
PIN is enabled, false otherwise.

ﬁnteger u91ockwithParenta1Contro1PIN( String pcPIN, Object target, Integer
uration

Description Unlock the object specified by target for viewing if pcPIN contains the correct
parental control PIN.

This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and will take one
of the values listed for setPIN().

Arguments pcPIN The parental control PIN.
target The channel or programme to be unlocked
duration The length of time (in seconds) for which the item SHALL be
unlocked.

Integer verifyParentalControlPIN( String pcPIN )

Description Verify that the PIN specified by pcPIN is the correct parental control PIN.

This method will return one of the following values:
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Value Description
0 The PIN is correct.
1 The PIN is incorrect
2 PIN entry is locked because an invalid PIN has been entered too
many times.
Arguments pcPIN The parental control PIN to be verified.

Integer setBlockunrated( String pcPIN, Boolean block )

Description

Set whether programmes for which no parental rating has been retrieved from the
metadata client nor defined by the service provider should be blocked automatically

by the terminal.

This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and SHALL take
one of the values listed for setPINQ).

Arguments

pcPIN

The parental control PIN.

block

Flag indicating whether programmes SHALL be blocked.

Boolean getBlockunrated()

Returns a flag indicating whether programmes with no parental rating are currently

blocked automatically.

Set whether programmes for which no parental rating has been retrieved from the
metadata client nor defined by the service provider should be blocked automatically

by the terminal.

String getText( string key )

Description

Get the system text string that has been set for the specified key.

Arguments

key

A key identifying the system text string to be retrieved

void setText( string key, string value )

Description Set the system text string that has been set for the specified key. System text strings
are used for automatically-generated messages in certain cases, e.g. parental control
messages.

Arguments key The key for the text string to be set. Valid keys are:

Key

Description
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no_title Text string used as the title for
programmes and channels where no
guide information is available.

Defaults to “No information”

no_synopsis Text string used as the synopsis for
programmes where no guide
information is available.

Defaults to “No further information
available”

blocked_title Text string used as the title for
programmes and channels blocked
by parental control settings (if
metadata hiding is enabled).

Defaults to “BLOCKED”

blocked_synopsis Text string used as the synopsis for
programmes blocked by parental
control settings (if metadata hiding is
enabled).

Defaults to “Program blocked by
user”

manual_recording Text string used to identify a manual
recording.

Defaults to “Manual Recording”

value The new value for the system text string.

7.10.3 LocalSystem

TheLocalSystem object allows hardware settings related to thalldevice to be read and modified.

7.10.3.1 Properties

readonly String devicelID

Private OITF Identifier. Unique identifier which SHALL be the same as X-HNI-IGI-OITF-DevicelD in
[PROT][PROT].

Boolean systemReady

Indicates whether the system has finished initialising. A value of true indicates that the system is
ready.
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readonly String softwareversion

String identifying the version number of the platform firmware.

readonly String hardwareversion

String identifying the version number of the platform hardware.

readonly String serialNumber

String containing the serial number of the platform hardware.

readonly Boolean pvrEnabled

Flag indicating whether the platform has PVR capability (local PVR).

Boolean standbyState

Get or set the standby state of the receiver. A value of true indicates that the receiver is in standby
mode.

Integer volume

Get or set the overall system volume. Valid values for this property are in the range 0 - 100.

Boolean mute

Get or set the mute status of the default audio output(s). A value of true indicates that the default
output(s) are currently muted.

readonly AvoutputCollection outputs

A collection of Avoutput objects representing the audio and video outputs of the platform.
Applications MAY use these objects to configure and control the available outputs.

readonly NetworkInterfaceCollection networkInterfaces

A collection of NetworkInterface objects representing the available network interfaces.

readonly Integer tvStandard

Get the TV standard(s) for which the system is configured. This enables the user interface to only
display those options relevant to the available TV standard(s).

Copyright 2009 © Members of the Open IPTV Forum



Page 135 (223)

This property can take one or more of the following values:

Value Description
1 Indicates platform support for the NTSC TV standard.
2 Indicates platform support for the PAL TV standard.
4 Indicates platform support for the SECAM TV standard.

Values are stored as a bitfield

readonly Integer pvrSupport

Flag indicating the type of PVR support used by the application. This property may take zero or more of

the following values:

Value Description

0 PVR functionality is not supported. This is the default value if <recording> as specified in
Section 9.3.3 has value false.

1 PVR functionality is supported in the OITF. This is the default value if <recording> as
specified in Section 9.3.3 has value true

Values are stored as a bitfield.

7.10.3.2

Methods

Boolean setScreenSize(Integer width, Integer height)

Description

Set the resolution of the graphics plane. If the specified resolution is not supported by the
OITF, this method SHALL return false. Otherwise, this method SHALL return true. The
current size of the display area can be read using the window. innerHeight and
window.innerwidth DOM properties.

Arguments

width

The width of the display, in pixels

height

The height of the display, in pixels

Copyright 2009 © Members of the Open IPTV Forum




Page 136 (223)

Integer setPvrSupport( Integer state )

Description Set the type of PVR support used by the application. The types of PVR supported by the
receiver MAY not be supported by the application; in this case, the return value indicates
the pvr support that has been set.

Arguments state The type of PVR support desired by the application. More than one type of PVR
functionality MAY be specified, allowing the receiver to automatically select the
appropriate mechanism. Valid values are:

Value Description
0 PVR functionality is not supported. This is the default value if
<recording> as specified in Section 9.3.3 has value false.
1 PVR functionality is supported in the OITF. This is the default
value if <recording> as specified in Section 9.3.3 has value
true.

Values are stored as a bitfield.

7.10.4 NetworklInterface

TheNetworkInterface class represents a physical or logical networrfate in the receiver.

7.104.1 Properties

readonly String ipAddress

The IP address of the network interface, in dotted-quad notation for IPv4 or colon-hexadecimal notation
for IPv6.

readonly String macAddress

The colon-separated MAC address of the network interface.

readonly Boolean connected

Flag indicating whether the network interface is currently connected.

Boolean enabled

Flag indicating whether the network interface is enabled. Setting this property SHALL enable or
disable the network interface.
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7.10.5 AVOutput

TheAvoutput class represents an audio or video output oroited platform.

7.10.5.1 Properties

readonly String name

The name of the output. Each output SHALL have a name that is unique on the local system. At least
one of the outputs SHALL have the name "all" and SHALL represent all available outputs on the
platform.

readonly String type

The type of the output. Valid values are “audio”, “video”, or “both”

Boolean enabled

Flag indicating whether the output is enabled. Setting this property SHALL enable or disable the
output.

Boolean subtitleEnabled

Flag indicating whether the subtitles are enabled. The language of the displayed subtitles is
determined by a combination of the value of the Configuration.preferredsubtitleLanguage
property (see section 7.10.2.1) and the subtitles available in the stream. For audio outputs, setting this
property will have no effect.

String videoMode

Read or set the video format conversion mode, for which hardware support MAY be available on the
device, used when displaying a 4:3 signal on a 16:9 display. Valid values are shown below.

Value Behaviour
normal Perform no format conversion
stretch Stretch the 4:3 signal horizontally
zoom Zoom the signal and clip the top and bottom of the picture.

For audio-only outputs, setting this property SHALL have no effect.
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String digitalAudioMode

Set the output mode for digital audio outputs for which hardware support MAY be available on the

device. Valid values are shown below.

Value

Behaviour

ac3

Output AC-3 audio

uncompressed

Output uncompressed PCM audio

For video-only outputs, setting this property SHALL have no effect.

String audioRange

Set the range for digital audio outputs for which hardware support MAY be available on the device.

Valid values are shown below

Value Behaviour
normal Use the normal audio range
narrow Use a narrow audio range

wide

Use a wide audio range

For video-only outputs, setting this property SHALL have no effect.

Sstring hdvideoFormat

Set the video format for HD video outputs for which hardware support MAY be available on the device.
Valid values are:

480i
480p
576i
576p
720p
1080i

1080p

For audio-only or standard-definition outputs, setting this property SHALL have no effect.
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String tvAspectRatio

Indicates the display aspect ratio of the display device connected to this output for which hardware
support MAY be available on the device. Valid values are:

4:3
16:9
14:9

4:3letterbox

For audio-only outputs, setting this property SHALL have no effect.

readonly StringCollection supportedvideoModes

Read the video format conversion modes that may be used when displaying a 4:3 signal on a 16:9
display. See the definition of the videoModes property for valid values.

For audio outputs, this property will have the value nulT.

readonly StringCollection supportedDigitalAudioModes

Read the supported ouput modes for digital audio outputs. See the definition of the
digitalAudioMode property for valid values.

For video outputs, this property will have the value nulT.

readonly StringCollection supportedAudioRanges

Read the supported ranges for digital audio outputs. See the definition of the audioRange property for
valid values.

For video outputs, this property will have the value nulT.

readonly StringCollection supportedHdvideoFormats

Read the supported HD video formats. See the definition of the hdvideoFormat property for valid
values.

For audio outputs, this property will have the value nulT.

readonly StringCollection supportedAspectRatios

Read the supported TV aspect ratios. See the definition of the tvAspectRatio property for valid
values.

For audio outputs, this property will have the value nulT.
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7.10.6 NetworklInterfaceCollection

A NetworkInterfaceCollection object represents a read-only collectiometworkInterface objects.
Applications SHALL be able to access items in tbkection using array notation.

7.10.6.1 Properties

readonly Integer length

The number of items in the collection.

7.10.6.2 Methods

NetworkInterface item( Integer index )

Description Return the item at position index in the collection.

Arguments index The index of the item that SHALL be returned

7.10.7 AVOutputCollection

A AvoutputCollection object represents a read-only collectiomw@bdutput objects. Applications SHALL be able
to access items in the collection using array nmtat

7.10.7.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.10.7.2 Methods

Avoutput item( Integer index )

Description Return the item at position index in the collection.

Arguments index The index of the item that SHALL be returned
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7.11 Basic OITF Configuration and Operation

This section describes APIs which enable serviogigers to deploy DAE applications which provides@or the basic
configuration and operation of the OITF

This section describes new APls and extensiondis Aefined elsewhere in this document that ardadola to DAE
applications where the OITF is under the contrak gkrvice provider

Clients supporting the extended tuner control Adifined in section 7.11.1 SHALL indicate this bydam the
<extendedAvControl> element with valuetrue” to the client capability description as definedsection 9.3.6 .

Clients supporting the extended PVR managementituraity defined in section 7.11.2 SHALL indicdtes by adding
the attribute'manageRecordings = true'to the<recording> element in the client capability description as
defined in section 9.3.3.

Clients supporting the download management APImdeéfin section 7.11.3 SHALL indicate this by adgthe attribute
"managebDownToads" to the<download> element with a value unequal teone’ in the client capability description
as defined in section 9.3.4.

Clients supporting the remote management APIs ééfin section 7.11.5 SHALL indicate this by addihg element
<remote_diagnostics> with value ‘true” to the client capability description as definedsection 9.3.12

The functionality as described in this sectionubjsct to the security model of Section 10.

7.11.1 Extensions to the tuner control API

7.11.1.1 Extensions to the broadcast video embedded object

OITFs SHALL support the following extensions to thiedeo/broadcast embedded object:

7.11.1.1.1 Properties

readonly Channel currentChannel

The channel currently being presented by this embedded object if the user has given permission to
share this information, possibly through a mechanism outside the scope of this specification. If no
channel is being presented, the value of this property SHALL be nul1.

script oncChannelScan

This script function (as defined in [HTML Data Types]) is the DOM 0 event handler for events relating
to channel scanning. On IP-only receivers, setting this property SHALL have no effect.

7.11.1.1.2 Methods

Integer startScan()

Description Start a scan for new channels on all available sources. When each source finishes
scanning, an UpdateEvent SHALL be raised with the type CHANNELS_INVALIDATED
and any channel lists for that source SHALL have been updated.

On IP-only receivers, this method SHALL have no effect.
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void stopScan()

Description Stop a channel scan, if one is in progress. Any sources that have not finished
scanning SHALL have their scans aborted and channel line-ups for SHALL NOT be
changed.

On IP-only receivers, this method SHALL have no effect.
7.11.1.2 ChannelScanEvent

A channelScanEvent informs the application of the status of a charseeh operation.

Applications MAY receive channel scan events bysteging for ‘ChannelScan” events on thevideo/broadcast
object or by setting itenChannelScan property.

7.11.1.2.1 Properties

readonly Integer type

The type of event. Valid values are:

Value Description
0 A channel scan has started
1 Indicates the current progress of the scan.
2 A new channel has been found.
3 A new transponder has been found.
4 A channel scan has completed.
5 A channel scan has been aborted.

readonly Integer progress

The progress of the scan. Valid values are in the range 0 - 100, or -1 if the progress is unknown.

readonly Integer frequency

The frequency of the transponder (for scans on RF sources only).
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readonly Integer signalstrength

The signal strength for the current channel. Valid values are in the range 0 - 100, or -1 if the signal
strength is unknown.

readonly Integer channelNumber

The logical channel number of the channel that has been found.

readonly Integer channelType

The type of channel that has been found. Valid values are the same as for Channel.channelType.

readonly Integer channelCount

The total number of channels found so far during the scan.

readonly Integer transpondercCount

The total number of transponders found so far during the scan (RF sources only).

7.11.1.3 FavouriteList

Thename property of theravouriteL1ist object SHALL be read/write for OITFs which are totled by a service
provider. The following methods SHALL also be suppd:

Boolean insertBefore( Integer index, String ccid )

Description Insert a new favourite into the favourites list at the specified index. This method
SHALL return true of the operation succeeded, or false if an invalid index was
specified (e.g. index > (Tength —1) ).

Arguments index The index in the list before which the favourite should be inserted.

ccid The ccid of the channel to be added.

Boolean remove( Integer index )

Description Remove the item at the specified index from the favourites list. Returns true of the
operation succeeded, or false if an invalid index was specified.

Arguments index The index of the item to be removed.
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Boolean commit()

Description Commit any changes to the favourites list to persistent storage. This method SHALL
return true of the operation succeeded, or false if it failed (e.g. due to insufficient
space to store the list on the OITF).

If a server has indicated that it requires control of the tuner functionality of an OITF in
the server capability description for a particular service, then the OITF SHOULD send
an updated Client Channel Listing to the server using HTTP POST over TLS as
described in section 7.4.1.1.

7.11.1.4 FavouriteListCollection

The following extensions SHALL be supported by HavoriteListCollection object:

Integer createFavouriteList()

Description Create a new favourite list and add it to the collection. The ID of the new favourite list
SHALL be returned.

Boolean remove( Integer index )

Description Remove the list at the specified index from the collection. This method SHALL return
true of the operation succeeded, or false if an invalid index was specified.

Arguments index The index of the list to be removed.

Boolean commit()

Description Commit any changes to the collection to persistent storage. This method SHALL
return true of the operation succeeded, or false if it failed (e.g. due to insufficient
pace to store the collection).

If a server has indicated that it requires control of the tuner functionality of an OITF in
the server capability description for a particular service, then the OITF SHOULD send
an updated Client Channel Listing to the server using HTTP POST over TLS as
described in section 7.4.1.1.

7.11.2 Extensions to the PVR APIs

7.11.2.1 Extensions to the PVR scheduler object

The OITF SHALL support the following extensionstb@ app1ication/oipfRecordingScheduler object
defined in section 7.6.2.

7.11.2.1.1 Properties
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readonly RecordingCollection recordings

Provides a list of scheduled and recorded programmes in the system.

Note: Where a series is being recorded, every recorded episode SHALL exist as an independent entry.
Only the scheduled recording SHALL carry the isSeries property.

readonly DiscInfo discInfo

Get information about the status of the local storage device.

script onRecordingChange

This script function (as defined in [HTML Data Types]) is the DOM 0 event handler for notification of
changes in the state of recordings.

7.11.2.1.2 Methods

void remove ( Recording recording )

Description Remove a recording (either scheduled, in-progress or completed).

For non-privileged applications, recordings SHALL only be removed when they are
scheduled but not yet started and the recording was scheduled by the current service.

Arguments recording The recording to be removed.

void stop( Recording recording )

Description Stop an in-progress recording. The recording SHALL NOT be deleted.

Arguments recording The recording to be stopped.

void refresh()

Description Update the recordings property to show the current status of all recordings.

7.11.2.2 Programme

The OITF SHALL support the following extensionstih@ Programme class.
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readonly Boolean scheduledRecording

The scheduled recording associated with this programme, or false if this programme has no
scheduled recording. This flag SHALL be set to false when an in-progress or completed recording is
associated with the programme.

readonly RecordingCollection recordings

The list of recordings associated with this programme.

7.11.2.3 Recording

Recording represents an in-progress or completed recor&icigeduled recordings SHALL be represented by the
ScheduTedRecording class defined in section 7.6.1. This class ist&lsiss ofScheduledRecording (see section
7.6.1.2).

Recordings MAY be “manual” in that they simply red@ channel at a certain time, for a period -@gals to a
traditional VCR - or alternatively recordings camfirogramme based.

Values of properties in thikecording object SHALL be obtained from metadata about ge®rded programme. The
mapping between these properties and the BCG mataddescribed in section 7.9.2.

7.11.2.3.1 Properties

readonly Integer state

The state of the recording. One of:

Value Description
1 The recording has started
2 The recording has stopped, having completed.
3 The recording sub -system is unable to record due to

resource limitations.

4 There is insufficient storage space available. (Some of the
recording may be available).

5 The recording has not taken place due to unknown (probably
hardware) failure.
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6 The recording has only partially completed due to a clash or
hardware failure. There are three possible conditions for
this:

1) The end of the recording is missed.
2) The start of the recording is missed
3) A piece from the centre of the recording is missed (e.g.

due to the receiver rebooting or a transient failure of the
network connection)

readonly String 1id

An identifier for this recording. This value SHALL be unique to this recording and so can be used to
compare two recording objects to see if they refer to the same recording.

isManual (Optional)

readonly Boolean 1isManual

If false, then any fields whose name matches a field in the Programme object contains details from the
programme guide on the programme that has been recorded.

If true, only the channel, start time and duration of the recording are valid.

doNotDelete (Optional)

Boolean doNotDelete

If true, then this recording should not be automatically deleted by the system.

saveDays (Optional)

Integer saveDays

The number of days for which an individual or manual recording SHOULD be saved. Recordings older
than this value MAY be deleted. If the value of this property is undefined, the default save duration
SHALL be used.

saveEpisodes (Optional)

Integer saveEpisodes

The number of episodes of a series-link that SHOULD be saved. Older episodes MAY be deleted. This
is only valid when set on the latest scheduled recording in the series. If the value of this property is
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undefined, the default value SHALL be used.

readonly Boolean blocked

Flag indicating whether the programme is blocked due to parental control settings or conditional access
restrictions.

readonly ParentalRating parentalRating

The parental rating value for the programme.

readonly Integer showType

Flag indicating the type of show. This field SHALL take one of the following values:

Value Description
0 The show is live.
1 The show is a first-run show.
2 The show is a rerun.

readonly Boolean subtitles

Flag indicating whether subtitles or closed-caption information is available.

readonly StringCollection subtitleLanguages

Supported subtitle languages, indicated by iso639 language codes.

readonly Boolean isHD

Flag indicating whether the programme has high-definition video.

readonly Boolean iswidescreen

Flag indicating whether the programme is broadcast in widescreen.

readonly Integer audioType

Bitfield indicating the type of audio that is available for the programme. Since more than one type of
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audio may be available for a given programme, the value of this field SHALL consist of one or more of
the following values ORed together:

Value Description
1 Mono audio
2 Stereo audio
4 Multi-channel audio

readonly Boolean isMultilingual

Flag indicating whether more than one audio language is available for this recording.

readonly StringCollection audioLanguages

Supported audio languages, indicated by iso639 language codes.

readonly StringCollection genres

A collection of genres that describe this programme.

readonly Integer recordingStartTime

The actual start time of the recording, including any padding. This MAY not be the same as the
scheduled start time of the recorded programme (e.g. due to a recording starting late, or due to
start/end padding). For recordings that have not yet started, the value of this field SHALL be
undefined.

readonly Integer recordingDuration

The actual duration of the recording, including any padding. This MAY not be the same as the
scheduled duration of the recording (e.g. due to a recording finishing early, or due to start/end padding).
For recordings that have not yet started, the value of this field SHALL be undefined.

Bookmarks (Optional)

readonly BookmarkcCollection bookmarks

A collection of the bookmarks set in a recording. If no bookmarks are set, the collection SHALL be
empty.
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readonly Boolean Tlocked

Flag indicating whether the current state of the parental control system prevents the recording from
being viewed (e.g. a correct parental control PIN has not been entered to allow the recording to be

viewed).

7.11.2.4 Bookmark (Optional)

TheBookmark class represents a bookmark or chapter markeéearding or CoD asset. This is not a web bookmark —
instead, it is a point from which the viewer maynivio resume playback of a piece of content. Th&A¥ be set

implicitly without user intervention (e.g. at theipt where a user stops watching a recording, dieioto allow them to
resume from that point later) or explicitly by thger (e.g. at the start of a favourite scene).

7.11.2.4.1 Properties

readonly Integer time

The time at which the bookmark is set, in seconds from the start of the content item.

readonly String name

The name of the bookmark.

7.11.2.5 BookmarkCollection (Optional)

A BookmarkcCollection is a collection of bookmarks, ordered by time.phgations SHALL be able to access items
in the collection using array notiation.

NOTE: In principle bookmarks MAY be stored on ire thetwork however the protocol for communicatinghoarks
between the OITF and the network is not definetth@present document.

7.11.2.5.1 Properties

readonly Integer length

The number of items in the collection.

7.11.2.5.2 Methods

Bookmark item( Integer index )

Description The item at position index in the collection.

Arguments index The index into the collection.
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Bookmark addBookmark( Integer time, String name )

Description Add a new bookmark to the collection. If the bookmark cannot be added (e.g.
because the value given for time lies outside the length of the recording), this method
SHALL return nul1.

Arguments time The time at which the bookmark is set, in seconds since the start of
the recording.

Arguments name The name of the bookmark

void removeBookmark( Bookmark bookmark )

Description Remove a bookmark from the collection.
Arguments bookmark The bookmark to be removed
7.11.2.6 RecordingCollection

A RecordingColTection object represents a read-only collection of reicysl Applications SHALL be able to
access items in the collection using array notati@rcollection MAY contairscheduledRecording objects,
Recording objects, or a combination of the two.

7.11.2.6.1 Properties

readonly Integer length

The number of items in the collection.

7.11.2.6.2 Methods

Object item( Integer index )

Description Return the item at position index in the collection.
Arguments index The index of the item to be returned
7.11.2.7 PVREvent

PVREvent objects SHALL be generated when recordings aligeaahd SHALL indicate changes in the status of a
recording. To receive these events, applicatioA¥'Mdd a listener forPVR" events to the
application/oipfRecordingScheduler object or set the value of te@RecordingChange property in the
application/oipfRecordingScheduler object.
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These events SHALL be targeted directly atapp1ication/oipfRecordingScheduler object and do not
bubble. These events are not cancellable.

7.11.2.7.1 Properties

readonly Integer state

The current state of the recording. One of:

Value Description

1 The recording has started

2 The recording has stopped, having completed.

3 The recording sub -system is unable to record due to

resource limitations.

4 There is insufficient storage space available. (Some of the
recording may be available).

6 The recording has stopped before completion due to
unknown (probably hardware) failure.

7 The recording has been newly scheduled.

8 The recording has been deleted (for complete or in-
progress recordings) or removed from the schedule (for
scheduled recordings)

9 The recording is due to start in a short time

10 The recording has been updated

readonly Recording recording

The recording to which this event refers

7.11.2.8 DiscInfo

TheD1iscInfo class provides details of the storage usage gpetits in the PVR.

7.11.2.8.1 Properties

readonly Integer free

The space (in megabytes) available on the storage device for recordings.
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readonly Integer total

The total capacity (in megabytes) of the storage device. Depending upon the system, free MAY be less
than total even with no recordings as some of the disc space MAY be used for management purposes.

readonly Integer scheduled

The space (in megabytes) reserved for scheduled recordings.

7.11.3 Content Download API

This section defines APIs required to support therdoad of content items from a remote server. s€hextensions do

not specify the underlying transport mechanism, rmag be used for both pull content download andh masitent
download. OITFs that support content download ineaaged network SHOULD support the classes defméds
section.

7.11.3.1 The download manager embedded object

In a managed network, privileged applications megchaccess to the download management functiomakéyCoD

system. This access may be required to impleméttta the download manager, to queue a download display the
progress of a specific download. OITFs SHOULD suppn “application/oipfbownloadManager” object with

the following interface.

7.11.3.1.1 Properties

readonly DownloadCollection downloads

The complete list of downloads that are being managed by the download manager. This includes
scheduled, in-progress and complete downloads. Access to this field SHALL only be available to
privileged applications.

script onbDownloadStatusChange

The script function (as defined in [HTML Data Types]) that is called when the status of a download has
changed. The specified script function is called with three arguments item, status and reason, which
are defined as follows:

- bownload item—the Download object whose status has changed.

- Integer status —the new status of the download. Valid values include:

Status Semantics

0 The download has completed successfully

1 The download is in progress

2 The download has been paused (either by an agphcat
or automatically by the OITF)

3 The download has failed
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The download has been queued but has not yetdtarte

- Integer reason. Extended reason code. This is only valid if the value of the status argument is 3.

Reason Semantics

0 The local storage device is full

1 The item cannot be downloaded (e.g. because ndias
been purchased)

2 The item is no longer available for download

7.11.3.1.2 Methods

Boolean pause( Download download )

Description Pause an in-progress or queued download. For in-progress downloads, more data
SHALL NOT be downloaded until the download is resumed. For completed
downloads, this operation SHALL return false.

Arguments Download The download to be paused

Boolean resume( bownload download )

Description Resume a paused download. If the download is not paused, this operation SHALL
return false.
Arguments download The download to be resumed

Boolean cancel( bownload download )

Description Cancel a scheduled or in-progress download. If the download is in progress, any
downloaded data SHALL be deleted. If the download is completed, this operation
SHALL return false.

Arguments download The download to be cancelled.

Boolean delete( bownload download )

Description Delete a completed download. If the download is scheduled or in-progress, this
operation SHALL return false.
Arguments download The download to be deleted.
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DownTloadCollection getDownloads()

Description Returns a collection of downloads initiated by the calling application

7.11.3.1.3Events

For the intrinsic eventdhDownTloadStatusChange”, a corresponding DOM level 2 event SHALL be getted, in
the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onDownloadStatusChange DownloadEvent Bubbles: No
Cancelable: No

Context Info:

NOTE: the above DOM 2 event is directly dispatctethe event target, and will not bubble nor captépplications
SHOULD not rely on receiving Bown1oadEvent during the bubbling or the capturing phase. Amlans that use
DOM 2 event handlers SHALL call trimldEventListener() method on the
application/oipfbDownToadManager object. The third parameter afldEventListener, i.e. “useCapture”,
will be ignored.

7.11.3.2 Download

A DownToad object represents a content item that has eithen bownloaded from a remote server or is in theqss
of being downloaded.

Applications MAY creat®ownload objects and use them to initiate a download blngptreatebownload() on
theapplication/oipfDownloadTrigger object defined in section 7.1.3. If the ID of anshdoad is a TV-Anytime
CRID, then the values of theame, description andparentalRating properties SHALL be set by the DAE based
on the metadata provided for the item matching @RiD. For downloads whose ID is a URI, these prtops

SHOULD be set by the application before initiatthg download.

7.11.3.2.1 Properties

readonly Integer totalSize

The total size (in bytes) of the download

readonly Integer status

The current status of the download. When this changes, a download event SHALL be generated.
Valid values are:

Value Description

0 The download has completed.
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1 The download is in progress.

2 The download has been paused (either by an application or
automatically by the platform).

3 The download has failed.

4 The download is queued but has not yet started.

readonly Integer amountDownloaded

The amount of data that has been downloaded, as a percentage of the total size.

String name

The name of the download

Integer downloadIDType

The type of download ID stored in the id property. Valid values are:

Value Description
0 The ID is a TV-Anytime CRID
1 The ID is a URI
String id

The ID of the download. This SHALL be a URI or a TV-Anytime CRID.

String description

A description of the download.

ParentalRating parentalRating

The parental rating value of the download

DRMControlInfoCollection drmControl

A collection of zero or more DRMControlInformation objects corresponding to the DRM Control
information associated to that content. The DRMControlInfoCollection is defined in Section
7.11.3.6. The related DRMControlInformation object is defined in Section 7.11.3.5.
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readonly Date startTime

The time that the download is scheduled to start (in the case of scheduled downloads) or nu11 if no
start time was set.

readonly Integer timeElapsed

The time (in seconds) that has elapsed since the download of the item was started. This SHALL NOT
include any time the item spent queued for download.

readonly Integer timeRemaining

The estimated time remaining (in seconds) for the download to complete. If this is unknown the value
of this property SHALL be undefined.

7.11.3.3 DownloadCollection

A DownTloadColTlection is a collection obownload objects. Applications SHALL be able to access#én the
collection using array notation.

7.11.3.3.1 Properties

Readonly Integer Tength

The number of items in the collection.

7.11.3.3.2Methods

Download item( Integer index )

Description The item at position index in the collection.

Arguments index The index into the collection.

7.11.3.4 Extensions to the application/oipfDownload  Trigger object

The following method SHALL be supported by tep1ication/oipfDownloadTrigger object defined in section
7.1.3

Download createDownload( String contentAccessDescription, Date downloadStart )

Description Send contentAccessDescription to underlying download manager as a String
formatted according to the Content Access Descriptor XML Schema as specified in Section
7.1.1. Returns a DownToad object if contentAccessDescription is valid and is accepted
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for triggering a download. Returns NULL otherwise

Arguments contentAccessDescription String formatted according to the Content Access
Descriptor XML Schema as specified in Section 7.1.1

downloadStart The time at which the download should be started. A
value of nu11 indicates that the download should start
as soon as possible.

DownTload createDownloadFromCRID( String CRID, String IMI, Date downloadStart )

Description Send (CRID, IMI) to underlying download manager. Returns a Download object if the
(CRID,IMI) tupleisvalid and is accepted for triggering a download. Returns NULL

otherwise. The values of the name, description, parentalRating and DRMControl
properties SHALL be based on the metadata provided for the item matching that CRID.

Arguments CRID The TV-Anytime Content reference ID that points to the general
information about the item to download that does not change
regardless of how the content is published or broadcast

IMI The TV-Anytime Instance Metadata ID that points to the specific
information related to the item to download, such as content location,
usage rules (pay-per-view, etc.) and delivery parameters (e.g. video
format).

downloadStart The time at which the download should be started. A value of nul1
indicates that the download should start as soon as possible.

7.11.3.5 DRMControlInformation
A DRMControlInformation object represents the DRM Control information ctinue defined in §3.3.2 of [META|].

7.11.3.5.1 Properties

Readonly String drmType

URN with the DVB CASystemID (16 bit number) in there. DRMType shall be signalled by prefixing the
decimal number format of CA_System_ID with "urn:dvb:casystemid:". For example, hexadecimal
Ox4AF4 is assigned as CA_System_ID for “Marlin” by DVB, “Marlin” drmType is encoded as
“urn:dvb:casystemid:19188".

Readonly String drmContentID

DRM Content ID for CoD or scheduled content item, e.g. the Marlin Content ID

Readonly String rightsIssuerurL

A URL used by OITF to obtain rights for this content item

Readonly String silentRightsURL
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A URL used by OITF to obtain rights silently, e.g. a Marlin Action Token.

Readonly String drmContentID

DRM Content ID for CoD or scheduled content item, e.g. the Marlin Content ID

Readonly String previewRightsURL

A URL used by OITF to obtain rights silently for preview of this content item, e.g. a Marlin Action
Token.

Readonly String drmPrivateData

Private data for the DRM scheme indicated in drmType to be applied for this content item. Private DRM
Data is actually structured as an XML document whose schema is specific to the considered DRM
system. One example is Marlin DRM private data schema defined in [CSP].

Readonly Boolean doNotRecord

A flag indicating whether this content item is recordable or not.

Readonly Boolean doNotTimeshift

A flag indicating if this content item is allowed for time shift play back.

7.11.3.6 DRMControlinfoCollection

A drmControlInfoCollection represents a collection of DRM Control informatiets related to a specific
content. Applications SHALL be able to access itémthe collection using array notation.

7.11.3.6.1 Properties

readonly Integer Tength

The number of items in the list.

7.11.3.6.2 Methods

DRMControlInformation item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.
Arguments index The index of the DRM Control Information.
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7.11.4 Extensions to the CEA-2014A media playback A Pls

To support integration between sections 7.9, 7.ah®7.11.3 of this specification and the A/V stnégy object defined
in [CEA-2014-A], OITFs SHOULD add the method defineelow on the A/V streaming object if any of thEla
defined in those sections are supported.

void setSource( Object item, String contentAccessDescriptorURL )

Description Plays the content item represented by item. This has the same semantics as setting the
data property of the A/V control object with the URI of the item.

Arguments item The item to be played. Content items may be instances
of the Recording, CODAsset or DownTload classes,
depending on the level of support provided by the OITF
for the APIs defined in sections 7.9, 7.11.2 and 7.11.3
of this document.

Note: Implementations may choose to define one or
more private fields on these classes in order to
distinguish them.

contentAccessDescriptorURL A content-access descriptor (the format of which is
defined in Annex E) that MAY be used to provide
additional information for dealing with items that are
(partially) DRM-protected. This parameter is optional.

7.11.5 Remote diagnostics and management APIs
This section defines interfaces to perform reméggmbstics and management of the device.

Browser based remote management SHALL be suppbyt&@I TFs that have indicated
<remote_diagnostics>true</remote_diagnostics> in their capability profile (as defined in Secti®rs.12)

7.11.5.1 application/oipfRemoteManagement embedded  object

Theapplication/oipfRemoteManagement embedded object has the following properties aathods.

Access to the functionality of trepp1ication/oipfRemoteManagement embedded object SHALL adhere to the
security requirements as defined in section 10.

7.11.5.1.1 Properties

readonly String vendorName

String identifying the vendor name of the device

readonly String modelName

String identifying the model name of the device

readonly String softwareversion
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String identifying the version number of the platform firmware.

readonly String hardwareversion

String identifying the version number of the platform hardware.

7.11.5.1.2 Methods

String getParameter( String parameterName )

Description Returns the requested parameter.
Arguments String “SAMPLE_PACKET_LOSS": This queries the RTP packet loss since
parameterName the last call to this function, or the start of the current RTP content

item, whichever is more recent. The returned string is of the format
“<time in milliseconds since the last sample> <fraction lost> <number
of packets lost>". These fields (i.e. <xxx>) are defined as described
in [[RFC3550] section 6.4.2] and are decimal numbers (encoded as
strings). If no content item is playing an empty string is returned.

“SAMPLE_DECODER_ERRORS": This queries the decoder errors
since the last call to this function, or the start of the current RTP
content item, whichever is more recent. The returned string is of the
format “<time in milliseconds since the sample> <total number of
frames decoded> <total number of errors>". These fields are decimal
numbers (encoded as strings). If no content item is playing an empty
string is returned.

“CUMULATIVE_PACKET_LOSS": This queries the RTP packet loss
since the start of the current RTP content item. The returned string is
of the format “<time in milliseconds of this sample within the content>
<fraction lost> <number of packets lost>". These fields (i.e. <xxx>)
are defined as described in [[RFC3550] section 6.4.2] and are
decimal numbers (encoded as strings). If no content item is playing
an empty string is returned.

“CUMULATIVE_DECODER_ERRORS": This queries the decoder
errors since the start of the current RTP content item, whichever is
more recent. The returned string is of the format “<time in
milliseconds of this sample within the content> <total number of
frames decoded> <total number of errors>". These fields are decimal
numbers (encoded as strings). If no content item is playing an empty
string is returned.

Optionally, further vendor specific parameters may be supported.

In the case that a parameter is requested that a device does not
support, it SHALL return an empty string.

String setParameter( String parameterName, String value )

Description

Sets the requested parameter. Support for this API is optional.
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Arguments parameterName The name of the parameter

value The value of the parameter.

void triggersoftwareupdate()

Description Triggers an OITF to starts its software update process. The process itself and any user
involvement (e.g. to confirm agreement for a software update) is not defined.

7.12 APIs for Gateway Discovery and Control

Theapplication/oipfGatewayInfo object SHALL provide the information of the gatenand subsequently
interact with the gateway (e.g. IMS Gateway, Apgiicn Gateway and Content Service Protection Gatpasdefined
in section 4.3. The OITF SHALL support the gatewl&gcovery and control though the use of the follggunon-visual
embedded object:

<object id="gatewayinfo” type="application/oipfGatewayInfo”>
Access to the functionality of trepp1ication/oipfGatewayInfo embedded object is privileged and SHALL

adhere to the security requirements defined ini@ed0.1.

7.12.1 application/oipfGatewayInfo
7.12.1.1 Properties

readonly Boolean IGDiscovery

readonly property that indicates whether an IMS Gateway is discovered or not

readonly Boolean AGDiscovery

readonly property that indicates whether an Application Gateway is discovered or not

readonly Boolean cspGatewayDiscovery

readonly property that indicates whether an CSP Gateway is discovered or not

readonly String iguRL

readonly property that indicates the base Gateway’s URL for interacting between an OITF and an IMS
Gateway

readonly String aguRL

readonly property that indicates the base Gateway’s URL for interacting between an OITF and an
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Application Gateway

readonly String cspGatewayURL

readonly property that indicates the base Gateway’s URL for interacting between an OITF and an CSP
Gateway

Integer interval

read-write property that specifies the periodic interval time(seconds) to discover the gateways

script onDiscoverIG

read-write property that specifies the script function that SHALL be called when an IMS Gateway is
discovered by the OITF

script onDiscoverAG

read-write property that specifies the script function that SHALL be called when an Application
Gateway is discovered by the OITF

script onDiscoverCSPG

read-write property that specifies the script function that SHALL be called when an CSP Gateway is
discovered by the OITF

7.12.1.2 Methods

Boolean 1isIGSupportedMethod( string MethodName )

Description Shall return “true’ when the IG supports the method named ‘MethodName’. If the
function returns false, it indicates that IG does not support the specified method.

7.13 DAE Applications APIs

An OITF providing DAE application capability SHALImplement the behaviour of the classes definetimdection.

7.13.1 The ApplicationManager object

An OITF SHALL support a non-visual embedded obj#diype “application/oipfApplicationManager”, with
the following Javascript API, to enable applicaida access the privileged functionality relatedpplication lifecycle
and management that is provided by the applicatiodel defined in this section.

If one of the methods on tlppTication/oipfApplicationManager is called, by a webpage that is not a
privileged DAE application, the DAE SHALL throw &mror as defined in section 10.1.1.
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7.13.1.1 Methods

Application getownerApplication( Document document )

Description Get the application that the specified document is part of. If the document is not part
of an application, or the calling application does not have permission to access that
application, this method will return nul11.

Arguments document The document for which the Application object should be obtained.

Applicationcollection getchildapplications( Application application )

Description Get the applications that are children of the specified application.

Arguments application The application whose children should be returned.

void gcQ

Description Provide a hint to the execution environment that a garbage collection cycle should be

initiated. The OITF is not required to act upon this hint.

7.13.2 The Application class

TheApplication class is used to implement the characteristiegs@RAE application.

7.13.2.1 Properties

readonly Boolean visible

true if the application is visible, false otherwise. The value of this property is not affected by the
application's Z-index or position relative to other applications. Only calls to the show() and hide()
methods will affect its value.

readonly Boolean active

true if the application is in the list of currently active applications, false otherwise (as defined in
Section 5.1.7).

readonly StringCollection permissions

StringCollection object containing the names of the permissions granted to this application.

readonly Boolean isPrimaryReceiver

true if the application receives system events before any other application, false otherwise.
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This class also includes properties representinyyl@vent handlers for the events listed in sestiori3.4 and 7.13.5,
such aonApplicationActivated for the eventApplicationActivated”. These properties are not listed here
for clarity.

7.13.2.2 Methods

void show()

Description Make the application visible when multiple application can be visible simultaneously
or request to make the application visible when only one application can be visible at
any time (as defined by the application display model in Section 5.1.2). This method
only affects the visibility of an application. In the case where more than one
application is visible, calls to this method will not affect the z-index of the application
with respect to any other visible applications

void hide(Q)

Description Make the application invisible. This has no effect on the lifecycle of the application.

void activate()

Description Move the application to the front of the active applications list. This has the same
semantics as calling focus () on the DOM w1indow object associated with the
application. The application’s window object SHALL gain input focus and SHALL be
moved to the top of the stack of visible applications, when multiple applications can
be visible simultaneously, or request to make the application visible and give it input
focus when only one application can be visible at any time (as defined by the
application display model in Section 5.1.2).

void deactivate()

Description Remove the application from the active applications list. This has no effect on the
lifecycle of the application and MAY have no effect on the resources it uses.
Applications which are not active will receive no events except for system events
targeted at nodes in the application’s DOM tree (or at the Application object itself).
Applications may still be manipulated via their AppTication object.

Application createApplication( String uri, Boolean createchild)

Description Create a new application and add it to the application tree. If the application cannot
be created, this method SHALL return nul1

Arguments uri The URI of the first page of the application to be created.

createChild Flag indicating whether the new application is a child of the current
application. A value of true indicates that the new application
should be a child of the current application; a value of false
indicates that it should be a sibling.

void destroyApplication()
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Description Terminate the application, detach it from the application tree, and make any
resources used available to other applications. When an application is terminated,
any child applications shall also be terminated.

void dispatchSystemEvent(Event event, EventTarget target)

Description Dispatch a new system event (see Section 7.13.4)
Arguments event The event to be dispatched.
target The target of the event.

7.13.3 The ApplicationCollection class

TheApplicationCollection class represents a collectionagip1i cation objects. Items in the collection may be
accessed using array notation.

7.13.3.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.13.3.2 Methods

AppTlication item( Integer index )

Description Return the item at position index in the collection, or undefined if no item is present
at that position.

Arguments index The index of the application to be returned

7.13.4 Events

As defined in [DOM 2 Events], standard DOM evenesmised on a specific node within a single doautniehis
specification extends the event capability of th€Fothrough system events, but does not changB@id?2 event
model for dispatching events within documents.

System events have exactly the same API as the R@¥ent class. An OITF SHALL implement the system events
and system event model described here.

System events may be dispatched to multiple agfgita System events may be targeted at nodesiebgage (for
example, th&keyPress, KeyUp andKkeyDown events). System events may be raised by native eody JavaScript.
Event handlers may cancel further propagation stesy events using the existing DOM model. No documeceives a
particular instance of a system event more thae.ohlce active application list participates inI{ieirces) the dispatch
order of system events. Events may be handledeititier capture phase or bubble phase event lisener

ThedispatchSystemEvent () method of ampp1ication object is used to raise an event from JavaSdrigt.
method takes two arguments; tixeent object to be dispatched and the target of thetewdich may benul1. The use
of thetarget argument is described in the system event dispataigorithm below.
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An application may create any type of (system) eusing the existing event classes, with the exoepf the
ApplicationLoaded, AppTlicationunloaded, andLowMemory events which are reserved to signal specific
events related to application lifecycle managemidatvever, all events dispatched using the standard
dispatcheEvent() method are normal events, not system eventsAppéication class has the method
dispatchsystemEvent () that permits the event to be dispatched. Thuspmihevalid way to dispatch the event is to
invoke it on ampp11ication object.

TheKeyPress, KeyUp andKeyDown events are all targeted system events. The egentll targeted at the node that
has the input focus and SHALL not be automaticttywarded to other active applications, unless tt@ye from the
same FQDN as the currently active application atstiart of the active application list. Method
dispatchsystemEvent () enables key events to be passed to applicatioiwhwahe not the topmost application in
the application stack and to applications from off@DNs.

System event Description

KeyPress Generated when a key has been pressed by the user. May also be generated
when a key is held down to indicate key-repeat.

KeyUp Generated when a key pressed by the user has been released.

KeyDown Generated when a key has been pressed by the user.

AppTlicationLoaded Generated immediately prior to a load event being generated in the affected
application.

Applicationunloaded | Generated immediately prior to an unload event being generated in the
affected application.

LowMemory Generated when the DAE is running low on available memory.

Table 9: System events

Each of these events has a corresponding DOM  &eexller property on thepp1ication object. These are not
shown in section 7.13.2 for clarity.

System event dispatching is performed in threerediphases, following the standard DOM event didpag
mechanism. Cancelling the propagation of an eveahy phase SHALL abort further raising of the eé\vrrsubsequent
phases.

1. Dispatch to thespp1ication object of the currently active application, in tive application list. Default
actions normally taken by the browser upon recagfigin event (e.g. moving input focus on receipt &y
event or inserting text into an input box) will retcur during any of these phases of event dispajch

2. If this was a targeted system event, dispatchddatget node in the target application. Defatiibas SHALL
be carried out at the end of this phase.

3. lIterate backwards through the list of active agilans, starting at the currently active applicatidelivering
the event to the Application object. Default acigrormally taken by the browser upon receipt ofweant (e.g.
moving input focus on receipt of a key event oeitiag text into an input box) will not occur duginy of
these phases of event dispatching.

Event listeners for system events are registerdduaregistered using the same mechanism as for D&Mats.
Listeners for system events may be registered®agh11ication object as well as on nodes in the DOM tree.

If no applications are currently active, only taegeevents will be dispatched; no events will lapdiched in phases 1 or
3 above.
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7.13.5 New DOM Events for application support

New events have been created that are raised @pthki cation objects in the application tree. These are normal
events, not system events, and are used to indibateges in the state of an application.

Event

Description

ApplicationActivated

Issued when an application focus change occurs to inform the
recipient of the event that the application is now focussed.

ApplicationDeactivated

Issued when an application focus change occurs to inform the
recipient of the event that the application is now no longer
focussed.

AppTlicationShown

Issued when an application has become visible.

ApplicationHidden

Issued when an application has become hidden.

ApplicationPrimaryReceiver

This event is issued to indicate that the target is now at the front of
the active application list.

ApplicationNotPrimaryReceiver

This event is issued to indicate that the target is no longer at the
front of the active application list.

ApplicationTopmost

This event is issued to indicate that the target is now the topmost
(i.e. it has the highest Z-index and is not obscured by any other
visible applications, for OITFs where multiple applications are
visible simultaneously.

ApplicationNotTopmost

This event is issued to indicate that the target is no longer at the
topmost application. For OITFs where only one application is
visible at a time, this event indicates that the application is no
longer visible to the user.

Table 10: New DOM events for application support

These events do not bubble and cannot be cancEleth. of these events has a corresponding DOM it &éaadler
property on thé\pp1ication object. These are not shown in section 7.13.2Ifotty.

7.13.6 Examples (informative)

The examples below illustrate some aspects ofipécation model.

7.13.6.1 Locating the Application object

TheApplicationManager class provides thgetOwnerAppTication() method, which returns the document's

owning application node:

// Assumes that the application/oipfApplicationManager object has the ID

// “applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);
var self = appMgr.getownerApplication(wWindow.document);

All other application functionality is availableoim this object.

7.13.6.2 Creating a new application

Creating a new application is a simple matter efting a nevApp1ication object.

// Assumes that the application/oipfApplicationManager object has the ID
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// ‘“applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appM%r.get0wnerApp11cation(window.document);

var child = self.createApplication( url_of_application, true );
A typical requirement on an application is to obhcome visible once it has fully loaded. To do,thisan take
advantage ol oad events. Here is an example from a clock applicatichich wants to load an image to become the
background of the clock, upon which it can write thxt of the clock.

<script>
function loaded() {

var screen = document.defaultView.screen;
var clock = document.getElementById('clock');
window.resizeTo( clock.width, clock.height );

// position in bottom left
window.moveTo( clock.width, screen.availHeight - clock.height );

setup_clock( clock.width, clock.height );

// Assumes that the application/oipfApplicationManager object has the ID
// “applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appMgr.getownerApplication(window.document);

self.show();

</script>
<style> * { margin: Ocm } </style>

<body onload="Toaded()">

<img id="clock™ src="clockbackground.png" style="position: absolute; top: Opx;
Teft=0px">
</body>

7.13.6.3 Change the size of a visible application

The DOMW1i ndow object provides all the required APIs for chanding size of a window, so these should be used
directly.

// Unnecessary, but valid, to go via the Application object

// Assumes that the application/oipfApplicationManager object has the ID
// “applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appMgr.getOwnerApplication(window.document);
self.window.resizeTo(720, 150);

self.window.moveTo(0, 426);

7.14 Parental Rating and Parental Control APIs

This section defines APIs related to parental gatiand parental control. Parental ratings arenddfin terms of a
parental rating scheme (e.g. MPAA) which definesrdmge of possible parental rating values andengal rating value
that references a particular value in the scheme.

Parental rating values may be modified by one orentabels that provide more indication about thesoas why the
rating was assigned. A content item may have aernore parental rating values associated with it.

Sections 7.14.1 through 7.14.4 define PagrentalRating andParentalRatingCollection objects and the
relatedParentalRatingScheme andParentalRatingSchemeCollection objects. These objects are
used/referenced by various other objects, suchessriogramme object as defined in Section 7.6.2 to indicate a
particular parental rating.

Section 7.14.5 defines a new Javascript embeddedtdhpplication/oipfParentalControlmanager”, which
allows applications to construct a new parentahgascheme (and a parental rating value usingsitta@me), and to
temporarily enable or disable viewing of a coniern,
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7.14.1 ParentalRating

A ParentalRating object describes a parental rating value for g@mmme or channel. TirarentalRating
object identifies both the rating scheme in usd, the parental rating value within that scheme.

In case of a BCG the values of the propertiesimdbject will be read from thearentalGuidance element that is
the child of a programme’s BCG description.

7.14.1.1 Properties

readonly String name

The case-insensitive string representation of the parental rating value. This value is a parental rating
value, as defined in [MPEG-7] for the respective parental rating classification scheme (by the respective
<Name>-element), or one of the following:

= string representation of one the values for the GermanyFSK rating scheme as defined in [META]

= string representation of the minimum recommended age in case the parental rating scheme refers to
rating_type 0 in [IEC62455], which maps to the parental rating system in DVB Systems [EN 300 468]

(i.e. in which case scheme.name==""and scheme.length == 0).

An example of a valid parental rating value is “PG-13".

readonly ParentalRatingScheme scheme

The parental rating scheme to which this parental rating value refers. This object is a representation of the
[MPEG-7] parental guidance classification scheme used for the parental rating value, or the GermanyFSK
rating scheme as defined in [META]. For rating_type 0 in [IEC62455], which maps to the parental rating
system in DVB Systems [EN 300 468], the scheme object is an empty string collection (i.e. scheme.length ==
0) and scheme.name has value empty string (*").

readonly Integer value

The parental rating value represented as an index into the set of values defined as part of the
ParentalRatingScheme to which this rating applies, in case scheme.length > 0.

In case scheme.length == 0 and scheme.name=="", the value indicates the minimum recommended age as
per rating_type 0 in [IEC62455], which maps to the parental rating system in DVB Systems [EN 300 468]

readonly Integer Tlabels

A set of content rating labels that may provide additional information about the rating. These form part of the
rating, and are different from content advisory information that may be added by the network operator.

In case of a BCG the value of this field is derived from Genre elements that refer to the ContentAlertcs
classification scheme.

Valid labels include:
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Value Description
1 Indicates that a content item features verbal sexual references.
2 Indicates that a content item features strong language.
4 Indicates that a content item features sexual situations.
8 Indicates that a content item features violence.
16 Indicates that a content item features fantasy violence.
32 Indicates that a content item features disturbing scenes.
64 Indicates that a content item features portrayals of discrimination.
128 Indicates that a content item features scenes of illegal drug use.
256 Indicates that a content item features strobing that could impact
viewers suffering from Photosensitive epilepsy

The value of this field will consist of a binary mask corresponding to the sum of zero or more values listed
above

7.14.2 ParentalRatingCollection

A ParentalRatingCollection represents a collection of parental rating valédgglications SHALL be able to
access items in the collection using array notation

7.14.2.1 Properties

readonly Integer Tength

The number of items in the list.

7.14.2.2 Methods

ParentalRating item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.
Arguments index The index of the parental rating.

¥ogd1angarenta1Rating( ParentalRatingScheme scheme, Integer value, Integer
abels

Description Creates a ParentalRating object instance for a given parental rating scheme and
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parental rating value, and adds it to the ParentalRatingCollection fora
programme or channel. The parental rating value SHALL be given as an index in a
StringCollection of parental rating values that are defined for the
ParentalRatingScheme, in case scheme.length > 0. In case scheme.length ==
and scheme.name=="", the value indicates the minimum recommended age as per
rating_type 0 in [IEC62455], which maps to the parental rating system in DVB

Systems [EN 300 468].

Arguments scheme The parental rating scheme to which this value refers

value The parental rating value as an index into the set of values defined
as part of the ParentalRatingScheme to which this rating
applies, , in case scheme.length > 0. In case scheme.length ==
and scheme.name=="", the value indicates the minimum
recommended age as per rating_type 0 in [IEC62455], which
maps to the parental rating system in DVB Systems [EN 300 468]

labels An optional set of content rating labels that may provide additional
information about the rating. Valid values are shown in the
definition of the ParentalRating. 1abels property (see section
7.14.1).

7.14.3 ParentalRatingScheme

A ParentalRatingScheme describes a single parental rating scheme thattmay use for rating content, e.g. the

MPAA or BBFC rating schemes. Ratings in the schemg be accessed using array notation. The panetitad
schemes supported by a receiver MAY vary betweglogiments.

Due to differences in the parental rating modeds #ne in use, the meanings of ratings are depé¢dethe rating
scheme. However, applications SHALL be able to camawalues with consistent results - e.g. a pdreatiag value
greater than the system's default setting indica®gramme that should not be viewable withodt ttry.

7.14.3.1 Properties

readonly String name

The URI of the [MPEG-7] classification scheme representing the parental rating scheme, or
“urn:oiptvf:GermanyFSKCS” for the “GermanyFSK” parental rating classification scheme as specified
in [META].

If the value of “name” is an empty string (*"), the ParentalRatingScheme remains empty (i.e.
ParentalRatingScheme.length == 0). In that case the “value” attribute of the ParentalRating
object element indicates the minimum recommended age for the given content-item, as per rating_type 0
in [IEC62455], which maps to the parental rating system in DVB Systems [EN 300 468].

readonly Integer Tength

The number of values in the rating scheme. For rating_type 0 in [IEC62455], which maps to the parental
rating system in DVB Systems [EN 300 468], the length must be O.
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readonly Integer threshold

The current parental rating threshold for this rating scheme. Items with a parental rating value at or
above the threshold SHALL be blocked by the parental control subsystem (if parental control is enabled).
This is an index into the set of values represented as part of the ParentalRatingScheme in case
attribute “length” is greater than 0. If the value of “name” is an empty string (*), and
ParentalRatingScheme.length == 0, the threshold indicates a minimum recommended age at
which or above which the content must be blocked by the parental control subsystem (if parental control
is enabled).

readonly String region

The region to which the parental rating scheme applies as case-insensitive region code as defined in ISO
3166-1.

7.14.3.2 Methods

String item( Integer index )

Description Return the string representation of the rating at index in the rating scheme, or
undefined if no item is present at that position.

Arguments index The index of the parental rating.

String iconuri( Integer index )

Description Return the URI of the icon representing the rating at index in the rating scheme, or
undefined if no item is present at that position. If no icon is available, this method
SHALL return nul1.

Arguments index The index of the parental rating scheme.

7.14.4 ParentalRatingSchemeCollection

A parentalRatingSchemeCollection represents a collection of parental rating scheeglications SHALL be able
to access items in the collection using array nmat

7.14.4.1 Properties

readonly Integer Tength

The number of items in the list.
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7.14.4.2 Methods

ParentalRatingScheme item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.
Arguments index The index of the parental rating.

ParentalRatingScheme addParentalRatingScheme( String uri, String values )

Description Create a new ParentalRatingScheme object and adds it to the
ParentalRatingSchemeCollection.. Applications MAY use this method to register
new parental rating schemes with the platform. When registered, the new parental
rating scheme SHALL be accessible through the
Channelconfig.parentalRatingSchemes property of the
“application/oipfParentalControlmanager” object as defined in Section
7.14.5.

This method returns a reference to the ParentalRatingScheme object representing
the newly-defined scheme. If the value of the uri parameter corresponds to an
already-registered rating scheme, this method returns a reference to the existing
ParentalRatingScheme object. If associated with one or more recordings, the
parental rating scheme SHALL be stored persistently until the associated recordings
are erased. If not associated with a recording, the scheme MAY be stored
persistently.

Arguments uri The URI of the [MPEG-7] classification scheme representing the
parental rating scheme or “urn:oiptvf:GermanyFSKCS” for the
“GermanyFSK” parental rating classification scheme as specified
in [META], or empty string (“”) in case of rating_type 0 in
[IEC62455], which maps to the parental rating system in DVB

Systems [EN 300 468].

values A comma-separated list of the possible values in the rating
scheme, in ascending order, as specified in IEC 62455. The
values should be given in a format suitable for presentation to a
user, whereby the string may differ from the string specified in IEC
62455 as long as the order specified in IEC62455 is unchanged. In
case of rating_type 0 in [IEC62455], attribute values must be
‘null’.

7.14.5 The parentalcontrolmanager object

This section defines a new Javascript embeddealgpplication/oipfParentalControlmanager”, which
allows applications to construct a new parentahgascheme (and a parental rating value usingsittaeme), and to
temporarily enable or disable parental controlrithen to permit a content item to be viewed.

If an OITF supports parental controls as indicdtedalue “true” for element<parentalcontrol> (as defined by
Section 9.3.5) in its capability profile, the OI'BHALL support the “application/oipfParentalContra@nager” object
with the following interface

This interface allows an application to construoe® parental rating scheme (and a parental ratihge using that
scheme) as follows:
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//get a reference to the parental control manager object
var pcManager = document.getElementById(“pcmanager”);

// add a new rating scheme - in this case, the MPAA rating scheme
var myScheme = pcManager.addParentalRatingScheme(*“urn:mpeg:mpeg7:cs:MPAAParentalRatingCs:2001”,
“G,PG,PG-13,R,NC-17,NR");

// add a new parental rating value to myProgramme, e.g. ready for recording

// 1in this case, the programme is rated PG-13
myProgramme.parentalRatings.addParentalRating(myScheme, 2, null);

This functionality SHALL adhere to the security nebth Section 10. The associated permission name is
“permission_parentalcontrolmanager

7.145.1 Properties

readonly ParentalRatingSchemeCollection parentalRatingSchemes

A reference to the collection of rating schemes known by the receiver.

7.145.2 Methods

Integer setParentalControlstatus( String pcPIN, Boolean enable )

Description As defined in [CSP], the OITF shall prevent the consumption of a programme when
its parental rating doesn't meet the parental rating criterion currently defined in the
OITF. Calling this method will temporarily allow the consumption of any blocked
programme.

Setting the parental control status using this method SHALL set the status until the
consumption of any of all the blocked programmes terminates (e.g. until the content
item being played is changed), or another call to setParentalControlEnabTle
method is made.

Note that this method affects parental control functionality related to all rating
schemes, not only the rating scheme upon which the method is called.

For the Programme and Channel objects as defined in Sections 7.6.2 and 7.4.1, the
bTocked property of a programme or channel SHALL be set to true for programmes
whose parental rating does not meet the applicable parental rating criterion, but the
Tocked property SHALL be set to false.

This operation to temporarily disable parental rating control SHALL be protected by
the parental control PIN (i.e. through attribute pcPIN). The return value indicates the
success of the operation.

Arguments pcPIN The parental control PIN.

enable Flag indicating whether parental control should be enabled.

Boolean getParentalControlStatus()

Description Returns a flag indicating the temporary parental control status set by
setParentalcControlstatus(). Note that the returned status covers parental
control functionality related to all rating schemes, not only the rating scheme upon
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which the method is called.
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8 System integration aspects

8.1 Mapping from APIs to Protocols

This section describes mapping of DAE APIs to thectfic protocol entities as defined in the protagmecification
[PROT][PROT].

Section 8.1.1 describes mappings on the UNI thallyatp both the managed and unmanaged cases.
Section 8.1.2 describes mappings on the HNI-IGrface, and only apply in the managed case.

Section 8.1.3 describes mappings on the UNI thitapply to the unmanaged case.

8.1.1 Network (Common to Managed and Unmanaged Serv ices)

This section provides details of mapping of the DABSs to the descriptions provided in the Protapecification for
APIs between the OITF and the Network over refezgrmints UNIT-17.

8.1.1.1 Download CoD

Methods Procedures

registerbownload (string

contentAccessDescriptor) API to download content described in the contentAccessDescriptor.

Data structure of the contentAccessDescriptor as described in
Annex E “Content Access Descriptor Format”

If the OITF includes the Content Download functional entity ,the
information in the contentAccessDescriptor is passed to the Content
Download functional entity to download content over UNIT-17 using
HTTP as described in [PROT][PROT] Sec 5.2.3.1 ‘Protocol over
UNIT-17" and section 7.1.4 “Download protocol(s)”.

8.1.2 OITF-IG Interface (Managed Services Only)

This section provides details of mapping of the DABSs to the descriptions provided in the Protapecification
[PROT][PROT] for APIs between the OITF and the Naiwover reference points HNI-IGI. Some methods and
properties are closely associated to HNI-IGI arediacluded in this section. These are the RTSPralpméference point
UNIS-11, and IGMP control, reference point UNIS-13,

8.1.2.1 Streaming CoD

The following tables describe the mapping of sevaethods of the CEA-2014 AV embedded object toHh&-IGlI
protocol interfaces defined in [PROT][PROT]

Method Procedures

play( Number speed ) Selection of a content item results in session initation and access to
content stream.

Parameters needed to build the offer SDP may be pre defined locally in
the OITF or the OITF SHALL request the IG to retrieve missing SDP
parameters as described in [PROT][PROT] Sec 5.2.2.1 'Protocol over
HNI-IGI.
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If the OITF does not have all transport parameters (RTP or UDP transport
for MPEG2TS encapsulation or direct RTP, FEC layers addresses and
ports), code information or bandwidth information to populate the SDP the
OITF SHALL prompt the IG to send OPTIONS request in order to retrieve
the missing parameters,

The OITF SHALL provide the following information for the OPTIONS
request. Not all required headers are listed. Refer to the Protocol
specification [PROT][PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the content identifier as
Eﬁg”eSt' described by the data property.eg.
OPTION sip:PSI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0
|>:('O|TF' Local defined OITF CurrentUser property. eg.
rom

<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012

2|_<'O|TF' Copied from the data property. eg.
0

sip: PSI-
Twister@IPTV_Service_Control.orange.com

The response to the OPTIONS message request contains the information
to populate the SDP offer.

The OITF prepares an SDP offer and requests the IG to initate a session,
in addition to the SDP the following parameters are forwarded from the
OITF to the IG. Not all required headers are listed. Refer to the Protocol
specification [PROT][PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the content identifier as
E?}guesp described by the data property.eg.
i
INVITE sip:PSlI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0
|>:('O|TF' Local defined OITF CurrentUser property. eg.
rom

<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012

_>|S'O|TF' Copied from the data property. eg.
0

sip: PSI-
Twister@IPTV_Service_Control.orange.com

After a successful session setup the OITF SHALL use the media player to
access the RTSP URI with the session ID negotiated and received as part
of the SDP offer, described in [PROT][PROT] sec 7.1.1.2 ‘RTSP for
managed model UNIS-11 and NPI 10'.

The OITF SHALL send an RTSP PLAY over UNIS-11 using attribute
values received in the SDP from the session initiation procedure. The
RTSP PLAY is as described in the [PROT][PROT] Sec 7.1.1.2 ‘RTSP for
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managed model UNIS-11 and NPI 10'.
The RTSP fields in the RTSP PLAY message SHALL be filled as follows:

0 The RTSP URL SHALL be set from the SDP h-uri attribute in the case
of an absolute URI. The “data” property SHALL be updated with the
SDP h-uri attribute. If the value of h-uri is a relative URI that is in the
form of a media path, then the RTSP absolute URL is constructed by
the OITF using the SDP IPAddress (from c-line) and port (from m-
line) as the base followed by h-uri value for the media path.

(eg. rtsp://10.5.1.72:22554/TV3/823527)

0 The RTSP Scale header SHALL be set to the value specified in
argument speed in method play. The argument SHOULD equal one of
the values in the playsSpeeds property. The Scale values [RTSP sec
12.34] are as follows:

= 1lindicates normal play,

= If not 1, the value corresponds to the rate with respect to
normal viewing rate,

= A negative value indicates reverse direction

If the speed argument of method play does not equal a supported play
speed indicated by the playSpeeds property, the player SHALL play the
content at the closest available playback speed. The play() method
SHOULD only return false if the best effort to play back the file at any
speed has failed.

The actual playback speed SHALL be available through the “speed”
property of the A/V object.

stop()

The method enables the OITF to terminate and ongoing CoD session. The
OITF SHALL request the IG to terminate the session as described in
[PROT][PROT] Sec 5.2.2.1 'Protocol over HNI-IGI'.

The OITF SHALL include the following information from the request. Not
all required headers are listed. Refer to the Protocol specification
[PROT][PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the content identifier as
E(relguest- described by the data property.eg.
i
BYE sip:PSI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0

X-OITF- Local defined OITF CurrentUser property. eg.
From
<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012

?I_('OlTF' Copied from the data property. eg.
o
sip: PSI-

Twister@IPTV_Service_Control.orange.com

The OITF SHALL remove all context information relevant to the
terminated COD session upon a successful response from the IG.
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seek ( Number pos )

Sets current play postion to “pos”, by using the “Range” parameter in the
RTSP PLAY as described in [PROT][PROT] sec 7.1.1.2 ‘RTSP for
managed model UNIS-11 and NPI 10'.

pause()

This method causes the OITF to send an RTSP PAUSE message (refer to
[PROT][PROT] sec 7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI-
10’). The RTSP PAUSE message SHALL include;

= The RTSP URL SHALL be set to the value retrieved from
the fmtp:iptv_rtsp h-uri attribute of the SDP answer.

= Session header SHALL be set as specified in the SDP
answer fmtp:iptv_rtsp h-session attribute

next()

Not Supported. Note: Track information is not supported in the protocol
specification and therefore out of scope.

previous()

Not Supported. Note: Track information is not supported in the protocol
specification and therefore out of scope.

Property

Procedures

read/write String data

This property holds the user part of the content identifier
[PROT][PROT] Sec 6.2.2.1.1 ‘Protocol over UNIS-8'.

It is used by the OITF compose the following headers for
requests towards the IG

X-OITF-Request-Line
X-OITF-To

If the “data” property of the AV object refers to a Content-
Access Descriptor (i.e. the object has type
“application/oipfContentAccess” as defined in Section 7.2), the
OITF must perform the following steps prior to performing the
procedures defined in [PROT] as described for method play():

= An HTTP GET request SHALL be made with the Request-
URI set to the URL of the Content-Access Descriptor as
denoted by the “data” property of the AV object.

=  After the server has returned a Content Access Descriptor
(i.e. a document with type
“application/oipfContentAccess”), the OITF SHALL
interpret the contents of the Content-Access Descriptor
and choose a URL defined by one of the <ContentURL>-
elements. The criteria for choosing a URL can be the DRM
system supported by the OITF. The URL SHALL then be
used for setting up a Streaming CoD session. The “data”
property of the AV object SHALL be changed to represent
the chosen URL.

= Based on the information retrieved from the Content-
Access Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent,
and SHOULD initialize the AV playback, i.e. by loading the
correct codecs as identified by the Content-access
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Descriptor.

readonly Number playPosition

The property holds the current play positon in milliseconds of
the media referenced by the data property. The property value
SHALL be based on the value retrieved using the RTSP
GET_PARAMETERS method and parameter “position” (refer
to [PROT][PROT] Sec 7.1.1.2 ‘RTSP for managed model
UNIS-11 and NPI-10’) adjusted for played duration and used
scale.

If infformation is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playSpeeds[ ]

The property holds the available speeds, or referred in RTSP
as Scale, to be used to change the playback speed. The
property value SHALL be based on the value retrieved using
RTSP GET_PARAMETERS method and parameter “scales”
(refer to [PROT][PROT] Sec 7.1.1.2 ‘RTSP for managed model
UNIS-11 and NPI-10’).

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playTime

The property holds the total duration in milliseconds of the
media referenced by the data property. The property value
SHALL be based on the value retrieved using RTSP
GET_PARAMETER method and parameter “duration” (refer to
[PROT][PROT] Sec 7.1.1.2 ‘RTSP for managed model UNIS-
11 and NPI10).

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playState

No procedures defined since it is not related to protocol
specification.

readonly Number error

No procedures defined since it is not related to protocol
specification.

readonly Number speed

Float value indicating the actual playback speed for the content
referenced by the data property. The normal default playback
speed is represented by value 1.

8.1.2.2 Scheduled Content

8.1.2.2.1 Conveyance of channel list

Service discovery description procedure as destiibPROT][PROT] sec 6.3.1.1 ‘Service Providercgigery’ and
[PROT][PROT] Annex B 2.3 ‘IPTV Service discoverysadeiption’ enables the OITF to obtain the URL tcess the
broadcast channel information. The OITF SHALL s8llUNIS-7 using this URL to obtain the Broadcastcbvery

Record.
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8.1.2.2.2 Switching channels

Methods

Procedures

setChannel(string
channelID, string
contentAccessDescriptoruRrL)

The setChannel method of the <video/broadcast> object SHALL be
used to initiate a broadcast session or switch channels. The procedures
that are performed over the HNI-IGI reference point depend on the
current state of broadcast session, either it is active or not. Note that an
inactive broadcast session means no service is being viewed.

Session Initation

The OITF SHALL generate a session initiation request over the HNI-IGI
including and SDP offer as described in [PROT][PROT] sec 5.2.1
‘Scheduled Content’. The bandwidth is set according to the explanation
under heading “Selection of Bandwidth” further down.

If a “contentAccessDescriptorURL” has been specified for the
setChannel method, the OITF must perform the following steps prior to
performing the procedures defined in [PROT] for performing
setChannel as described below:

= An HTTP GET request SHALL be made with the Request-URI set
to the URL of the Content-Access Descriptor as denoted by the
“contentAccessDescriptor” attribute.

= Based on the information retrieved from the Content-Access
Descriptor, the OITF SHALL passing the <DRMControlinformation>
to the appropriate DRM agent,.

The OITF SHALL provide the following information as part of the
scheduled session initiation request as described in [PROT][PROT]
Sec 6.2.1 ‘Scheduled Content’. Not all required headers are listed.
Refer to the Protocol specification [PROT][PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the well known P@Public
Request- Service Identifier) of the scheduled content. eg.

Line
INVITE
sip:IPTV_SC_Service@iptv.ericsson.com
SIP/2.0

X-OITF- Local defined OITRCurrentUser property. eg.

From ) ) ) _ _
<sip:family@ims.live.ericsson.com>;

tag=1211455936632545012

X-OITF- PSI of the scheduled content. eg.

To
sip:IPTV_SC_Service@iptv.ericsson.com

The Offer SDP included in the OITF be SHALL have attributes as
described in [PROT][PROT] Annex E.2 ‘Service Package SDP
attributes.

On positive response to the INVITE request the OITF SHALL send an
IGMP Join request on the UNIS-13 as described in [PROT][PROT] Sec
8.1.1.1 ‘Procedure for Scheduled Content on UNIS-13'.
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Session Modification

If the bandwidth conditions change as described under heading
“Selection of Bandwidth” further down then the OITF SHALL generates
a session modification request over the HNI-IGI including the new SDP
offer.

The OITF SHALL provide the following information as part of the
scheduled session modification request as described in [PROT][PROT]
Sec 6.2.1 ‘Scheduled Content’. Not all required headers are listed.
Refer to the Protocol specification [PROT][PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the well known PSI
Request- (Public Service Identifier) of the scheduled cohteq.
Line
INVITE
sip:IptvBroadcast@iptv.ericsson.com
SIP/2.0

X-OITF- Local defined OITRCurrentUser property. eg.
From
<sip:family@ims.live.ericsson.com>;

tag=1211455936632545012

X-OITF- PSI of the scheduled content. eg.

To
sip:IptvBroadcast@iptv.ericsson.com

The Offer SDP included by the OITF SHALL have attributes as relevant
to the new channel as described in [PROT][PROT] Annex E.2 ‘Service
Package SDP attributes’.

On receiving a successful response to the INVITE request the OITF
SHALL send and IGMP Leave and and IGMP Join request on the
UNIS-13 as described in [PROT][PROT] Sec 8.1.1.1 ‘Procedure for
Scheduled Content on UNIS-13'.

No Session Modification

If the bandwidth conditions as described under heading “Selection of
Bandwidth” further down have not changed then the OITF SHALL send
a membership report to leave the previously viewed channel, if
applicable, and with the same membership report join to the multicast
group associated with the selected channel. The multicast group
information is retrieved from the Broadcast Discovery Record.

Selection of Bandwidth

The bandwidth to be used for the broadcast session depends on the
information provided in the Broadcast Discovery Record (refer to
[META][META], sec 3.2.x ‘Broadcast Discovery Record’). The
Broadcast Discovery Record uses the term “service” to indicate a
channel.

If the TimeToRenegotiate (TTR) element is not provided within the
IPService of the Broadcast Discovery Record then the bandwidth
SHALL be based on the maximum bandwidth for all the services in the
Broadcast Discovery Record. In this case only one session initiation is
performed at initial activation of broadcast service, and no session
modification is required.

If the TTR element is provided then the MaxBitRate from the new
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service and current service are compared. If broadcast service is not
active and there is no active current service, session initiation is
performed with the new service MaxBitRate. For already active
broadcast service there are three conditions.

= If the MaxBitrate of the new service is greater than that of the
current service and the reserved bandwidth is exceeded, network
bandwidth reservation using the MaxBitrate of the new service
SHALL occur immediately with session modification to ensure
sufficient bandwidth is made available for the new service.

= If the MaxBitrate of the new service is equal to that of the current
service, network bandwidth reservation procedures SHALL NOT be
performed as sufficient bandwidth is already available for the new
service.

= If the MaxBitrate of the new service is less than that of the current
service and there is no pending TTR timer, a timer using the TTR

element of the new service is started which will renegotiate the
bandwidth with session modification.

Note that at every channel change if there is a pending timeout for
session modification due to a previous service change then the timer is
restarted. When the timer expires the bandwidth for the currently
viewed service is used in a session modification.

are further described above.

8.1.2.2.3 End broadcast service

Methods

Procedures

release()

The release method of the video/broadcast object causes the OITF to
perform an IGMP Leave on the active broadcast session as described
in [PROT][PROT] sec 8.1.1.1 “Procedure for leaving a Scheduled
Content service”.

OITF SHALL then execute a session termination procedure by sending
a BYE request over the HNI-IGI interface as described in section
[PROT][PROT] Sec 5.2.1.1 ‘Protocol over HNI-IGI'. The request SHALL
include the following information. Not all required headers are listed.
Refer to the Protocol specification [PROT][PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the well known P@Public
Request- Service Identifier) of the scheduled content. eg.
Line

INVITE
sip:IPTV_SC_Service@iptv.ericsson.com
SIP/2.0
|>:<'O|TF' Local defined OITF CurrentUser property. eg.
rom
<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012
2|_<'O|TF' PSI of the scheduled content. eg:
o

sip:IPTV_SC_Service@iptv.ericsson.com
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8.1.2.3 IMS APIs

Methods

Procedures

registeruser( string userId, Performs IMS registration with the specified user ID as

String pin )

described in [PROT][PROT] sec 5.3.6.1 ‘Procedure for User
Registration and Authentication in Managed Model on HNI-IG
Interface’.

<)1|9R991' sterUser( Sstring userId Performs IMS de-registration with the specified user ID as

described in [PROT][PROT] sec 5.3.6.1 ‘Procedure for User
Registration and Authentication in Managed Model on HNI-IG
Interface’.

subscribeImsNotification

(FeatureTagCollection

featureTagCollection, boolean
performuserregistration)

OITF maintains applications that have subscribed to
notifications. If applicable it will send a re-registrationto the IG.
When new messages arrive at the IG it shall notify the OITF. (as
defined in [PROT][PROT] sec 5.5.1.2).

unsubscribeImsNotification() This is a local call within OITF to notify that the DAE application

shall not receive unsolicited notification. The OITF shall use
native code to handle new dialogues. Any feature tag values that
were added by the DAE application are removed for the
indicated userld since no native code is setup to process the
new dialogues for the feature tag values.

8.1.3 Network (Unmanaged Services only)

This section provides details of mapping of the DABS to the descriptions provided in the Protapecification
[PROT] for APIs between the OITF and the Networke3e are the RTSP control, reference point UNISférence

point UNIS-13.

8.1.3.1 Streaming CoD

Method

Procedures

play( Number speed )

The "speed" parameter is a floating point value indicating the requested

playback speed. A value of 1 represents normal playback speed, and other
values are relative to this.

RTSP

The RTSP URL signalled by the “data” attribute SHALL be used to initiate
the process defined in [PROT][PROT] Sec 7.1.1.1.1. The “data” attribute
SHALL furthermore be updated with the new URI after redirection requests
(moved). The RTSP PLAY request SHALL include a "Scale" header set to
the value of the "speed" parameter passed to the API. The server will play
the stream at the specified speed, if supported.

HTTP
The HTTP URL signalling by the “data” attribute SHALL be used to initiate

the process defined in [PROT][PROT] Sec 5.2.2.2. The “data” attribute
SHALL furthermore be updated with the new URI after redirection requests
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(moved). The “speed” parameter SHALL be passed to the OITF media
player, which SHOULD attempt to play back the content at the requested
speed.

stopQ)

RTSP

The OITF SHALL initiate the process defined in [PROT][PROT] Sec
7.1.1.1.2.

HTTP

The OITF SHALL stop playback. The OITF MAY close the connection to the
server and MAY clear any buffered content.

seek ( Number pos )

RTSP

Sets current play postion to “pos”, by using the “Range” parameter in the
RTSP PLAY as described in [PROT][PROT] sec 7.1.1.1 ‘RTSP for
managed model UNIS-11 and NPI 10'.

HTTP
The OITF SHALL attempt to playback from the specified position “pos”. It

MAY use the RANGE header as described in [PROT][PROT] Sec 5.2.2.2 as
necessary.

pause()

RTSP

This method causes the OITF to send an RTSP PAUSE message (refer to
[PROT][PROT] sec 7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI-
10’). The RTSP PAUSE message SHALL include:

HTTP

The OITF SHALL pause playback.

next()

Not Supported. Note: Track information is not supported in the protocol
specification and therefore out of scope.

previous()

Not Supported. Note: Track information is not supported in the protocol
specification and therefore out of scope.

Property

Procedures

read/write String data

RTSP

This property holds the RTSP URI for the content item.
HTTP

The property holds the HTTP URI for the content item.

If the “data” property of the AV object refers to a Content-
Access Descriptor (i.e. the object has type
“application/oipfContentAccess” as defined in Section 7.2),

the OITF must perform the following steps prior to performing
the procedures defined in [PROT] as described for method
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play():

= An HTTP GET request SHALL be made with the
Request-URI set to the URL of the Content-Access
Descriptor as denoted by the “data” property of the AV
object.

= After the server has returned a Content Access
Descriptor (i.e. a document with type
“application/oipfContentAccess”), the OITF SHALL
interpret the contents of the Content-Access Descriptor
and choose a URL defined by one of the <ContentURL>-
elements. The criteria for choosing a URL can be the
DRM system supported by the OITF. The URL SHALL
then be used for setting up a Streaming CoD session.
The “data” property of the AV object SHALL be changed
to represent the chosen URL.

= Based on the information retrieved from the Content-
Access Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent,
and SHOULD initialize the AV playback, i.e. by loading
the correct codecs as identified by the Content-access
Descriptor.

readonly Number playPosition

The property holds the current play positon in milliseconds of
the media referenced by the data property.

For RTP, The property value SHALL be based on the value
retrieved using the RTSP GET PARAMETERS method and
parameter “position” (refer to [PROT][PROT] Sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI-10") adjusted
for played duration and used scale.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playSpeeds [ ]

For RTSP, the property holds the available speeds, or
referred in RTSP as Scale, to be used to change the
playback speed. The property value SHALL be based on the
value retrieved using RTSP GET PARAMETERS method and
parameter “scales” (refer to [PROT][PROT] Sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI-10).

For HTTP, the possible playback speeds are determined by
the OITF internal capabilities and buffering model, and the
speed at which content is delivered. The OITF MAY make
this information available via this property.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playTime

The property holds the total duration in milliseconds of the
media referenced by the data property.

For RTSP, the property value SHALL be based on the value
retrieved using RTSP GET_PARAMETER method and
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parameter “duration” (refer to [PROT][PROT] Sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI10).

For HTTP, the property value MAY be determined using the
“Content-Length” HTTP header, although it is noted that this
method does not work for variable bit rate content.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playState No procedures defined since it is not related to protocol
specification.
readonly Number error No procedures defined since it is not related to protocol

specification.

readonly Number speed Float value indicating the actual playback speed of the player
for the content referenced by the data property. The normal
default playback speed is represented by value 1.

8.2 URI Schemes and their usage

The following table lists possible URL schemas #rar usages within DAE documents (XHTML, JavaSgiimages,
and references to A/V content). If a certain URhesoe is supported, the corresponding protocols tdRL scheme
SHALL be supported as defined by the reference(s)

Table 11: URI schemes and usages

URI Usage Reference Comments
scheme
dvb Application launching Application locator as
defined by section 14.1.7
of [MHP]
http and Transport of DAE documents Section 5.3.3.1 of An URL to refer
https [PROT][PROT] documents supported
by DAE

Section 5.3 of [CEA-
2014-A]

Section 5 of [CSP][CSP]

COD streaming(“http-get”) A Content URL
specified in the data

COD download(“http-get”) attribute of A/V object
as defined in the

crid Cc(I)D) streaming (“sip-rtsp-rtp- '[TDnF?g)'}]TPOF]; OT] S;tcrtelgl:nzgpld v

udp” :
content” of [[CEA-
2014-A]

COD streaming(“sip-rtsp-udp”)
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rtsp

COD streaming (“rtsp-rtp-udp”)

A Content URL
specified in a Content
Access Descriptor

COD Streaming(“rtsp-udp”)

descrinbed in the
section 7.1.1
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9 Capabilities

9.1 Minimum DAE capability requirements

This section defines minimum capabilities which Blinplementations are required to provide to thel&ative
Application Environment and the applications rurmnin that environment.

The following section defines minimum capabilitigiich SHALL apply to all OITFs.
OITFs SHALL support multiple simultaneous applicas loaded and running in the browser.

OITFs SHALL support at least 2 DAE applicationsragvisible at one time, one application showingdfication in
the natification window (as defined in Section 8.6f CEA-2014-A) and one in the main browser a@d.Fs MAY
support more than one DAE application being visdilene time in the main browser area. On OITFsr&vbely one
DAE application is visible at one time in the mamowser area, it is OITF implementation specifigvitbe visible
application is changed.

OITFs with an HD output SHALL support 1280x720 dras on that output when HD video is being deconledthen
no video is being decoded. OITFs MAY support 192 graphics.

The present document does not define any requiresncencerning support for SD graphics.

OITFs SHALL support unrestricted scaling of IP delied video.

The present document does not define any requirsni@nscaling of video not delivered via IP, érghybrid OITFs.
The present document does not define requiremenwipporting decoder format conversion.

The present document does not define requirementsXel depth in the graphics system except tHaF® SHALL
support at least one bit of per-pixel alpha.

The present document does not require the capatailihix audio from memory and audio from a curkgdecoded
stream.

OITFs SHALL support decoding one stream containiidgo and audio. They MAY support decoding morenthae
stream.

OITFs SHALL support the Tiresias font or equivaleiith the “Basic Euro Latin Character set”. They MAupport
other fonts in addition.

OITFs SHALL provide some means for text input. pnesent document does not specify any particulatisa.

The present document recommends support for pdiatsd input. Please note that Annex B containgsom
requirements regarding pointer based input.

In their SSL/TLS implementation, OITFs SHALL suppor
a) key lengths of up to 2048 bits for the asymmetricrgption part
b) for the symmetric part, at least 128-bit for AES! & least 168-bit for 3DES

The present document does not define requirementaihimum memory sizes for DAE applications or Glbehaviour
when available memory is low. This specificatiom&iberately silent about the conditions underchitthe
LowMemory event defined in section 7.13.4 is getesta

OITFs SHALL support at least 100 cookie's with aximaum of 20 per domain and a maximum size for anuidual
cookie of 4K.

The present document does not require control dibatolume to be exposed to the DAE.
OITFs SHALL make at least the following remote cohkey events available to DAE applications;
e 09

® up, down, left, right, enter / OK , back
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If the OITF remote control has an applicable bufemthe following keys then corresponding key eége®HALL be
made available to DAE applications and this SHAld dignalled using the CEA-2014 capability exchamgehanism.

® The keys in the CEA-2014 “<playcontrolkeys>" group
® VK _FAST_FWD
e VK_REWIND

The present document is intentionally silent concegy whether making the following remote controy levents
available to DAE applications is mandatory or opsib

® The keys in the CEA-2014 "<colorkeys>" group,
e VK_HOME,

e VK MENU,

e VK_GUIDE,

e VK_TELETEXT,

e VK_SUBTITLES,

e VK_CHANNEL_UP,

e VK_CHANNEL_DOWN,
e VK VOLUME_UP,

e VK_VOLUME_DOWN,
e VK_MUTE.

Where OITFs make other remote control key everalale to DAE applications, this SHALL be donesagcified by
CEA-2014. Whenever applicable, this SHOULD be dasiag the complementary Ul profiles defined in mieext
paragraph.

9.2 Default Ul profiles

The OITF SHALL support at least one of the CEA-2Qll4elated base profiles defined in Table 12 radated by the
"name' attribute of the <ui_profile> element of the OIT&pability description.

Table 12: Base Ul Profile Names

Base Ul Profile Name Default values

"OITF_SDEU_UIPROF" <width>720</width>

<height>576</height>

<colors>high</colors>

<hscroll>false</hscroll>

<vscroll>true</vscroll>

<font type="sans-serif" defaultsize="16">Tiresias</font> with
support for the Unicode character range “Basic Euro Latin Character

set” as defined in Annex E of [MHP].

<key>VK_BACK</key>
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<navigationkeys>true</navigationkeys>
<numerickeys>true</numerickeys>
<pointer>false</pointer>

<security protocolNames="ssl tIs">true</security>

<overlay>per-pixel</overlay><!-- whereby at least one level of
partial transparency between graphics and video must be supported
as per the minimum requirements of Section 9.1 -->

<overlaylocal>per-pixel</overlaylocal><!-- whereby at least one
level of partial transparency between graphics and video must be
supported as per the minimum requirements of Section 9.1 -->

<overlaylocaltuner>per-pixel</overlaylocaltuner><!-- whereby at
least one level of partial transparency between graphics and video
must be supported as per the minimum requirements of Section 9.1
>

<overlaylPbroadcast>per-pixel</overlaylPBroadcast><!-- whereby
at least one level of partial transparency between graphics and
video must be supported as per the minimum requirements of
Section 9.1 -->

<notificationscripts>false</notificationscripts>
<save-restore>false</save-restore>

"OITF_SD60_UIPROF" Same as OITF_SDEU_UIPROF, with the following modifications:

<width>720</width>
<height>480</height>

"OITF_SDUS_UIPROF" Same as OITF_SDEU_UIPROF, with the following modifications:

<width>640</width>
<height>480</height>

"OITF_HD_UIPROF" Same as OITF_SDEU_UIPROF, with the following modifications:

<width>1280</width>

<height>720</height>

<colors>high</colors>

<font type="sans-serif" defaultsize="24">Tiresias</font> with
support for the Unicode character range “Basic Euro Latin Character
set” as defined in Annex E of [MHP].

"OITF_FULL _HD_UIPROF" Same as OITF_HD_UIPROF, with the following modifications:

<width>1920</width>
<height>1080</height>

In order to capture the heterogeneity of the festsupported by OITF devices, this specificatiso alefines a set of
complementary Ul Profile name fragments, each d¢oristy a particular logical subset of capabilitiéer which a OITF
can indicate support by appending the Ul Profilmedragment to the name of the supported base dfilgom the
“name” attribute of the <ui_profile>-element. Bdtte OITF and server SHALL support the concatenatioa series of
Ul profile name fragments in any order.
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Table 13:

Complementary Ul Profile Name Fragments

Ul Profile Name Fragment

Default values

"+TRICKMODE" <key>VK_PLAY</key>
<key>VK_PAUSE</key>
<key>VK_STOP</key>
<key>VK_REWIND</key>
<key>VK_FAST_FWD</key>
"t AVSTREAM" <video_profile type="application/oipfContentAcceks"
"+DL" <download protocolNames="http">true</download>
<mime-extensions>application/oipfContentAccess</ergmtensions>
"+IPBC" <video_broadcast type="ID_IPTV_SDS”
scaling="arbitrary">true</video_broadcast>
"+ANA" <video_broadcast type="ID_ANALOG”
scaling="quarterscreen">true</video_broadcast>
"+DVB_C" <video_broadcast type="ID_DVB_C"
scaling="quarterscreen">true</video_broadcast>
"+DVB_T" <video_broadcast type="ID_DVB_T"
scaling="quarterscreen">true</video_broadcast>
"+DVB S" <video_broadcast type="ID_DVB_S"

- scaling="quarterscreen>true</video_broadcast>
"+META_BCG” <clientMetadata type="bhcg">true</clientMetadata >
“+META_SI" <clientMetadata type="dvb-si">true</clientMetadata
"+ITV_KEYS" <key>VK_HOME</key>

<key>VK_ MENU</key>
<key>VK_CANCEL</key>
<key>VK_SUBTITLES</key>
<colorkeys>true</colorkeys>
"+CONTROLLED" <key>VK_CHANNEL_UP</key>

<key>VK_CHANNEL_DOWN</key>
<key>VK_VOLUME_UP</key>
<key>VK_VOLUME_DOWN</key>
<key>VK_MUTE</key>

<configurationChanges>true</configurationChanges>

Copyright 2009 © Members of the Open IPTV Forum




Page 194 (223)

<extendedAVControl>true</extendedAVControl>

When relevant (ie when coupled with +DL, resp +PVR)
<download manageDownloads="true">true</download>
<pvr manageRecordings="true">true</pvr>

<remote_diagnostic>true</remote_diagnostic>

"+PVR" <key>VK_RECORD</key>

<recording>true</recording>

"tDRM" <drm DRMSystemID="urn:dvb:casystemid:19188">TS_BBITES_BBTS
MP4_PDCF</drm>

Whenever an OITF supports an extension to the diitpsbthat can be defined using a combinatioa dase Ul Profiles
and a (number of) Ul Profile fragment(s), it SHARHvertise this extension using the CEA-2014 Ul ilrekextension
mechanism.

Examples of valid OITF capability profiles are:

A pure HD-capable IPTV OITF, which supports live B¥P TV via SD&S, streamed mpeg at SD and HD fospat
trickplay, and access to an embedded BCG metatertd: c

<profilelist>

<ui_profile name="OITF_HD_UIPROF+IPBC+AVSTREAM+META _BCG+TRICKMODE+ITV_KEYS+CONTROLLED+DRM">

<ext>
<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAPar entalRatingCS:2001"> true
</parentalcontrol>
</ext>
</ui_profile>
<video_profile type="application/oipfCcontentAccess ">
<video_profile name="TS_AVC_SD_25 HEAAC” type="vide o/mpeg” transport="http-get rtsp-rtp-udp”

DRMSystemID="urn:dvb:casystemid:19188"/>

<video_profile name="TS_AVC_HD_25 HEAAC" type="vide o/mpeg” transport="http-get rtsp-rtp-udp”
DRMSystemID="urn:dvb:casystemid:19188"/>
</profilelist>

A hybrid HD-capable box, supporting live DVB broadts over satellite, broadcast recording, and (Nharotected and
unprotected) VoD in progressive download:

<profilelist>
<ui_profile name=" OITF_HD_UI_PROF+AVSTREAM+TRICKMODE+ITV_KEYS+CONTREI+DRM+DVB_S+META_SI+PVR">
<ext>
<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAPar entalRatingTVCS:2001"> true

</parentalcontrol>

</ext>
</ui_profile>
<video_profile name="AVC_SD_25 HEAAC" type="video/m peg” transport="http-get rtsp-rtp-udp”/>
<video_profile name="AVC_HD_25 HEAAC” type="video/m peg” transport="http-get rtsp-rtp-udp”/>

</profilelist>

Copyright 2009 © Members of the Open IPTV Forum



Page 195 (223)

A hybrid device providing access to its ATSC temiastuner, DVB-IPTV ‘tuner’, and PVR functionajito DAE
applications, but not exposing ‘trickmode’ or ‘cooited’ key events to DAE applications running hetbrowser:

<profilelist>
<ui_profile name="OIF_HD_UIPROF+PVR+IPBC">
<ext>
<video_broadcast type='ID_ATSC_T' scaling="arbitrar y">true</video_broadcast>
<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAPar entalRatingCS:2001
urn:mpeg:mpeg7:cs:MPAAParentalRatingTVCS:2001"> tru e </parentalcontrol>
</ext>
</ui_profile>

</profilelist>

9.3 CEA-2014 Capability Negotiation and Extensions

This section contains extensions and modificatiorthe CEA-2014[CEA-2014-A] capability negotiatiorechanism. If
an OITF doesn't return a given capability via tla@ability exchange mechanism as defined in Se&tidmf CEA-2014-
A, either as part of the profile or using an <egtement, that capability is not supported. The sehwith the extensions
and modifications to the capability descriptiordagined in this section can be found in Annex Fe bhema in Annex
F SHALL be used instead of the existing capabdigcription schema as defined in Annex C of CEAL[MEA-2014-

Al.

9.3.1 Tuner/broadcast capability indication

If an OITF supports control over its local tunendtionality by a server, an OITF SHALL indicateshhrough the
capability exchange mechanism as defined in Seétdmf CEA-2014-A. To this end the following nelements
SHALL be supported for a capability descriptioncapability profile (see Annex F for more informatjo

<video_broadcast>- indicates whether or not the OITF supports tidea/broadcast object to enable control of its
local tuner functionality by a server (i.e. retii@y the tuner’s channel line up, switching chanmélthe tuner, and
rendering the output of the broadcasted conteritlénshe browser). The <video_broadcast>-element dias

attributes:
o]

Attribute type specifies the type(s) of tuner(s) for which theTBPlallows tuner control, by using a
space-separated list of idType values as specifie@ection 7.4.2.1 for the Channel object (i.e.
“ID_ANALOG", “ID_DVB_C", etc.).

Attribute transport specifies a space-separated list of supportedisfiat) protocols in case of IP
Broadcasts (i.e. if the type attribute contains ofehe ID_IPTV_* idType values as specified in
Section 7.5). This is done by using one or morthef(transport) protocol names as defined in Arfrex
of the [Protocols specification].

Attribute scaling specifies the method of video scaling the OITFpsufs for the tuner output (i.e.
“arbitrary”, “quartersize”, “0.33x0.33” or “none”)ith default value “arbitrary” if omitted.

Attribute minSizespecifies the minimal size, as a percentage ofutextent of the OITF's display, to
which the OITF supports scaling of video contentereed over the (logical or physical) tuner if
attribute scaling has value “arbitrary”. The value “0” for thminSizeattribute indicates support for
arbitrary and unrestricted scaling of the videoe Malue of the attributeninSizeSHALL be silently
ignored if the value of the attribusealingis not “arbitrary”.

Attribute nrstreamsprovides an indication of the number of video @tne that can be rendered
simultaneously by the indicated tuner functionaftypically limited by the number of tuners supatt
by the device), with a default value of “1” if oreitl.

Attribute postList specifies whether or not the OITF supports the ATHOST method defined in
Section 7.4.1.1, respectively whether or not theveseuses the posted channel list information, if
conveyed by the OITF, to exercise tuner contrahnfOITF does not post the channel list informatan
server SHALL, irrespective of the value it spedififor the postListattribute in its server capability
description, rely on the getChannelConfig() metdefined in Section 7.4.1.2 to access the chanstel li
information.
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The<video_broadcast>-element is defined using the following XML Schefreegment. Multiple
<video_broadcast>-elements may be specified to distinguish betwaaars with different behaviour or
capabilities, for example with respect to scaling:
<xs:element name="video_broadcast" type="videoBroadcastType" minOccurs="0"
maxOccurs="unbounded" />
<xs:complexType name="videoBroadcastType'> ]
<xs:attribute name="type" type="xs:string" use="required"/>
<xs:attribute name="transport" type="xs:string"/>
<xs:attribute name="nrstreams" type="xs:unsignedInt" default="1"/>
<xs:attribute name="scaling" type="scalingType" default="arbitrary"/>
<xs:attribute name="minSize" type="xs:unsignedInt" default="0"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:complexType>

- <overlaylocaltuner> - indicates whether or not the OITF supports oyerfar video broadcasts received through
the local tuner, i.e. allows XHTML content to bendered on top of video content broadcasted oved lomer. If
included, the value of this element SHALL be: (noneoff|global|per-pixel), whereby the same requeats as
defined for element <overlay> in [Req. 5.2.1.a[0&fA-2014-A SHALL apply.

NOTE: As defined by [Req. 5.2.1.e] of CEA-2014-A@h server MAY use these elements in the serpahiiity
description, if a server requires control of theeufunctionality of an OITF for the correct renidgrof its service.

9.3.2 Broadcasted content over IP capability indica  tion

If an OITF supports functionality for rendering thetput of the broadcasted content received ovérdide the browser
and optionally providing an IPTV related channeglup and favourite list to the server, an OITF $HAndicate this
through the capability exchange mechanism as d&fm&ection 5.2 of CEA-2014-A. This SHALL be damgng the
same <video_broadcast> element as defined in $e2i®1, whereby the type attribute contains oréhe@iD IPTV_*
idType values as specified in Section 7.5:

- <video_broadcast>- indicates whether or not the OITF supports tidea/broadcast object to enable control
rendering the output of the broadcasted conterdived over IP inside the browser and optionallyvjgiimg an
IPTV related channel line-up and favourite listhe server.

To indicate support for overlays over IP broadctstsfollowing element SHALL be used (see AnnexFrore
information):

- <overlaylPbroadcast> - indicates whether or not the OITF supports owasrffor IP video broadcasts, i.e. allows
XHTML content to be rendered on top of video cohtemadcasted over IP. If included, the value i tlement
SHALL be: (none|on-off|global|per-pixel), wherethetsame requirements as defined for element <gveiila
[Req. 5.2.1.a] of CEA-2014-A SHALL apply.

NOTE: As defined by [Req. 5.2.1.e] of CEA-2014-A@h server MAY use these elements in the serpahiiity
description, if a server requires control of théed/broadcast object to control broadcasts recavedIP for the
correct rendering of its service.

9.3.3 PVR capability indication

Support for the control of recording functionalihat is available to the OITF by a server SHALLithdicated in the
capability exchange mechanism as defined in Seétidrf CEA-2014-A. This specification defines thowing
element that can be added to a capability desonipti

- <recording>: indicates whether or not the OITF supports contfats local recording (i.e. PVR) functionality ey
server. If included, the value of this element SHAbe (true|false). The boolean attribupdBroadcastspecifies
whether or not the OITF also supports recordingA\df content broadcasted over IP, and the Boole&rbate
postListspecifies whether or not the OITF supports the HFPPIOST method defined in Section 7.6.1, respegtivel
whether or not the server uses the posted chaishéiformation, if conveyed by the OITF, to codttioe recording
functionality available to the OITF. If an OITF doeot post the channel list information, a serverABL,
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irrespective of the value it specified for thestListattribute, rely on thgetChannelconfig() method defined
in Section 7.6.1 to access the channel list inféionaThe Boolean attribut@anageRecordingspecifies whether or
not the OITF supports managing recordings throhghJavaScript APIs defined in section 7.11.2.

The <recording>-element is defined using the follmpuXML Schema fragment (see Annex F for more
information):
<xs:element name="recording" type="pvrType"/>
<xs:complexType name="pvrType'>
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="ipBroadcast" type="xs:boolean" default="false"/>
<xs:attribute name="manageRecordings" type="xs:boolean" default="false"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

NOTE: As defined by [Req. 5.2.1.e] of CEA-2014-Aever MAY also use these element in the serveatubfy
description, if a server requires control of theoreling (PVR) functionality that is available to @hTF for the correct
rendering of its service.

9.3.4 Download CoD capability indication

If a client supports downloading content to a dligvith or without DRM protection), the client SHALindicate this by
using the value “true” for the <download>-elemenside the client capability description, as defime&ection 5.2.1 of
CEA-2014-A. The <download>-element SHALL adher¢h® definition of bullet o) of [Req. 5.2.1.a] of BR2014-A.
Furthermore, the client SHALL include a <mime-exiens>-element (as defined by bullet t) of [Re@.Bka] of CEA-
2014-A) in its capability description with valuegialication/oipfContentAccess” to indicate suppant the content
access description document format as defineddtid®®e7.1.

A client MAY include an informative list of MIME-fges it supports for playback after download throtigh<mime-
extensions> element. Note that since content dadhioay be separated from content playback, a sSSH&ULD not
rely on this information to be present.

If a client supports managing downloads throughJtneaScript content download API specified in $gci.11.3 then
the client SHALL indicate this using the attribum@nageDownloadsThis attribute has the following definition (see
Annex F for more information):

<xs:attribute name="manageDownloads" type="xs:string" default="none"/>
If present, this attribute SHALL take one of thédwing values:
= “none”: indicates that the client does not support margagdownloads
= ‘“initiator” : indicates that downloads initiated by the curegoplication may be managed

= “samedomain”: indicates that downloads initiated by applicasidrom the same fully-qualified domain
may be managed.

= “all” : indicates that downloads initiated both by therent application and other applications may be
managed

If not present, a value of “none” SHALL be assumed.

Example:
<download protocolNames="http ftp” manageDownloads= "all > true </download>
<mime-extensions> application/oipfContentAccess </m ime-extensions>

NOTE: As defined by Req. 5.2.1.e of [CEA-2014-Adexver MAY also use these element in the servealtibty
description, if a server requires the download @e&chanisms available on a client for the correeraiion of its
service.
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9.3.5 Parental ratings

If an OITF supports a parental control system@heF SHALL indicate this by using the value “truigt element
<parentalcontrol> in the OITF capability profilesdeiption, and define a space separated list ofesavhparental rating
schemes using the “schemes” attribute.

The schema of the <parentalcontrol>-element imdefias follows (see Annex F for more information):

<xs:element name="parentalcontrol" type="parentalControlType"/>
<xs:complexType name="parentalControlType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="schemes” type="xs:string”’/>

</Xs:extension>
</xs:simpleContent>
</xs:complexType>

For which the following semantics SHALL apply:

<parentalcontrol> - indicates whether or not the OITF supports entlcontrolled parental control system. If included
in the OITF capability description, the value aftelement SHALL be: (true|false). The <parentaicdr-element has
the following attributes:

e attribute“schemes”™ SHALL be a non-empty space separated list of-gasensitive names of parental rating
schemes registered with the platform (either byntlaufacturer, or by applications where the rasicigeme is
associated with a recording), if the value of tparentalcontrol>-element is true. Valid rating soles names
include the ParentalRating classification schemmasaas defined in [MPEG-7], extended with the
“GermanyFSK” system as specified in [META][META]).

Example:

<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAPar entalRatingCS:2001">
true
</parentalcontrol>

9.3.6 Extended A/V API support

The OITF SHALL indicate support for the extended &bntrol APIs defined in section 7.11.1 using thikowing
element in the OITF’s capability description (se@néx F for more information):

<xs:element name="extendedAvControl" type="xs:boolean"/>

If included, the value of this element SHALL beug|false).

9.3.7 OITF Metadata API support

The OITF SHALL indicate support for client-side méata processing and the APIs defined in sect@mwsing the
following element in the OITF's capability descigat (see Annex F for more information):

<xs:element name="clientMetadata" type="metadataType"/>
<xs:complexType name="metadataType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="type" type="xs:string"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

This element has the following semantics:
<clientMetadata> - indicates whether or not the OITF supports anttside metadata processing. If included in
the RUI Client capability description, the value tbfs element SHALL be: (true|false). The <clientktata>
element has the following attributes:

- attribute “type” SHALL include a non-empty space separated listnames of supported metadata
systems/protocols, if the value of the <clientmatad element is true.
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Below is an extensible list of case insensitiveadata system/protocol names which MAY be usedHisr t
attribute:

* ‘“bcg”:indicates support for the TV-Anytime Broadbanch@mt Guide metadata format.
» “sd-s”: indicates support for the DVB SD&S metadata farma
e “dvb-si” : indicates support for the DVB-SI metadata format.

9.3.8 OITF Configuration API support

The OITF SHALL indicate support for modification ®iTF configuration and settings by applications the APIs
defined in section 7.10) using the following elemi@rthe OITF's capability description (see AnnefoF more
information):

<xs:element name="configurationChanges" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).

9.3.9 IMS API Support

The OITF SHALL indicate support for IMS API (viagAPIs defined in section 7.8) using the followgigments in the
client’s capability description (see Annex F fornminformation):

<xs:element name="1ims" type="xs:boolean"/>

<xs:element name="communication_services" type="xs:boolean"/>

If included, the value of these elements SHALL (bere|false).

9.3.10 DRM capabilty indication

If an OITF supports content to a client under DRidtpction, the client SHALL include one or more rd-elements
inside the client capability description. The <drelement identifies support for a DRM system thioatjribute
“DRMSystemID”. The <drm>-element is defined usihg following XML Schema fragment (see Annex F fayrm
information):
<xs:element name="drm" type="drmType" minoccurs="0" maxOoccurs="unbounded" />
<xs:complexType name="drmType'>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="DRMSystemID" type="Xxs:string" use="required"/>
<xs:attribute name="protectionGateways" type="xs:string" default=""/>
</xs:extension>
</xs:simpleContent>
</Xxs:complexType>

And with the following semantics:

<drm> - indicates whether or not the client supportsRivDcontent protection system for downloading améasting
content. If included in the RUI Client capabilitgstription, the value of this element SHALL be acspseparated list of
zero or more case-insensitive names of suppofedriid/or container formats for protected contgnthe DRM system
indicated by the "DRMSystemID" attribute, suchttzes OMA DRM Content Format (DCF). Valid values ungdé: the
system_format name of the first column of Tablg BAEDIA], and a protection format of the seconalumn of Table

3 of [MEDIA], concatenated with an underscore In'.case of the Gateway centric approach definefCl®p], this
attribute indicates the protectionFormats whichsangported by the combination of OITF and CSP Gayeand may be
omitted.

The <drm>-element has the following attributes:

- attribute"DRMSystemID” SHALL include a supported DRM system. Valid valé@sthe "DRMSystemID" include
the values as defined by element DRMSystemID ind 8tf Section 3.3.2 of [META]. For example, foralin, the
DRMSystemID value is “urn:dvb:casystemid:19188"chse of the Gateway centric approach defined BP[Cthis
DRMsystemID attribute indicates the DRM System{dYNIS-CSP-G which is supported by the combinattb®ITF
and CSP Gateway.
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- attribute“protectionGateways” SHALL include a space separated list of zero orenvase-insensitive names of
supported CSP Gateway types that are capablegpbsiing the DRM system indicated by attribute “DRistemID”.
This attribute is conditional mandatory and SHAL& dpecified in the case that the DRM System inditat the
“DRMSystemID” attribute is supported by the CSP &edy. Valid values for the scheme for the Gatevenytric
approach defined by [CSP] are “dtcp-ip” and “ci+".

Examples:

<drm DRMSystemID="urn:dvb:casystemid:19188" >TS_BBT S TTS_BBTS MP4_PDCF</drm>

<drm DRMSystemID="urn:dvb:casystemid:12348" protect ionGateways="ci+">TS_PF TTS_PF</drm>
<drm DRMSystemID="urn:dvb:casystemid:12348” protect ionGateways="dtcp-ip">TS_PF</drm>

9.3.11 Media profile capability indication

If an OITF supports streaming A/V content to themt, the client SHALL indicate this by includingnan-empty list of
<audio_profile> and/or <video_profile> elementghe RUI client capability description. The <audioofle> and
<video_profile> elements SHALL adhere to the followrequirements in addition to what has been @effiny bullet v)
and w) of [Req. 5.2.1.a] of CEA-2014-A:

- Valid values for the “type”-attribute of the <audjwrofile> and <video_profile>-elements include the
MIME-types given in Section 3 of [MEDIA].

- Valid values for the “name”-attribute include:

o for <video_profile>-elements: the system format pathe video format name and the audio format
name for A/V contents, concatenated with an unaeest ’, as defined in Section 3 of [MEDIA].

o for <audio_profile>-elements: the audio format neforepure audio contents in Table 4 of
[MEDIA]

o for both <video_profile>, and <audio_profile>-elem it is allowed to include multiple profile
names corresponding to the same MIME-type, by sgipareach profile name with a whitespace
character.

- Valid values for the “transport”-attribute inclu¢e space-separated list of ) the protocol nameefused in
the column “Name for <protocol>" in Annex F.1 off®T], whereby the value “http” as specified as
default value for the “transport™-attribute in CE2®14-A SHALL correspond to value “http-get”.

- The <video_profile> and <audio_profile>-elementsARH support a new attribute called “DRMSystemID”,
which SHALLinclude a space separated list of zermore DRM system IDs supported for the media
profile(s), whereby the DRMSystemID SHALL corresddn a <drm>-element (as defined in section 9.3.10.
about DRM capability indication) with the same afor attribute “DRMSystemID”. In the case the
attribute “DRMsystemID” is specified, non-protect&fl/ contents of the media profile(s) SHALL be also
supported. For non protected media profile(s), dtisbute MAY be omitted (see Annex F for more
information).

— Next to providing the list of supported audio amdieo profiles, the client SHALL include an
<audio_profile> element and/or a <video_profileersént with the value “application/oipfContentAcges
for attribute “type”, to indicate support for thertent access description document format as dakfine
Section 7.1.1 as value for the “data” attributehef A/V object as defined by [CEA-2014-A] to intiéethe
streaming of content.

Examples:

<video_profile type="application/oipfContentAccess" />

<video_profile
name="TS_MPEG2_SD_25_AC3 TS_AVC_HD_25_HEAAC"
type="video/mpeg"
DRMSystemID="urn:dvb:casystemid:19188"
transport="rtsp-rtp-udp”

>

<video_profile
name="MP4_MPEG2_SD_25_AC3 MP4_AVC_HD_25_HEAAC"
type="video/mp4"
transport="http-get”

>

<video_profile
name="TS_AVC_HD_25 HEAAC"
type="application/x-dtcp1”
DRMSystemID="urn:dvb:casystemid:12348"

, transport="http-get”

>

<audio_profile name="MPEG1_L3" type="audio/mpeg" tr ansport="http-get"/>
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9.3.12 Remote diagnostics support

The OITF SHALL indicate support for remote diagncs{via the APIs defined in section 7.11.5) usimg following
element in the OITF’s capability description (se@néx F for more information):

<xs:element name="remote_diagnostics" type="xs:boolean"/>

If included, the value of this element SHALL bgcrue| false).

9.3.13 SVG

The OITF SHALL indicate support for SVG as definedection 6.3 using the Remote Ul Client Capapblliescription
defined for SVG in that sectiorimage/svg+xml

9.3.14 Other capability extensions

The following extensions to the capability profeements as defined in [Req. 5.2.1.a] of CEA-2018HALL be
supported:

a) an additional value “0.33x0.33" for attribute “sca” of the <video_profile>-element in bullet w) fReq.
5.2.1.a], with the following related extension e tschema for type “scalingType” (see Annex F foren
information):

<XSs:enumeration value="0.33x0.33"/>

Copyright 2009 © Members of the Open IPTV Forum



Page 202 (223)

10 Security
10.1 Application / Service Security

This section defines the security model that agliethe privileged functionality exposed by an BIb a server device.
The main purpose of the security model is to prtdtezal client side functionality exposed by an BIib Javascript from
unauthorized use. For example in the case of P\ffR@oAPI, untrusted servers should be preventethfscheduling
recordings.

The security model is quite generic, in a senskitlignot limited to particular privileged browsextensions, but can be
applied to any local client side functionality espd to any kind of networked application.

NOTE: The security model makes use of X509v3 dediiés over TLS. Management of TLS root certifisagnd which
certificate authorities to trust is out of scopeto$ document.

10.1.1 OITF requirements

The following requirements SHALL apply to OITFs tlexpose security and/or privacy sensitive (i.@ileged)
functionality in one or more of the cases descrilbeskction 10.1.3

- An OITF SHALL prevent a CE-HTML page from a serfimm accessing the exposed security and/or privacy
sensitive functionality, unless the server candreectly authenticated (see below), and the sasvgranted the
necessary privileges to access the security apdigcy sensitive functionality.

- The OITF SHALL authenticate the server during a Hia®dshake through a valid X.509v3 certificatet ihgranted
by a certificate authority that is trusted by thd' B To this end, the OITF SHALL match the hostnaone
(sub)domainname of the CE-HTML page’s URI with Hostname or (sub)domainname as specified in thexX%
certificate, in the manner as defined in Sectidnd.IETF RFC 2818.

- The OITF SHALL support the Online Certificate SwRrotocol (OCSP), at least the Lightweight Pradedefined
in RFC 5019, to determine the current validitythed X.509v3 certificate before access to privile§etttionality is
granted

- The OITF SHALL support a private certificate extiomsfor X.509v3 certificates called “permissionkat specifies a
set of permissions requested by a server to apeedleged functionality, through zero or more pé&sion names
associated with privileges. The OITF MAY grant autreenticated server the set of permissions, whieleach
associated with the right to access a specifiofsgtivileged functionality. Allowed permissionsmas include the
permission names as defined in Section 10.1.4.

The set of permissions granted to an authenticeger by an OITF MAY depend on the occurrencénaf server
on a whitelist or blacklist available to the OITF.

NOTE: Management of whitelists and blacklists aafalié to an OITF is out of scope of this document.

- If the server does not have the necessary privdlémeaccess a property, method or object, or theseannot be
properly authenticated, the OITF SHALL throw aroenvith the message property set to the value "‘®g&uror".
The example below shows how this can be used bljcatipns:

try {
object.foo()

} catch(e)

if (e.message == "SecurityError") {
/ I am not authorised to do this

- The OITF MAY inform the user of the decision to gienserver requested access to privileged fundtigraand
MAY offer the user the option to override this deon.

10.1.2 Server requirements

The following requirements SHALL apply to servehnattwish to access security and/or privacy semsiiie. privileged)
functionality exposed by an OITF, in one or morehaf cases defined in section 10.1.3:
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- A server SHALL specify the use of TLS for each CEML page that accesses privileged functionalitg.(by using
the “https://” URI scheme for the URL of the CE-HTNdage).

- A server SHALL expose a valid X.509v3 certificateridg the TLS certificate handshake.

- A server MAY request an OITF for certain permissiom access privileged functionality through a giévcertificate
extension. If a server wants to do so, the serv&¥ Mclude a private certificate extension callggfmissions” as
part of a valid X.509v3 certificate. If includedhet “permissions” extension specifies a set of pgsmns through
zero or more permission names. Allowed permissi@mes include the permission names as definedcitio8e
10.1.4.

10.1.3 Specific security requirements for privilege  d Javascript APIs

This section defines the specific security requiata for specific privileged Javascript APIs, sastthe
tuner/broadcast, recording, content download anD&ated APIs as defined in Sections 7.1, 7.3 and 7.6 in
addition to the security requirements defined ictisas 10.1.1 and 10.1.2.

10.1.3.1 Security requirements for tuner controlan  d lineup

Exposure of the channel line up and the video/trasidAPIs for controlling the (local) tuner as sfied in Section 7.4
SHALL adhere to the security requirements in Sestit0.1.3.1.1 and 10.1.3.1.2.

10.1.3.1.1 Security requirements for exposure of th e tuner channel lineup

Exposure of the channel line up of the (local) tuaespecified in Sections 7.4.1 and 7.5.1 SHALhead to the
following security requirements:

- the OITF SHALL perform a security check (as defime&ection 10.1.1) to see if the server has tleessary
privileges to obtain the channel lineup of the &idcuner. If the server does not have the necggsairileges, or the
server cannot be properly authenticated, the OIFIRLS.

1. not convey the Client Channel Listing to the setieough a HTTP POST.

2. not expose the Client Channel Listing to the DARBlegation through thgetChannelconfig() method
of the video/broadcast object. Attempts to acdaissmethod SHALL throw an error as defined in smcti
10.1.1.

10.1.3.1.2 Security requirements for tuner control

Control of the (local) tuner as specified in Set$i@.4 and 7.5 SHALL adhere to the following seguequirements:

- the OITF SHALL perform a security check (as defiire@ection 10.1.1) to see if the server has thessary
privileges to control the (local) tuner. If the wer does not have the necessary privileges ordheiscannot be
properly authenticated, the OITF SHALL deny regséstswitch a local tuner to another channel bgwlimg an
error as defined in section 10.1.1.

10.1.3.2 Security requirements for recording
The recording functionality as specified in Sectfo SHALL adhere to the following security requirents:

- Recording of broadcasted contetite OITF SHALL perform a security check (as defitgdSection 10.1.1) to see if
the server has the necessary privileges to schegededings of broadcasts. If the server does ae¢ lthe necessary
privileges or the server cannot be properly auibated, the OITF SHALL deny a server’s requestdoess the
functionality of theappTication/oipfRecordingScheduler object (as defined by Section 7.6.2.1), and SHALL
also not expose the Client Channel Listing, neithesugh the HTTP POST, nor through theetChannelconfig()
method. Furthermore, the OITF SHALL throw an emsrdefined in section 10.1.1 when an applicatiadéal from the
server attempts to access any properties or methotleeapp1ication/oipfRecordingscheduler object.

- Recording of current A/V content broadcastéd: OITF SHALL perform a security check (as defitgdSection
10.1.1) to see if the server has the necessarijgg®s to record the current broadcast (as defim&#ction 7.6.3). If the
server does not have the necessary privilegesm@dtver cannot be properly authenticated, the GIFIELL deny a
server’s request to start a recording of the brasidcurrently rendered by the video/broadcast objgthrowing an
error as defined in section 10.1.1.
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- Control over and exposure of scheduled recorditigs OITF SHALL restrict the visibility and controler scheduled
recordings to those scheduled recordings that imérated through a server from the same FQDN sicheduled the
recordings.

10.1.3.3 Security requirements for content download functionality
The content download functionality as defined ictfam 7.1 SHALL adhere to the following securityterements:

- Initiating a downloadthe OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the server has
the necessary privileges to initiate a downloathéfserver does not have the necessary privilegé® server cannot be
properly authenticated, the OITF SHALL not stanidoading the content after receiving a contenteasalescription
document as defined in Section 7.1.

NOTE 1:The server is the server that served the CE-HTlepor third-party notification that includes &liio a
content-access description document. This is no¢gsarily the same server from which the contedibvenloaded.

NOTE 2:The URL from which a content item is downloaded.(as specified by a <ContentURL> element in the
content-access description document) does nottodve protected by TLS.

10.1.34 Security requirements for DRM related func  tionality

The DRM control functionality (i.e. theppTication/oipfDrmAgent embedded object) as defined in Section 7.3
SHALL adhere to the following security requirements

- Accessing the DRM agerihe OITF SHALL perform a security check (as defime Section 10.1.1) to see if the server
has the necessary privileges to interact with tRMDagent, i.e. by accessing the DRM agent embedtgztt as
specified in Section 7.3. If the server does neththe necessary privileges, or the server carmptrdperly
authenticated, the OITF SHALL throw an error asrdaf in section 10.1.1 when an application loadechfthat server
attempts to access any of its properties or metbhodke DRM agent embedded object.

10.1.3.5 Security requirements for IMS functionalit vy

The IMS functionality (i.e. thappTlication/oipfIms embedded object) as defined in Section 7.8 SHAdeae to
the following security requirements:

- Accessing the IMS embedded objéme OITF SHALL perform a security check (as defife Section 10.1.1) to see if
the server has the necessary privileges to intarigictthe IMS functionality, i.e. by accessing WS embedded object
as specified in Section 7.8. If the server doeshaot the necessary privileges, or the server ¢drmproperly
authenticated, the OITF SHALL throw an error asrdaf in section 10.1.1 when an application loadethfthat server
attempts to access any of the classes, propertiegthods defined in Section 7.8.

10.1.3.6 Security requirements for metadata process  ing functionality

The metadata processing functionality (i.e. theiagfion/oipfSearchManager embedded object andr &Réds) as
defined in Section 7.9 SHALL adhere to the followsecurity requirements:

- Accessing the search managtire OITF SHALL perform a security check (as defifie Section 10.1.1) to see if the
server has the necessary privileges to interatt thvé search manager, i.e. by accessing & chManager embedded
object as specified in Section 7.9.3. If the sedags not have the necessary privileges, or theiseannot be properly
authenticated, the OITF SHALL throw an error asrdaf in section 10.1.1 when an application loadecthfthat server
attempts to access any of the properties or methodiseSearchmManager embedded object.

- Accessing enhanced metadattae OITF SHALL perform a security check (as defie Section 10.1.1) to see if the
server has the necessary privileges to accessittameed metadata specified in section 7.9, i.adogssing the
additional fields, methods and classes definefian $ection. If the server does not have the nacgsgsivileges, or the
server cannot be properly authenticated, the OIFIBLS. throw an error as defined in section 10.1.lewlan
application loaded from that server attempts teas@ny of the classes, properties or methodsfiggeiri Section 7.9.

10.1.3.7 Security requirements for configuration an  d settings functionality

The configuration and settings functionality (ke application/oipfConfiguration embedded objew ather APIs) as
defined in Section 7.9 SHALL adhere to the followecurity requirements:
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- Reading and modifying configuration and/or settinifpe OITF SHALL perform a security check (as defime Section
10.1.1) to see if the server has the necessarjgm@s to interact with the configuration functitia i.e. by accessing
the configuration embedded object as specifiecetiGn 7.10.1. If the server does not have thesszuyg privileges, or
the server cannot be properly authenticated, tid=GIHALL throw an error as defined in section 10.\&hen an
application loaded from that server attempts teas@ny of the classes, properties or methodsagkiimsection 7.10.

10.1.3.8 Security requirements for APIs for OITFs u  nder the control of a service
provider

APIs for OITFs under the control of a service pdarias defined in Section 7.11 SHALL adhere tofellewing
security requirements:

- Accessing the extended tuner control ARte OITF SHALL perform a security check (as defifie Section 10.1.1) to
see if the server has the necessary privilegagdoaict with the extended tuner control APIs agifipe in Section
7.10.1. If the server does not have the necessatijeges or the server cannot be properly auticaitd, the OITF
SHALL throw an error as defined in section 10.1Hew an application loaded from that server attengpéecess any of
the classes, properties or methods defined inge@til1.1.

- Accessing the extended PVR ARle OITF SHALL perform a security check (as defirie Section 10.1.1) to see if
the server has the necessary privileges to interitictthe extended PVR APIs as specified in Sectidd..2. If the server
does not have the necessary privileges or the iseavmot be properly authenticated, the OITF SHAlow an error as
defined in section 10.1.1 when an application loafdem that server attempts to access any of @i&sek, properties or
methods defined in section 7.11.1.

- Accessing the download manag#re OITF SHALL perform a security check (as dedime Section 10.1.1) to see if
the server has the necessary privileges to intenitdlctthe download manager, i.e. by accessing tventbadmanager
embedded object as specified in Section 7.111Belserver does not have the necessary privilegelse server cannot
be properly authenticated, the OITF SHALL throwearor as defined in section 10.1.1 when an apjicdbaded from
that server attempts to access any of the clagemserties or methods specified in Section 7.11.3.

- Accessing all downloadshe OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the server
has the necessary privileges to manage downloadasitiated by the current application, i.e. by essing the
downloads property of the downloadmanager embedtgtt as specified in Section 7.11.3. If the sedaes not have
the necessary privileges, or the server cannotdygeply authenticated, the OITF SHALL throw an erms defined in
section 10.1.1 when an application loaded from ¢gleater attempts to access this property.

10.1.3.9 Security requirements for remote diagnosti  ¢s and management API

The remote diagnostics and management API (i.dicapipn/oipfRemoteManagement) as defined in Secfid 1.5)
SHALL adhere to the following security requirements

- Accessing remote diagnostics and management paeasratid/or settingshe OITF SHALL perform a security check
(as defined in Section 10.1.1) to see if the selaarthe necessary privileges to interact withréineote diagnostics and
management functionality, i.e. by accessing thdiegtpn/oipfRemoteManagement embedded object asifigd in
Section 7.11.5. If the server does not have thessary privileges, or the server cannot be progenigenticated, the
OITF SHALL throw an error as defined in sectionIlL@.when an application loaded from that servematts to access
any of the classes, properties or methods defimeédtion 7.11.5.

10.1.3.10 Security requirements for parental contr ol manager

The parental control manager API (ia@plication/oipfParentalControlManager) as defined in Section
7.14.5) SHALL adhere to the following security reg@ments:

- Accessing parental control manager functionalttye OITF SHALL perform a security check (as defiifie Section
10.1.1) to see if the server has the necessarijgg®s to interact with the parental control mamdgectionality, i.e. by
accessing the application/oipfParentalControlmanagwedded object as specified in Section 7.1#tGelserver does
not have the necessary privileges, or the serveratedbe properly authenticated, the OITF SHALL th@n error as
defined in section 10.1.1 when an application loafdem that server attempts to access any of @i&sek, properties or
methods defined in section 7.14.5.
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10.1.4 Permission names

This section describes a non-limited set of perimiseames that MAY be included as part of the “desmons”
extension of a X.509v3 certificate as defined iot®&s 10.1.1 and 10.1.2:

0 ‘“permission_tuner control_lineupthis permission name allows a server to recéteth the tuner’s channel
line-up and to switch an OITF’s local tuner to drtchannel and to functionality as specified intda 7.4.

0 ‘“permission_tuner_lineup: this permission name allows a server to redéteh the tuner’'s channel line-up as
specified in Section 7.4.

0 ‘“permission_tuner_contrdl: this permission name allows a server to swanohOITF’s local tuner to another
channel as specified in Section 7.4.

0 ‘“permission_recording”: this permission name allows a serverdoeive/fetch the tuner’s channel line-up, and
to instantiate the scheduler object (as defined byi@ect6.2) and access its functionality, and tceasdhe
additional functionality as specified in Sectio®.8.for thevideo/broadcast object to record and timeshift
the current broadcast.

0 ‘“permission_download” this permission name allows a server to initéde/nloads.

0 ‘“permission_drmagent’ this permission name allows a server to intenattt the DRM agent, i.e. by accessing
the DRM agent embedded object as specified in @eti3

0 ‘“permission_metadata®’ this permission name allows a server to accésstedide metadata processing
functionality (as defined in section 7.9).

0 ‘“permission_metadata search’this permission name allows a server to accessehrch functionality
provided client-side metadata search functiondtisydefined in section 7.9.11).

0 ‘“permission_extendedAV: 'this permission name allows a server to intewdttt the extended A/V control
functionality provided by the OITF, as defined @tson 7.11.1.

0 ‘“permission_recordingsmanager’this permission name allows a server to managardags stored on the
OITF using the APIs defined in section 7.11.2.

0 ‘“permission_clientCOD": this permission name allows a server to intevattt the CoD catalogue browsing
functionality provided by the OITF, as defined acton 7.9.

0 ‘“permission_settings” this permission name allows a server to modifrgettings and configuration using
the APIs defined in section 7.10.

0 ‘“permission_downloadmanager’this permission name allows a server to intenaitt the download manager
on the OITF using the APIs defined in section 731d.control downloads initiated by the current laggtion.

0 ‘“permission_downloadmanager_all’this permission name allows a server to intenatit the download
manager on the OITF using the APIs defined in seacti11.3 and manage all downloads, including those
initiated by other applications.

0 ‘“permission_downloadmanager_samedomainhis permission name allows a server to intevattt the
download manager on the OITF using the APIs defineskction 7.11.3 and manage downloads initiated b
applications from the same FQDN.

0 ‘“permission ims” this permission name allows a server to intenattt an IMS Gateway using the APIs defined
in section 7.8.

0 ‘“permission_remotemanagementhis permission name allows a server to interattt an remote diagnostics
and management API defined in section 7.11.5.

0 ‘“permission_gatewayinfo” this permission name allows a server to intenath with the gateway discovery
functionality provided by the client, as definedsictions 4.3 and 7.12
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0 ‘“permission_parentalcontrolmanager”this permission name allows a server to intenattt the parental
control manager on the OITF using the APIs defimesection 7.14.5 to override the parental corgattings of
an OITF.

10.2 User Authentication

The OITF SHALL adhere to the user authenticatiaquieements as specified in Section 5 of [CSP][CSP]
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Annex B. CE-HTML Profiling

This section defines a detailed set of deviatioomfthe CEA-2014-A i-Box and 2-Box model [CEA-20A4L-in
particular for those changes that are directiyteeldo requirements in sections 5.1 through 5.XDAmmexes A through

| of [CEA-2014-A]. Changes to requirements of CE@12-A are indicated by underlined text for texttthmust be added,
and by strikethrough text for text that must be oeed.

- Changes to Section 5.2: several new elements amcttebute/values have been added for the capwabili
descriptions. Most of these are related to newtfanality, and are defined in Section 11.2 and kesre not listed
here. With respect to existing elements and ate#uhe following changes apply:

(0]

an additional value “0.33x0.33" for attribute “sica” of the <video_profile>-element in bullet w) fReq.
5.2.1.a], with the following related extension e tschema for type “scalingType

<xs:enumeration value="0.33x0.33"/>

the “name”-attribute of the <audio_profile> and de®_profile> elements in CEA-2014-A are restridied
DLNA media format profiles. The forum has specifielown audio and video format profile names that
can be used by the “name” attribute as well.

new Ul profiles have been defined for [Req. 5.3.1hht a client may choose to implement. Detaiésrzot
included in this annex.

for both <video_profile>, and <audio_profile>-elem it is allowed to include multiple profile name
corresponding to the same MIME-type, by separagich profile name with a whitespace character.

element <pointer> requires some clarifications:

m) <pointer> - indicates whether or not the Remote Ul Clieqtpsrts pointer-based input, such as
mouse or touch. If included, the value of this edetrSHALL be: (true|false). A value of ‘true’ mesan
that all mouse event types as defined in DOM |@vElents SHALL be supported, and that server-side
image maps SHALL be fully supported as definedenti®n 13.6.2 of [HTML401] . Note that a value
of ‘false’ still implies that ‘click’ events SHALIbe supported, as per Req 5.4.1.s below.

- Changes to Section 5.3:

(0]

Reg. 5.3.a (5) states that if the Content-Encodeader is used, it SHALL always have case-insemesiti
value “identity”, unless a client/server has exglijdndicated support for other content encodibgausing

an Accept-Encoding header. RFC 2616 (section 3a@sthat this content-coding is used only in the
Accept-Encoding header, and SHOULD NOT be usetérndontent-Encoding header. We follow RFC
2616 and use the following alternative definition Req. 5.3.a: “if this header is used, it SHALays

have a value that matches one of the content emgedis sent by an Accept-Encoding header, and SHALL
adhere to Section 3.5 of RFC 2616 regarding theti§dentity” encoding”

- Changes to Section 5.4:

0

Since the CSS3 “image-orientation” property wasrdef in CSS Print/Paged Media, browsers may have
difficulty implementing it for normal web pages.sttherefore made OPTIONAL. Services needing image
rotation SHOULD do this at the server before segdiho the client.

The W3C CSS working group made an official statemntieatt the following DOM2 Style features are
considered to be problematic and have therefore blassified as obsolete.

= The UnknownRule interface (unknown rules shoulditmpped by the parser and thus never reach
the DOM)

= The getPropertyCSSValue method, CSSValue intertdtmterfaces inheriting from CSSValue,
and the RGBColor, Rect, and Counter interfaces@B8Value interface is thought to be too
awkward for frequent use)

These features are OPTIONAL.

Compatibility with CEA-2027-A is not a requireméot the present document. Therefore, a client MAY
omit the list of methods as listed by bullet 3) &nel alias as defined by bullet 5) of requirem&gd.
5.4.2.a] of CEA-2014-A.
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Note: future revisions of CEA-2014-A or the DAE sffieation should consider the ability to specify a
particular (maximum/minimum) size of textual or ghécal labels to be inserted.

Requirement 5.4.a.3.a SHALL be changed as follows;

a) DOM level 2 Core [11], including the extended Kterfaces (except for Notation, Entity,
EntityReference and Processing Instructio®) method hasFeature(DOMString feature, DOMGtri
version) of the DOMImplementation interface retutme for features “Core” and “XML", and
version “2.0".

Requirement 5.4.a.3.c SHALL be extended with thiefang;

Focus events (i.e. events of type “focus”) SHALLdenerated not only for <label>, <input>,
<select>, <textarea>, and <button> as specifi€seiction 1.6.5 ofDOM 2 Events], but also at least
for <a>-elements, in accordance WibOM 3 Events].

For all elements which can receive focus evenfiscas event SHALL be generated and the CSS
“:focus” selector must be activated, irrespectivihié focus is received through keyboard interaxctio
pointer interaction, calling an DOM focus() methtbdough Javascript, or any other mechanism by
which the focus can be changed.

Requirement 5.4.a.3.d SHALL be changed as follows;
d) DOM level 2 HTML [14] subset, which includes tfelowing interfaces:
« HTMLDocument (excl. “applets™-attribute),
* HTMLElement,
* HTMLCollection,
* HTMLLinkElement,
* HTMLBodyElement,
*« HTMLImageElement,
* HTMLAnNchorElement,
* HTMLFormElement,

« HTMLInputElement (the select method is OPTIONA
« HTMLTextAreaElement_(the select method is GPNAL),

« HTMLButtonElement,

* HTMLSelectElement,

Requirement 5.4.a.6.b SHALL be replaced as follows;

b) Content or service providers or authors SHOULOTNdefine both “id” and “name” on a single
element in their content.

Requirement 5.4.a.7 shall be extended with theveotig;
e nav-up, nav-down, nav-left, nav-rightas defined in Section 10.2.2 of [CSS3 Ul].

e outline andoutline-* as defined in [Req. 5.4.1.q].

Requirement 5.4.1.f SHALL be changed as follows:
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If the input-focus is on any forms element exceptiion, a Remote Ul Client SHALL not generate
any VK_UP, VK_DOWN, VK_LEFT, and VK_RIGHT key-eventexcept at those points in time
that the focus is about to move away from the fetement (e.g. if VK_LEFT is pressed while the
cursor is placed at the beginning of a text-entrygllow an author of a CE-HTML page to override
the default focus navigation.

e The client SHOULD use the same physical keys fonegating the VK_UP, VK_DOWN,
VK_LEFT and VK_RIGHT key events that are used forsgatial navigation mechanism
provided by the client. The same keys SHOULD aleoubed for spatial navigation specified
through the CSS properties ‘nav-up’, ‘nav-downavdeft’ and ‘nav-right’.

e In accordance with this requirement, the focus geidon as defined through CSS properties
‘nav-up’, ‘nav-down’, ‘nav-left’ and ‘nav-right’ SBULD only be active at those points in time
when focus can be moved away from the form-elememnipt interfere with the implementation
specific handling of keys inside a form-element.

Requirement 5.4.1.m SHALL be changed as follows:

A Remote Ul Client SHALL offer a means to set fotoghe following elements in a CE-HTML page
by using key-based input: <a>, <area>, all formmglets, <iframe>, and <object>-elements of type
“video” as defined in Section 5.7.
. Upon receiving focus, the Remote Ul Client SHALLnhgeate_both &©OM 2
“focus” and a “DOMPFocusin” event for <a>, <area>, and—both—a—DOM“focus’and

“BDOMFocusin™—eventfor all form elements;forampgistered-eventlisteners

The Remote Ul Client MAY not generate DOM 2 focusl @ OMFocusIn events
in the following two casedror <iframe>-elements—and-<objeatements-of type“videothe
Remote Ul Client SHALL call the event listener thwts been specified through the onfocus
attribute of the “window” object (see Section 5)4tBat is associated with the iframe. For
<object>-elements of type “video”, it SHALL call ghevent listener specified throudhe
onfocus attribute of the A/V scripting object (Sent5.7). Fhe-Remote—Ut-Client-MAY-—not

generate-a-bDOM-2-focus-events-inthese-cases.

Add a requirement 5.4.1.p that reads as follows:

[Req. 5.4.1.p]A Remote Ul Server SHOULD use the CSS propertias-up’, ‘nav-down’, ‘nav-left’
and ‘nav-right’ to override the default spatial iw@tion as provided by the Remote Ul client, indtea
of defining a spatial navigation mechanism in Jakips

Add a requirement 5.4.1.q that reads as follows:

[Req. 5.4.1.g]If a Remote Ul Server has specified the “outlibdes attribute to be unequal to “auto”
(as defined in Section 8.3 of the CSS3 Basic Ustarface Module), for an element that has input
focus, the Remote Ul Client SHALL not draw its ofatus highlight around this item, but use the
focus highlight style, color and width as defingdtbe values given to the “outline” and/or “outline
*" attributes.

Add a requirement 5.4.1.r that reads as follows:

[Req. 5.4.1.r1 A Remote Ul Client SHALL generate the focus eveadsspecified by [Req. 5.4.1.m]
and SHALL activate the CSS ":focus” selector, faryaelement which can receive focus events,
irrespective if the focus is received through keadobinteraction, pointer interaction, calling an O
focus() method through Javascript, or any otherlraeism by which the focus can be changed.

Add a requirement 5.4.1.s as an extension to 5dabd 5.4.1.n

[Req. 5.4.1.s]A Remote Ul Client SHALLoffer a means to activate the following elements iGE-
HTML page by using key-based input: <a>, <area> ttdnr, <input type="submit’>, <input
type="reset”> and <input type="button”>, <input gg"radio”>, and <select>.

The Remote Ul Client SHOULD allow the same physlay that is used to generate a VK_ENTER
key event to be used to activate these elemethiese elements have input focus. If an access &gy h
been defined the Remote Ul Client SHALL allow tleeess key to be used to activate these element.

Upon activation, the Remote Ul Client SHALL generhbth a DOM 2 “DOMActivate” and a “click”
event for above listed elements
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- Changes to Section 5.6.2:

Support for this section SHALL be optional for atire.

- Changes to Section 5.7:

Requirement 5.7.1.f SHALL be modified as follows;

[Reqg. 5.7.1.f] [Req. 5.7.1.f] The following propes and methods SHALL be supported for audio
objects and for video objects. Support for plagland support for the “persist” attribute is
OPTIONAL

Requirement 5.7.1.f point 1 SHALL be modified abidas;

- 1) String data [RW] — media URL. If the value otal&s changed while media is playing
playback is stopped (resulting in a play state gbanThe default value is the empty string.
If the value of this attribute is changed, the tedladata-attribute inside the DOM tree
SHOULD be changed accordingly. If the value of tiigibute is set to an empty string or is
changed, the resources (files, server connectaios,) currently owned by the object
SHALL be released. If the media object is deleted, because another URL is loaded into
the containing window (except in cases describedhf® optional persist property of media
objects), the resources SHALL be released

- Changes to the Annexes:

(0]

In Annex C, the default value for the transpontilatite of the audioProfileType and videoProfile Tygrel
for the “protocolNames” attribute of the downloag€yis defined as “http”. In Annex F.1 of
[PROT][PROT] the equivalent protocol name is calletip-get”. A DAE application/oipfDevice SHALL
consider the default to be “http-get”.

In Annex G, add the following bullet to tii@eneral Authoring Requirements and Recommendations:

6) Even though the onmouse* attributes are deffnedhost XHTML elements, support for these
mouse events is only guaranteed if a Remote Uhtchias identified support for pointer based input
by specifying <pointer>true</pointer> in its cagabidescription. For onclick events, Requirement

Req 5.4.1.s holds.

In Annex H, as per the change to Section 5.4:“ithage-orientation” attribute is not supported.

In Annex | change the additional implementationuisgment for “MouseEvent as follows:

The MouseEvent interface SHALL be implemented ibiper> has value true in the Remote Ul
Client’s capability profile, for all event typested in Section 1.6.2 of [DOM 2 Events], and MAY
not be implemented if <pointer> has value fals&pdinter> has value false, the MouseEvent
interface SHALL be implemented to at least supplbick events, whereby the clientX, clienty,
screenX, and screenY attributes MAY remain 0.
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Annex C. Design Rationale (Informative)

The application model

As specified in section 4.2.2, applications arerded within a hierarchy of applications. This hirehy has a number of
benefits for an environment where multiple applmas may be executing simultaneously, including:

o0 Clear separation of applications so that permissgranted to one application cannot be exploitedrmther.

o Simpler event dispatch, whether for key eventsxteraally triggered events such as parental coctrahges,
caller ID integration, IM chat messaging, etc.

0 The ability to deploy new applications without &fieg other applications (either Ul or structure)
0 The ability for service providers to manage groapapplications, including invisible applications.

Each object representing an application possessiegetface that provides access to methods aridwi#s that are
uniquely available to applications. For example, fidcilities to create and destroy applicationsameessed through such
methods.

Development and maintenance efficiencies are gatmedigh distinct application boundaries. Code edasffered
through the application tree, permitting applicatido export facilities as desired (for exampleayrotel change logic
may be embedded in the “zapper” application anadegd to an EPG application). The paired advantafjes
compartmentalisation and code re-use are of ingrgamlue as the number of authoring entities gyieations grows
— what is of marginal additional value for one authg entity and three applications is of significaalue for 10
authoring entities and 50 applications.
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Annex D. Clarification of Download CoD, streaming CoD and

CSP interfaces (Informative)

Introduction

There are many different usage models and scerthadbsne can think of when dealing with proteatedtent and the
interactions the user or the device may have wiaraice provider. This includes usage models diggruser
registration, domain management, license acquisiiownloading content, etc. This informative Anréxs to clarify
the usage of the interfaces as specified in Sexffoh, 7.2 and 7.3. in the context of these intemas. However, this
Annex will only show some of the generic mechanismeffered by these interfaces, not only the beoivgerfaces, but
also including some of the local interfaces ondéeice (that actually do not need to be standadjian the figure

below these are indicated by dotted lines.

The main scenario that we envision is the following

IPTV Application
R (e.g. CoD store) License server Content server
payments CSP-T CDN
f————— i A 4
PV ¢ 4
: metadata : X
control UNIS-11(RTSP
a UNI
S —— ) do) \ d5) c1) d4)| UNIT-17(RTP/HTTP)
| UNIS-7 UNIS-6 UNIS-6 \ UNIS-6 UNIS-CSP-T UNIS-13(IGMP)
| UNI5-8(SIP)
|
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|
| DAE RN CSP
: D DRM Agent [~
| 7y |
: 9 DAE application o d3)§
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: R I -?me oa dz2), Download
I Metadata sl e I
I ) plug-in/ manager
[ plugin handler | -
| CET - | -
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Figure 12: Main scenario

1. The OITF shows the Ul of the CoD store. With thisthle user is able to interact with the CoD staredd
things, such as user registration, browsing theesdroffered by the CoD store, and purchase asieen

This can be done inside the browser using a stdr@dgrHTML interface. In the figure above, thisdentified

by a).

In those deployments where the OITF supports thadaga CG client, an embedded application or a DAE
application can make use of metadata provided gir@umetadata CG client. This is identified by g*).

Copyright 2009 © Members of the Open IPTV Forum



Page 215 (223)

2. After purchasing/selection of the content the delk@ontent needs to be fetched. To this end, dvenkbad
manager or the A/V embedded object needs to bgeirggl with information on how to fetch the contéritis is
done by using a special descriptor, with an eaisigntifiable MIME-type “application/oipfContentAcss”.
This is indicated by interfaces d0, d1, d2, e0, afhjl e2).

For certain steps in these interactions, the CoBeshay need to interact with the DRM agent. This lbe done
by talking directly to the DRM agent during a br@wsession using interfaces b0) and bl). Alteretj\the
<DRMControlinformation> element of the content aaxdescriptor can be used to convey DRM specific
messages to the DRM agent. This is indicated keyfante d3).

Note that both the DRM agent and Download manageaatonomous components that will be actively
performing their duties, irrespective whether theran active browser session or not. They willehtheir own
interaction with e.g. the license server and doaulserver, and possibly with the user. These idtiers are
identified by interfaces c1, c2, d4, d5.

3. The download manager or A/V player fetch the contes indicated by interfaces d4 and e3.

4. Once the content is fetched, playback can be dtémt¢he A/V player. When the stream is protectbd, A/V
player will have to get a license from the DRM agesing interface f).

[CSPList of interfaces:

Interface a: browse, select and purchase content from CoD store

This interface is used to interact with the CoDretior operations such as user registration, brogvie content
offered by the CoD store, and purchase a licensis.i$ a standard CE-HTML/HTTP interface.

Interface b*: In-session interaction from web page with underlying DRM agent

Interface bl (and the related interface b2) issjiyglication/oipfDrmAgent Javascript embedded ohjgetrface as
defined in Section 7.3. This interface will allovessages to be exchanged between pages from thst@eland
the underlying DRM agent, whilst the user is havangser interface session with the CoD store. Elesvgf these
messages are Marlin Action tokens. This is usef@able scenarios, such as subscrigig@mse acquisition,
registration, domain management, etc.

The interface basically consists of one mettehdDRMMessage(String msgType, String msg), which
is very generic in the sense that any kind of ngssan be exchanged. The exact payload and typasessages
that could be exchanged is defined in the [CSP][CAR example of such message could be:

pluginElement = document.getElementByID(“drmpTlugin”);
pluginElement.sendDRMMessage(“application/vnd.marlin.drm.actiontoken+xml”,
“<marTin>..</marlin>");

zobject id="drmplugin” type="application/oipfDrmAgent”/>
Note that this API is designed to be asynchronousature, because certain interactions may takelaterminate
amount of time. Therefore, it is not wise to make ethod synchronous, since that could blockahastript
engine. To this end we have defined an event harai®RMMessageResult, to register a callback function that
will be called when the DRM agent completed hargltifithe message. For example:

function callbackF(String msgiID, String resultMsg) {

}
document.getElementByID(“drmplugin”).onDRMMessageResult = callbackF;

An equivalent DOM2 event is also generated.
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Content authors SHOULD be aware of the asynchronatige of the API. Only after having received th#back
message, the web page can assume that the DRMtegehandled the DRM message. The service authpnesd
to define some visual cues to the user if he wikikdthe user to wait for certain actions to finish

I nterface c*: Autonomous out-of-session interaction between DRM agent and CoD store

Interface cl) is the collection of interfaces betw¢he DRM agent, the CoD store, the license seeteras defined
in the [CSP][CSP]. The interaction is typically @ooutside the scope of the browser, and also witieuuser being
involved. In the few cases where the user woulthbelved, the device will typically have its owrotal” user
interface to handle the interaction with the utesome of these the DRM agent would need to opgekapage to
the originating CoD store, so that the user coetbive the issue directly with the store (e.g. gisire rightsURL
extracted from the MPEG2_TS). Since the user cbaldoing other things at that moment, it may noajgropriate
to popup/replace the current browser session wittheuuser consent. Therefore, the DRM agent cisslde a
notification event that will get listed along sianillines to a third-party nofication event. Theruseuld be notified
that his attention is required with respect tol#&M agent, and can then decide to take action aunach the
browser.

In the figure above, these Ul interactions areftified by interface c2) and c3). These interfaceaéver are
typically local inside the OITF, and are not spiecifin more detail.

Interface d*: Downloading content

These interfaces are used for downloading contemtzder to trigger the download, a special contatess
descriptor with an easily identifiable MIME-typeused. This descriptor contains all the relevata delated to
fetch the contenfThis content-access descriptor is typically proditdy the CoD store. A browser application can
fetch this descriptor in various different waygy. &y following a link or through an XMLHttpRequesthis is
identified by interface d0. The content-access tilgtse and MIME-type are defined in Section 7.1tlcontains
elements, such as <Content_ URL> which indicatesevtie content item can be fetched, and <Metaddaa>1o
indicate where additional metadata, such as gsuolitles, artwork, etc. can be retrieved from.

Interface d1) (and related interface d2) are usdddger/register the download with the downloaaheger. This is
done by handing over the content-access desctiptbe download manager, either automatically anliek (e.qg.
<a href="www.openiptvforum.org/someContentAccessDes criptor'> ) is followed to a content-
access descriptor and the browser encounters tNEMype “application/oipfContentAccess”, or by
calling methodregisterbownToad () on theapplication/oipfbownloadTrigger embedded object after
retrieving the content-access descriptor e.g. titoXMLHttpRequest. Once the download is registetiedl,
download manager will take care that the contedbisnloaded. Since this may be a lengthy taskdtvenload
manager is an independent process from the brotsgwill perform its duty in the background evéthe

browser is closed. By making the download managen@ependent process of the browser, the useindée
meantime do other things.

Interface d3) is a local interface that is usegdss optional DRM messages carried in the contxr@ss descriptor
from the Download manager to the DRM agent. Thesssages are included as part of one or more
<DRMControlInformation>-element inside the contantess descriptor (as defined by Annex E). These ma
include messages (such as a Marlin preview liceinsegses where license information and the corttebe
downloaded can be packaged together.

Interface d4) is the actual interface for downlogdihe content. The protocols that can be useddamnloading
content are defined in the Open ITPV Forum Prowspkcification document. The default protocol 18TR, with
support for HTTP Range requests. The HTTP Ranggestg are used in order for downloads to be abiesiome
after e.g. network failure or device power-downcdugse as mentioned above, the download manager is a
autonomous component that must continue downloatiegequested content items as a background [moeesn
after a device power-down or network failure, uittducceeds or the user has given permissiorriairiate the
download.

Interface d5) defines an interface to enable egcovery for the download mechanism. It is meametmver from
errors or other situations that lead to the corampor deletion of the content/licenses or a curdawnload to fail.
To this end, a download manager must be able &ictethe content, and its licenses from the Coestbherefore
interface d5) is defined, which allows the OITFstomchronize with the CoD store by issuing a se&lliféP GET
request to the URL of element <OriginSite> concated with “/synchronize” as defined by the conteatess
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descriptor, after which the IPTV application offegithe content-download replies with an XML docuinen
describing the list of zero or more content IDg tha IPTV application had previously offered favehload to the
given user (i.e. it is assumed that the IPTV ayilim offering the content download still remembehséch content
a user has bought and downloaded before), usinfplibe/ing format:
<?xm1 version="1.0" encoding="UTF-8"7>
<xs:schema xmIns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormbefault="qualified"
attributeFormbefault="unqualified">
<xs:element name="synchronizelist" type="SynchronizeType"/>
<xs:complexType name="SynchronizeType">
<XS:sequence>
<xs:element name="content" type="ContentType" minoccurs="1" maxOccurs="1"/>
</Xs:sequence>
</xs:complexType>
<xs:complexType name="ContentType'>
<XS:sequence>
<xs:element name="content_ID" type="xs:string" minoccurs="0" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
</xs:schema>

Example:

<synchronizelist>
<content>
<content_ID>item 1l</content_ID>
<content_ID>item 2</content_ID>

</céﬁfent>
</synchronizelist>
Note: To authenticate the user, cookies or singie an may be used.

The OITF MAY use this information to decide whiabntent and which licenses to refetch. Refetchimgcibntent is
done by issuing a secure HTTP GET request to thmsimg URL:

<0riginsite> + “/synchronize” + “?” + a <content_ID> value ,

after which the application offering the contentwidoad replies with the appropriate informationétrigger the
download by providing the appropriate content-asaiEscriptor in order to trigger the download manamnd DRM
agent to redownload the content and related license

Interface d6): Although the download manager isatonomous process, the user may sometimes waigvoor
control the state of the download manager. Toehd, the download manager will typically offerdwn user
interface, which allows the user to manage the mmggdownloads (e.g. suspend/resume, cancel) andtondime
progress of the items that are being downloades i§linterface d6) in the figure above. In non-aged network
deployments this is typically a local user inte€fafor which no protocol needs to be defined. Havesince it may
be useful for the user to have a quick overviewhefcurrent downloads, in Section 7.1.2 of thiswhoent a
visualization embedded object called applicatigrf®iatusView has been defined by which a (thirdyjaserver
provider could include an overview of the statushaf download manager as part of its Ul. NOTE managed
network deployments Javascript interfaces may leee@ to have more control over the Ul of the doadlo
manager. This is covered by the download managés llRhe managed network section of the DAE sjxtibn.

- Interface e*: Streaming content and linear TV broadcasts over | P

Playback of streamed content and linear TV broddwnzes IP are triggered by using either the CEA2RB1A/V
streaming embedded object respectively the videathirast embedded object as defined in Section. ¥tRin the
page of a service provider, the CEA-2014-A A/V aiméing embedded object or the video/broadcast endgaedd
object is called from JavaScript passing the apjaitgoparameters. For unprotected content, a cbblieh is
sufficient. For protected content, additionallyiGehse or action token is necessary.

Therefore, we also allow the content-access ddsciip be used on the “data” element for the CEAL8 A/V
embedded object. For linear TV the content-accessrigptor can be send as a parameter on the set€lhaathod
of the video/broadcast embedded object. This ieatdd by interface e0). The A/V embedded objedt an
video/broadcast embedded object are responsibleafsing the necessary information for the A/V eldpr
fetching the content using interface el), and fmsing included <DRMControlinformation>-messagethéoDRM
agent for DRM protection of the streamed contemgisterface e2.
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The content-access descriptor contains an attrifusmsferType” that indicates whether the conwmuld be
streamed, if it has been given value “streamindjiie B/V player must be able to start playback ahigeonce
sufficient data has been received to enable pld&ybac

- Interface f: Request license

The A/V Player will render the content. When thatemt is protected, the A/V embedded object willehto get the
necessary keys from the DRM agent using interfagedrder to decrypt the content.

If the content is played inside the browser, irteefel) also defines a callback evemiDRMRightsError” to
allow the page to handle DRM-related errors (iniaidto c1)

- Interface g*: Local metadata based applications

These interfaces are for use with local OITF embddahd DAE applications that may wish to use a dataCG
client for browsing and selecting the content.

Additional notes about Content-on-Demand:
For a detailed specification of how devices andsiaee authenticated, we refer to [CSP][CSP]. Rersecurity model

related to accessing the DRM agent and Downloacagerfrom an external source, such as a web pageqiopen up
the browser’s sandbox), we refer to Section 10.1.
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Annex E. Content Access Descriptor Format

An OITF that supports download CoD (as specifie@éation 7.1) or streaming CoD (as specified inied.2)
SHALL support a content access descriptor with MiyRe “application/oipfContentAccess”. The syntardaemantics
of this content access descriptor is defined devial

Note: optional means optional for server, but mémgeao be supported on OITFs that have indicatgxpert for
MIME-type “application/oipfContentAccess”. Mandagyameans mandatory for the server to include tleiment in the
content access descriptor.

1) <Contents> - mandatory element which is a container for onmore <Contentltem> elements as child element.

2) <Contentltem> - mandatory element which indicates a content-it&linother elements listed below are child-
elements of a <Contentltem> element.

3) <Title> - mandatory element which indicates a user ingtgie name to describe the content item. In chse o
content download, it may serve as a basis/suggeftiche actual filename used for storing the dimaded content
item. It is recommended for an OITF to not reqtiire user to enter a filename and select the stategee for
storing a downloaded content item.

4) <Synopsis> - optional element which indicates a user intagiyie description of the content item.

5) <OriginSite> - optional element which indicates the URL of #iite from which this content access description
document can be downloaded. Typically this is fteefsom which the content is/can be purchased.

6) <ContentURL> - mandatory element which indicates the URL frohicl the content can be fetched. The element
has the following attributes:

a) Optional attribute BRMSystemID”, which indicates the DRM system for which this URpplies, using a
value as defined by element DRMSystemID in Tabté 8ection 3.3.2 of [META][META]. For example, for
Marlin, the DRMSystemID value is “urn:dvb:casystdrmi188”. This attribute is used for linking a
<ContentURL> to a corresponding <DRMControlinfotioa> element with the same DRMSystemID value. If
the “DRMSystemID” attribute is not specified or hadue empty string, then this indicates that thetent is
not DRM protected.

b) Attribute “TransferType”, which indicates the type of transfer used for tontent, using one of the
following values:

i) “full_download”, which indicates that the contétgm must be fully downloaded and stored before
playback..

ii) “playable_download”, which indicates that the caomigem is available for playback whilst it is bgin
downloaded and stored.

iii) “streaming”, which indicates that the content-itesnstreamed and should not be stored.

The default value of the “TransferType” attribute‘playable_download”.

¢) Mandatory attribute $1ize”, which indicates the size of the content itenbjrtes. If the size is unknown (e.g. in
case of streaming), the value of this element.i$f the value is greater or equal to 0, the vaiven here
SHALL correspond to the value given to the Conteize HTTP header if the content is fetched throargh
HTTP ContentURL. In case of a download: if aftemtdnading the content item the size of the downdahd
content item does not match the indicated sizenpatrer, it is recommended for the OITF to remove the
downloaded content item

d) Mandatory attributeMIMEType”, which indicates the MIME-type of the contentritelt is recommended for
an OITF to inform the user if the content-type afatent item being retrieved cannot be interprétethe
OITF.

e) Optional attribute MediaFormat”, which describes the media format of the conttmh. The value of this
element should be one of the terms defined by ¥MBlédiaFormatCS classification scheme specified in
[META]IMETA].

f) Optional attribute VideoCod1ing”, which describes the coding format of the vid€be value of this element
should be one of the terms defined by the Visual@yfebrmatCS classification scheme defined in
[META][META].

g) Optional attribute AudioCod1ing”, which describes the coding format of the audibe value of this element
should be one of the terms defined by the AudioBgiEormatCS classification scheme defined in
[META][META].

Multiple <ContentURL> elements may be includeddmingle <Contentltem>, as long as each <ContenttJRL
element has a different value for the “DRMSystem#ittibute.

7) <MetadataURL > - optional element which indicates the URL fromiethadditional metadata can be fetched for the
content item, such as artwork, subtitle files. Bfadilt the metadata must be formatted accordifig/t@anytime, as
defined in [META].
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8) <NotifyURL> - optional element which indicates the URL to vwthasa HTTP GET request SHALL be made by the
OITF, after the content-item has been fully andccsssfully fetched, in order to inform the servetha succesful
completion of the transfer. If any content is ratd from the <NotifyURL>, it MAY be shown in thedwser.

9) <ParentalRating> - optional element which indicates the parenttihgavalue (e.g. “PG-13") for this content item.
The element has the following attributes:

a. Attribute “Scheme”, which indicates the name of plagental rating scheme that is used for indicatiregvalue.
Valid rating scheme names include the ParentalRafemssification scheme names as defined in [MPEG-7
extended with the “GermanyFSK” system as specifigflETA]). If no “Scheme” attribute is specified the
value of Scheme is an empty string (*”), the vabfi¢he <ParentalRating> element SHALL indicate the
minimum recommended age for the given content-item.

b. Attribute “Region”, which indicates the regionwdich the parental rating applies. Valid region earmnclude
the case-insensitive region codes as defined inAB8B-1.

Multiple <ParentalRating> elements may exist, &glas each <ParentalRating>-element has a diffesdué¢ for

the “Scheme” or the “Region” attribute.

10) <DRMControllnformation> - optional element which allows the inclusion dRE related information that SHALL
be passed to the DRM agent. This element SHALL edteethe DRMControlinformation Type Semantics as
defined in table 8 of Section 3.3.2 of [META]. Rdarlin, additional semantics are defined in Secdah5 of
[CSP].

Multiple <DRMControlinformation> elements may belinded for a single <Contentltem>, as long as each

<DRMControlinformation>-element has a differentualfor its “DRMSystemID” child-element.

A valid content-access descriptor SHALL adherehtofbllowing XML Schema:

<?xml version="1.0" encoding="UTF-8"?7>

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="urn:oipf:iptv:ContentAccessDescriptor:2008"
targetNamespace="urn:oipf:iptv:ContentAccessDescriptor:2008"
elementFormbefault="qualified" attributeFormbefault="unqualified">

<xs:import namespace="http://www.w3.0org/XML/1998/namespace"
schemaLocation="http://www.w3.0rg/2001/xm1.xsd"/>

<!-- 1dincludes the definition for abstract type "DRMPrivateDataType" (as defined in [META])

and its specific instance type "MarlinPrivateDataType" (as defined in [CSP]) -->

<xs:include schemaLocation="csp-MarlinPrivateDataType.xsd"/>

<xs:include schemaLocation="csp-DRMPrivateDataType.xsd"/>

<xs:include schemaLocation="csp-HexBinaryPrivateDataType.xsd"/>

<xs:element name="Contents" type="tns:ContentsType"/>
<xs:complexType name="ContentsType'>
<Xs:sequence>
<xs:element name="ContentItem" type="tns:ContItemType" minoccurs="1"
maxoccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<xs:complexType name="ContItemType'">
<Xs:sequence>
<xs:element name="Title" type="tns:TitleType"/>
<xs:element name="Synopsis" type="tns:SynopsisType" minOccurs="0"/>
<xs:element name="OriginsSite" type='"xs:anyURI" minOccurs="0"/>
<xs:element name="ContentURL" type="tns:ContentURLType" minOccurs="1"
maxoccurs="unbounded" />
<xs:element name="MetadataURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="NotifyURL" type="Xxs:anyURI" minoccurs="0"/>
<xs:element name="ParentalRating" type="tns:ParentalRatingType" minOccurs="0"
maxoccurs="unbounded" />
<xs:element name="DRMControlInformation" type="tns:DRMControlInformationType"
minoccurs="0" maxOoccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<xs:complexType name="TitleType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="SynopsisType'>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="ContentURLType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
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<Xs
<XS

<XS
<XS
<Xs
<XS
<XS

</xs:complexType>

:attribute name="DRMSystemID" type="xs:string" use="optional"/>
:attribute name="TransferType" type="tns:TransferTypeEnum"

default="playable_download"/>

rattribute name="Size" type="xs:integer" use="required"/>

:attribute name="MIMEType" type="xs:string" use="required"/>

:attribute name="MediaFormat" type="xs:string" use="optional"/>

rattribute name="videoCoding" type="xs:string" use="optional"/>

rattribute name="AudioCoding" type="xs:string" use="optional"/>
</Xs:extension>

</xs:simpleContent>

<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="xs:string">
<xs:enumeration value="full_download"/>
<xs:enumeration value="playable_download"/>
<xs:enumeration value="streaming"/>
</Xs:restriction>
</Xs:simpleType>
<xs:complexType name="ParentalRatingType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="Scheme" type="xs:string" use="optional"/>
<xs:attribute name="Region" type="xs:string" use="optional"/>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

<xs:compTlexType name="DRMControlInformationType">

<Xs:seq
<XS
<XS
<XS
<XS
<XS
<XS
<XS
<XS:
<XS
</Xs:se

</xs:complexType>

uence>

relement
:element
:element
:element
:element
:element
:element

element

:element

quence>

name="DRMSystemID" type="Xxs:string"/>

name="DRMContentID" type="xs:string"/>

name="RightsIssuerURL" type="xs:anyURI" minOccurs="0"/>
name="SilentRightsURL" type="xs:anyURI" minOccurs="0"/>
name="PreviewRightsURL" type="xs:anyURI" minOccurs="0"/>
name="DoNotRecord" type="xs:boolean" minoccurs="0"/>
name="DoNotTimeShift" type="xs:boolean" minoccurs="0"/>
ref="tns:DRMGenericData" minoccurs="0" maxoccurs="unbounded" />
ref="tns:DRMPrivateData" minOccurs="0" maxOccurs="unbounded" />

<xs:element name="DRMGenericData" type='"tns:DRMGenericDataType"/>
<xs:element name="DRMPrivateData" type="tns:DRMPrivateDataType"/>

<xs:complexType name="DRMGenericDataType">

<Xs:sequence>

<xS:any namespace="##any" processContents="lax" minoccurs="0" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

<xs:element name="MarlinPrivateData" type="tns:MarlinPrivateDataType"
substitutionGroup="tns:DRMPrivateData"/>

<xs:element name="HexBinaryPrivateData" type="tns:HexBinaryPrivateDataType"
substitutionGroup="tns:DRMPrivatebata"/>

</Xs:schema>

An OITF SHALL silently ignore unknown elements aattributes that are part of a content-access geecri
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Annex F. Capability Extensions Schema

This Annex contains the schema that includes tlensions and modifications to the capability negjain mechanism
as defined in Section 9.3. This schema redefindsadds the necessary extensions to the existirghday description
schema as defined in Annex C of CEA-2014[CEA-20]47Ae schema in this Annex SHALL be used instefith®
existing capability description as defined in Anrigwf CEA-2014[CEA-2014-A]. Note that for the addital
“0.33x0.33" value for “scalingType” as defined ie@ion 9.3.14, a special construction has beemei@fiSee the last
two paragraphs of this Annex for more information.

<?xml version="1.0" encoding="IS0-8859-1"7>
<xs:schema xmIns="urn:oipf:config:oitf:oitfCapabilities:2008"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="urn:oipf:config:oitf:oitfCapabilities:2008"
elementFormbefault="qualified" attributeFormbefault="unqualified">
<!-- schema filename is config-oitf-oitfCapabilities.xsd -->
<!-- Redefined uiExtensionsType of the original schema as defined in Annex C of CEA-2014
(i.e. imports/ce-html-profiles-1-0.xsd) to add the new elements defined in Section 9.2
of Open IPTV forum volume 5 Declarative Application Environment Release 1 specification.
-—>
<xs:redefine schemaLocation="imports/ce-html-profiles-1-0.xsd">
<xs:complexType name="uiExtensionType'>
<xs:complexContent>
<xs:extension base="uiExtensionType'>
<xs:choice minoccurs="0" maxoccurs="unbounded">
<xs:element name="video_broadcast" type="videoBroadcastType" minOccurs="0"
maxoccurs="unbounded" />
<xs:element name="overlaylocaltuner" type="overlayType"/>
<xs:element name="overlayIPbroadcast" type="overlayType"/>
<xs:element name="recording" type="pvrType"/>
<xs:element name="parentalcontrol" type="parentalControlType"/>
<xs:element name="extendedAvControl" type="xs:boolean"/>
<xs:element name="clientMetadata" type="metadataType'"/>
<xs:element name="configurationChanges" type="xs:boolean"/>
<xs:element name="1ims" type="xs:boolean"/>
<xs:element name="communication_services" type="xs:boolean"/>
<xs:element name="drm" type="drmType" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="remote_diagnostics" type="xs:boolean"/>
</xs:choice>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- Redefined downloadType to add attribute managebownloads -->
<xs:complexType name="downloadType">
<xs:simpleContent>
<xs:extension base="downTloadType">
<xs:attribute name="manageDownloads" type="manageDownloadsType" default="none"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>
<!-- Redefined audioProfileType to add attribute DRMSystemID -->
<xs:complexType name="audioProfileType">
<xs:complexContent>
<xs:extension base="audioProfileType">
<xs:attribute name="DRMSystemID" type="xs:string"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- Redefined videoProfileType to add attribute DRMSystemID -->
<xs:complexType name="videoProfileType">
<xs:complexContent>
<xs:extension base="videoProfileType">
<xs:attribute name="DRMSystemID" type="xs:string"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:redefine>
<!-- ADDED: type definitions for the new elements defined in Section 9.2 of the
open IPTV forum volume 5 Declarative Application Environment Release 1 specification
-=>
<xs:simpleType name="manageDownloadsType">
<xs:restriction base="xs:string">
<Xs:enumeration value="none"/>
<XS:enumeration value="initiator"/>
<Xs:enumeration value="samedomain"/>
<Xs:enumeration value="all"/>
</Xs:restriction>
</xs:simpleType>
<xs:complexType name="videoBroadcastType">
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<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute

</xs:complexType>

name="type" type="xs:string" use="required"/>
name="transport" type="xs:string"/>

name="nrstreams" type="xs:unsignedint" default="1"/>
name="scaling" type="scalingType" default="arbitrary"/>
name="minSize" type="xs:unsignedInt" default="0"/>
name="postList" type="xs:boolean" default="false"/>

<Xxs:complexType name="pvrType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="1ipBroadcast" type="xs:boolean" default="false"/>
<xs:attribute name="manageRecordings" type="xs:boolean" default="false"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

<xs:complexType name="parentalControlType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="schemes" type="xs:string"/>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

<xs:complexType name="metadataType'>
<xs:simpleContent>
<Xs:extension base="xs:boolean">
<xs:attribute name="type" type="xs:string"/>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

<xs:complexType name="drmType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="DRMSystemID" type='"xs:string" use="required"/>
<xs:attribute name="protectionGateways" type="xs:string"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

</Xs:schema>

Due to limitations of XML Schema it is not possilideredefine/extend the enumeration of type “scaliype” to add the
additional value “0.33x0.33" as defined in Secttb8.14. Therefore, this value must be directly adethe original
schema as defined in Annex C of CEA-2014[CEA-20]4iA&. imports/ce-html-profiles-1-0.xsd), as folls:

[...]

<xs:simpleType name="scalingType">
<xs:restriction base="xs:string">
<xs:enumeration value="arbitrary"/>
<xs:enumeration value="quartersize"/>
<Xs:enumeration value="none"/>
<xs:enumeration value="0.33x0.33"/>
</Xs:restriction>

</xs:simpleType>

[...]
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