©IPF

OPEN IPTV FORUM

OIPF

RELEASE 1 SPECIFICATION

VOLUME 5 - DECLARATIVE APPLICATION ENVIRONMENT

[V1.1] — [2009-10-08]

OPEN IPTV FORUM



Page 2 (281)

Open IPTV Forum

Postal address

Open IPTV Forum support office address
650 Route des Lucioles - Sophia Antipolis
Valbonne - FRANCE
Tel.: +334 92 94 43 83
Fax: +33 4 92 38 52 90

Internet
http://www.oipf.tv

Disclaimer

The Open IPTV Forum members accept no liability tsbaver for any use of this document.

This specification provides multiple options fons® features. The Open IPTV Forum Profiles spedifioa
complements the Release 1 specifications by defitiia Open IPTV Forum implementation and deploynpeofiles.
Any implementation based on Open IPTV Forum speatifbns that does not follow the Profiles spectfaracannot
claim Open IPTV Forum compliance.

Copyright Notification

No part may be reproduced except as authorizedritew permission.
Any form of reproduction and/or distribution of #eeworks is prohibited.

Copyright 2009 © Members of the Open IPTV Forum

All rights reserved.

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 3 (281)

Contents
INTRODUGCTION ... ittiiite ettt e e e e ettt e e ot e e e e s et b e e e e e e sastbeeeaeeasstbaeeeeaaanseeeaeeesstseeaeeesassbaeeeeeeansseeeeeeaannsneaeeeennnnees 9
S @ ] = SRR SUUPPRP 10
2 REFERENCES. ..o ot i i ittt ettt s+ttt a2+ 44kttt e e e e e e sttt e e e e e et b beeaeeansbaeeeeeeassbeeeeeeeanstbaeaeeeassbaeaeeannsrees 11
2.1 NORMATIVE REFERENCES ...eceiiiutttttteesittteeteesaantusteeaesaasaseeeesaasssseesessansssseesesaanssseesessansseenessansssseesessanssseeees 11
2.2 OPENIPTV FORUM REFERENGCES ......ciiiitttttttttutui e aaaaaaateeeaststessaaes s e s e e aaaaaeeaeassbabaan s e aeaeaaaeeaeaeeesssnnnnnnn 12
3 TERMINOLOGY AND CONVENTIONS ....coiiiiiitiiite ettt e e sttt e e sttt e e e e sttt e e e e s snbateaeessnbbaeeeeesaanbaeeeeeesannes 13
70 R 67011 =1 1 (] L= TSRO PTPPTR 13
3.2 DEFINITIONS ..uiiiiieiit et ettittt e e oo e e e e et ettt teeta et oo o422 e e et e et aete et s b oe o oo e e e e eaeae et ees et baba e e e e eeeaaeeeessennnnnannas 13
3.3 ABBREVIATIONS .oiiiiiitttitteeeiiuttttteeesaattteeeeee s s teeaaassastteeeeaeeaasbeeeeeeesaabbe e e e e e e easbbeeaeeaasbbeeeeeesanbbseeeeessanbbeneaeesanes 14
O B 7 R @ AV =Y 1 RSSO 15
4.1 ARCHITECTURE OF DAE ...oiiiiiiiiiiiiiiie ettt e e ettt e+ 44kttt e+ 41 s ket e e a4 ek bttt e e e e s snbeeeaeesanbbaeeeeeessbbeeeaaenn 15
411 Remote Ul and box models (INFOrMALtIVE) ......ceeeeeiiiiiiiieiieeeee e e e e e e e 15
4.2  GATEWAY DISCOVERY AND CONTROL ..tttutuuuiaaaaaatattttasttutuuaaaaaaaaaaaasteeesssstssnaaaaaaaaaaaaeeeessssssnnnaaaaaasaeas 17
4.3 APPLICATION DEFINITION  itttttttttuuuuuaaaaaeaaateeeuntsssuna e aaaaaaeaaaaeaeaessstanaaaaaaaaaaaeateeessssnsannnaaasaaeaeaaaaeeeessssnns 18
4.3.1  Similarities between applications and tradition@bWpages ...........ooo oottt e 18
4.3.2 Differences between applications and traditionad Wages ..............uuueeiiiiiiiiiiiiiii e 18
T T 1= I= Vo] o[- Vo = T O 18
4.3.4  The application display MOEL ...........uuuiuieeriii e rr e e e e e aaeeae e e e s e e s s e anannnnes 19
O TR T N 1= == To 0 1V 121 Lo (= SRR 19
4.3.6 INNErItANCE Of PEIMISSIONS ... .ot eeeeee e e e e e e e e e s e s s e s s e e e e e e e e aaeaeeaaasessassannnnnssnrennneees 19
4.3.7 Privileged appliCation APIS ... ettt e e e e e aaaaaaeas 19
4.3.8  ACHVE QPPLICALIONS TIST ... ettt ettt e e e e e e e e e e et e e e e e eeeaaaaaaeans 20
4.4 RESOURCE M ANAGEMENT .....iiiiiiititttttutu e e e e aaeaeteeeasttttas e e e e e aaateeeesasbaaa e e e e e eaaaeeeeeaenenssbebannaaaeaeaaaaeas 20
4.4.1  APPlCAtioN FECYCIE ISSUES .....eeeiieiieiiiiiiee ittt e e ettt e e et e e e eaaaaeaeeeeeaaaaaaannns 20
4.4.2  Caching of appliCation filES ...........uuiiiimiieeiii e r e e e e e e e e e e e e e e e e 20
4.4.3 Lo 0 T VU 7= Vo TSRS 20
4.4.4 Instantiating embedded objects and claiming SCRYSEM r€SOUICES ...........ccoeecvnvrrrrieeeeeeessesennnnnns 21
445 V=T F= W oTo o1 1 (o] I PP RRR 21
4.4.6 USE OF thE GISPIAY ... eeeeeeeeie e ettt et e e e e e e e e e e e e e e e eeeeeeeeaas 21
4.4.7  Cross-application event NANAIING ........... o eeeiee et e e e e e e e e e e 22
4.5  PARENTAL ACCESS CONTROL ..uiiiiiiiiittttttttuu e aaaaaaaaeaeatttssassaaaa e e e aaaaataeaaststasaa s aeaeaaaaeeeeaenanssbebnnnaaaaaeas 24
4.6 CONTENT DOWNLOAD ....citiittttutuununaaaaaaaaateatasstssaaa e aaaaaaaaaaaaaeaeststaaaaaaaaeaaaataeteesssnnsnnstann e aaaaaaaaeaeesssssnnnnn 24
4.6.1 [0 )Y a1 (o 7= T I g = U a = Vo = PSS PEPRRRR 24
4.6.2  Content AcCeSS DOWNIOAA DESCIIPLON ... ceeeeeeiiiiiieeiie e e et e e s eerre e e e e e e e e e e e s e e e e s s eennnnnnnes 25
ST T I To o 1= 10T J= W o To 1Y g1 o = Vo S EPUUPRRRR 25
ST A  To 1YY/ g1 To Y=o N 0T} 1o Yo o] () 1RSSR 26
4.7 STREAMING COD ... ettt e et e e e e et et e ettt b e aa e e e e e e e e aeeeeeeaebaba e e e aeeas 26
4.7.1 8 [Tor= T AR 1L =T= T 01T T T SOUP 26
4.7.2 Y] To= TS A3 £ == V0 11 o PP UUUPPUPPRPR 27
4.8  SCHEDULED CONTENT ...iitttttttttuutuu e aaaaaaateeeasstssana e aaaaaaaaatetasststsan e aaaeaaetaeeeesssnnsnnstannaaeaaaaaeaaeesssssnnnnn 27
4.8.1  Conveyance Of ChanNEl lISt .............. o cceememiie e e e e e e e e e e e e s e e s e s ren e eeeees 27
4.8.2  Conveyance of channel list and list of sChedul@®DIENGS .............cuvvimiiiiiiiiiiieeee s ereeeaeees 28
5 DAE APPLICATION MODEL ...uutiiiiiiiiiiiiite e sttt e sttt e e s et e e e e e s ssataaeaaeanssaeeaesssssaaeeeesansssneeaessanssneeeas 30
5.1 APPLICATION LIFECYCLE  utttttteetiiutteteaeeaattteeaeesaautteeeeesassaeeeesaantbeeaeeesanbbeeeeeeaanbbeeeeeeesasanneeesansbbeaeeeeannnbeeas 30
5.1.1  Creating @ NEW APPICALION ........utiiiii ittt e et e e e e e e e e e e e e e s s e e e anne bbb e eeeees 30
T 22 S (o o o1 g To = T g =T o] o1 Tor= Ui [o] o IR PP PPPPPPPR 13
5.2 APPLICATION ANNOUNCEMENT & SIGNALLING ....uttuuuuiaiaaaaatatetettstutaa s aaaaeaaaasseeesesstsssnnaaaaaaaasesessssssnnnnnsns 31
L2 N 1 o o [ 1 o3 1o o RSP 31
A 1= =T - | PP PPPR 32
5.2.3 Broadcast related appliCatiONS .......ccceereeiiiiiiii i e e e e e e s s st rrrereeaaaaeeeeaanaan 32
5.2.4 Service provider related apPlCALIONS ceeeeiieeieii i e e e e e rer e e e e e e eaaaan 34
5.2.5 Broadcast independent appliCAtIONS .. cccac...eeeeiiiiiiiie e e e e e e e e s e e e e e e e e e e e e e e e s e e e e e nn—ane 35
5.2.6 Switching between appliCALIONS ... e e eeeeiiiiiae ettt e e e e et e et e e e e e e aaaaaaaeas 35
5.2.7 SIgNAllING FOFMAL .....ooiiiiiiiiiie ettt e e e e e e e e e e s e e s s bbb b bbbttt e e e eeeeeaaaaaeaaesaannnns 35
5.3 EVENT NOTIFICATIONS ..iiitttuuuuuaaiaeeaetattetatttataa e aaaaaaaaaaateteesssataaaaaaaaaetaeteeessbasann e aasseeeeaaeeeeesssnnnnnnnnnns 37
5.3.1 Event notification framework based 0N CEA 2014 .ooveeeieiiiiii e e e e e e e e e e 38

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 4 (281)

5.3.2  IMS event notification framMEWOIK ............i i 39
L O Ny S T SRR STR 48
S O i I PSSP 48
6.2  CE-HTML REFERENCED FORMATS ....citttttttutuuuuaaaaaaatateattatsssnnsaaaaaaaaaaaaeaessstssann s aaaaaaataeesesssnnnnnnnnnnsns 48
6.3 IVIEDIA FORMATS ....iiiiiiiiiiiiittte e e e e e e e e e et eeetttbesab o s oo e 2o e e e et et e et bebaba oo e oo e e e e eeeeaeeeee e s s babaa e e e e e eaaeeeeeeennnbnnnnns 48
6.3.1 Media format of A/VV media except for audio from MBI ..........euuiiiiiii e 48
6.3.2 Media format of A/V media for audio from MEMOIY.........cvviiieeiii e 48
6.3.3 /1= To [T T 1 = 0 < o o AP 48
L SV € PP EPT SRR 48
L0 10 o o To i1 [0 IS A VA o (o o 1 4 [= 0 | SO 49
6.4.2  Supporting DOM access between CE-HTML and SV G e .ooooieiioiiiiiiiiie e ee e 49
6.4.3  Attention to DAE application EVEIOPEIS ...t eee e 54
Y 1 TP PPRROUPPRRT 55
7.1 OBJIECT FACTORY AP .ttt ettt e oo e e e et e et ettt bt a e e e e e e e e e e e eeeesbsbaba e e e eaeas 55
4% 0 R Y = {3 T Yo LS PSPPI 55
7.1.2 = Y1 0] 0] 1= PR 56
7.2 APPLICATIONS MANAGEMENT APIS. . i ittt ettt e et e e e e s et e e e e e s annb e e e e enneres 57
7.2.1  The application/oipfApplicationManager embeddedebj...............cccccvviiiiiiiiiiiieee s e 57
A2 B L= A o] o] [Tor= 1 1 o] g W F= 1= PRSPPI 59
7.2.3  The ApplicatioNCOIIECHON CIASS ...........utieemee et e e e e e e e e e e e e e eeeeeeeeeas 62
7.2.4  The ApplicatioNPrivateDatECIasS. ......ciiiie et eeeee e e e e e e e e e e e e e aannnas 62
T.2.5  The KBYSEL ClaSS ...ciiiiiiiiiiiiie ittt e+ttt ettt et e e e aeaaeeaaaa e nnnebabbeseneeeeeeeaaaaaaaeaeeaesaaaad 63
7.2.6 New DOM events for application SUPPOIT ......coccciiiiiiiieeee e r e e e e e e e e e e e e e 65
7.2.7 =Y a 0] o] LTSRN () (0T 4= 11V USSP 66
7.3 CONFIGURATION AND SETTING APIS ... ittt e et s e e e e e et e e e e e et e e e e e nneeeas 66
7.3.1  The application/oipfConfiguration embedded ObJECL...........cccciiiiiiiiie e 66
7.3.2  The CoNfIQUIAtION CIASS ...oeiiiiiieieie ittt e e e e e e e e e e oottt ettt e e teaaaaaaaeeesaesaaaannnnnnenees 67
7.3.3  The LOCAISYSIEM CIASS ......uutteeeeeiiieiit ettt et e e e e e e e e e e e e ettt et et e e e e eaaaaaaaaeesaesaaaannnnnnennes 72
7.3.4  The NetWOrKINTErfate CIASS .....ccoiiiii ettt e e e e e e e e e e e e e e e e e e e e e aannnnes 75
7.3.5  The AVOULPUL ClaSS ... ittt e ettt e e oottt ettt et et e aaaaaeaeeaa s e nnnnbasbessseeeeeeeaaaaaaaaens 57
7.3.6  The NetworkInterfaceCollECtION CIASS .......cciiiiciiiiiie ittt e e e 78
7.3.7  The AVOULPULCOIIECHION CIASS .......uuuieervs s e s e ettt ee e e e et aeaeeeeeeeesasassseesbesaaeseeeeraaeaeaaaaeasessnnn 79
7.4 CONTENT DOWNLOAD APLS .oiiiiiiiiiiiie ettt e ettt e ettt e e e sttt e e e s ettt e e e e e nb bt e e e e e e annbe e e e e e nnbbeeeeeeannnnees 79
7.4.1  The application/oipfDownloadTrigger embedded Objact..........ccvvviiiiiiiiiiiiiiiiee e 79
7.4.2 Extensions to application/OipfDOWNIOAAT GO cauun o ueenirniiiiiieeiee et e e e e e e e e e e e 81
7.4.3  The application/oipfDownloadManager embedded ObJeCt............ueiiiiiiiiiiiiiiii e 82
A I L B To 1V g (o = o ol - T PPN 68
7.45  The DOWNIOAACOIECHION CIASS .....uvtiiieiiiieaaiiai ettt e e e e e et e e e e e e e e aaaaaaeaaaaaas 89
7.4.6  The DRMCoNtrolINfOrmMation CIASS ..........oiiiemmcee e e ittt et s et bee e e e e nneeees 89
7.4.7  The DRMCoNtrolINfOCOIECION CIASS .....coiiuieiieeiiiiiiieee e 90
7.5  CONTENT ON DEMAND METADATA APIS...iiiiiiiiiiii ettt ettt e e et e e e e et e e e e e e nnneeas 91
7.5.1  The application/oipfCodManager embedded ODJEC . .vvviiiiiiiieeee e 91
7.5.2  The CatalogUeCOIECHION CIASS ....coiiiiiiit ettt e e e e e e e e e e e e e e enneeees 92
7.5.3  The ContentCatalOgUE CIASS ............ e o ettt et e et e e e aeaa e e e e s e saaaaebbeeseeeeeeaeaaaaaaaaaaeaasaaaaaannnes 92
7.5.4  The ContentCatalogUEEVENT CIASS. ... .. .. ceeeeeaeiiieii et e e e e e e e e e e e e e e e e ee e e 93
755  ThE CODFOIIEE CIASS ... eteeiiiiiiiiiiee ettt ettt e e e e e e e e e e e e et ettt e e eeeetaaaaaaaaeaesaeaaaaannnnnnrnees 93
7.5.6  The CODASSEE CIASS ...ccoeiiiieiiie ettt et e ettt e e et e e e e e sttt e e e e e ettt e e e e e anbbaeeeeeesnnbeeas 96
T.5.7  The CODSEIVICE ClASS .. uuvueiiieiiiitiieie s mmmmee e eeee e e ettt e e e s sttt e e e s s bbb et esaaate e e e e e s ssbbseeeeesantstneeaesannsraeeeas 99
7.5.8  The CoNtentACHONEVENT CIASS .........eeeit i sttt e sttt e sttt e e s e e e s st e e e e s sbbbe e e e e s s nnnneeeeas 101
7.6 CONTENT SERVICE PROTECTION AP ..ottt sttt e e e et e e e e s nnnbeeeeesne 102
7.6.1  The application/oipfDrmAgent embedded ODJECT . oo 102
7.7  GATEWAY DISCOVERY AND CONTROL APIS ..ottt ettt e e e e e e et e ee it s e e e e e e e e eeeensnnnans 40
7.7.1  The application/oipfGatewaylnfo embedded ObJeCt..............uueiiiiiiiiii e 104
7.8 IMS RELATED APL Sttt e oo e e e e et e et e et be b s aa e e e e e e e e e e eeeeeeesnbaban e e e eeeas 106
7.8.1  The application/oipfIMS embedded OBJECL .....ccccmeiiie e 106
7.8.2 Extensions to application/oipfIMS for COMMUNICAtBETVICES.......uuvvieiiiiiiiiieeee e eerree e 110
7.8.3  The USEIDALA ClASS ...uvvieiieiiiiiiiiiii ettt et e st e e s e sttt e e e s e nnb b bt e e e s e nbbeeeeeseannnbeesd a1
7.8.4  The UserDataCollECtiON CIASS .........cuiiiiccmeeee ettt e e enbeeas 115
7.8.5  ThE FEAUIETAQY CIASS ....ttetteiiiiiiiiiiie ettt ettt ettt e e e e e e e e e s e e e e aae bbbt e st e e e e e e eeaaaaaaaaans 115
7.8.6  The FeatureTagCoOllECION CIASS .........uutiiiieiieiiiae ettt e e e et e e e e e e e aaaaaeas 116

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 5 (281)

AR S I A I L= O] g1 = Tod o - T PP 116
7.8.8  The CoNtaCtCOlECION CIASS.........eiiiiiiimeeeente ettt ettt ettt e st e e s e bbb e e e e s anneaeeeens 116
7.9  PARENTAL RATING AND PARENTAL CONTROL  APIS...eiiiiiiiiiii ettt a e e eeeees 117
7.9.1  The application/oipfParentalControlManager embedmgact...............coooviiiiiiiiiiiiiiieeee e, 118
7.9.2  The ParentalRatingSCHEME ClASS ..........tiieaeaeaeiiiiiie it e et e e e e e e e e e e e e 119
7.9.3  The ParentalRatingSchemeColleCtion ClaSS......coooo it 121
7.9.4  The ParentalRaAtiNg ClaSS .....uuuuuiiiiiiiiiieeiieeii ettt e e e e e e e e e e et s sar et e e e e e reeaeaeaeaaeasessanaannnnns 122
7.9.5  The ParentalRatingCOlECHION CIASS ....vuuviaeeceeeiiiiiiiiiieii et r e e e e e e e e e e e e e e s e s ennnnes 124
7.10 SCHEDULED RECORDING APIS.....iiiiiiiiiiiiiiie ettt ettt s sttt s sttt e e e s ettt e e e s e bbb e e e e s snnee e e e e e nnneees 125
7.10.1 The application/oipfRecordingScheduler embedde@aibyj...................coooiiiiiiiiiiiimmmr e 125
7.10.2 The ScheduledRECOIdING CIASS ......couiiiii ottt e e et e e e e e e e e aaaaaaeas 128
7.10.3 The ScheduledRecordingCoOIECLION CIASS ... st eeeaaaiiiiiiieiiee ettt e e e e e e e e e e eeeeeeaaaaaeeas 131
7.10.4 Extension to application/oipfRecordingSchedulerdontrol of recordings...........cccocuvvvvmmmmevveeeenn 131
7.10.5 The RECOIING ClASS ... uuuuuuitiitiieeeeet st ettt ettt e e e e e e e e e e e e e e e e e abebbbee et eeeaaaaaaaaasaasaaaaannnnnnbbsbssseeeeeeans
7.10.6 The RecordingCollection class
7.10.7  The PVREVENL CIASS ....vveiiiiiiiiiiiiie e sttt stte et e e e e ettt e e e e e sttt e e e e e antbt e e e e e e snbbeeeaessansbeeeaeeeannnes
7.10.8  The BOOKMAIK ClASS ....eiiiiiiiiiiiiie e st eeeeeee e sttt ettt e e e e ettt e e e e sabe e e e e e s ambb et e e e e s snbbeeeeeessnbbaeeeaeeans
7.10.9 The BookmarkCollection class
7.11 REMOTE MANAGEMENT APLS. .ottt e e e e e e e e e e et ettt et s e e e e e aeaeaaeeeeannnes
7.11.1 The application/oipfRemoteManagement embedded DhJEC.............coiiiiiiiiiiiiiiiiieeeeee e, 139
T.12 M ETADATA AP S e oo oo oot oot et e et bttt e e e e e e e e aaaeeeeeeetsbbbb e e s e e e eeaeeeaeennbnnes 141
7.12.1 The application/oipfSearchManager embedded Object...............oooiiiiiiiiiiiiiie s 141
7.12.2  The MetadataSEarch CIASS .........c.iiuuuiiiiieieee ettt e e e e e s s e e e s aneneeeee s 143
A0 7 B I (=T @ U =T o = 1 PR 146
7.12.4 The SEarChRESUILS CIASS ........uuiiiiiii e e e e e e st e e e e e s b be e e e e e e eneees 147
7.12.5 The MetadataSearChEVENE ClASS..........i et e e e e e e e 148
7.12.6 The MetadataUpdateEVENt CIASS .........cooi oottt 149
7.13 SCHEDULED CONTENT AND HYBRID TUNER APIS ..ottt eeeeeeneees 151
7.13.1 The video/broadcast embedded ODJECT........cooi i 151
7.13.2 Extensions to video/broadcast for recording an@4fhift...............c.oooii i 161
7.13.3 Extensions to video/broadcast for access to EIT.pl........cccooiiiiiiiiiiieee e 170
7.13.4 Extensions to video/broadcast for playback of 4ebCOMpPONENtS...........ccoeeeiiiiiiiiiint o e 171
7.13.5 Extensions to video/broadcast for parental ratBTOOIS .........uuureeiiiiiiieieeeeeee e e e s s e e e e e e e e e e e e e e eeeenan 173
7.13.6 Extensions to video/broadcast for DRM FghtS €rTOLS......ccvviiiiiieeeieee et 175
7.13.7 Extensions to video/broadcast for channel SCaN...............uueiiiiiiiiiiiiii e 176
7.13.8 Extensions to video/broadcast for creating chalists|from SD&S fragments...................cmmmmrveee.. 177
7.13.9  The ChannelConfig CIASS ...... . e ittt ettt e e e e e e e e e e e e e e e s aeeeeeeeeeas 177
7.13.10  The ChanNEILISt CIASS .......uuu ettt et e e e e e e e e e e e bbbt e et e e eeeeaaaaaaaaaaaaaanas 178
7.13.11  The ChANNEI ClASS ....ooooiiiiiiiiie et e e et e e e e e et e e e e e et e e e e e e nnneees 180
7.13.12  The FavouriteLiStCOIECHON ClaSS.........uueceiiiiiie et eraree e 185
7.13.13  The FAVOUITELIST ClASS .. .uveeiiiiiiiiiiiiee ettt e e e s sttt e e e e s snbb e e e e s abbaeeeaeeanes 187
7.13.14  The ChannelSCANEVENT CIASS ........ciiiiiieerieiiie ettt ettt et e e e s st e e e e s snnaeeeeeas 189
T7.14 MEDIA PLAYBACK AP S . it oo ettt ettt e e e e e e e e e e e eeaeeesebbbb s e e e e e aaaaaeanes 190
7.14.1 The CEA 2014 A/V Control embedded ODJECE ... eeeeeieiiiieee e 190
7.14.2 Extensions to A/V object for playback through Camt&ccess Streaming Descriptor .............ceeeeee 193
7.14.3 Extensions to A/V object fOr trICKMOUES ..o ueuuuiiiiiiiiiiiie it a e e 193
7.14.4 Extensions to A/V object for playback of selectethponents................oo e eeee e 195
7.14.5 Extensions to A/V object for parental rating €rrOrS........uviivieeee e 197
7.14.6 Extensions to A/V object for DRM FghtS €ITOIS...cc....coiiiiii it e e e e e ee e 199
7.14.7 Extensions to A/V object for playing media ODJECLS........uuuiiiiiiiiiiiiieee e 200
7.14.8 Extensions to A/V object for Ul feedback of buffegiA/V content............cccoooiiiiiiiiiiiie, 201
7.14.9 DOM 2 events fOr AV ODJECT ..o e e e e e 202
7.14.10  Playback of MemOry @UAIO. ........coii it e e eee e 203
7.15 MISCELLANEOUS APLS ...ttt ettt e ettt e e e e e e et e et e et eebab e e e e e e e e aeeeeeanrnnnannnns 204
7.15.1 The application/oipfMDTF embedded ODJECT....cccucceiiiiiiiiiieec e 204
7.15.2 The application/oipfStatusView embedded ObJECE.........uvviiiiiiiiie e 206
7.15.3 The application/oipfCapabilities embedded ObJECL............uveiieiiiiiiiii e, 207
7.15.4  The NAVIQAtOr ClaSS..........ccceiiuiiiitieeieees s siis ettt e e e e e e e e e aeeeeeessassassenrensannerrereeeeaeaeeeeseessnsnnnnnnnd o
N R T B 1=t o 10 o o L0 Y = TSP PPPPPRRTT 208
7.16 SHARED UTILITY CLASSES AND FEATURES ....utuuuaieaeaaaaetatetstetuusasaaaaaaaateaasaasesssssnnnnnaaaaaaaaeasesessssnnnnnsnssaans 209
7.16.1 The StriNGCOIECLON CIASS ......uteetiiiiiii ettt et e e e e e e e e e e e s e e s eb bbb beebeeeeees 209
7.16.2  The Programime ClaSS .......cciicuuieiiiiiiieeeeeeas ettt e ettt ettt et e e e aaaa e e e e s aaabaebbstaeeeeeeeeaeaaaaeaaaaassasaannnnns 209

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 6 (281)

7.16.3 The ProgrammeCollECHION CIASS .......ccccuiuueieieiiiiiiiii e e e e e e e e e e e s re e e e aaeeeea e e s e s s e s ennnnes 215
7.16.4  The DISCINTO CIASS......uuuiiiieiiiiiiiie s ettt e ettt e s st e e e e s sttt e e e e s snbbbeeeeesannneneeeas 215
8 SYSTEM INTEGRATION ASPECTS ...ttt ettt ettt e e e st e e e s et e e e e e e nnbbe e e e e e e nneees 217
8.1 HT TP PROTOCOL .ttt e e e ettt e e e e e e e et ettt ettt e e o e e e e e e e et et e tebebbaa e e e e e e e e e e e aeeeeeeeessbaban e aeaeeeeaans 217
8.1.1 HTTP USEI-AgQENt NEAUET .......uuiiiiiiiiii i ettt e e e et ettt e et e e e aaaaaaaaeaasaaaaannnennnenes 217
8.2  MAPPING FROM APIS TOPROTOCOLS ... .ottt ettt a s e e e et e e e eeesbb b e e e e e e e e aaaeeeesannnnnes 217
8.2.1 Network (Common to Managed and Unmanaged SEerviCes).........ccccveurrrrrrieriieieeieeereeeeeesennnnnnnns 217
8.2.2  OITF-IG Interface (Managed SEerviceS ONIY) ...ccueeeieeiiiiiiii ittt e e e e e e e e e e s s aeeeeeeees 218
8.2.3 Network (Unmanaged SErviCES ONIY) .......uutceemmereerreirirrieeeeeeaiesissssssinsresrerrrereesaeaeesessessanassnnssnsnnnes 227
8.3 URI SCHEMES AND THEIR USAGE ..iiiiiuuttiitieeiiitieteteesatttteteessattteeaasassssseeaesaasssseeaessanssseeeessanssseaessannsseeess 232
LS I 07 Y o N = | I 1 PP TP 234
9.1 MINIMUM DAE CAPABILITY REQUIREMENTS tuuituitttittiittittettttsneenssnssnesasssesassterassterteesneesniesessnsesnns 234
0.2 DEFAULT Ul PROFILES ...t ittt iiiiatitetettttit e e e e e e et et et eeeeete b e s e o e 22 e et e et eete e bbb ae s e e e e e aaaaeaeeeeessbabnnnaaaaeaeaaas 235
9.3 CEA-2014CAPABILITY NEGOTIATION AND EXTENSIONS  .oittituuuiaeeeeaeaeeeeitintuiniaaaeaaeaaaeaeaeeeessssnnnnnnnaaaaeas 239
9.3.1  Tuner/broadcast capability INAICALION ........ccccuuiiiiiiiiiiir e e e e e e e e e e e e e eeanens 240
9.3.2 Broadcasted content over IP capability iNdiCatiON..........ccovveieeeeiiiiii e 241
9.3.3 PVR capability INAICAION .........uueiiiiiiis et e e e e e e e e e s e s s e e e e e e eaaaeeaeeeessesaneannnnnns 241
9.3.4  Download CoD capability INAICAtION ...........cceeiiiiiii e a e e e e e e e e 242
9.35 ParENtal FAtINGS. ... ettt ettt et e e et e e e e e e e e e e e aaaaa b e et et e e e e et e et aaaaaaaaaaaaaaaaan 242
9.3.6 EXteNnded AV AP SUPPOIT ..ottt e e e e e e e e e e e e e e e e e aae e et e e e e e aaaaaaaaaeaasaaaaannnennrenes 243
9.3.7 OITF Metadata AP SUPPOIT ... ..ottt et e et e e e e e e e e e e e s s s aan b e s aeeeeeeeeaaaaaaaaaaaaesaaaaanns 243
9.3.8  OITF Configuration APL SUPPOIT .. ..ottt e e e e e e e e e e e e e e e e e e e e e aaaaaaaeaaeeaaaaannnns 243
9.3.9 1 SR AN o IS T U o] o Lo o AP ra
(S TRC T O I 1241/ o= o = o 1114 VZR T o Lo L1 o] o ISP 244
9.3.11 Media profile capability INAICALION .........ieeeceeiiieee e e e e e aaaeeas 245
9.3.12 RemMOote diagNOSHICS SUPPOI ...uuuurreieeiiiieeeeeeeeiesiisssteatrereeeeeeerrereeaaeeeeaesaaasssssenrreraessrrerreaeaaaeaaeaeesans 245
0.3.13 SV G ittt e e e e — et e e e e e e b ———eee e e et ———eeeeaatt——eee e e et bteeeaeeaattaeeaeeeanrrreeeeeaaas 246
9.3.14 Third party NOLfICAtION SUPPOIT ...ttt ettt e e e e e e e e e e et e e e e e e e e e e aaaaaaaaaaaaaaans 246
9.3.15 Multicast Delivery Terminating FUNCHION SUPPOLL..........uuuiiiiiiiiiiiiiaaaa e e 246
9.3.16  Other capability EXIENSIONS .......ce ittt ettt e e e e e e e e e e e e e s e e e e annebnbbeseeeeeeees 246
10 ] = @1 I PSRRI 247
10.1  APPLICATION / SERVICE SECURITY ..uutttttteetiiutteetteesatuteeeeesaantsseetesaasssseeessasssseesessanssseeseesannssseeessannsseeeens 247
O R @ T I o =T 01T =Y 1= PP 4
O 1= VT (=T TU 1T =Y 1= ) P 24
10.1.3 Specific security requirements for privileged JaVEE APIS.........coooiiiiiiiii e 248
10.1.4  PEIMISSION NAIMES.......couiiiiiiiiiie i e e e e e ettt e e e e e e e e e eee e e et e e e e seaaaeaeeeeseeeeeeatstaaaaeseeaaaseresssrsrnrannnnses 512
10.2  USERAUTHENTICATION  otttttuuuuasaaaaatatttttaatatuaa e aaaaaaaaaataaessssssasaaa et aaaaaaateeessssstann s aaaaaassaaaeaaaeeeessnsssnnnn 252
ANNEX A.  CHANGE HISTORY (INFORMATIVE) .....uttiiiiiiiiiiit ettt e sttt s et e s st a e e s e s 253
ANNEX B.  CE-HTML PROFILING ......ciiittiiiti ettt emi ettt s ettt e e e s et e e e s sttt e e e e sansaeeaeesansanaeeaessnnnsneaeeens 255
ANNEX C. DESIGN RATIONALE (INFORMATIVE) ....ciicttiiiiieiiit aeeiiiiiee ettt e et ee e e sntaaeea s snnanaeaeesanes 265
ANNEX D. CLARIFICATION OF DOW NLOAD COD, STREAMING COD AND CSP INTERFACES
(INFORMATIVE) «etttite ettt et oottt s ettt e e s ettt et e a4 ettt e e e e s as st et e e e e aasasee e e e e s s tbeeeeeeanssbaeeaeaeanssbeeeaeeennssnneeesansees 266
ANNEX E. CONTENT ACCESS DESCRIPTOR SYNTAX AND SEMANTICS.....cccccoiiiiiiiiieeiiiiieee e 271
E.1 CONTENT ACCESSDOWNLOAD DESCRIPTOR FORMAT .....coiiiiiiiiiitiiia e e e e ae et eeeeeiebiies s e e e e e e e e e e eeeaesennnnnns 271
E.2  CONTENT ACCESSSTREAMING DESCRIPTOR FORMAT ....cciiiiiiiiiiitiiaa e e e e e e et ee ettt e e e e e e e e eeaesennaanns 271
E.3  ABSTRACT CONTENT ACCESSDESCRIPTOR FORMAT ....utttuiiiaiaaiaeieitiettttttiiaaa e e e e e e e e e aeaaeeeeessbaan e e e aeaaaeas 272
ANNEX F.  CAPABILITY EXTENSIONS SCHEMA .....coittiiiii ettt ettt aee et e e e s snnaaeaessnssaneee s 276
ANNEX G. CLIENT CHANNEL LISTING FORMAT .....iiiiiiiie it titeesseiiite e e ssiiteee e e s s siiaaeae s s e nsnaeeassennnens 278

ANNEX H. DVB-MCAST URI SCHEME FOR SERVICES IN A MPEG-2 TS DELIVERED OVER IP
MULTICAST 281

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 7 (281)

Figures

(1o T = A 2 10 )Y/ o T [ S 17
(o [ (2 = To ) g 1Y o Lo = PP EUUTTTPTTT 17
1o T =T G o )t 1 o o 1Y USRS 17
Figure 4: General Event Notification Architecture an OITF and Remote Ul SEIVer .........iiiiicceeeiiiiiees 38
Figure 5: HNI-IGI transaction for outgoing SIP requests from a DAE application............cc.uuvmmmeiiiiieeeeeeieeee 40
Figure 6: HNI-IGI transaction for in-session iNCOMING SIP FEQUEST.........coiieiii i a e e e e e e 42
Figure 7: What happens when the OITF iS firSt tUrN@ ON...........oooiiiiiiiii e 44
Figure 8: User 10gs in USING the DAE INTEITACE . ..ccii oot e s e e e e e e e e e e e e e e s e e s e nannrenneees 45
Figure 9: Unsolicited message from the NEIWOIK ...........ooi oo e e e e e e e e e e e e s e eenannes 46
Figure 10: State diagram for embeddedpp1ication/oipfDownloadManager objects...........ccccovcvvviienininnnne 3.8
Figure 11: State diagram for embedded/ideo/broadcast objects. .......ccccccvviiiiiii i 151
Figure 12: PVR States forrecordNow and timeshifting usingvideo/broadcast ..........cc.cccoceviiiiiiiciiccneennn.. 162
Figure 13: State diagram for embedded A/V Control JECES .......cooiiiiiiiiiiiee ettt e e e e 191
1o T = S Y = 1T Yot~ - T TP 266

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 8 (281)

Tables

Table 1: Events applicable for cross application @nt handling............ccooeeiiiiiiiiicicieee e 23.
LIz o1 (oI AN o] o] o= Te] =Y To ] g F= 1 1 o o R USSP 35
LI Lol (SRS I DY  SIr=T o] o] o= 1uTo g et a1 o] oo [T P 37
Table 4: HTMLODJECIEIEMENT INTEITACE ......cooii ettt e e et eeeeeaaaaeeeas 50
TabIe 5 WINAOW INTEITACE .....eeeiiiiiiiiieee ettt e e et e e e s e bbbt e e e e s bbbttt e e e s aab b e e e e e e s aanrneeeesanbneeeeeenns 51
Table 6: DocumentView interface to be added t0 UDOM...........cciimmreeiieieeiieniee e ee e seeesae e e seeseeesneeseee e 51
Table 7: SVGForeignobjectETlement interface to be added t0 UDOM .............coummmeerieniinieiienieniesieseeee e 52.
Table 8: DOCUMENE INTEITACE ... ..iiiiiiie i cee ettt e e e et e e st e sk e e e s nr e e e s ne e e samee e e nane e e s nnreeenn 52
Table 9: Window interface t0 be added t0 UDOM ...............immeeiiiriiaie et seestee sttt ee e saeeste et neeaneesseeseeesneenneenees 53
Table 10: New DOM events for appliCation SUPPOIT ........ee ittt e e e e e e e e eeeaeas 65
Table 11: URI SCHEMES @N0 USAQES........cccecciuenriiiiiiiiiiie et e teeaaeee e e et ta s s e s s eaaaaeeeeeertaaaaaaaaaaasessaaassnssssesttaaananaaeaeaeeens 232
Table 12: Base Ul Profile NAIMES ...ttt e e ettt e e e st r e e e e s s bbe e e e s eabrneeeeeeans 235
Table 13: Complementary Ul Profile Name Fragments...........oooo i e e e e e e e 32

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 9 (281)

Foreword

This Technical Specification (TS) has been produne®pen IPTV Forum.

This specification provides multiple options fons® features. The Open IPTV Forum Profiles speitica
complements the Release 1 specifications by defitiia Open IPTV Forum implementation and deploynpeotfiles.
Any implementation based on Open IPTV Forum spegtifbns that does not follow the Profiles spectfaracannot
claim Open IPTV Forum compliance.

Introduction

The Open IPTV Forum Release 1 Specification consisseven Volumes:

Volume 1 - Overview,

Volume 2 - Media Formats,

Volume 3 - Content Metadata,

Volume 4 - Protocols,

Volume 5 - Declarative Application Environment,
Volume 6 - Procedural Application Environment, and

Volume 7 - Content and Service Protection.

The present document, the Declarative ApplicatioiEnment Specification (Volume 5), specifies IhW&E
functionality of the Open IPTV Forum Release 1 $olu
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1 Scope

The Open IPTV Forum has developed an end-to-endigolto allow any consumer end-device, compliarthe Open
IPTV Forum specifications, to access enriched ardgnalized IPTV services either in a managedrmramanaged

network.

Its functional architecture specificationfARCH] defs a block called OITF which resides inside #g&dential network.
The OITF includes the functionality required to @£ IPTV services for both the unmanaged and tmageal network.

Part of these functionalities is theclarative Application Environment (DAE): a declarative language based
environment (browser) based on CEA-2014[CEA-2014ek]presentation of user interfaces and includiagpting
support for interaction with network server-sidglégations and access to the APIs of the other GliFEtions.

The DAE is the focus of this specification.

The requirements for specifying this functionabg derived from the following sources:
® Open IPTV Service and Platform Requirement for FEQFS];
® Open IPTV Functional Architecture for R1[ARCH].

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 11 (281)
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3 Terminology and conventions

3.1 Conventions

All sections and annexes, except “Scope” and “bhition”, are normative, unless they are expliditigicated to be
informative.

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

In sections of the present document whose preseiigdicated by one of the capabilities definedaation 9.3, use of
the [RFC2119] terms “MUST", “SHALL”" or “REQUIRED” pplies only when the capability is made availabl®AE
applications. They do not have the effect of makhag section mandatory.

In this document, “application” means “declaratamplication” (browser based application) throughtbet DAE
platform specification, as opposed to the “procabtlapplications” (Java based applications) definettie PAE platform
specification.

In the documente APIs JavaScript attributes ard-va@te unless otherwise specified.

The type Integer” is not a valid Javascript type as is. It is uasd short hand notation for a subset of typenber”
which includes only the numbers that can be writtithout a fractional or decimal component.

3.2 Definitions

Term Definition

Audio from memory Audible notifications and audio clips intended tofdlayed from memory.

Broadcast related Interactive application associated with a televisio radio channel, with part of a television cheir(e.g.
application a particular program or show) or other televisiontent. Often referred to as “red button” applicas in

the industry, regardless of how they are actualisted by the end user.

Broadcast independent | Interactive application not related to any TV chelror TV content or to the currently selected s@rv
application provider.

Embedded object A software module that extends the capabilitiethefOITF browser. Features provided by an embedd
object are made available to DAE applications tgtothe methods and properties of a specific jaygisc
object.

HTML document An XHTML document and associated style and sciips fconforming to the restrictions and extension

defined in the present document.

Key Event Event sent to a DAE application in response to friimm the end-user. This input is typically gerleca
in response to the end-user pressing a buttonconentional remote control. It may also be gereraty
some other mechanism on alternative input devigels as game controllers, touch screens, wands or
drastically reduced remote controls.

Mandatory The feature is an absolute requirement of the 8pation (a “MUST” as defined by RFC 2119).
Non-visual embedded A non-visual embedded object is an embedded otfjathas no visible representation and cannot get
object input focus

Optional The feature is truly optional (a “MAY” as definegt RFC 2119)

Remote Ul The display of a Ul from one device on a seconth@te) device across a network.

Service provider related | Interactive application related to the service mewselected through the service provider selactio
application process.

Trick Mode Facility to allow the User to control the playbamkContent, such as pause, fast and slow playback,
reverse playback, instant access, replay, forwaddraverse skipping.
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3.3 Abbreviations

In addition to the Abbreviations provided in Volurhgthe following abbreviations are used in thituwee.

Abbreviation Definition

AJAX Asynchronous JavaScript and XML
CSSs Cascading style sheets

DOM Document object model

GIF Graphics Interchange Format
HE-AAC High Efficiency AAC

JPEG Joint Photographic Experts Group
PNG Portable Network Graphics

PSI Public Service Identifier

SVG Scalable Vector Graphics

WAVE Waveform audio format
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4 DAE overview

This specification builds on the capability modefided in CEA-2014[CEA-2014-A] in order to exposedan IPTV
service provider the capabilities of any particdiF.

In addition to what is defined in CEA-2014, othemtinal capabilities are defined in section 9.3er\g most of the
features defined in this specification. This docotdoes not define whether these capabilities aedatory or not.
Other documents or specifications need to addhe¢sA small minimum set of capabilities are defifie section 9.2
"Default Ul profiles".

Section 3.1 of this document defines how to interfiRFC2119] terms like "SHALL" in sections of tldscument
included in a capability. In sections of this doamnwhich are not covered by capabilities, tertks ISHALL" apply as
used in each section.

4.1 Architecture of DAE

This section will introduce the basic conceptshia &rchitecture of the DAE specification and thelationships. [CEA-
2014-A] is the baseline technology for the DAEphrticular the following requirements hold:

- The OITF SHALL support the i-Box model as definadCEA-2014-A] with the changes described in Aneaf
this document, in particular all requirements fori-Box remote Ul client as defined in section 8.4nd sections
5.2 through 5.10 of CEA-2014-A (i.e. all Remotedlient requirements inside the subsections thatrended as
either “Mandatory for every RUIC” or “Mandatory feBox” except where modified by Annex B of thisalonent).
This also includes (through reference) Annexes,@G,H, | of [CEA-2014-A]. The OITF SHALL also supg the
following features which are not mandatory for tmx model.

o 5.6.1 Multicast notifications
o 5.7.1 Streamed A/V Content
o 5.7.3 Full-screen video

- The OITF MAY support the 2-box and/or 3-box modiddined in [CEA-2014-A]. Note that by default threarface
with the AG and IG deviates from CEA-2014's 2-bomdal and 3-box model. An overview of these diffeenis
given in Section 4.1.1.

- A mandatory requirement in CEA-2014-A remains maoidafor the OITF, and recommended and optional
requirements in CEA-2014-A remain recommended atitbal for the OITF, unless explicitly specifietdfdrently
inside this DAE specification. A detailed desciptiof these differences can be found in Annex B.

4.1.1 Remote Ul and box models (Informative)

The architecture overview from CEA 2014 Sectiondefines various box models. Next to the i-Box mdde
accessing IPTV service providers or 3rd party imeservices, it defines a 2-Box and 3-box modeirfdhome remote
Ul. Box Models are divided by not only where thevee resides but also where the Ul control poistde to perform
discovery and setup of a remote Ul connectionasef the 2-Box and 3-box model the Ul controhpa a UPnP
control point that discovers in-home servers. dgecof the 2-box model, there is a UPnP Remoteobtral point inside
the OITF. If the UPnP remote Ul control point residn an external device (e.g. web pad, remoteaiter), whereby
the external device lists the Remote Ul serverssatsl up a Ul connection between the OITF and RetdbBerver this
is called the 3-box model. An OITF that supports 3dbox model must be discoverable through UPre,isnd expose
the profile information of a Remote Ul client taethome network.

For the OITF, only the CEA-2014-A i-Box model is natory. The 2-box and 3-box models are optionlaé default
interaction with the Application Gateway (AG), théS Gateway (IG) and the CSP gateway (CSPG) deuiatee
following manner. However, it is not precluded &r AG, IG, CSPG or other devices in the home ndtwmexpose
themselves as a regular UPnP Remote Ul serveistbampliant with CEA-2014, for example to servieemote Ul of
its configuration screen to the OITF.

0 The AG is similar to a level 1 remote Ul serveda$ined in Section 5.1.1.2 of CEA-2014-A, with the
difference that [Req. 5.1.1.2.d] is replaced witttifeerent device description. The device desanipdf the AG
is defined in Section 10.1.1.2 of [PROT]. The regoients [Req. 5.1.1.2.b] and [Req. 5.1.1.2.c] aw n
optional: a URL to the XML Ul Listing is provided/telement <agUIServerURL> of the AG Description XML
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document. Note that the UPnP Device descriptiah@fAG MAY offer a CEA-2014-A compatible level 1 o
level 2 remote Ul server in its UPnP device hidmgrihat point to the same XML Ul listing.

The IG enables the discovery of IPTV services thhothe HNI-IGI interface as defined in [PROT]. Thes
quite different from a level 1 or level 2 remote déirver. The details of the device discovery oflthare
defined in Section 10.1.1.1 of [PROT].

Irrespective of the box models, and the discoveegmanism used, the OITF performs the following gelngteps to set
up a connection to any internet or in-home service:

1)

2)

3)

4)

5)

Setup & Connect phase:

A. The OITF connects to a URL of a DAE applicatioreoéd by a server over an HTTP connection. The
OITF's capability profile is conveyed to the servasing the “User-Agent” HTTP header, to enable the
server to adjust the contents to the DAE capadilitif the OITF. An OITF that supports additional
content formats (e.g. Flash) can also convey tegtnsions to the server.

B. After setting up the connection, the XHTML and/&G contents that constitute the DAE application are
downloaded to the OITF.

C. This connection can also be set up by a separa@obiirol Point in case of an OITF that supportsteo$
model.

Presenting web content:

A. After downloading the XHTML and/or SVG contentse tBAE application may become active and
display a user interface as defined by the XHTMH/anSVG contents.

Controlling the UL:

A. Remote control, keyboard and mouse events canrmfdtawithin scripts.

B. Native control for web forms and spatial navigatioust be supported.

C. Client-side scripting control for the playback oAcontent must be supported.
Dynamic Ul Updates:

A. User interfaces can be dynamically updated by ¢nees using a persistent TCP connection (NotifSticke
or through XML updates over an HTTP connection (XJA

3 Party Notifications:

= Notification messages linked to Ul content canvaron the OITF outside of an active Ul interacti@mtween the
OITF and the server.

4.1.1.1 i-Box model

The i-Box Model supports the remote presentatiah@mtrol of Uls that reside on a server on therimt (WAN). The
client (OITF) resides within the home domain, asméither non-discoverable and has a built-in “Catina setup and
control” to perform connection management relatgerations, or is discoverable by an external sed¢d/PnP Remote
Ul Client Control Point within the home domain tladiow the connection management related operatmbs
controlled by another device. This configuratiodépicted in the diagram below.

OITF/DAE Remote Ul Server

(Non-Discoverable or (Internet)
Discoverable

{  Connection | T :

. Selepend i UPnPRUI

1 cantrol : i Client Control

----- e ' Point : i 1 =optiona

___________________
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Figure 1: i-Box Model

4.1.1.2 2-Box model

The 2-Box Model describes a configuration in whilel server is discoverable in the home networkcésthe client
is not discoverable, it must have a UPnP ContrahtRo order to be functional in the network todigle to discover
an AG device description (as defined in SectiomflfPROT]), or a Remote Ul server description asctdi&ed in
Section 5.1 of [CEA-2014-A].

OITF/DAE Application
: Gateway (AG)
(Non Discoverable) < q and/or RUI Server
UPnPControl (Discoverable)
Point

Figure 2: 2-Box Model

4.1.1.3 3-Box model

When both the Remote Ul Server and the Remote léh€Care discoverable, the configuration can berilesd by
the 3-Box Ul Model. This configuration has no region on the location of the UPnP Control Point fiee discovery
and connection management, as illustrated in thgrdim below.

Application Gateway

OITF/DAE (AG) and/or RUI
Server
(Discoverable)
R Y = > (Discoverable)
y Control
:L Foint i Ul Control i Ul Control :
""""""""" ; Point L Point :

Figure 3: 3-box Model

4.2 Gateway discovery and control

This section describes how DAE applications discole information of the gateway and subsequentigracts with the
gateway. The discovery of the IG and AG by the O#F& defined in section 10.1 of [PROThe discovery takes place
prior to the DAE application being initialized. Th@ormation about the discovered gateways is maddable toDAE
applications through thepp1ication/oipfGatewayInfo embedded object. DAE applications can use thisvegy
information to interact with the discovered gatewés.g. |G, AG, CSP gateway and so on). The
application/oipfGatewayInfo embedded object SHALL be made accessible thrdugDOM with the interface
as defined in section 7.7.1.

Access to the functionality of trepp1ication/oipfGatewayInfo embedded object is privileged and SHALL
adhere to the security requirements defined in@ed.1
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4.3 Application definition

This section defines what is meant by the conceat'DAE application’; which files and assets amnsidered to be part
of a DAE application and how this relates to DABplagation security and lifecycle.

A DAE application is an associated collection otdments (typically JavaScript, CSS and HTML or S¥sguments)
from the same fully-qualified domain, unless sgedifdifferently in Section 5.1.1.3. It is accessedr TLS and
authenticated with an X509 certificate. Accessrtuileged capabilities can be requested througbkresibns to the X509
certificate (see section 10.1). Whilst the docunieitaded within the browser, an additional brawsgect (the
oipfAppTicationManager object), defined in section 7.2.1 is present arwssible by the DAE application. The
App1icationManager object provides access to thpp1ication class defined in section 7.2.2 which provides
Javascript properties and methods that a DAE agijilic possesses that exceed those of traditioreth vages”.

The difference between a DAE application and aititathl web page is the context within which ilaaded and
executes. For this reason, the definition and detdia DAE application focuses on the applicagaecution
environment and the additional capabilities progitie DAE applications. The next subsections descsiime of the
differences. Additional details about the DAE apation lifecycle can be found in Section 5.1

4.3.1 Similarities between applications and traditi  onal web pages

Both applications and traditional web pages havimitial document, almost always written in HTMLhigh can
include the contents of other documents. Thesedati documents can have a variety of types, inotu@iascading
Style Sheets (CSS), JavaScript, SVG, JPEG, PNGaérd

A dynamic DOM, combined with XMLHttpRequest, persitJAX-style changes to the current applicatiomeb page
without necessarily replacing the entire document.

4.3.2 Differences between applications and traditio  nal web pages

An application is created and terminated in a déffé manner to a web page. For the case of apiplicateation, it is
this difference that indicates to the browser thaew application is being started, rather tharidhding of a (new) web
page. For the case of application destructiondifierence indicates the termination of an appi@atas opposed to the
loading of new contents within the context of theerent application.

The application context includes information abidet state of an application from the platform’sgperctive —
permissions, priority (importance: which to terminérst in the event of insufficient resources, éxample) and similar
information that spans all documents within an magibn during the lifetime of that application.

An OITF SHALL support the execution of more thare@pplication simultaneously. Applications MAY shdine same
screen estate in a defined and controlled fasHibis. differs from multiple web pages, which areitgtly handled
through different browser “windows” or “tabs” andaynnot share the same screen estate concurreliigygh the
details of this behaviour are often browser-depat)d@&his also differs from the use of frames, whiapart from
iframes, do not support overlapping screen esBatth foreground and background applications SHAELshpported
simultaneously.

Applications SHALL be recorded within a hierarchyapplications. Each object representing an apfitingpossesses
an interface that provides access to methods amlusgs that are uniquely available to applicagidfor example,
facilities to create and destroy applications cambcessed through such methods

4.3.3 The application tree

Applications are organised into a tree structurginty thecreateApplication() method as defined in Section
7.2.2.2, applications can be either be startedhiéd wodes of the application or as a sibling @& #pplication (added as a
subtree of the parent of this application). The romle of an application tree is created upon logdh initial

application URI or by creating a sibling of an dpation tree’s root node. An OITF MAY keep trackrofiltiple
application trees. Each of these individual appiticatrees are connected to a hidden system rai# nwintained by the
OITF that is not accessible by other applications.

Applications created while the DAE environmentuaming (e.g. as a result of an external notifiggtinat are not
created throughreateApplication() SHALL be created as children of the hidden systeot node.
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4.3.4 The application display model

Multiple applications SHALL be displayed on the ®lin one of the application visualization modesiefned in
Section 4.4.6.

The mode used SHALL be determined prior to inisiafion of the DAE execution environment and shatbst until
termination or re-initialization of the DAE exeauti environment. The means by which this mode éseh is outside
the scope of this specification.

Each application has an associated D@iidow object and a DOMbocument object that represents the document that
is currently loaded for that application. Even “diaiwless” applications that are never made visibleehan associated
DOM Window object.

4.3.4.1 Manipulating an application’s DOM Window ob  ject

Each application has an associated D@iidow object and a DOMbocument object that represents the document that
is currently loaded for that application. Even “diaiwless” applications that are never made visibleehan associated
DOM window object.

Standard DOMvindow methods are used to resize, scroll, position aodss the application document (see section
4.4.6). Many browsers restrict the size or locabbwindows; these restrictions SHALL NOT be enfmddor windows
associated with applications within the browseaarmy area of the display available to DAE applar@s may be used
by any application. Thus, ‘widget’-style applicatiocan create a small window that contains onhagmication
without needing to be concerned with any minimure sestrictions enforced by browsers.

4.3.5 The security model

Each application has a set of permissions to parf@rious privileged operations within the OITF €lrermissions that
are granted to an application are defined by ttexsiction of three permission sets:

1. The permissions requested by the application, usiegnechanism defined in section 10.

2. The permissions supported by the OITF. Some pesionis may not be supported due to capability etiirs
(e.g. thepermission_pvpermission will never be granted on a receiver dogs not support PVR capability).

3. The permissions that may be granted, as deternhipeder settings or configuration settings spetifig the
operator (e.g. blacklists or whitelists; see secfi® for more information). This is a subset gf éhd may be
different for different users.

4.3.6 Inheritance of permissions

Applications created by other applications (e.gngishe methods described in sections 5.1.1.2108 8) SHALL NOT
inherit the permissions issued to the parent agiiin. The permissions granted to the new apptinatiill be defined by
the mechanism specified in section 10.

When an application uses cross-document messagidgfimed in [HTML5] to communicate with anoth@p#cation,
any action carried out in response to the messkigd Stake place in the security context of the apgtion to which

the message was sent. Applications SHOULD take ttaensure that privileged actions are only takeesponse to
messages from an appropriate source.

4.3.7 Privileged application APIs

The privilege model implemented with applicatiosdased upon requiring access toApp11ication object
representing an application in order to accesgtivéleged functionality related to applicationddycle management and
inter-application communication.

Only web pages running as DAE applications (eamfa known provider and loaded via TLS) have acteas
Application object (via theapplication/oipfAppTicationManager object).

4.3.7.1 Compromising the security

Since applications have accesapp1ication objects, it is possible for applications to compige the security of the
framework by passing these objects to untrusteé.dedr example, an application could raise an eseratn untrusted
document and pass a reference tajip11ication object in the message. Any calls to methods ompgnlication
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object from pages not running as part of an apgdiodrom the same provider SHALL throw an errordagined in
section 10.1.1.

4.3.8 Active applications list

This is a list of application nodes ordered in @a4&trecently activated” order. It is used by thessrapplication event
dispatch algorithm as defined in Section 4.4.7iambt directly visible to applications.

An application is activated through calling thetivate () method of the application node. This marks aniegfibn
as active and inserts the application at the efdhe active application list (removing it fronethist first if it is already
present).

An application is deactivated through theactivate () method of the application node. This marks aniagfbn
inactive and removes it from the active applicatish

The currently active application is the applicatairthe start of the active application list.

This specification does not define any behavioundfe than one copy of the browser is executing.

4.4 Resource Management

This section describes how resources (includinggramular resources such as memory and display areahared
between multiple applications that may be runningutaneously. Applications SHOULD be able to takerthe loss of
scarce resources if they are needed by anothecagpgh, and SHOULD follow current industry besagtises in order
to minimize the resources they consume.

This specification is silent about the mechanisnsfaaring resources between DAE applications, Pgifieations and
other applications running on the OITF. In the ravdar of this section and this document, the teppliaation refers
solely to DAE applications

4.4.1 Application lifecycle issues

If an application attempts to start and not eno@glources are available, the application with diweekt priority MAY
be terminated until sufficient resources are abgldor the new application to execute or untilapplications with a
lower priority are running. Applications withoufpaiority associated with them (e.g. applicatioresteld by the DRM
agent, see section 5.1.1.6) SHALL be assumed te &ariority of OX7F.

Applications may register a listener fap1icationuUnloaded events (see section 7.2.1.3) to receive notificadif
the termination of a child application.

Failure to load an asset (e.g. an image file) d8 @& due to a lack of memory SHALL have no effentthe lifecycle of
an application, but may result in visual artefgetg. images not being displayed). Failure to laadHTML file due to a
lack of memory MAY cause the application to be teated.

4.4.2 Caching of application files

Application files MAY be cached on the receiveoider to improve performance; this specificatioriisnt about the
use of any particular caching strategy. For pacltagplications, the entire package SHALL be retiifie either
packaged or unpackaged form) until the applicatias terminated.

4.4.3 Memory usage

Applications SHOULD use current industry best psss to avoid memory leaks and to free memory vihismo
longer required. In particular, applications SHAukregister all event listeners before terminataor SHOULD
unregister them as soon as they are no longerrestjui

Where available, applications SHALL use explicisalactor functions to indicate to the platform thegources may be
re-used by other applications.

Applications MAY use thgc () method on thapplication/oipfApplicationManager embedded object to
provide hints to the OITF that a garbage collectipae should be carried out. The OITF is not rexglito act on these
hints.
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The LowMemory event described in section 7.2.1.3 SHALL be gaedrashen the receiver is running low on memory.
The amount of free memory that causes this eveln¢ tpenerated is implementation dependent. Agfita may
register a listener for these events in order tall@low-memory situations as they choose best.

4.4.4 Instantiating embedded objects and claimings  carce system
resources

The objects defined in Section 7 of this specifamatre embedded objects. These are typicallyntisted through the
standard DOM 2 methods for creating HTML objectsheroipfobjectFactory as defined in Section 7.1.

All embedded objects as defined in section 7 SHAIQT claim scarce system resources (such as a hiyhbra) at the
time of instantiation. Hence, instantiation SHALION fail if the object type is supported (and suéfit memory is
available).

For each embedded object for which scarce resamanti#icts may be a problem, the state diagram hacatcompanying
text define how to deal with claiming (and releggiacarce system resources. Note that scarce cesoc8HALL be
released, when the respective embedded objectigstioyed (e.g. during a transition to another HTddicument,
except in cases described for the optiopalrsist’ property of A/V objects). If there are no refeces (anymore) to an
embedded object as defined in Section 7 (e.g. edteoving the object from the DOM tree), then tbarse system
resources claimed by the embedded object SHOULi2lbased.

NOTE: instantiated embedded objects do not habe tadded to the DOM tree in order for their Javps&Pl to be
usable).

4.4.5 Media control

Instantiation of asideo/broadcast or A/V Control object does not cause any scarseures to be claimed. Scarce
resources such as a media decoder are only cldotleding a call to thesetChannel (), nextChannel () or
prevChannel () methods on &ideo/broadcast object or thgpTay () method on an A/V Control object. By
implication, instantiating &ideo/broadcast or A/V Control object does not cause the mediarrefl to by the
object’s data attribute to start playing immediat&ee section 7.13.1.1 for details of when scerseurces are released
by avideo/broadcast object and section 7.14.1.1 when scarce resoareeleased by an A/V Control object.

Where applications make conflicting requests fiitéd media decoding resources, the media decodsuyrces that
are requested most recently are presumed to lendsethat are most wanted and the resources SHMdldPanted to
the application that most recently requested thegandless of the priority of the application indézhin application
signalling. Any objects which have lost the resegrshall generate an error (e.g. error code leicdse of the
video/broadcast object, or error code 3 in the case of the A/V @arobject) and, in the case of the
video/broadcast object, return to the unrealised state. This agplb conflicts between different requests for
streaming video or audio (whether over RF tunei®a@treams). When an error occurs due to scasoeirees being
removed from an object, the object SHALL free atheo scarce resources that may be held. Multipidiegtions from
the same author which are running simultaneousiylshco-ordinate their use of scarce resources.

This specification is intentionally silent aboutlaéing of resource use by embedded applicatiorisdimg scheduled
recordings.

If audio from memory interrupts any other mediasgretation then the interrupted presentation SHA&rdstored
automatically by the OITF when the interruptinggaetation ends.

When audio from memory is interrupted by a resolwss, or when streaming video or audio presentasianterrupted
by a resource loss caused by another requestréansing audio or video presentation, the presemtasi cancelled and
SHALL NOT be restored automatically by the OITF.

4.4.6 Use of the display

A compliant OITF SHALL support at least one of foowing application visualization modes for managthe display
of applications:

1) Multiple applications may be visible simultaneoysiyth the OITF managing focus between applicatidms
with DAE applications managing their own size, fiosi and visibility. In this mode the following Hus:

a) Many browsers restrict the size or location of vang; in this application visualization mode these
restrictions SHALL NOT be enforced for windows asiated with applications within the browser
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area. Any area of the display available to DAE maions may be used by any application, and no
minimum size is enforced for applications. An apalion may choose to resize or display its DOM

window as appropriate, using properties and methodseD@M window object. If this application

visualization mode is supported, the following prdjes and methods SHALL be supported on the
window object in addition to what is stated in [C2814-A]: resizeTo(), moveTo(), andscreen.

Note that the display of applications exceedingmfaximum size of the browser area or of application
partially positioned outside the browser area maygiopped.

b) applications from the same service provider thatisended to run simultaneously SHOULD take care
to co-ordinate their use of the display in ordeemsure that important Ul elements are not obscured

2) Multiple applications may be visible simultaneouysijth the OITF managing the size, position, viiipiand
focus between applications. In this case methadsi zeTo() andmoveTo() are either not supported on the
window object, or have no effect whilst the OITF rendapplications in this mode.

3) Only one application is visible at any time; switainto a different application hides the currentigible
application. The mechanism for switching betwegpliaations is implementation-dependent. In thisecahe
show(), hide(), activate() anddeactivate() methods of thappl1ication object provide hints to
the execution environment about whether the usauldibe notified that an application requires atten The
mechanism for notifying the user is outside thepscof this specification.

Applications SHALL be created with an associatedD®i ndow object, that covers the display area made availapl
the OITF to a DAE application. The size of the D@Whdow can be retrieved through propertieaherwidth’ and
‘innerHeight’ of the DOMwindow object.

Any areas of the browser area outside the DiDiMdow that become visible when it is resized SHALL tsnsparent —
any video (if the hardware supports overlay asipexoverlay*> elements defined in Section 9.2thear capability
profiles) or applications (if multiple applicationan be visible simultaneously) with a lower Z-irdill be visible
except where the application has drawn Ul elements.

The default background color of the root of theutoent (i.e. the <html> rendering ‘canvas’) SHALL &aon-
transparent color and SHOULD be white as most beosysinless explicitly overriden with the followifgyr an
equivalent) CSS construct to allow the underlyifdpo to be shown for those areas of the screeratbatot obscured
by overlapping non-transparent (i.e. opaque) childf the <body> element:

html { background-color: transparent; }
body { background-color: transparent; }

Changing the visibility of an application by catlimethodshow() orhide() on theApplication object SHALL
NOT affect its use of resources. The applicatidhk&teps running and listens to events unlessgmication gets
deactivated (see Section 4.3.8) or destroyed (se&o@ 5.1.2).

4.4.7 Cross-application event handling

As defined in [DOM 2 Events], standard DOM evenesised on a specific node within a single doauniehis
specification extends the event capability of th€Fothrough cross-application events handling,dngs not change the
DOM2 event model for dispatching events within doemts. An OITF SHALL implement the cross-applicatevents
and cross-application event handling model desdribehis section.

1) An OITF SHALL implement the following cross-appltean event handling model. Cancelling the propagati
of an event in any phase SHALL abort further rajsifithe event in subsequent phases:If an evetigible for
cross-application event handling (see below forannformation) and is targeted at a node in thetmecently
activated application, then dispatch the evenh&b mode using the standard DOM 2 bubbling/capguoiin
events. Default actions normally taken by the bexwgpon receipt of an event SHALL be carried duha end
of this step, unless overridden using the usingettisting DOM 2 methods (i.e. using method
preventbDefault()).

2) If the cross-application event is not preventednftmeing propagated beyond the document root nottesof
application by using the exist DOM 2 methods, thent is dispatched to other active applicationthe
application hierarchy using the active applicatibstsdescribed in Section 4.3.8. The OITF SHAL&réte over
the applications in the active application lisgrfr most recently activated to least recently atgivadispatching
the event to thapp1ication object of each application in turn. Note that ¢éivent SHALL NOT be
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dispatched to the document, and default brows@ra&HALL NOT be carried out during this phase.
Cancelling the propagation of an event in this pHaIJALL abort further raising of the event in sulpsent
applications.

Event listeners for cross-application events agéstered and unregistered using the same mechassar DOM2
events. Listeners for cross-application events beagegistered on thepp1ication object as well as on nodes in the
DOM tree.

The following events are valid instances of crgsgliaation events and are applicable for crossieatibn event
handling:

System Description
event
KeyPress Generated when a key has been pressed by the user. May also be generated when a key
is held down during a key-repeat.
KeyUp Generated when a key pressed by the user has been released.
KeyDown Generated when a key has been pressed by the user.

Table 1: Events applicable for cross application eant handling

TheKeyPress, KeyUp andkeyDown events are all targeted cross-application evditits.events are targeted at the
node that has the input focus.

All events dispatched using the standadidpatchEvent () method are normal DOM events, not cross-applinatio
events. As defined in Annex B bullet “Changes #' 5the OITF SHALL support theindow.postMessage()
method for cross-document messaging as definddTML5]. The method takes two arguments; a messafjg/jfe
String) to be dispatched and the targetOrigin, Whiefines the expected origin (i.e. domain) oftdrget window, or “*”
if the message can be sent to the target regarofiéssorigin. The target of the event is the “daw” of a specific
application. Applications can use this methodaiedsevents to other applications. The receivindiegion MAY
receive those events and interpret them, or MAYatich them in its DOM using standard DOM dispatchi()
methods.

The visibility of an application SHALL NOT affeché cross-application event handling algorithm dsdd above — an
active application SHALL receive cross-applicaterents even when it is not visible.

Incoming key events are dispatched using the appsieation event handling algorithm as definedvabo

NOTE: This event dispatch model enables key everite dispatched to multiple applications. Appiimas wishing to
become the primary receiver for key events SHOUBDAppTication.activateInput(). Even though
Application.activateInput() is called, another application may subsequentlgdivated. In order to ensure
that sensitive key input (e.g. PINs or credit cdethils) is limited only to the application it iténded for, applications
SHOULD check that they are the primary receivethefkey events (using tig@pTication.isPrimaryReceiver
property and/or thapplicationPrimaryReceiver andApplicationNotPrimaryReceiver events defined in
section 7.2.6) and SHOULD ‘absorb’ key events Hjir@athe stopPropagation() method on the DOMRey
event.

4.4.7.1 Behaviour of the BACK key

If a remote features a “back” or “back up” key,ame offering similar functionality, the OITF SHALhandle this key as
described below:

1) A VK_BACK key event SHALL be dispatched to applicationsdwihg the normal key handling process
described in section 4.4.7

2) If the default behaviour of the key event is nopgted by an application usipgeventbefault(), then the
OIPF MAY load the previous page in its history fiet DAE applications.
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4.5 Parental access control

The present document permits a number of diffeapptoaches to parental access control.
a) Enforcement in the network.

An IPTV service provider MAY manage parental acaamstrol completely in the network. Applicationsining on
application servers back in the network MAY dediddlock access to content or arrange a DAE apgicdo ask for a
PIN code as necessary. This approach can apphytkiad of content - streaming on-demand contdhtrioadcast
content and to downloaded content.

No specific support is needed for this approadénspecification.
b) Enforcement in the OITF CSP / CSPG for protectedERFR2 TS content

IPTV service providers MAY use the content protetmechanism for protected content to enforce acoastrol to
protected content. If used, this enforcement véjppen in the OITF and in some cases in the CSRr@gtas well. In
this approach, the content protection mechanistnarOITF would ask for PIN codes as needed.

The OITF CSP/CSPG-based enforcement of this appraadg link to DAE APl and events are defined in:
= clause 4.1.5.1 of [CSP], for CSP terminal centppraach,
= clauses 4.2.2,4.2.3.4.1.1.5 and 4.2.3.4.1.1[69P] for Cl+ CSP Gateway centric approach
= clauses 4.2.2 and 4.2.4.5.1 of [CSP] for DTCP-IP G&teway centric approach
¢) enforcementin the OITF
OITFs MAY enforce parental access controls theneselZxamples include embedded applications offexaugss to;
- IP delivered content based on information delivacethe metadata CG client.
- classical broadcast content in hybrid OITFs
- content delivered to the OITF (either streaming@vnloaded)

In approaches b) and c), PIN dialogs would be ggadrby code forming part of the OITF implementatidbhe APIs in
Section 7.9 provide some control over these dialdbe PIN would typically be configured by an emibed application
but MAY also be configured by a DAE applicationngsthe optional APIs defined in Section 7.3.2 “Tmnfiguration
class” of the present document.

These approaches b) and c) are reflected in a nuofifi@lure modes as defined in the following das of the
specification;

- For broadcast channels (both IP and hybrid), itiee@.13.1 "The video/broadcast embedded objeet,
"onChannelchangeError" where errorState 3 is defined as "parental latklannel”

- Parental rating errors and parental rating chadgeag playback of A/V content through the CEA-204/%/
embedded object and theé deo/broadcast object are reported according to the mechanisroritbes! in
7.14.5 “Extensions to A/V object for parental rgterrors”, respectively 7.13.5 “Extensions to villeoadcast
for parental ratings errors”.

NOTE: Due to the variation in regulatory requirensegind deployment scenarios, the present documértentionally
silent about which of these approaches or comluinaif approaches is used.

4.6 Content download

This requirements in this section apply if the <dtnad> element has been given valaede” in the OITF's capability
profile as specified in Section 9.3.4.

4.6.1 Download manager

An OITF SHALL support a native download managee. (iContent Download” component) to perform theuatt
download and storage of the content, and whiclwallihe user to manage (e.g. suspend/resume, cancefonitor the
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download, in a consistent manner across differentice providers. The download manager SHALL cargin
downloading as a background process even if thed@odoes not have an active session with the sthaeoriginated
the download request anymore (e.g. has switchaddther DAE application), even after a device pes@nn or
network failure, until it succeeds or the user gi@en permission to terminate the download. (sée44n HTTP Range
support to resume HTTP downloads after a power/owtfailure).

The native download manager SHALL be able to adfersualization of its status through the
application/oipfstatusview embedded object as defined in Section 7.15.2.1.

If the attribute hanagebownToads" of the<downT1oad> element in the client capability capability deptidn is
unequal to hone”, the native download manager SHALL offer contookr the active downloads through the Javascript
API defined by thapplication/oipfbownloadManager embedded object in Section 7.4.3.

NOTE 1: Once (sufficient data) of the content hasrbdownloaded, the content MAY be played backguainative
application, and MAY be played back using an A/\Mittol object. In the latter case, see methadSource() in
Section 7.14.7 for more information.

NOTE 2: Annex D clarifies the content download wesagenario in more detail

4.6.2 Content Access Download Descriptor

An OITF SHALL support parsing and interpretationtteé Content Access Download Descriptor documembdid with
the specified semantics, syntax and MIME type &si§ipd in Annex E.

4.6.3 Triggering a download

An OITF SHALL support a non-visual embedded obfctype “application/oipfbDownloadTrigger”, with the
Javascript API as defined in Sections 7.4.1 an®7altrigger a download.

The following subsections define some details abloaidifferent ways of triggering a download.

4.6.3.1 Using the registerDownload() method

Theregisterbownload() method takes a Content Access Download Descrigg@me of its arguments and passes it
to the underlying native download manager in otddrigger a download. The following requiremerngply:

1) The Content Access Download Descriptor MAY be @dan Javascript or MAY be fetched using
XMLHttpRequest. To this end the OITF SHALL pass the data insigedontent access download descriptor
into theXMLHttpRequest.responseXML property in Javascript for furthergessing, if the OITF encounters
an HTTP response message with the Content-Typeeof t
“application/vnd.oipf.ContentAccessDownload+xml1”, as the result of aRMLHttpRequest.

NOTE: The behaviour in other cases when the OlTdoenters an HTTP response message with the Content-
Type “application/vnd.oipf.ContentAccessbownToad+xm1”, for example whilst following a link
as specified by an anchor elemetdx), is not specified in this document.

2) Ifthe OITF supports a DRM agent with a matchb®¥SystemID as per Section 9.3.10, the OITF SHALL
pass included DRM-information as part of the <DRMEolInformation> elements of a content-access
download descriptor to the DRM agent.

3) If the content access descriptor contains multpletent items to be downloaded, then all itemsansidered
to belong together. Therefore, the download of éadividual content item has the same downloadtiflenin
that case (whereby tl@ntentID may be used for differentiation). The order byathihe items are
downloaded, is defined by the OITF.

4.6.3.2 Using the registerDownloadURL() method

TheregisterbownloadURL () method takes a URL as one of the arguments arsmpitsto the underlying native
download manager in order to trigger a download: URL MAY point to any type of content. The URL MAaIso
point to a Content Access Download Descriptor (ugh argumentontentType having value
“application/vnd.oipf.ContentAccessbownload+xm1”). In that case, the method returns a download
identifier. The OITF will then fetch the Content @&ss Download Descriptor, after which the same tmaigpen as if
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methodregisterbownload() as defined in Section 4.6.3.1 with the given Conhfsccess Download Descriptor as
argument was called.

4.6.3.3 Using the optional registerDownloadFromCRID () method

TheregisterbownloadrFromCRID() method is an optional method as defined in Sectidr? and takes a CRID as
one of its arguments that is passed to the unaeylyative download manager in order to trigger ardoad.

4.6.3.4 General behaviour regarding triggering ado  wnload
The following are general behavioural requirememgly to triggering downloads:

a) Fetching the content will typically be initiatedmediately. However, the OITF MAY defer the doaad to a later
time.

b) An OITF SHOULD offer an easy way to continue tieinteraction with the server from which a dowatbhas been
initiated, e.g. allowing him/her to continue bromgion the page that triggered the download.

¢) An OITF SHOULD inform the user if the contenpgyof a content item being retrieved cannot bepnéted by the
OITF.

4.6.4 Download protocol(s)

The OITF SHALL support the HTTP protocol for dowatbas specified in Section 5.2.3 of [PROT]. In #ddi the
OITF SHALL support the following requirements:

1) As specified in Section 5.2.3 of [PROT], if a sareffers a content item for download using HTTR, server
SHALL make sure that HTTP Range requests as defimfRIFC2616] are supported for HTTP GET requests t
the URI of that downloadable content item, in ortebe able to resume downloads (e.g. after powaetwork
failure).

2) Ifthe OITF receives an HTTP 404 “File Not Foursti&tus code, the OITF SHALL stop his attempts soinge
the download, and go to a “Failed Download” statee handling of other error codes is implementation
dependent.

3) If after downloading a content item the size of dosvnloaded content item does not match the ingécaize
parameter or the value for the optional attribtd5Hash” of the given <ContentURL> does not matud t
hash of the downloaded content, the OITF SHOULDaesrthe downloaded content item.

Integration with download protocols other than HPTare not specified in this document.

4.7 Streaming CoD

This section defines the content-on-demand streqimierfaces for both DRM-protected and non-DRMtected
content.

4.7.1 Unicast streaming

An OITF SHALL support unicast streaming by settihg “data” property of the CEA-2014 A/V Control ebj to any of
the following three types of value:

1. A Public Service Identifier (PSI) as defined in | Specification [PROT].
2. The HTTP or RTSP URL of the content to be strearSeg. [Req. 5.7.1.f] of [CEA-2014-A] for details.

3. The URL of a Content Access Streaming Descriptothé manner as defined in Section 7.14.2. Indhse the
application SHALL set thetype” attribute to
“application/vnd.oipf.ContentAccessStreaming+xml”.

Example:

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 27 (281)

<object id="dl” data=http://www.openiptv.org/fetch?contentID=25
type="application/vnd.oipf.ContentAccessStreaming+xm1” width="200" height="100"/>

In the first two cases, the application SHALL ded ttype” attribute to the MIME type of the content refair® by the
value of the lata” attribute to provide a hint about the expectedteant type, in order for the browser to instanttaee
proper CEA-2014 A/V Control object.

In order to support method 3, an OITF SHALL suppantsing and interpretion of the Content AccesedBting
Descriptor document format with the specified seticansyntax and MIME type as specified in Annef.E.

Support for Unicast streaming through the CEA-2@1A/V object SHALL be indicated as defined in Secti9.3.11.

For more details about setting up the A/V strearaubh a Content Access Streaming Descriptor, setoBer.14.2,
Section 8 and Annex D.

4.7.2 Multicast streaming

If an OITF has indicated support for IPTV chanrtel®ugh a<video/broadcast> element with type ID_IPTV_* (as
defined in Section 7.13.11.1) the OITF SHALL suggaassing a content-access descriptor through the
‘contentAccessDescriptorURL’ argument of thesetChannel’-method of thevideo/broadcast object (as
defined in Section 7.13.1.3). If the content-acakEsscriptor includes DRM information, the OITF SHApass this
information to the DRM agent.

4.8 Scheduled content

If an OITF has indicated support for playback aadtml of scheduled content, then it SHALL suppbg
“video/broadcast” embedded object defined in section 7.13.1. Initamiy it SHALL adhere to the requirements for
conveyance of the channel list as specified inl4.Bo protect against unauthorized access to ther fuinctionality and
people’s personal favourite lists, the OITF SHALdhare to the security model requirements as spédifi Section

10.1, in particular the tuner related security fegaents in Section 10.1.3.1.

NOTE: This section and Section 7.13 are focusedomtrol and display of scheduled content receiwest tocal tuner
functionality available to an OITF. The term “tuhé&r used here to identify a piece of functionatityenable switching
between different types of scheduled content sesvibat are identified through logical channelssTicludes IP
broadcast channels, as well as traditional broadtesnels received over a hybrid tuner..

NOTE 2: The APIs in this section allow for deploymte&whereby the channel line-up and favourite fstdroadcasted
content are managed by the client, the server noixure thereof.

4.8.1 Conveyance of channel list

To enable a service to control the tuner functibyain an OITF, the OITF needs to convey the chhlistanformation
that is managed by native code on the OITF dewdbé service (either the channel list informai®provided locally
on the OITF via Javascript, or the channel listaexmunicated directly to a server). This informatiocludes the list of
uniquely identifiable channels that can be recelwethe physical tuner of a hybrid device, incluinformation about
how the channels are ordered and whether or ns¢ ttlgannels are part of zero or more favourits. lislso includes
the channel line-up and the favourite lists that¥#e managed by an OITF for IP broadcast channels.

The API supports two methods of conveying the cbalist information to a service:

1) Method 1: through Javascript, by using the mettgeitChannelconfig()”, as defined in Section 4.8.1.1.

2) Method 2: through an HTTP POST message that isugmont the first connection to a service that rezgituner
control, as defined in Section 4.8.1.2.

An OITF SHALL support method 1, and SHOULD supposgthod 2.

If an OITF conveys the channel list informationngsthe HTTP POST message defined in method 2, tHeegerver
SHALL, if it supports method 2, receive the conwvgyghannel list information and SHOULD rely on thigormation for
the purpose of exerting tuner control. If a sengapports using the channel list information sbradgh the HTTP
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POST method to exert tuner control , the server BHidicate this compatibility with method 2 usitige postList
attribute specified in Section 9.3.1 (i.evyideo_broadcast postList="true”>true</video_broadcast>),
in the server capability description.

If the server does not support method 2, the seiSIdALL rely on thegetChannelcConfig() method defined in
section 7.13.1.3 to access the channel list infiomalf an OITF does not support method 2, the RTilessage of the
first connection to the service that requires tumtrol SHALL be an HTTP GET message with an enpatyload and
the service SHALL instead rely on thetChannelcConfig() method defined in Section 7.13.1.3 to access the
channel list information. If support for methods2ndicated by both the OITF and the server (tgrotespective
capability exchanges), the OITF SHALL convey tharatel list information using method 2.

If an OITF does not manage/maintain the channellip (i.e. does not have a locally stored charnineldp), the
getChannelconfig() method described in section 7.13.1.3 SHALL retwii 1, and the HTTP message described
in section 4.8.1.2 SHALL be an HTTP GET messagé @it empty payload. In that case, the applicatidtYMise the
createChannelobject () method as defined in Section 7.13.1.3 to creat@mél objects that can be used on
subsequensetChannel requests, and in this way can manage/maintaowitschannel list.

NOTE: conveyance of the channel list SHALL adheréhe security model requirements as specifiecertiSns
10.1.3.1 and 10.1.3.1.1.

4.8.1.1 Method 1: Javascript method “getChannelConf  ig()”

The OITF SHALL support methodyétChannelConfig” as defined in Section 7.13.1.3 for thédeo/broadcast
embedded object. This method returr@hannelConf1ig object.as defined in Section 7.13.8.

4.8.1.2 Method 2: HTTP POST message

If an OITF supports sending the channel list thfobllJ TP POST and a server has indicated that it theeposted
channel list information to exert control of theéu functionality of an OITF (i.e.using attribygestList="true” in
the server capability description) for a particidarvice, then the OITF SHALL issue an HTTP POS&ral.S if it
decides to connect to that service. The body oHhE€P POST over TLS request SHALL contain the Gli€hannel
Listing, which SHALL adhere to the semantics, syraad XML Schema that are defined for the Clienaiel Listing
in Annex G. The server SHALL silently ignore unknoelements and attributes that are part of thenClidannel
Listing.

The server SHALL return a HTML document.

If the favourite lists are not (partially) managmedthe OITF, the Client Channel Listing SHALL nedthcontain the
“FavouriteLists” northe ‘CurrentFavouritelList” element.

4.8.2 Conveyance of channel list and list of schedu  led recordings

This section and the following sections SHALL apgdyOITFs that have indicated <record>true</recaad>xlefined in
Section 9.3.3 in their capability profile.

To enable a service to schedule recordings of obtitat is to be broadcasted on specific chanttesDITF needs to
convey the channel list information that is manalggthe native code on the OITF. This informatigpitally includes
the channel line-up of the tuner of a hybrid devitlee conveyance of channel list information arfiesiciled recordings
is based on the same two methods of conveyinghther®l list information to a service as define&attion 4.8.1:

1) Method 1: through Javascript, by using the methpeitChannelConfig()”. To this end, the OITF SHALL
support  method detChannelConfig” as defined in  Section 7.10.1.1 for the
application/oipfRecordingScheduler object.

2) Method 2: through an HTTP POST message as defim8edtion 4.8.1.2 that is sent upon the first cotioe to
a service that has indicated that it requires obnif the recording functionality and that has oated
compatibility with method 2 using thpostList attribute specified in Section 9.3.3 (i.erecording
postList="true”>true</recording>), in the server capability description for a partar service.

An OITF SHALL support method 1, and SHOULD suppuosgthod 2. If support for method 2 is indicated byhithe
OITF and the server (through respective capalehtyhanges), the OITF SHALL convey the channeltifsirmation
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using method 2. Otherwise, the HTTP message dfrteconnection to the service that requires twmtrol SHALL
be an HTTP GET message with an empty payload.

If a server has indicated that it requires cortfddoth the tuner functionality and the recordingdtionality available to
an OITF (i.e. by including both <video_broadcastd &recording> with valugrue in the OITF's capability
description), the body of the HTTP POST SHALL camta single instance of the Client Channel Listivigereby the
<Recordable> element defined in Annex G SHALL bedu® indicate whether channels that can be reddiyehe
tuner of the OITF,can be recorded or not.

If an OITF does not manage the channel line-up,giseChannelcConfig() method described in section 7.10.1.1
SHALL returnnull, and the HTTP message described in section 4.8HA& L be an HTTP GET message with an
empty payload.

In addition, the OITF SHALL also support methagktScheduledRecordings’ as defined in Section 7.10.1.1. This
method returns acheduledRecordingCollection object, which is defined in Section 7.10.3.

Note that the conveyance of the channel listingtAedscheduled recordings is subject to the seconitdel
requirements specified in Section 10.1, and inipaegr the recording related security requiremémtSection 10.1.3.2.
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5 DAE Application Model
5.1 Application lifecycle

This section describes the lifecycle of a DAE agadion, including when an application is launchgben it is
terminated and the behaviour when a DAE leavebthimdary of one application and enters another.

APIs related to DAE applications are described.th“Applications Management APIS”.
5.1.1 Creating a new application
5.1.1.1 General

The present document defines a number of diffeapptication lifecycle models. These include;
« Web applications - pages loaded directly from a URL
e Using theapplication.createApplication API call
e CE-HTML third party notifications
e Applications from SD&S signalling
* Applications started by the DRM agent

e Applications provided by the AG through the remdte

5.1.1.2 Web applications

Web applications are started by fetching the fiegje of the application from a URL.

5.1.1.3 Using the Application.createApplication API call

Creating a new application is accomplished by angat newApp1ication object via the
Application.createApplication() method. Calling this method will create a newligapion and add it to the
application tree in the appropriate location.

// Assumes that the application/oipfApplicationManager object has the ID
// ‘“applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appmgr.getownerApplication(window.document);

// create the application as a child of the current application
var child = self.createApplication( url_of_application, true );

Each application has an associated D@NMdow object by default. Thisindow object is initially marked hidden to
avoid screen flicker during application start-uma® loaded (as might be indicated througloahoad event handler),
the application then typically calls tlsdow () method of its paremtpp1ication object.

If the application does not ever need to be visitilen its DOMwindow object will never be shown. In that case, the
application should take steps to avoid being fotathto reduce computation and memory overheads.i3 typically
accomplished by setting the default CSS style efdbcument’80DY element talisplay: none.

Because all applications have associated D€fiMdow objects, it is possible to make any applicatizible even if it is
not normally intended to be visible. This is ofgariar benefit during debugging of hidden servigee applications.

The DOMW1indow for an application cannot interact with other D@W¥hdow objects of other applications in the
system except through the application API. In otherds, scripts that are part of the document bdiaglayed inside a
DOM w1indow object cannot discover other applications withgrihg through the application API, which acts as a
single point of security control.
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All HTML, JavaScript and SVG files that comprise application SHALL be retrieved from the same FR@lyalified
Domain Name (FQDN). If the application attemptstcess files of these types from another domaim atttess
SHALL fail as if the content did not exist. Filedgth other MIME types supported by OITF may beisted from other
domains.

If the document of an application is modified (oer replaced entirely by other pages of the sanieNpQthe
Application objectis retained. This means that the permissédmranted when the application is created apfuies
all “edits” of the document or other pages in tpelecation, until the application is destroyed.

5.1.1.4 CE-HTML third party notifications

The lifecycle of these is defined by [CEA-2014-Ajdassummarised in section 5.3.1 of the present deotim

5.1.1.5 Starting applications from SD&S Signalling

These are described in section 5.2, “Applicationcamcement & signalling”. All applications starteg SD&S
signalling are treated as siblings and are childfghe hidden system root node (see section 4.3.3)

5.1.1.6 Applications started by the DRM agent

These SHALL be considered as web applications.

5.1.1.7 Applications provided by the AG through the remote Ul

OITFs MAY include the capability to start these kgations from an embedded application. OITFs SHALtlude the
ability for applications to discover these as dediy the application/oipfGatewayInfo” embedded obiectin
section 7.7.1.

5.1.2 Stopping an application

ThedestroyApplication() method (as specified in Section 7.2.2.2) SHALIrtieate the application. Application
may register a listener on tAgp1icationDestroyRequest event in order to do some clean-up before being
destroyed completely. Applications SHALL also bstdeyed when following a link to a page loaded framiifferent
domain. After thedestroyApp1ication() method returns, further execution of the speciéipdlication SHALL
NOT occur.

When an application is terminated, all associadsturces SHALL be freed (or marked available fobgge collection).
Any active network connections will be terminateshy media content being presented by the apptinat stopped,
although recordings or content downloads initidigdhe application will not be affected.

Note that terminating an application does not ingly effect on the state of the DAE execution emvinent.

Additional requirements are defined for stoppinigsied service provider applications and applicatipart of
scheduled content services in sections 5.2.4.%5dh8.2 respectively.

5.2 Application announcement & signalling
5.2.1 Introduction

This specification defines 3 basic types of appiica

e Applications related to one or more broadcast TYadio channels. These MAY run while one of therttes
which they are related to is being presented byDfid-. These are signalled through the SD&S brostdoa
package discovery records or included in an apjidicaliscovery record which is referenced fromlheadcast
or package discovery record.

e Applications related to the service provider sedddhrough the service selection process. These kM#vYat
any time until the service provider selection psxis repeated and a different service providexcssd. These
are signalled through the SD&S service providecaliery record or included in an application disegwecord
which is referenced from the service provider digey record.

e Applications independent of either of the aboveeSEhMAY run at any time. These are started by other
applications and are not signalled anywhere.
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Each of these types is described in more detaiivinel

5.2.2 General

Section 4.3.3 of this specification describes how application may start another application eitt¥ea sibling or as a
child. All applications started via SD&S signalliag described in this section SHALL be startednildren of the
hidden system root node, as described in sectibd.5.

Any application may be signalled as AUTOSTART orHFSENT (see “Table 3: DAE application control codbsfow
and section 5.2.4.3 of [A137]). Applications sigadlas AUTOSTART are intended to be automaticablyted by the
OITF. Applications signalled as PRESENT are intehtiebe started only by other applications. Broatoalated
applications may alternatively be signalled as Klske below) or PREFETCH.

It is up to the OITF manufacturer to ensure a gpaality of experience concerning;
* Navigation within a DAE application.
e Accessing the available DAE applications, both lasdé for launch, and those already running.
e Managing the life cycles of all DAE applicationdeato be used concurrently.

It is outside the scope of this specification wieetimere are dedicated keys on a remote contignl tfge "menu”, "home'
or "guide" key), there is an entry in an on-scre®mu or there are some other mechanism.

Itis OPTIONAL for the OITF to support an exit mectism directly accessible by the end-user. If arsupported, it is
outside the scope of this specification whethes thechanism is a button on a remote control, amiibean on-screen
menu or something else. If such a mechanism isastggbthen it SHALL only stop the application thedeuser is
currently interacting with and any children. Thegyd application and any siblings SHALL not be gteg.

Additionally any application MAY be stopped undbketfollowing circumstances;
® The application itself exits.
® The application's parent exits.

@ It is stopped by the application which startedrianother application which has a reference t@gjgication
object.

® Inresponse to changes in the application sigriplim defined below for broadcast related applioatand
service provider related applications.

In all these above cases except the first (whespatication itself exits) when an application igpgied by the OITF, an
ApplicationDestroyRequest event (as defined in section 7.2.6) SHALL be rhisa the application. In the
following error conditions, an application beingmbed SHOULD have ampp1icationDestroyRequest event
raised if this is possible.

® The OITF runs out of resources for applications laaslto stop some of them in order to keep operatin
correctly.

® The OITF has determined that an application is remponsive or has crashed.

5.2.3 Broadcast related applications
5.2.3.1 General

Providers of broadcast TV channels may signal lrasttrelated applications as part of the SD&S brasiddiscovery
record (see section 3.2.3 of [META], also sectiéris1 and 5.4.3.2 of [A137]). As an optimisatiompddcast related
applications which are associated with a grouphahtiels may be signalled as part of the SD&S pacHegovery
record (see section 3.2.3 of [META], also sectioh®1 of [A137]). Broadcast related applicatiorsyrbe included in
the SD&S broadcast or package discovery recordscrded in an application discovery record whishdferenced
from the broadcast discovery record.

When a broadcast TV channel starts being presetitedI TF SHALL follow the “Procedure for Startilmgd Stopping
Broadcast Related Applications on Channel Changilefihed below.
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While a broadcast TV channel is being presente®@ifi¢- SHALL monitor for changes in the SD&S infortiza as
defined by section 4.1.1.3 of [META]

When changes are detected, the OITF SHALL folloav“fArocedure for Starting and Stopping BroadcatitRe
Applications When Signalling is Updated” defineddve

NOTE: The typical “red button” behaviour can beiagkd by having the first page of an AUTOSTART htcast
related application be full screen and transpaiemideo except for an image showing a red but@my when the user
generates a “red” key event does the applicatisplay more of its user interface.

5.2.3.2 Stopping
In addition to what is stated in 5.2.2, broadcekited applications are stopped when

e Changing between channels as defined in the “Proeddr Starting and Stopping Broadcast Related
Applications on Channel Changing” below.

* The OITF detects an update to the signalling fouraently presented channel as defined in “Proceéur
Starting and Stopping Broadcast Related Applicatidfhen Signalling is Updated” below.

e The OITF stops presenting any broadcast channel.

5.2.3.3 Procedure for starting and stopping broadca st related applications on
channel change

When a scheduled content service is selectedptloaving SHALL apply;

e The OITF shall determine if there are any appl@aisignalled as part of the service as definesklstions 3.3.2.1
and 3.3.2.2 of [META].

« Applications which are related to that schedulesteot service and which are signalled with a cdrtode of
AUTOSTART SHALL be started if not still running fneany previously presented linear TV service. TBEMLL
be started commencing with the highest prioritylipgion working downwards in priority while resags in the
OITF permit.

« Applications which are related to that schedulectent service, which are signalled with a contade of
AUTOSTART and which are already running from a jpwesly presented scheduled content service SHALL
a) continue to run uninterrupted if tserviceBound element of theppTicationbescriptor in their
signalling has valu¢€alse
b) be stopped and re-started if #®rviceBound element of the\ppT1icationDescriptor in their signalling
has valuetrue

« Applications which are related to that schedulestent service and which are signalled with a cdrtode of
PRESENT SHALL continue to run if already running BHHALL NOT be started if not already running.

« Running applications from any previously presersglteduled content service which are not part ohdwe
scheduled content service SHALL be stopped asgbdine change of presented service.

5.2.3.4 Procedure for starting and stopping broadca st related applications when
signalling is updated

When the application signalling for a scheduledtenhservice is updated, the following apply;

e Applications which are added to the service wittoatrol code of AUTOSTART SHALL be automaticallyaged
when their addition is detected by the OITF. TB&ALL be started commencing with the highest ptyori
application working downwards in priority while msgces in the OITF permit. Applications added @ $krvice
with any other control code SHALL NOT be automdticatarted.

e Applications which are part of the service whosetaa code changes to AUTOSTART from some otheueal
SHALL be automatically started unless already ragni

« An application which is removed from the servicemose control code changes to KILL SHALL be stappe
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5.2.4 Service provider related applications
5.2.4.1 Signalling

Service providers may signal service provider eglagpplications as part of their SD&S service mtewidiscovery
record (see section 3.2.3 of [META], also sectiéris3 and 5.4.3.3 of [A137] where they are refetreds “unbound
applications”). Service provider related applicaianay either be directly included in the SD&S &=\provider
discovery record or included in an application disery record which is referenced from the serviaevjgler discovery
record.

Service providers MAY label one of the applicatiamsheir SD&S service provider discovery recorithgshe
application usage values defined in section 3.838[META] as follows;

* aservice discovery application using the Applarat/'sage identifier
“urn:oipf:cs:ApplicationUsageCS:2009:servicedisag¥eAn application labelled in this way SHOULD lItee
highest priority AUTOSTART application signalled.

e an EPG application using the ApplicationUsage idient‘urn:oipf.cs:ApplicationUsageCS:2009:epg”.
« a VoD application using the ApplicationUsage idéeiti“urn:oipf:cs:ApplicationUsageCS:2009:vod".

e acommunication service application using the AqgilonUsage identifier
“urn:oipf.cs:ApplicationUsageCS:2009:communication”

< An application implementing non-native HNI-IGI ugithe ApplicationUsage identifier
“urn:oipf.cs:ApplicationUsageCS:2009:hni-igi”.

5.2.4.2 Starting
Service provider related applications are startedtuthe following circumstances;

* When a service provider is selected, the OITF SHAtdrt the AUTOSTART applications signalled by that
service provider starting with the highest priodtye working downwards in priority while resour@eshe
OITF permit.

* By the end-user using a mechanism provided by 1i& O
« By other service provider related applications.

The OITF SHALL include a mechanism to show the erdiscovery application and MAY include mechargsim
show the EPG, VoD and the communication servicdicgifpns. These mechanisms;

® SHALL load the application into the browser if radteady loaded.
® SHALL show this application to the end-user.
® SHALL work at all times when the currently selecssgvice provider has an application labelled is tmay.

It is outside the scope of this specification wieetihese mechanisms are buttons on a remote cdterok in an on-
screen menu or something else. If a button is ukédmechanism SHALL work regardless of which &milon has
focus and the key event corresponding to the butsaad SHALL NOT be delivered to DAE applications.

5.2.4.3 Stopping
In addition to what is stated in 5.2.2, serviceviter related applications are stopped when
< the service provider selection process is re-ruhaadifferent service provider is selected.

» the selected service provider updates the lisppfieations in their SD&S service provider discoyezcord, an
application is removed and the OITF detects thatp (see section 4.1.1.3 of [META]).
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5.2.5 Broadcast independent applications

Applications which are independent of both broatkrasand the currently selected service provideistarted and
stopped as described in section 5.2.2 “Generalv@bbhey are not under the control of any speeifiplication
signalling.

5.2.6 Switching between applications
Two cases of switching between applications amveeit in this specification;
® Switching between visible applications and invisibhes.

NOTE: Switching between a visible application andravisible one is conceptually a little like chamg
between tabs in a PC browser however without amji¢ation of a particular user interface.

® Switching between simultaneously visible applicasiovhere this OPTIONAL feature is supported.

A number of possible mechanisms exist for switchirtwveen visible applications and invisible onemng examples
include the following;

« Hard coded mechanisms in the terminal for switching specific application (e.g. to the servicediery
application, the content guide, the communicatinvise application).

* An OPTIONAL terminal specific Ul showing availabBAE applications which the user can switch to.

5.2.7 Signalling format

The following table defines how the signalling defil in [A137] SHALL be interpreted when used ignsil DAE
applications.

Table 2: Application signalling

Descriptor or Element Summary Status in this specif ication
5.4.4.1 ApplicationList List of Required
applications
5.4.4.2 Application Name, identifier, Required.
type specific
descriptor
5.4.4.3 Applicationldentifier 2 numbers Required
5.4.4.4 ApplicationDescriptor Numerous Required
application
attributes The serviceBound element is only
applicable to broadcast related
applications.
5.4.4.5 VisibilityDescriptor Attribute — Optional
indicate if
application can
be visible to
users and/or
other
applications
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Descriptor or Element Summary Status in this specif ication
5.4.4.6 IconDescriptor Icon for The filename in the IconDescriptor
application SHALL be an HTTP URL. Use of the

icon signaled here by the OITF is
OPTIONAL.

5.4.4.7 AspectRatio

Preferred aspect
ratio for icons

Only relevant if the OITF uses the
IconDescriptor.

5.4.4.8 MhpVersion Specification As defined in clause 3.2.3.3.2 of
version [META].
5.4.4.9 StorageCapabilities Can the Ignored.
application be
stored or cached
5.4.4.10 StorageType Enumeration As 5.4.4.9
used in 5.4.4.9

5.4.4.11 ApplicationType

Application type

For DAE and PAE applications, the
appropriate value from the
ApplicationTypeCS scheme from
[META] SHALL be used.

5.4.4.12 DvbApplicationType Enumeration for Ignored.
5.4.4.11
5.4.4.13 ApplicationControlCode Enumeration for See below.

54.4.4.

5.4.4.14 ApplicationSpecificDescriptor Container Required. DAE applications SHALL be
signalled using the
DAEApplicationDescriptor as defined by
section B.15 of [META]
5.4.4.15 AbstractIPService Supports Only one group SHALL be signalled
grouping of
unbound
applications
5.4.4.16 ApplicationOfferingType Used as part of Required
application
discovery record
5.4.4.17 ServiceDiscovery Used as part of Required

application
discovery record
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Descriptor or Element Summary Status in this specif ication
5.4.4.18 ApplicationUsageDescriptor Indicates that an Required
application
provides a

specific service

FLUTESessionDescriptor as defined Support for SHALL be supported if OITFs support
by section B.13 of [META] distributing FLUTE.

applications

through

multicast.

Elements and descriptors marked as ‘Ignored’ SHAIQT be processed for DAE applications. Servers MAMude
these in application signalling.

The application control code SHALL be interpretaedallows for DAE applications

AUTOSTART: The application is eligible to be started automatically. Sections 5.2.3.2 and 5.2.4.1
above define the order in which AUTOSTART applications are started if more than one is signalled.

PRESENT: The OITF SHALL take no action. The OITF MAY provide a mechanism to allow the end-
user to start applications signalled as PRESENT. However since there is no requirement for such a
mechanism, an IPTV service provider who signals applications with this control code SHALL provide
an application able to start them.

KILL : The application SHALL be terminated (see ApplicationDestroyRequest in section 7.2.6).

PREFETCH: The OITF MAY start fetching files, data or other information needed to start the
application but SHALL NOT start the application. Implementations MAY consider this control code to
be the same as PRESENT.

Table 3: DAE application control codes

The other control codes from [A137] are not defif@dDAE applications. Control codes not defined BBAE
applications SHALL be ignored..

5.3 Event Notifications

This section describes 4 different notificatiorenfiework(In-session notification based on Home ngtwlomain, In-
session notification based on Internet domafhParty notification based on Home network domalhpParty
notification based on internet domain) presente@€By 2014. Moreover, it defines a new notificatfoemework for
IMS based natifications such as CallerID, Incom@al Message, Chat Invite not only when a DAE aggilon is active
but also inactive.

The event notification mechanism allows OITFs toeiee important Ul or information from IPTV servipeovider or
home network devices such as IG, AG or DLNA RUI patible devices. CEA 2014 mandates 4 unique natiba
models which are dependent on whether the sexigisen the internet domain or home network domaach of these
domain models have two unique scenarios dependadether or not a DAE application is running. DAE
application is active, the in-session notificati@ms used to support dynamic Ul interaction betvtberserver and the
DAE application without the need to reload the XHI plage. Otherwise, Bparty event notification should be used to
receive and display a notification message outsidbe current user session with a DAE applicatarthe OITF, for
example an event coming from another server, e gdeive emergency alerts, or events regarding neaather, stock
or other information. Generally™®arty event notification creates a new DAE appigcato display notification
information.
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IMS event natifications for Caller ID, Messagingda@hatting have different behavior from generalrevetification
defined on CEA 2014 because IMS communication sershould be accessed by authorized users andedewithin

the approval of IPTV service provider. Considetthg issue of user’s privacy, the DAE specificatiart only adopts the
general Event Notification Frameworks from CEA 2@&Adefined in section 5.3.1, but also definesvaliMS Event
Notification Framework in Section 5.3.2.

5.3.1 Event notification framework based on CEA 201 4

An OITF must be capable of displaying various evegtifications from both Internet domain and honeéwork domain.
Event notification can be conveyed though activentdraction’s channel or out of session. As déectiin the diagram
below, in-session notification is associated witiuaning DAE application, whereas 4 Barty event notification is
delivered through an independent communication edlatf an OITF receives d*arty event after subscribing to a
certain internet url or the OITF receives a mulitea event notification message, the OITF neegetform 3 party
event notification and display its information itsia new DAE application.

The diagram below describes a general overviewehENatification architecture.

OITF (Remote Ul Client) Remote Ul Server
Internet Domain Home Network Domain
- IPTV Service Provider : Application Gateway
: 3rd Party Internet Server : IMS Gateway (Setup Page)
Events/notification over
3rd Party Notification —— — — — Multicastor HTTP__ N 3rd Party Notification
Handler Handler
A A
Event Event
local script Notification = — 4+ — — —|— P Notification
binding X Handler Events/notificatior! over Handler
¢ XMLHttpRequest or t
v NotifSocket v A
Userinput | g DAE Application
Handler |< P! (XHTML Browser) Web Server
local script
binding

Figure 4: General Event Notification Architecture an OITF and Remote Ul Server

In-Session notification are performed to updateiglaor whole DAE application Ul through tiNetifSocket object
and/or thexMLHt tpRequest object as defined by CEA 2014 Rot1ifSocket object creates a persistent TCP
connection between a DAE application and Remotsddter in order to support burst event notificadidn addition,
DAE application can create aMLHttpRequest object to make asynchronous HTTP requests to asemter on the
internet domain. This establishes an independeftfHdonnection channel to support XML updates betvibe DAE
application and the Remote Ul server.

On the other hand, if the OITF receives an inconmatification outside of an active interaction (isession) with the
server, a8 Party Event Notification must be executed to irv@kDAE application to fetch and render the Ul eant
using the url contained within the notification reage. This allows servers to “broadcast” importaessages, such as
Emergency alert messages, to an OITF at anytines ehen the DAE application would currently notrbening. This
should be done through a push-method with multiceestsage for the home network domain. and a puloadefor the
internet case.

The next two subsections describe the requirenfentie event mechanisms in more detail.

5.3.1.1 In-session event notification

In-Session natification can be defined as “Dynabid)pdate.” With this mechanism, a server shouldble to send a
notification message during a Ul interaction to ajgdthe Ul dynamically without the need to reldael XHTML-page.
The OITF SHALL support the two following scriptiradpjects for In-session event notification:

- XMLHttpRequest Scripting Object (as defined in Section 5.5.2@EA-2014-A])
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B TheXMLHttpRequest is an embedded object on the browser and enatripsssto make HTTP request
to a web server without the need to reload the .pagan be used by JavaScript to transfer and
manipulate XML data to and from a web server usiig P, establishing an independent connection
channel between a web server and DAE applicatiienever a DAE application needs to update the Ul,
it sends a request to the Ul server, IPTV servicwiger or & Party Internet Server, to monitor the
change of status or event. In case an event, tlsever sends an HTTP response to the XMLHttpReques

- Notifsocket Scripting Object (as defined in Section 5.5.1@EA-2014-A))

B Even thoughXMLHttpRequest object has become more widespread on browsermgsrdet Portal
servers, it has a difficulty in supporting dynarbicupdate on home domain’s devices because it is
required to be invoked by the requeskMi.HttpRequest on DAE application sideNotifSocket
creates a persistent TCP connection between DAHlcappn and Ul server in order to support burst
event notifications. Whenever the Ul server needwotify the DAE application running on the OITFaf
Ul update, it sends any types of update messagh,asiencoded binary or string, through the
NotifSocket connection. ThélotifSocket object allows an Ul server to push any event imiztion
through the independent TCP/IP channel at any time.

5.3.1.2 Out of session event notification

Out of session event notification are defined a&5Party Notification” on the CEA 2014. Since thesdifications are
not part of an active remote Ul interaction witRe@mote Ul Server, the OITF must launch a new DAgiegtion to
render the Ul content using the url contained withie notification message.

The OITF SHALL support multicast notifications f8F party event notifications for the home network @amand the
internet domain respectively as defined below. $upfor polling-based notifications as defined veis OPTIONAL
and support can be indicated through the OITF sibgipy description by using element <pollingNat#itions> as
defined in Section 9.3.14 or the +POLLNOTIF nansgfent as defined in section 9.2.

- Multicast Notifications (as defined in Section 3.6f [CEA-2014-A])

B The OITF SHALL support receiving of Multicast Natidtions over multicast UDP, with a UPnP event
message format defined by CEA 2014 if the inconmmggsage comes from home network domain. After
interpreting the message, the OITF should crea®nanotification window with specified
<ruiEventURL>. In order to ensure a reliable transmission wildticast notification message, a Remote
Ul Server shall transmit the same notification rages with the same HTTP SEQ header value 2 or 3
times, where the time between transmissions shmeilal random time between 0 and 10 seconds.

- Polling-based Noatification (as defined in Sectio6.3 of [CEA-2014-A])

B The OITF SHALL support polling-based ®arty notifications from an IPTV Service Providera 3°
Party Internet Server. To this end, the OITF subssrto certain URIs to display web contents sich a
news, weather, stock or other information from inét side on executing the
subscribeToNotifications(String url, String name, Number period, String type). An
OITF should poll for notifications even when the-BEML browser is not active. If a new notificatios
received, this MAY be notified to the user in a @endefined way, including direct rendering on the
display and using a non-intrusive prompt. An Ol'fBd restrict the total number of active notifioat
subscriptions to about 10.

Note that in Annex B we have definedabscribeToNot1ificationsASync method to provide a
way of subscribing to polling-based notificatiohattis non-blocking.

5.3.2 IMS event notification framework

This section covers the DAE interactions needetdtiie the message exchanges on the HNI-IGI interfa¢he case
where the Service Provider offers an IMS applicatio

The HNI-IGI framework defines how an OITF interaatish an IMS Gateway (IG) via the HNI-IGI interfa¢gf?ROT]
section 5.5.1).
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Every message on the HNI-IGI interface SHALL berieakin a HTTP transaction where the OITF senddth&P
request and the IG responds to the request. Thel&@Nh-session framework, in the case of a DAE laggpion, uses the
XMLHttpRequest Script Object, as defined in sectofh.2 of [CEA-2014-A] .

There are two message directions on the HNI-I@&rfate, corresponding to outgoing and incoming amess from and
to the OITF.

5.3.2.1 HNI-IGI transactions for out-going request  messages

This message direction applies to outgoing mesdagesthe OITF on the HNI-IGI interface. The OITérgls a request
and the IG responds to the request. The followigigré illustrates the sequences for in-sessiorsaretions for outgoing
requests from DAE application to the IG.

Outgoing SIP Request from OITF to IG

0. Prepare Call-ID
for the SIP dialog

1. new XmlHttpRequest()
2. .0pen(POST,
“<IG_URL>/SIP")

________________ >
% Se‘R‘iqt‘.eSf,Hgadfj(ux‘o'TF‘ [H1]. HTTP request [S1] SIP request
equest-Line”, ReqLine) POST <IG_URL>/SIP /HTTP 1.1 <SIP Request Line>
"""""""" > X-OITF-Request-Line: <ReqgLine > <SIP Headers>
4 send (RequestMsgBody) HTTP Bodv:<ReauesMsaBodv> <RequestMsgBody>
---------------- > > >
. response . response
H2]. HTTP resp S2]. SIP resp
200 OK <SIP Response Line>

X-OITF-Response-Line: <RespLine > <SIP Headers>

5. onreadystateshange HTTP Body: <ResponseMsgBody> <ResponseMsgBody>

callback

—_—— - ————— = = — - = <
<« <«

6. getResponseHeader(“X-OITF-
Response-Line”)

________________ >
7. read
ResponseMsgBody
via responseXML or
responseText
________________ >

Figure 5: HNI-IGI transaction for outgoing SIP requests from a DAE application

0. Prepare the Call-ID for a SIP request.. The CalBIBALL be generated by the DAE application for an
outgoing SIP request. This Call-ID SHALL be localigique across all OITFs in a residential network.
NOTE: How uniqueness is achieved is currently refinegd.

1. The DAE application SHALL create a nedMLHttpRequest object using the constructoméw
XMLHttpRequest()”.

2. The DAE application SHALL invoke thepen () method to specify the HTTP method and RequestfoRhe
request. In this case, the HTTP POST method wélRéquest-URI of <IG URL>/SIP SHALL be used as
specified in [PROT].
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3. The DAE application SHALL invoke theetRequestHeader () method to specify the required HTTP
headers as specified in [PROT]. This method SHAElirvoked for each required HTTP header. For exampl
the X-OITF-Request-Line HTTP header specifies the ®lfuest line for the SIP request. The Call-ID is
specified in the X-OITF-Call-ID header.

4. The DAE application SHALLinvoke thesend () method to send the HTTP request. The SIP Messagad3t
body is specified in a parameter of this method.

5. When the HTTP response is received,dheeadystatechange callback function SHALL be invoked.on
the DAE application.

6. The DAE application SHALLnvoke thegetRequestHeader () method to retrieve each HTTP header. The
SIP Response Line is specified in the X-OITF-Respelnine header.

7. IfthereadyState property of thexMLHttpRequest object has value 4, the HTTP response body SHALL
be retrieved via theesponseXML or responseText properties of th&aMLHttpRequest object. The SIP
response body is specified in the HTTP responsg.bod

5.3.2.2 HNI-IGI transaction for in-session incoming request messages

This message direction applies to incoming messtagéhe OITF on the HNI-IGI interface which areateld to an
existing IMS session. An example of this is a SIBTNFY message received from the network in respomseprevious
SIP SUBSCRIBE sent from the IG. The OITF sends @PiTequest and the IG responds to the request ivheceives
an incoming message from the network related texésting session. The following figure illustratbe sequences for
in-session transactions for incoming requests fiteen G to the DAE application.
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In-session incoming SIP request

0. Prepare Contact
and Call-ID for the
SIP dialog

2. .0pen(POST,
“<IG_URL>/PENDING_IG")

[H1]. HTTP request

POST <IG_URL>/PENDING_IG
HTTP 1.1

X-OITF-Request-Line: null

HTTP Body: <RequestMsgBody>: null

3. setRequestHeader( X-OITF-
Request-Line, null)

_______________ » ™
- »

* HTTP response is pending
until SIP request or time-out

[S1] SIP request
<SIP Request Line>
<SIP Headers>
<RequestMsgBody>

[H2]. HTTP response

200 OK

X-OITF-Request-Line: <RegLine >
Séﬁ;;ﬁidyﬁate(:hange HTTP Body: <RequestMsgBody>

_—_— e e e ———————— <
< <

6. getResponseHeader(“X-OITF-
Request-Line”)

7. read ResponseMsgBody via
responseXML or responseText

________________ >
8. new XMLHttpRequest()
9. .open(POST,
“<IG_URL>/PENDING_IG")
________________ >

= [H3]. HTTP request

10. setRequestHeader(“X-OIT POST <IG_URL>/PENDING_IG

[S2]. SIP response

Response-Line”, RespLine)

11 send (ResponseMsgBody)

HTTP 1.1
X-OITF-Response-Line: <RespLine>
HTTP Body: <ResponseMsgBody>

<SIP Response Line>
<SIP Headers>
<ResponseMsgBody>

a

________________ »
»

v

=

* HTTP response is pending
until SIP request or time-out

_______________________________________________________________________________________________________________________________

If further in-session incoming SIP request are etgukfor this call-ID, the same sequence from d)ep step 11) SHOULD be

followed. This SHALL be done immediately and notitfar a body to be included. In case the DAE apilon does not need to
1 receive any further incoming in-session SIP reqqiele [H3] HTTP POST in step 11 SHOULD be diredteg|G_URL>/SIP.

Figure 6: HNI-IGI transaction for in-session incoming SIP request

0. Prepare the Call-ID for this SIP session for whaamessage is expected. The Call ID SHALL be thessasn

the one created initially for this session.

1. The DAE application SHALL create a new XMLHttpRegtiebject using the the constructaneiv

XMLHttpRequest()”.
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2. The DAE application SHALL invoke thepen() method to specify the HTTP method and the Requé&dt-U
for the request. In this case, the POST method avRequest-URI of <IG URL>/PENDING_IG SHALL be
used as specified in [PROT].

3. The DAE application SHALL invoke theetRequestHeader () method to specify the required HTTP
headers, as specified in [PROT]. This method isked for each HTTP header that is required. In¢hi&e, the
X-OITF-Request-Line, which specifies the SIP reqlies for the SIP request, is set to the valud 1. The
SIP Call-ID is specified in the X-OITF-Call-ID head

4. The DAE application SHALL invoke theend () method to send the HTTP request. For the HTTPasidhat
sets up the initial long poll, no X-OITF headers allowed for the HTTP request to the PENDING _ |@jiRest-
URI.

5. When the HTTP response is received, the speadimteadystatechange() callback function is invoked.

6. The DAE application SHALL invoke thgetResponseHeader () method to retrieve each HTTP header. The
SIP Request Line is specified in the X-OITF-Requagse HTTP header.

7. Ifthe readyState property of thexXMLHttpRequest object has value 4, the HTTP response body SHALL
be retrieved via theesponsexXML or responseText properties of th&kMLHttpRequest object. The SIP
response body is specified in the HTTP responsg.bod

8. The DAE application SHALL create a nedMLHttpRequest object using the the constructarew
XMLHttpRequest()”.

9. The DAE application SHALL invoke thepen() method to specify the HTTP method and the Requédt-U
for the request. In this case, the POST method avRequest-URI of <IG URL>/PENDING_IG SHALL be
used as specified in [PROT].

10. The DAE application SHALL invoke theetRequestHeader () method to populate each HTTP header as
specified in [PROT]. This method SHALL be invoked £ach required HTTP header. For example, the
X-OITF-Response-Line specifies the SIP respongefiinthe SIP response. The Call-ID is specifiethin
X-OITF-Call-ID header.

11. The DAE application SHALL invoke theend () method to send the HTTP request. If there is ar&Ponse
body, it is included as a parameter to slemd () method. The SIP response body message is canribd i
HTTP body for the HTTP request to the PENDING_I€gRest-URI.

In the case where the OITF does not need to reegiydurther incoming in-session SIP requests[H& HTTP POST
in step 11 SHALL be directed to the <IG_URL>/SIPgRest-URI.

5.3.2.3 HNI-IGI transaction for out of session inco  ming request messages

This message direction applies to incoming messagéise HNI-IGI interface which are not relatecatoexisting
session. An example of this is a SIP MESSAGE meseageived from the network, coming e.g. from ahiMP
application or from another user. The followinguiig illustrates the sequences of out-of-sessiasaetions for in-
coming requests from the 1G to OITF.

The first figure describes what happens when thEFG8 first turned on.
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OITF
‘ DAE app ‘ ‘ Reqistratign Function ‘ 1G VS CS
(javascript (native code) }
! 1. HNL_IGI (IG, REGISTRATION (user_default, icsi))

I
N
|
|
|

Start Pending_IG
for incoming
new dialog
requests

12. REGISTER (user_default, ICSI)

3.200 OK

1G| (PENDING_IG, user_default, call_id (null))

~

N
| |
|
|

6. Perform SD&S and start DAE app.

7. SubscribetolMSNotiﬂcations (user_default, icsi(s)) ;

hpplication 1o be notied of ﬁ 8. HNI_IGI (IG, REGISTRATION (user_default, icsi(s))

new dialog requests for
default user

| 9. REGISTER (user_default, ICSI)

Figure 7: What happens when the OITF is first turnel on

1. When the OITF is turned on the OITF SHALL send alHBI IG registration message to register the difau
user.

The IG Registers the default user in the IMS nekwor
The IMS network returns 200 OK.
a 200 OK message SHALL be returned on the HNI_IGI.

o M LN

If there are native IMS applications that may reeainsolicited messages the OITF SHALL send a
PENDING_IG message to the IG, for the default aset with the call_id set tou11. The steps to send
PENDING_IG are the same as steps 8-11 from sebti®2.2 “HNI-IGI transaction for in-session incomgin
request messages”.

6. The OITF performs service selection and discovedlaads the initial DAE page.

7. DAE IMS applications that desires to receive urstEd notifications SHALL issue a
subscribetoIMSNotifications() method (as defined in Section 7.8).

8. When applicable the OITF SHALL send a HNI_IGI I@istration message to re-register the default user,
including new applications.

9. The IG re-registers the default user in the IMSvoek.
10. The IMS network returns 200 OK.
11. A 200 OK message SHALL be returned on the HNI_IGI.
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The next figure describes what happens when afg8paser logs in using the DAE interface.

OITF
DAE app Registration Function
IG IMS CS
(javacript) (native code) -

1. registerUser (user_1)

|

|

|
Application to be notified of | ‘
new dialog requests for i |
|
| |

|

|

|

|

|
r
|
|
|
|
|
|
|
|
| 4.200 OK
5,
| 520006 }
: oo ;
| | ‘ 1
. ! I
| 6. HNI_IGI PENDING_IG, user_1, dall_id (Null) !
: |
| . ﬂ» |
-
| 7. subNot (ICSI) | 1 T |
; ! ! T~ —r~~_ _ | Startinitial
e 8. HNI_IGI (IG, registration (user_1, icsi)) | Pending_ig
A ‘ ! 1 for current user
, ! 9. REGISTER (user_t1, ICSI)
i
|
|
|
|

current user

Figure 8: User logs in using the DAE interface

When the user desires to login the DAE SHALL cladl tegisterUser() method to register the user.
The OITF SHALL send a HNI_IGI IG registration megsao register the user.

The IG Registers the user in the IMS network.

The IMS network returns 200 OK.

A 200 OK message SHALL be returned on the HNI_IGI.

©o g > w bhoPE

If there are native IMS applications that may reeainsolicited messages the OITF SHALL send a
PENDING_IG message to the IG, for the default aset with the call_id set tou11. The steps to send
PENDING_IG are the same as steps 8-11 from sebti®2.2 “HNI-IGI transaction for in-session incomgin
request messages”.

7. DAE IMS applications for the user that desiresdoeiive unsolicited notifications SHALL issue a
subscribetoIMSNotifications() method (as defined in Section 7.8).
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8. When applicable the OITF SHALL send a HNI_IGI I@istration message to re-register the user, inotudi
new applications.

9. The IG re-registers the default user in the IMSvoek.
10. The IMS network returns 200 OK.

11. a 200 OK message SHALL be returned on the HNI_IGI.

The next Figure describes what happens when aricites®h message arrives from the network. The pmdid@n is that
a DAE application is already running and subscritethe IMS notifications (refer to previous seqeemwhen user logs
in).

Buffer incoming message
OITF with a configurable timeout. ﬁ
DAE app ‘ Registration Function ‘ Pt
(javascript) (nativé code) /,/’/ IMS CS

i i Pt /sﬁ)_message_x (body)

[

2. 200 OK (NOTIFICATION_NEW_DIAL, to, call_id, <HTTP headers>,<SIP headers>,[<SIP body>]))

Start new 3 | r\\\‘*~\ i
new-dialog Pending-IG ———— :i_H_T:I’P POST (PENDING_IG, user_defau[t, call_id (null))~~~_ _ - )

3 3 i ~ =~ Notify Application
3 i 3 registration function that

4. onIMSNotification ((to, from, call_id, [icsi],<HTTP headers>,<SIP headers>,[<SIP body>])) Poer"(v:gl'la'izg request received
— ] =

5. HNI_IGI (IG MESSAGE, call_id, <HTTP headers>,<SIP headers>,[<SIP body>])

| 2

Figure 9: Unsolicited message from the network

1. A SIP message arrives from the network.
2. The IG responds to the PENDING_IG request.

3. The OITF SHALL immediately issue a new PENDING rigjuest after receving a response on a
PENDING_IG request. The steps to send PENDING_EXfae same as steps 8-11 from section 5.3.2.2 “HNI-
IGI transaction for in-session incoming request sages”.
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The OITF SHALL call the callback functiomnIMSNot1if1ication for the corresponding application. This
includes the IMS message.

The OITF MAY respond to the network with a new aitgy message. The steps to send PENDING_IG are the
same as steps 8-11 from section 5.3.2.2 “HNI-I@hsaction for in-session incoming request messages”

If the OITF sends a message the IG SHALL forwatd the network.
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6 Formats
6.1 CE-HTML

An OITF SHALL support the XHTML profile called CE-FML as specified in Section 5.4 of CEA-2014-A[CER1X-
A], with the exceptions as defined in Annex B.

NOTE: the list of default embedded objects andteeldavascript APIs are defined in Section 7.

6.2 CE-HTML referenced formats

This section provides more details about formag¢siusy CE-HTML

This section modifies the sections of the CEA-26pdcification which reference externally definethfats. In the
absence of modifications below, those sections SHapply.

= JPEG: Support for lossless and hierarchical modes aitithaetic coding of DCT coefficients is OPTIONALh&
thumbnail feature of [JFIF] is OPTIONAL. OITFs matpporting thumbnails SHALL skip them if presentlan
continue decoding the rest of the image.

6.3 Media formats

This section describes the main requirements fofdlmat and usage of codecs in media referreg RAE
applications. This section also describes memodyoau

6.3.1 Media format of A/V media except for audio fr om memory
This section describes the format and usage oAtfienedia codec except for audio from memory.
- Format and usage of video codec SHALL adhere ttic&eb of [MEDIA].

- Format and usage of subtitles format SHALL adher8dction 6 of [MEDIA].
- Format and usage of teletext format SHALL adher8dotion 7 of [MEDIA].

- Format and usage of audio codec SHALL adhere ttid3e8 of [MEDIA], except for Section 8.1.1.2, &land
8.2.1 which are covered in section 6.3.2.

6.3.2 Media format of A/V media for audio from memo ry

This section describes the format and usage oAflamedia codec for audio from memory. Usage ofesponding
A/V media object is described in Section 7.14 éd ttocument.

For the audio from memory format, HE-AAC SHALL bepported by the OITF and WAVE MAY be supported by t
OITF.

- Format and usage of HE-AAC audio from memory SH/Addhere to Section 8.1.1.2 and 8.2.1 of [MEDIA].
- Format and usage of WAVE audio from memory SHALbea to Section 8.1.5 and 8.2.1 of [MEDIA].

6.3.3 Media transport

Format and usage of media transports referred ARy applications SHALL adhere to Section 4 of [MEAR

6.4 SVG

This section contains extensions and modificatton4/3C SVG 1.2 Tiny [SVG Tiny 1.2] and to the CERI4[CEA-
2014-A].
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6.4.1 Supporting SVG documents

OITF SHALL support [SVG Tiny 1.2] documents withetextensions to [CEA-2014-A] described in this sabisn.
These extensions SHALL be accomplished by meattsedbllowing text:

[Req 5.2.1.a] The following extensions apply:

- A Remote Ul Client Capability Description SHALL ilucle the following element in order to convey supfpor
SVG:
<mime-extensions>image/svg+xml</mime-extensions>

[Req 5.2.2.f] The following extensions apply:
- Referenced content SHALL adhere to ttmage/svg+xml  MIME type.
[Req. 5.3.a] The following extensions apply:

- IfanAccept request header is used, then its value SHALL dotite string fmage/svg+xml

- IfanAccept-Encoding  and amAccept request header are used, then the value df¢bept-Encoding
header SHALL contain the stririgzip” and“deflate”

[Req. 5.4.a] The following extensions apply:

- A Remote Ul Client SHALL include &@onforming Dynamic SVG Viewas defined by [SVG Tiny 1.2] .
The following applies to item 8):

- Compliant image content SHALL include the MIME tyipeage/svg+xml  as defined by [SVG Tiny 1.2] .
[Req. 5.10.b] The following extensions apply:

- SVG viewer SHALL support SVG image content whicdes logical coordinates greater than the resalutio
supported by the <width> and <height> parameteth@Remote Ul Client capability.

[Annex G, Table 5] The following extensions apply:

- Thetype attribute of arka></a> element tag SHALL specify the valimage/svg+xml  if a link to an SVG
document is defined.

- The<img/> element tag SHALL allow image of content-tyipgage/svg+xml  to be used.
- The<object/> element tag SHALL allow content of content-typgge/svg+xml  to be used.

If an SVG document contains beyond SVG 1.2 Tinynglets, attributes or properties, these MAY be igdotif the
SVG document contains video or audio elementsgtM&Y be ignored.

6.4.2 Supporting DOM access between CE-HTML and SVG

6.4.2.1 Parent CE-HTML access to child SVG

In order to enable DOM accessing from parent CE-HGEA-2014-A] document to child [SVG Tiny 1.2] doment,
the following extensions SHALL be applied to CE-HTM

- [5.4.a] XHTML Profile (CE-HTML); The following apes to item 3) d):

0 TheHTMLObjectElement interface, including theontentDocument attribute of this interface,
SHALL be supported for SVG documents. If thententDocument property of
HTMLObjectElement refers to a [SVG Tiny 1.2] document, then the dé methods and
properties for theontentbDocument are limited to the common subset of the [SVG TirB] uDOM
and thee1ement interface defined in.[DOM 2 Core].

0 Methodsblur() andfocus() SHALL be supported for SVG documents and SHALL hthee
same semantics as specified for interfaCT®@LInputElement.

- [Annex |, Table 9] The following extensions apply:
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addHTMLObjectETement interface with the following properties and fulcts as defined by [DOM 2 HTML]:
align, border, contentbDocument, data, height, hspace, name, tabindex, type, vspace,
width, blur(), focusQ;

Scripting Interface
(informative )

Properties and Methods
(informative)

Additional Requirements and
Recommendations (in addition

to that defined above )

HTMLObjectETement

#HTMLETement
Align(*)

border (*)
contentbDocument (**)
data

height

(*) use of this attribute is
deprecated

(**) at least supported for SVG
content

hspace(*)
name (*)
tabindex
type
vspace(*)
width

blur( (**)
focus() (*%)

Table 4: HTMLObjectElement interface

6.4.2.2 Child SVG access to parent CE-HTML

In order to enable DOM access from child [SVG Ting] document to parent CE-HTML[CEA-2014-A] docurhehe
following extensions SHALL be applied to CE-HTML:

- [5.4.2.a] The following extensions to be addedami 1) Properties - jeadonly String name :

» Ifawindow object is associated with an embedded documean,ttie name property of the ndow
SHALL match thename property of the element that generated the emlzeddeument.

- [5.4.2.a] The following extensions to be addeddmi 1) Properties x):

= x)readonly Element frameElement - PropertyframeETement SHALL resolve to the embedding
element object onu11 if there is no such element.

- [Annex |, Table 9] The following extensions apply:

*= underwindow object entry, adatead-onTy propertyframeElement;
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Scripting Interface
(informative)

Properties and Methods
(informative)

Additional Requirements and
Recommendations (in addition to
that defined above)

window

frameETement(available to
DocumentViews of embedded SVG
documents)
cea2014_protocol_version
cea2014_protocol_subversionNr
document

frames

history

innerHeight

innerwidth

Jocation

id

name

onblur

onfocus

onkeypress

onkeydown

onkeyup

httptimeout (*#*%)

parent

top

maxHe-i ght(:’::‘::’::’:)

maxwidth
topmost(*
height(x*#*)
W-| dth(:‘::’::‘::‘:)
focus()
setTimeout()
clearTimeout()
setRendermMode()
openURL () ( ©)
reload() (¥***)
r'ep-l ace() (7‘::‘:7’:7’:)
requestFocus () (***
setHttpTimeout () (¥%¥**)
SetT-l mer-() (:’::‘::‘::’:)
clearTimer () (x**=
getFrame() (7" sk n)
escapeBeyondTopmost () (¥#%*%)
exitunit () (Fx*=
download () (*)

subscribeToNotifications() (*%)

XMLHttpRequest (**%)

Additional implementation/authoring
requirements:

The methods and properties SHALL
adhere to [Req.5.4.2.a].

(*) Method download() is only
mandatory for Remote Ul Clients
for which <download> is true in
their capability profile.

(**) Method
subscribeToNotifications is only
mandatory for i-Box clients.

(***) Property XMLHttpRequest is
only mandatory for i-Box clients.

(****) CEA-2027-A specific method
that may not be supported as per
Annex B of this DAE specification.

Table 5: Window interface

Add theDocumentView interface (defined in Table 6) to uDOM defined®VG Tiny 1.2]. It is a subset to DOM
Level 2 Views[DOM 2 Views]. Th@ocumentview interface provides the access to innermadstow object so that

child document can access to parent documentsidéfaultView

property described as follows:

interface DocumentView

{

readonly window defaultview;

defaultview resolves to the innermost Window
object into which the Document is presented.

If the window object is CE-HTML based, then the
available methods and properties for the
defaultview.frameElement are limited to the
common subset of the [SVG Tiny 1.2] ubDOM and
DOM Core L2 Element interface.

Table 6: DocumentView interface to be added to uDOM

SvVGDocument interface also changes to inherit ticumentView interface.
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6.4.2.3 Parent SVG access to child CE-HTML

In order to enable DOM accessing from parent [SViG/T.2] document to child CE-HTML document, théldaving
extensions SHALL be applied to [SVG Tiny 1.2] :

- Add svGForeignElement interface to uDOM defined in [SVG Tiny 1.2]. Thigerface represents the
‘foreignobject’ element in the SVG document.

interface SVGForeignObjectElement The document this object contains, if there is any

{ and it is available, or nu11 otherwise.
Document contentDocument; If this document is CE-HTML based, then the
} available methods and properties for the document

are limited to the common subset of the [SVG Tiny
1.2] uDOM and DOM Core L2 ETement interface.

Table 7: SVGForeignobjectElement interface to be added to uDOM

6.4.2.4 Child CE-HTML access to parent SVG

In order to enable DOM accessing from child CE-HTMEA-2014-A] document to parent [SVG Tiny 1.2] dowent,
the following extensions SHALL be applied to [CEA12-A]:

- [5.4.a] XHTML Profile (CE-HTML); The following tde added to item 3) DOM2 - f)

= f) DOM level 2 Views, with at least providing support propedgfaultview which SHALL resolve to
the innermoswindow scripting object into which theocument is presented. Wiindow object is [SVG
Tiny 1.2] based, then the available methods angdepties for thelefaultview. frameElement are
limited to the common subset of the [SVG Tiny wPIOM and [DOM 2 CoreE1ement interface.

- [Annex |, Table 9] The following extensions apply:

» underDocument interface entry, addead-onTy propertydefaultview;

Scripting Interface Properties and Methods Additional Requirements and
(informative) (informative) Recommendations (in addition to that
defined above)
#Node N i i i
Document defaultview Additional implementation/authoring
doctype guideline:

documentElement
implementation

createAttribute() CE-HTML clients MAY not provide full

createAttributeNs() support for XML namespaces and
createCbATASection() processing instructions, hence methods
createComment() getElementByTagNameNs ()
Eﬁggﬁgg?gﬁgﬁﬁﬁ§ragme”t() createAttributeNs(),
CreateElementNS(), createE]ementNS(Land _
createentityReference() createProcessingInstruction() MAY
createProcessingInstruct | notbe supported.

ion()

createTextNode()

getElementById()

getElementsByTagName ()
getETementsByTagNameNS ()
importNode ()

Table 8: Document interface

In order to support access from [SVG Tiny 1.2] doeat to the CE-HTML document, the following extemsi SHALL
be applied to [SVG Tiny 1.2]:
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- Addwindow interface to the uDOM defined in [SVG Tiny 1.@findow interface is subset to th ndow object
defined in W3C WebAPI activity[Window Object]. Tha ndow interface provides the access to other documants i
a compound document by reference.

interface window If a window object is associated with an

{ embedded document, then the name property of
the window SHALL match the name property of the

readonly String name;
y 9 element that generated the embedded document.

readonly Element frameElement;
frameElement  property contains reference to
} embedded element or nul1 if there is no such
element.

Table 9: window interface to be added to uDOM

6.4.2.5 Event propagation

When an event occurs on any element in child theeelsled document, event propagation typically de¢sun beyond
the embedded parent document’s boundaries. Howewvents will still be dispatched to other applioat as defined in
section 7.2.6.

No event listener in parent catches any eventiid document. If user pushes key button when anGSvhy 1.2]
element is focused, theryEvent occurs on the focused [SVG Tiny 1.2] element angpically does not propagate to
the CE-HTML document.

To accomplish setting and moving focus through [SM@/ 1.2] and CE-HTML document, following extensiSHALL
be applied.

- [Req. 5.4.1.m] The following extensions apply:

= |fa HTML document includesobject> elements whose type attribute valuémage/svg+xm1, then the
Remote Ul Client SHALL (1) offer a means to setusd¢o any SVG element type for which an event
listener SHALL be registered, and (2) generate gqute DOM 2 focus events accordingly.

- [Req. 5.4.1.n] The following extensions apply:

= Ifa HTML document includesobject> elements whose type attribute valuénsage/svg+xm1, then the
Remote Ul Client SHALL (1) offer a means to moveus away from any SVG element type for which an
event listener SHALL be registered, and (2) gemeagpropriate DOM 2 focus events accordingly.

In order to pass an event that occurred in the TBHdocument to a script in [SVG Tiny 1.2], the lfmling
extensions SHALL be applied to [SVG Tiny 1.2] :

- AddDocumentEvent interface to uDOM defined in [SVG Tiny 1.2]. Its&me a®ocumentEvent in DOM
Level 2 EventssvGDocument interface also changes to inherit thecumentEvent interface.

- AdddispatchEvent method toEventTarget defined in [SVG Tiny 1.2]
6.4.2.5.1 DocumentEvent

TheDocumentEvent interface provides a mechanism by which the uarrcteate aBvent of a type supported by
the implementation.

6.4.2.5.1.1 Methods

Event createEvent( DOMString eventType )

Description Create a specified event. If specified eventType is supported, newly created
Event object is returned. Otherwise, nulT is returned.
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Arguments eventType The type of Event interface to be created.

6.4.2.5.2 EventTarget
6.4.2.5.2.1 Methods

Boolean dispatchEvent( Event evt )

Description This method allows the dispatch of events into the implementations event model.
The return value of dispatchEvent indicates whether any of the listeners which
handled the event called preventbefault. If preventbefault was called the
value is false, else the value is true.

Arguments evt Specifies the event type, behavior, and
contextual information to be used in
processing the event.

NOTE: The following methods are described in the&ObMDdefined in [SVG Tiny 1.2]:

void addEventListener( String type, EventListener listener, Boolean useCapture )

void removeEventListener( String type, EventListener listener, Boolean useCapture)

void addEventListenerNS( String namespaceURI, String type, EventListener listener,
Boolean useCapture, DOMObject evtGroup )

void removeEventListenerNS( String namespaceURI, String type, EventListener
Tistener, Boolean useCapture, DOMObject evtGroup )

6.4.3 Attention to DAE application developers

6.4.3.1 Script APIs defined in DAE

The use of any script APIs defined in the DAE sfieaiion in script code inside an SVG documentads aefined.The
script code in [SVG Tiny 1.2] document SHALL beald call functions on DOM nodes in [CEA-2014dcument
and vice versa. The present document does notedieiw to include CE-HTML embedded objects direntl{SVG
Tiny 1.2] document.

6.4.3.2 Codec and connection supporting in SVG
DAE applications SHALL NOT rely upon codec suppfortthe use of audio and video elements from [SM@G/TL.2].

DAE applications SHALL NOT rely upon support foreusf Connection from [SVG Tiny 1.2].
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7 APIs
7.1 Object factory API

This section defines the methods to check ande@ainstance of the DAE defined embedded objeittsnwJavascript.

The OITF SHALL support a globally accessible objefttype ‘0ipfobjectFactory” as a static property
"oipfobjectFactory" of thewindow interface with the API as defined in this sectidhe object factory SHALL
ensure that the referenced objects are corredtlypserhis is an alternative to instantiating emdetiobjects (or plug-
ins) outside of Javascript.

The factory object can be accessed as a propetityeafindow object (i.evindow.oipfobjectFactory or
oipfobjectFactory).

7.1.1 Methods

Boolean OipfObjectFactory.isObjectSupported( String mimeType )

Description This method SHALL return true if and only if an object of the specified type is supported
by the OITF. The method SHALL return false if the MIME type passed as a parameter
is not supported by the client.

Arguments mimeType The mimeType may have any of the DAE defined mime
types (for example “application/oipfDrmagent”).

7.1.1.1 Visual objects

The methods in this section all retiHiMLObjectETement objects which can be inserted in the DOM tree.obflects

in Section 7 which have a visual representatiotherscreen can be created using methods in thisise©nly for

objects defined in Section 7, that are supportethbydevice (i.e. as indicated through the cliapability description), a
corresponding method name to instantiate the oljestigh thedipfobjectFactory class can be assumed to be
present on theipfobjectFactory object. For any other object, a corresponding nebttaime cannot be assumed to
be present.

HTMLObjectETement oipfObjectFactory.createvideoBroadcastobject()
HTMLObjectElement oipfObjectFactory.createvideoMpegobject()

HTMLObjectElement oipfObjectFactory.createStatusviewobject()

Description If the object type is supported,each of these methods shall return an instance of the
corresponding embedded object.

Since objects do not claim scarce resources when they are instantiated,
instantiation shall never fail if the object type is supported. If the method name to
create the object is not supported, the OITF SHALL throw an error with the
error.name set to the value "TypeError".

If the object type is supported, the method shall return an HTMLObjectElement
equivalent to the specified object. The value of the type attribute of the
HTMLObjectElement SHALL match the mimetype of the instantiated object, for
example "application/oipfvideoBroadcast" in case of method
oipfobjectFactory.createvideoBroadcastobject().
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7.1.1.2 Non-Visual objects

The methods in this section all return javascrigeots which implement the interfaces of their esponding objects.
They can not be inserted in the DOM tree. All obgen chapter 7 which do *not* have a visual reprdation on the
screen can be created using methods in this se@iay for objects defined in chapter 7, that arpported by the
device (i.e. as indicated through the client cafgmescription), a corresponding method namenttantiate the object
through thedipfobjectFactory class can be assumed to be present ooith€objectFactory object. For any
other object, a corresponding method name cannasfiemed to be present.

Object
Object
Object
Object
Object
Object
Object
Object
Object
Object
Object
Object
Object
Object

Object

oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.
oipfobjectFactory.

oipfobjectFactory.

createApplicationManagerobject()
createCodManagerobject()
createcConfigurationoObject()
createbownloadManagerobject()
createbownloadTriggerobject()
createbDrmAgentObject()
createGatewayInfoObject()
createIMsoObject()
createNotifSocketobject()
createParentalcControlManagerobject()
createRecordingSchedulerobject()
createRemoteManagementObject ()
createSearchManagerobject()
createCapabilitiesObject()

createMDTFObject()

Description

instance

property

If the object type is supported, each of these methods SHALL return an instance of
the corresponding embedded object. This may be a new instance or existing

. For example, the object will likely be a global singleton object and calls to
this method may return the same instance.

Since objects do not claim scarce resources when they are instantiated,
instantiation SHALL never fail if the object type is supported. If the method name to
create the object is not supported, the OITF SHALL throw an error with name

set to the value "TypeError".

If the object is supported, the method SHALL return a javascript Object which

implements the interface for the specified object.

7.1.2 Examples
This section provides examples of the usage offrtéthods.

The first example shows how to query whether ataince of the A/V Control object for a specified\il type can be
created without the application having to atteroghstantiate the object.
var videoPlayer;
if (window.oipfobjectFactory.isObjectSupported(“video/mpeg”)) {
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videoPlayer = window.oipfObjectFactory.createvideoMpegobject();
// append object to document

document. getE1ementById( playerbiv’). appendchﬂd(w deoPlayer);
videoPlayer.data = “rtsp://server/barker_channel”

If the OITF does not support the created objecQHEF SHALL throw an error with the error.name t®ethe value
"TypeError". The example below shows how this can be useapipjications:

try {
configuration = window.oipfobjectFactory.createConfigurationobject();

catch (error) {
alert("application/oipfconfiguration object could not be created - error name: "

" "

+ error.name + - error message: + err‘or.message);
}

7.2 Applications Management APIs

An OITF providing DAE application capability SHALImplement the behaviour of the classes definetimdection.

7.2.1 The application/oipfApplicationManager embedd  ed object

An OITF SHALL support a non-visual embedded objdlype “application/oipfApplicationManager”, with
the following Javascript API, to enable applicatida access the privileged functionality relatedpplication lifecycle
and management that is provided by the applicatiodel defined in this section.

If one of the methods on tlppTication/oipfApplicationManager is called by a webpage that is not a
privileged DAE application, the OITF SHALL throw a&nror as defined in section 10.1.1.

7.2.1.1 Properties

function onLowMemory

The function that is called when the OITF is running low on available memory for running DAE
applications. The exact criteria when to generate such an event is implementation specific.

function onApplicationLoaded( Application appl )

The function that is called immediately prior to a Toad event being generated in the affected
application. The specified function is called with one argument app, which provides a reference to the
affected application.

function onApplicationunloaded( Application appl )

The function that is called immediately prior to an unToad event being generated in the affected
application. The specified function is called with one argument app, which provides a reference to the
affected application.

7.2.1.2 Methods

Integer getApplicationvisualizationMode()
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Description Returns the current mode used by the OITF to visualize applications, whereby a return
value:
1 corresponds to the application visualization mode as defined by bullet 1) of

Section 4.4.6, i.e. multiple applications visible simultaneously with DAE
applications managing their own size, position and visibility

2 corresponds to the application visualization mode as defined by bullet 2) of
Section 4.4.6, i.e. multiple applications visible simultaneously with OITF
managing the size, position, visibility of applications

3 corresponds to the application visualization mode as defined by bullet 3) of
Section 4.4.6, i.e. only a single application visible at any time.

Application getownerApplication( Document document )

Description Get the application that the specified document is part of. If the document is not part of
an application, or the calling application does not have permission to access that
application, this method will return nul11.

Arguments document The document for which the Application object should be
obtained.

Applicationcollection getchildapplications( Application application )

Description Get the applications that are children of the specified application.

Arguments application The application whose children should be returned.

void gcQ

Description Provide a hint to the execution environment that a garbage collection cycle should be

initiated. The OITF is not required to act upon this hint.

7.2.1.3 Events

For the intrinsic eventsohLowMemory”, “onApp1icationLoaded”, and “onApplicationunloaded” a
corresponding DOM level 2 event SHALL be generatedhe following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onLowMemory LowMemory Bubbles: No

Cancelable: No

Context Info: None

onApplicationLoaded ApplicationLoaded Bubbles: No

Cancelable: No
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Context Info: app

onAppTlicationunloaded Applicationunloaded Bubbles: No

Cancelable: No

Context Info: app

NOTE: the above DOM 2 events are directly dispaddioethe event target, and will not bubble nor ae@tApplications
SHOULD not rely on receiving the events listed abduring the bubbling or the capturing phase. Aggpions that use
DOM 2 event handlers SHALL call trildEventListener() method on the
application/oipfAppTicationManager object. The third parameter afldEventListener, i.e.
“useCapture”, will be ignored.

7.2.2 The Application class
TheApplication class is used to implement the characteristigsDAE application.

7.2.2.1 Properties

readonly Boolean visible

true if the application is visible, false otherwise. The value of this property is not affected by the
application's Z-index or position relative to other applications. Only calls to the show() and hide()
methods will affect its value.

readonly Boolean active

true if the application is in the list of currently active applications, false otherwise (as defined in
Section 4.3.8).

readonly StringCollection permissions

SstringCollection object containing the names of the permissions granted to this application.

readonly Boolean isPrimaryReceiver

true if the application receives cross application events before any other application, false otherwise.

readonly window window

A strict subset of the DOM window object representing the application. No symbols from the window
object are accessible through this property except the following:

« void postMessage( any message, String targetorigin )

readonly ApplicationPrivatebata private
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Access the current application’s private data object.

If the application accessing the private property is not the current application, the OITF SHALL throw
an error with the message property set to the value "SecurityError".

function onApplicationActivated
function onApplicationDeactivated
function onApplicationShown

function onApplicationHidden

function onApplicationPrimaryReceiver
function onApplicationNotPrimaryReceiver
function onApplicationTopmost
function onApplicationNotTopmost
function onApplicationDestroyRequest
function onKeyPress

function onKeyUp

function onKeyDown

Each of these event handlers represents a DOM 0 event handler that corresponds to one of the events
listed in Sections 7.2.1.3 and 7.2.6.

7.2.2.2 Methods

void show()

Description

If the application visualization mode as defined by method
getAppTlicationvisualizationMode() in Section 7.2.1.2, is:

1 : Make the application visible.

2 : Make the application visible. Calling this method from the application itself may
have no effect.

3 : Request to make the application visible.
This method only affects the visibility of an application. In the case where more than

one application is visible, calls to this method will not affect the z-index of the
application with respect to any other visible applications.

void hide(Q)

Description

If the application visualization mode as defined by method
getApplicationvisualizationMode() in Section 7.2.1.2, is:
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1 : Make the application invisible.

2 : Make the application invisible. Calling this method from the application itself may
have no effect.

3 : Request to make the application invisible.

Calling this method has no effect on the lifecycle of the application.

void activateInput( Boolean gainFocus )

Description Move the application to the front of the active applications list. If the application has
been hidden using Application.hide(), this method does not cause the
application to be shown.

If the application visualization mode as defined by method
getApplicationvisualizationMode() in Section 7.2.1.2, is:

1 : The application’s window object SHALL be moved to the top of the stack of visible
applications. In addition, the application’s Window object SHALL gain input focus if
argument gainFocus has value true.

2 : The application’s window object SHALL be moved to the top of the stack of visible
applications. In addition, the application’s window object SHALL gain input focus if
argument gainFocus has value true. Calling this method from the application itself
MAY have no effect.

3 : Request to make the application’s window object visible. Once visible, the
application SHALL be given input focus, irrespective of the value for argument
gainFocus.

void deactivateInput()

Description Remove the application from the active applications list. This has no effect on the
lifecycle of the application and MAY have no effect on the resources it uses.
Applications which are not active will receive no cross-application events, unless their
Application object is the target of the event (as for the events defined in section
7.2.6). Applications may still be manipulated via their App1ication object or their
DOM tree.

Application createApplication( String uri, Boolean createchild )

Description Create a new application and add it to the application tree. Calling this method does
not automatically show the newly-created application.

This call is asynchronous and may return before the new application is fully loaded.
An ApplicationLoaded event will be targeted at the App11ication object when the
new application has fully loaded.

If the application cannot be created, this method SHALL return nul1.

Arguments uri The URI of the first page of the application to be created.
createChild Flag indicating whether the new application is a child of the current
application. A value of true indicates that the new application
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should be a child of the current application; a value of false
indicates that it should be a sibling.

void destroyApplication()

Description

Terminate the application, detach it from the application tree, and make any
resources used available to other applications. When an application is terminated,
any child applications shall also be terminated.

7.2.3 The ApplicationCollection class

TheApplicationCollection class represents a collectionagip11i cation objects. Next to the properties and
methods defined below appTicationCollection object SHALL support the array notation to acaéss
App1ication objects in this collection

7.2.3.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.2.3.2 Methods

AppTlication item( Integer index )

Description Return the item at position index in the collection, or undefined if no item is present
at that position.
Arguments index The index of the application to be returned.

7.2.4 The ApplicationPrivateData class

7.2.4.1 Properties

readonly Keyset keyset

The object representing the user input events sent to the DAE application.

7.2.4.2 Methods

Integer getFreeMem()

Description

Let application developer query information about the current memory available to the
application. This is used to help during application development to find application
memory leaks and possibly allow an application to make decisions related to its
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caching strategy (e.g. for images).
Returns the available memory to the application or -1 if the information is not available.
For example:

debug("[APP] free mem = " +
appman.getownerApplication(window.document) .private.getFreeMem() + "\n");

7.2.5 The KeySet class

TheKeyset object permits applications to define which kegmtg they request to receive. There are two mefans o
defining this. Common key events are representetbhgtants defined in this class which are combinedbit-wise
mask to identify a set of key events. Less commendvents are not included in one of the definetstants and form

part of an array.

The supported key events indicated through thelskyamechanism in section 9.3 SHALL be the sarsdhe
maximum set of key events available to the browasandicated through this object

The default set of key events available to appbeatwhich do not calkeyset.setvalue SHALL be all those
indicated by the constants in this class whichsapported by the OITF excluding those indicateGHER.

7.2.5.1 Constants

Constant Numeric
Use
name Value

RED 0ox1 Used to identify the VK_RED key event.

GREEN 0x2 Used to identify the VK_GREEN key event.

YELLOW 0x4 Used to identify the VK_YELLOW key event.

BLUE 0x8 Used to identify the VK_BLUE key event.

NAVIGATION | 0x10 Used to identify the VK_UP, VK_DOWN, VK_LEFT, VK_RIGHT,
VK_ENTER and VK_BACK key events.

VCR 0x20 Used to identify the VK_PLAY, VK_PAUSE, VK_STOP, VK_NEXT,
VK_PREV, VK_FAST_FWD, VK_REWIND, VK_PLAY_PAUSE key events.

SCROLL 0x40 Used to identify the VK_PAGE_UP and VK_PAGE_DOWN key events.

INFO 0x80 Used to identify the VK_INFO key event.

NUMERTIC 0x100 Used to identify the number events, 0 to 9.

ALPHA 0x200 Used to identify all alphabetic events.

OTHER 0x400 Used to indicate key events not included in one of the other constants
in this class.

7.2.5.2 Properties
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readonly Integer value

The value of the keyset which this DAE application will receive.

readonly Integer otherKeys[]

If the OTHER bit in the vaTlue property is set then this indicates those key events which are available
to the browser which are not included in one of the constants defined in this class, If the OTHER bit in
the value property is not set then this property is meaningless.

readonly Integer maximumvalue

In combination with maximumOtherKeys, this indicates the maximum set of key events which are
available to the browser. When a bit in this maximumvalue has value 0, the corresponding key events
are never available to the browser.

readonly Integer maximumOtherKeys[]

If the OTHER bit in the maximumvaTue property is set then, in combination with maximumvaTlue, this
indicates the maximum set of key events which are available to the browser. For key events which are
not included in one of the constants defined in this class, if they are not listed in this array then they are
never available to the browser. If the OTHER bit in the value property is not set then this property is
meaningless.

7.2.5.3 Methods

Integer setvalue( Integer value, Integer otherkeys[] )

Description Sets the value of the keyset which this DAE application requests to receive. Where
more than one DAE application is running, the events delivered to the browser
SHALL be the union of the events requested by all running DAE applications. Under
these circumstances, applications may receive events which they have not
requested to receive.

The return value indicates which keys will be delivered to this DAE application
encoded as bit-wise mask of the constants defined in this class.

Arguments value The value is a number which is a bit-wise mask of the constants
defined in this class. For example;

myKeyset = myApplication.private.keyset;

myKeyset.setvalue(0x00000013);
myKeyset.setvalue(myKeyset.INFO | myKeyset.NUMERIC);

otherkeys This parameter is optional. If the value parameter has the OTHER bit
set then it is used to indicate the key events that the application
wishes to receive which are not represented by constants defined in
this class.
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7.2.6 New DOM events for application support

New events have been created that are raised @pthki cation objects in the application tree. These are normal
events, not cross-application events, and are tosidlicate changes in the state of an application.

Event Description

AppTlicationActivated Issued when an application focus change occurs to inform the
recipient of the event that the application is now focussed.

ApplicationDeactivated Issued when an application focus change occurs to inform the
recipient of the event that the application is now no longer
focussed.

ApplicationShown Issued when an application has become visible.

ApplicationHidden Issued when an application has become hidden.

ApplicationPrimaryReceiver This event is issued to indicate that the target is now at the front

of the active application list.

ApplicationNotPrimaryReceiver | This event is issued to indicate that the target is no longer at the
front of the active application list.

ApplicationTopmost This event is issued to indicate that the target is now the topmost
(i.e. it has the highest Z-index and is not obscured by any other
visible applications, for OITFs where multiple applications are
visible simultaneously.

AppTicationNotTopmost This event is issued to indicate that the target is no longer at the
topmost application. For OITFs where only one application is
visible at a time, this event indicates that the application is no
longer visible to the user.

AppTlicationDestroyRequest This event is issued to indicate that the target application is
about to be terminated. It is not issued when an application calls
destroyAppTlication() method for itself (i.e. to exit itself).

If an application registers a listener for this event, and there is a
need for the OITF to terminate the current application, once the
listener has been invoked, a reasonably short watchdog timer
(e.g. 2 seconds) SHALL be started. If the application did not quit
by itself (by invoking destroyApplication() for itself) during
these 2 seconds, then the application shall be killed forcingly by
the OITF.

If an application does not register a listener for this event and
there is a need for the system to terminate the application, then
the application SHALL be terminated immediately.

Table 10: New DOM events for application support

These events do not bubble and cannot be cancEleth. of these events has a corresponding DOM it &éaadler
property on thé\pp1ication object.

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 66 (281)

7.2.7 Examples (informative)

The examples below illustrate some aspects ofgpécation model.

7.2.7.1 Locating the Application object

TheApplicationManager class provides thgetownerAppTication() method, which returns the document's
owning application node:

// Assumes that the application/oipfApplicationManager object has the ID

// ‘“applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);
var self = appmMmgr.getownerApplication(window.document);

All other application functionality is availableoim this object.

7.2.7.2 Creating a new application

Creating a new application is a simple matter efting a nevApp1ication object.

// Assumes that the application/oipfApplicationManager object has the ID
// “applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appMgr.getownerApplication(wWindow.document);

var child = self.createApplication( url_of_application, true );

A typical requirement on an application is to obBcome visible once it has fully loaded. To do,tlisan take
advantage oload events. Here is an example from a clock applicatichich wants to load an image to become the
background of the clock, upon which it can write thxt of the clock. This example makes use obtigitional window
methodsresizeTo(), moveTo() and propertyscreen’, which are only available in application visuatina mode 1,
as defined in Section 4.4.6.

<script>
function loaded() {

var screen = document.defaultView.screen;
var clock = document.Eetg1ementById('c]ock');
window.resizeTo( clock.width, clock.height );

// position in bottom left
window.moveTo( clock.width, screen.availHeight - clock.height );

setup_clock( clock.width, clock.height );

// Assumes that the application/oipfApplicationManager object has the ID
// “applicationmanager”

var appMmgr = document.getElementById(“applicationmanager”);

var self = appMgr.getOwnerApplication(window.document);

self.show();

</script>
<style> * { margin: Ocm } </style>
<body onload="Toaded()">
<img id="clock™ src="clockbackground.png" style="position: absolute; top: Opx;

Teft=0px">
</body>

7.3 Configuration and setting APIs

This section defines the interface to configuratod user settings information. Hardware configaradf the OITF is
managed via an instance of thecalSystem object. This provides access to hardware infoionatnd provides an
entry point to configure the outputs and netwotkifaces of the OIF. Settings relating to the ursierface and
behaviour of the platform software are managedmwmianstance of theonfiguration object.

This section is subject to security control, (s8eL13.7) and only applies #configurationChanges> has value
true

7.3.1 The application/oipfConfiguration embedded ob  ject

The OITF SHALL implement thedpp1ication/oipfConfiguration” object as defined below. This object
provides an interface to the configuration and gs¢tings facilities within the OITF.
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7.3.1.1 Properties

readonly Configuration configuration

Accesses the configuration object that sets defaults and shows system settings.

readonly LocalSystem localSystem

Accesses the object representing the platform hardware.

7.3.2 The Configuration class

ThecConfiguration object allows configuration items within the syste be read and modified. This includes
settings such as audio and subtitle languagedagtisgpect ratios and other similar settings. UntlieLocalSystem
object, this is concerned with software- and agpion-related settings rather than hardware cordiipn and control.

APIs for PIN control and verification defined ingtsection are applicable to cases where pareotatat is enforced in
the terminal (approach C defined in section 4.5).

7.3.2.1 Properties

string preferredAudioLanguage

A comma-separated set of languages to be used for audio playback, in order of preference.

Each language SHALL be indicated by its ISO 639 language code.

Sstring preferredsubtitleLanguage

A comma-separated set of languages to be used for subtitle playback, in order of preference.

Each language SHALL be indicated by its ISO 639 language code.

String countryId

An ISO-3166 three character country code identifying the country in which the receiver is deployed.

Integer regionid

An integer indicating the time zone within a country in which the receiver is deployed. A value of 0
SHALL represent the eastern-most time zone in the country, a value of 1 SHALL represent the next
time zone to the west, and so on.

Valid values are in the range 0 — 60.
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readonly Boolean isPINEntryLocked

The lockout status of the parental control PIN. If the incorrect PIN has been entered too many times
in the configured timeout period, parental control PIN entry SHALL be locked out for a specified time.

Integer pvrpPolicy

The policy dictates what mechanism the system should use when storage space is exceeded.

Valid values are shown in the table below.

Value Description
0 Indicates a recording management policy where no recordings are to
be deleted.
1 Indicates a recording management policy where only watched

recordings MAY be deleted.

2 Indicates a recording management policy where only recordings
older than the specified threshold (given by the pvrSavebDays and
pvrSaveEpisodes properties) MAY be deleted.

Integer pvrSaveEpisodes

When the pvrpPolicy property is set to the value 2, this property indicates the minimum number of
episodes that SHALL be saved for series-link recordings.

Integer pvrSaveDays

When the pvrPolicy property is set to the value 2, this property indicates the minimum save time (in
days) for individual recordings. Only recordings older than the save time MAY be deleted.

Integer pvrStartPadding

The default padding (measured in seconds) to be added at the start of a recording.

Integer pvrEndPadding

The default padding (measured in seconds) to be added at the end of a recording.
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7.3.2.2 Methods

Integer setParentalControlPIN( String oldPcPIN, String newPcPIN )

Description Set the parental control PIN.

This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and SHALL take
one of the following values:

Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too many
times.

Arguments oldPcPIN The current parental control PIN.

newPcPIN The new value for the parental control PIN.

Integer setParentalControlPINEnable( String pcPIN, Boolean enable )

Description Enable or disable the parental control PIN. Disabling the parental control PIN SHALL
set the blocked and locked properties of all programmes and channels to false.

This operation is protected by the parental control PIN (if PIN entry is enabled). The
return value indicates the success of the operation, and SHALL take one of the
values listed for setPIN().

Arguments pcPIN The parental control PIN.

enable Flag indicating whether the parental control PIN SHALL be
enabled or disabled.

Boolean getParentalControlPINEnable()

Description Returns the status of the parental control PIN. This method SHALL return true if the
PIN is enabled, false otherwise.

énteger u91ockwithParenta1Contro1PIN( String pcPIN, Object target, Integer
uration

Description Unlock the object specified by target for viewing if pcPIN contains the correct
parental control PIN.

This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and will take one
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of the values listed for setPIN().

Arguments

pcPIN The parental control PIN.
target The channel or programme to be unlocked.
duration The length of time (in seconds) for which the item SHALL be

unlocked.

Integer verifyParentalControlPIN( String pcPIN )

Description Verify that the PIN specified by pcPIN is the correct parental control PIN.
This method will return one of the following values:
Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too

many times.

Arguments pcPIN The parental control PIN to be verified.

Integer setBlockunrated( String pcPIN, Boolean block )

Description

Set whether programmes for which no parental rating has been retrieved from the
metadata client nor defined by the service provider should be blocked automatically
by the terminal.

This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and SHALL take
one of the values listed for setPIN(Q).

Arguments

pcPIN

The parental control PIN.

block

Flag indicating whether programmes SHALL be blocked.

Boolean getBlockunrated()

Returns a flag indicating whether programmes with no parental rating are currently
blocked automatically.

Set whether programmes for which no parental rating has been retrieved from the
metadata client nor defined by the service provider should be blocked automatically
by the terminal.
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String getText( String key )

Description Get the system text string that has been set for the specified key.

Arguments key A key identifying the system text string to be retrieved.

void setText( String key, String value )

Description Set the system text string that has been set for the specified key. System text strings
are used for automatically-generated messages in certain cases, e.g. parental control
messages.

Arguments key The key for the text string to be set. Valid keys are:

Key Description
no_title Text string used as the title for

programmes and channels where no
guide information is available.

Defaults to “No information”

no_synopsis Text string used as the synopsis for
programmes where no guide
information is available.

Defaults to “No further information
available”

blocked_title Text string used as the title for
programmes and channels blocked
by parental control settings (if
metadata hiding is enabled).

Defaults to “BLOCKED”

blocked_synopsis Text string used as the synopsis for
programmes blocked by parental
control settings (if metadata hiding is
enabled).

Defaults to “Program blocked by
user”

manual_recording Text string used to identify a manual
recording.

Defaults to “Manual Recording”

value The new value for the system text string.
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7.3.3 The LocalSystem class

TheLocalSystem object allows hardware settings related to thalldevice to be read and modified.

7.3.3.1 Properties

readonly String devicelID

Private OITF Identifier. Unique identifier which SHALL be the same as X-HNI-IGI-OITF-DevicelD in
[PROT]. This property SHALL take the value undefined except when accessed by applications
meeting either of the following criteria:

» The application is signalled in an SD&S service provider discovery record with an application
usage of urn:oipf:cs:ApplicationUsageCs:2009:hni-igi where the SD&S service
provider discovery record was obtained by the OITF through the procedure defined in section
5.3.1.2 of [PROT].

 The URL of the application was discovered directly through the procedure defined in section
5.3.1.2 of [PROT].

readonly Boolean systemReady

Indicates whether the system has finished initialising. A value of true indicates that the system is
ready.

readonly String vendorName

String identifying the vendor name of the device.

readonly String modelName

String identifying the model name of the device.

readonly String softwareversion

String identifying the version number of the platform firmware.

readonly String hardwareversion

String identifying the version number of the platform hardware.

readonly String serialNumber
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String containing the serial number of the platform hardware.

readonly Boolean pvrEnabled

Flag indicating whether the platform has PVR capability (local PVR).

Boolean standbyState

Get or set the standby state of the receiver. A value of true indicates that the receiver is in standby

mode.

Integer volume

Get or set the overall system volume. Valid values for this property are in the range 0 - 100.

Boolean mute

Get or set the mute status of the default audio output(s). A value of true indicates that the default
output(s) are currently muted.

readonly AvoutputCollection outputs

A collection of Avoutput objects representing the audio and video outputs of the platform.
Applications MAY use these objects to configure and control the available outputs.

readonly NetworkInterfaceCollection networkInterfaces

A collection of NetworkInterface objects representing the available network interfaces.

readonly Integer tvStandard

Get the TV standard(s) for which the system is configured. This enables the user interface to only
display those options relevant to the available TV standard(s).

This property can take one or more of the following values:

Value Description
1 Indicates platform support for the NTSC TV standard.
2 Indicates platform support for the PAL TV standard.
4 Indicates platform support for the SECAM TV standard.

Values are stored as a bitfield.
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readonly Integer pvrSupport

Flag indicating the type of PVR support used by the application. This property may take zero or more of

the following values:

Value Description

0 PVR functionality is not supported. This is the default value if <recording> as specified in
Section 9.3.3 has value false.

1 PVR functionality is supported in the OITF. This is the default value if <recording> as
specified in Section 9.3.3 has value true.

Values are stored as a bitfield.

7.3.3.2 Methods

Boolean setScreenSize( Integer width, Integer height )

Description Set the resolution of the graphics plane. If the specified resolution is not supported by the
OITF, this method SHALL return false. Otherwise, this method SHALL return true.
Arguments width The width of the display, in pixels.
height The height of the display, in pixels.

Integer setPvrSupport( Integer state )

Description Set the type of PVR support used by the application. The types of PVR supported by the
receiver MAY not be supported by the application; in this case, the return value indicates
the pvr support that has been set.

Arguments State The type of PVR support desired by the application. More than one type of PVR

functionality MAY be specified, allowing the receiver to automatically select the
appropriate mechanism. Valid values are:

Value Description
0 PVR functionality is not supported. This is the default value if
<recording> as specified in Section 9.3.3 has value false.
1 PVR functionality is supported in the OITF. This is the default
value if <recording> as specified in Section 9.3.3 has value
true.

Values are stored as a bitfield.
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7.3.4 The NetworklInterface class

TheNetworkInterface class represents a physical or logical networkfate in the receiver.

7.3.4.1 Properties

readonly String ipAddress

The IP address of the network interface, in dotted-quad notation for IPv4 or colon-hexadecimal notation
for IPv6.

readonly String macAddress

The colon-separated MAC address of the network interface.

readonly Boolean connected

Flag indicating whether the network interface is currently connected.

Boolean enabled

Flag indicating whether the network interface is enabled. Setting this property SHALL enable or
disable the network interface.

7.3.5 The AVOutput class

TheAvoutput class represents an audio or video output oroited platform.

7.3.5.1 Properties

readonly String name

The name of the output. Each output SHALL have a name that is unique on the local system. At least
one of the outputs SHALL have the name "all" and SHALL represent all available outputs on the
platform.

readonly String type

The type of the output. Valid values are “audio”, “video”, or “both”.

Boolean enabled
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Flag indicating whether the output is enabled. Setting this property SHALL enable or disable the
output.

Boolean subtitleEnabled

Flag indicating whether the subtitles are enabled. The language of the displayed subtitles is
determined by a combination of the value of the Configuration.preferredsubtitleLanguage
property (see section 7.3.2.1) and the subtitles available in the stream. For audio outputs, setting this
property will have no effect.

String videoMode

Read or set the video format conversion mode, for which hardware support MAY be available on the
device, used when displaying a 4:3 signal on a 16:9 display. Valid values are shown below.

Value Behaviour
normal Perform no format conversion.
stretch Stretch the 4:3 signal horizontally.
zoom Zoom the signal and clip the top and bottom of the picture.

For audio-only outputs, setting this property SHALL have no effect.

String digitalAudioMode

Set the output mode for digital audio outputs for which hardware support MAY be available on the
device. Valid values are shown below.

Value Behaviour

ac3 Output AC-3 audio.

uncompressed Output uncompressed PCM audio.

For video-only outputs, setting this property SHALL have no effect.

String audioRange

Set the range for digital audio outputs for which hardware support MAY be available on the device.
Valid values are shown below

Value Behaviour
normal Use the normal audio range.
narrow Use a narrow audio range.
wide Use a wide audio range.
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For video-only outputs, setting this property SHALL have no effect.

String hdvideoFormat

Set the video format for HD video outputs for which hardware support MAY be available on the device.
Valid values are:

480i
480p
576i
576p
720p
1080i
1080p

For audio-only or standard-definition outputs, setting this property SHALL have no effect.

String tvAspectRatio

Indicates the display aspect ratio of the display device connected to this output for which hardware
support MAY be available on the device. Valid values are:

4:3

16:9

14:9
4:3letterbox

For audio-only outputs, setting this property SHALL have no effect.

readonly StringCollection supportedvideoModes

Read the video format conversion modes that may be used when displaying a 4:3 signal on a 16:9
display. See the definition of the videoModes property for valid values.

For audio outputs, this property will have the value nulT.

readonly StringCollection supportedbdigitalAudioModes

Read the supported ouput modes for digital audio outputs. See the definition of the
digitalAudioMode property for valid values.

For video outputs, this property will have the value nulT.
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readonly StringCollection supportedAudioRanges

Read the supported ranges for digital audio outputs. See the definition of the audioRange property for
valid values.

For video outputs, this property will have the value nul11.

readonly StringCollection supportedHdvideoFormats

Read the supported HD video formats. See the definition of the hdvideoFormat property for valid
values.

For audio outputs, this property will have the value nulT.

readonly StringCollection supportedAspectRatios

Read the supported TV aspect ratios. See the definition of the tvAspectRat1io property for valid
values.

For audio outputs, this property will have the value nulT.

7.3.6 The NetworklInterfaceCollection class

A NetworkInterfaceCollection object represents a read-only collectiometworkInterface objects. Next
to the properties and methods defined belovetworkInterfaceCollection Object SHALL support the array
notation to access tiaetworkInterface objects in this collection

7.3.6.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.3.6.2 Methods

NetworkInterface item( Integer index )

Description Return the item at position index in the collection.

Arguments index The index of the item that SHALL be returned.
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7.3.7 The AVOutputCollection class

An AvoutputCollection object represents a read-only collectiomwedutput objects. Next to the properties and
methods defined belowavoutputCollection Object SHALL support the array notation to acabsAvoutput
objects in this collection

7.3.7.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.3.7.2 Methods

Avoutput item( Integer index )

Description Return the item at position index in the collection.

Arguments index The index of the item that SHALL be returned.

7.4 Content download APIs

This section defines the content-on-demand downilaidfaces for both DRM-protected and non-DRM poted
content.

An OITF and a DAE application which have indicategbport for downloading content by providing vataarue” for
element <download> in their capability profile gesified in Section 9.3.4 SHALL adhere to the faliog
requirements.

NOTE: Annex D clarifies the purpose and the usthese interfaces in more detalil.

7.4.1 The application/oipfDownloadTrigger embedded object

An OITF SHALL support a non-visual embedded obfctype “application/oipfDownloadTrigger”, with the
following Javascript API to enable passing a contertess descriptor to an underlying download menaging
Javascript.

The functionality as described in this sectionubjsct to the security model of Section 10.

7.4.1.1 Methods

String registerDownload(String contentAccessDownloadDescriptor, Date downloadStart)

Description Send contentAccessDownToadDescriptor to underlying download manager as a
String formatted according to the Content Access Download Descriptor XML Schema as
specified in Annex E.

Returns a String value representing a unique identifier to identify the download, if the
contentAccessbownloadDescriptor is valid and is accepted for triggering a download.
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If the OITF supports the application/oipfbDownloadManager as specified in Section
7.4.3, this SHALL be the value of the “id” attribute of the associated bownToad object.
Note that if the Content Access Download Descriptor contains multiple content items to be
downloaded, the associated DownToad objects for each of these content items SHALL
have the same value for the “id” value. The associated bownToad objects can be retrieved
through method getbownloads () as defined in Section 7.4.3.3.

The OITF SHALL guarantee that download identifiers are unique in relation to recording
identifiers and CODAsset identifiers.

The method returns undefined if the contentAccessDownloadDescriptor is not
accepted for triggering a download.

Arguments

contentAccessDownloadDescriptor String formatted according to the Content
Access Download Descriptor XML Schema as
specified in Annex E.

downloadStart Optional argument indicating the time at which
the download should be started. If the argument
is not included, or takes a value of nul1 then
the download should start as soon as possible.

String registerDownloadURL( String URL, String contentType, Date downloadStart )

Description

This method triggers the OITF to initiate a download of the content pointed to by the URL
and the given content type.

The contentType attribute SHALL reflect the expected type of content returned by the
content server when connecting to the URL. The contentType can be used to evaluate if
the content type is part of the list of accepted content types of the OITF. For example, if the
OITF does not support content Type “video/MP2T", then the registerbownloadURL
method could return undefined to indicate this to the application in advance of the
download.

If contentType has value “application/vnd.oipf.ContentAccessbownload+xml1”,
the method SHALL return a download identifier, after which the OITF SHALL fetch the
Content Access Download Descriptor, after which the same SHALL happen as if
registerbownTload() as defined in Section 4.6.3.1 with the given Content Access
Download Descriptor as argument was called.

Returns a String value representing a unique identifier to identify the download, if the
given arguments are acceptable by the OITF to trigger a download. If the OITF supports
the appTlication/oipfDownloadManager as specified in Section 7.4.3, this SHALL be
the value of the “id” attribute of the associated Down1oad object(s).

The OITF SHALL guarantee that download identifiers are unique in relation to recording
dentifiers and CODAsset identifiers.

The method returns undefined if the given arguments are not acceptable by the OITF to
trigger a download.

Arguments

URL The URL from which the content can be fetched.

contentType The type of content referred to by the URL attribute. The
contentType can be used to evaluate if the content type is part of
the list of supported content types of the OITF.

downloadStart Optional argument indicating the time at which the download should
be started. If the argument is not included, or takes a value of nul1
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then the download should start as soon as possible.

Integer checkbDownloadPossible( Integer sizeInBytes )

Description Checks whether a download of a given sizeInBytes would be possible at this moment in
time.
Possible return values are:

Value Semantics

0 Successful, i.e. the download could be successfully completed if it would be
started at this moment in time.

1 Insufficient Storage, i.e. the download could be started, but is unlikely to
complete successfully, since insufficient storage capacity is available to fully
store the content to be downloaded.

2 Storage not available, i.e. the download would fail, since the storage is
currently unavailable, e.g. in case of removable storage.

Arguments sizelnBytes Integer value with the given size of the download in bytes.

7.4.2 Extensions to application/oipfDownloadTrigger

If an OITF has indicated support for both BCG matadi.e. by giving elemeric1ientMetadata> value “true”
and a ‘type” attribute with value bcg”), and the download management APIs defined iticed.4.3 (i.e. by giving
attribute 'nanagebownloads" of the<download> element a value unequal teone’) in the client capability
description, then the following additional methad/.L be supported by the
application/oipfDownloadTrigger object defined in section 7.4.1

The functionality as described in this sectionubject to the security model of Section 10.

String registerDownloadFromCRID( String CRID, String IMI, Date downloadStart )

Description

Send (CRID, IMI) to underlying download manager. Returns a String value representing
a unique identifier to identify the download if the (CRID,IMI) tupleis valid and is
accepted for triggering a download. If the OITF supports the
application/oipfDownloadManager as specified in Section 7.4.3, this SHALL be the
value of the “id” attribute of the associated bown1oad object(s), which corresponds to the
CRID in this case.

The OITF SHALL guarantee that download identifiers are unique in relation to recording
identifiers and CODAsset identifiers.

The method returns undefined if the given (CRID, IMI) tuple is not accepted for
triggering a download.

The values of the name, description, parentalRating and DRMControl properties
SHALL be based on the metadata provided for the item matching that CRID.

Arguments

CRID The TV-Anytime Content reference ID that points to the general
information about the item to download that does not change
regardless of how the content is published or broadcast
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IMI The TV-Anytime Instance Metadata ID that points to the specific
information related to the item to download, such as content location,
usage rules (pay-per-view, etc.) and delivery parameters (e.g. video
format).

downloadStart Optional argument indicating the time at which the download should
be started. If the argument is not included, or takes a value of nuT1
then the download should start as soon as possible.

7.4.3 The application/oipfDownloadManager embedded object

In a managed network, privileged applications megchaccess to the download management functiomalé&yCoD
system. This access may be required to impleméitia the download manager, to queue a download display the
progress of a specific download. OITFs SHOULD suppn “application/oipfbownloadManager” object with
the following interface.

Clients supporting the download management AP&pasified in this section SHALL indicate this bydaty the
attribute 'nanagebownloads" to the<download> element with a value unequal twone’ in the client capability
description as defined in section 9.3.4.

The functionality as described in this sectionubjsct to the security model of Section 10.
7.4.3.1 State diagram for the application/oipfDownl  oadManager object

The following state machine provices an overviewhef state changes that may occur in the downlcathger. The
states reflect the changes signalled to applicatiantheonDownloadStateChange event handler.

registerDownload()

[ Queued download ] remove() >Q

start download

remove()

{ Download in progress

R

resume() recovery

pause() temporary
failure

remove()
Download paused pause( Download stalled
\

L
N

W remove()

{ Failed download J

Successful
download remove()
f Successful download ]

N
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Figure 10: State diagram for embeddedppl1ication/oipfDownloadManager objects

7.4.3.2 Properties

function onDownloadStateChange( Download item, Integer state, Integer reason )

The function that is called when the status of a download has changed. The specified function is called
with three arguments item, state and reason, which are defined as follows:

- bownload 1item—the Download object whose state has changed.

- Integer state —the new state of the download. Valid values include:

Status Semantics

1 The download has completed successfully.

2 The download is in progress.

4 The download has been paused (either by an application or automatically by the OITF).
8 The download has failed.

16 The download has been queued but has not yet started.

32 The download has stalled due to a transient failure and the Download Manager is

attempting to recuperate and re-establish the download.

- Integer reason. Extended reason code. This is only valid if the value of the state argument is 8.

Reason Semantics

0 The local storage device is full.

1 The item cannot be downloaded (e.g. because it has not been purchased).
2 The item is no longer available for download.

3 The item is invalid due to bad checksum or length.

4 Other reason.

If no error has occurred, this argument SHALL take the value undefined.

readonly DiscInfo discInfo

Get information about the status of the local storage device. The DiscInfo class is defined in Section

7.16.4.
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7.4.3.3 Methods

Boolean pause( Download download )

Description Pause an in-progress, queued or stalled download and return true.. For in-progress
downloads, more data SHALL NOT be downloaded until the download is resumed.
The HTTP request and TCP socket are interrupted and closed.
For completed or failed downloads, this operation SHALL return false.

Arguments download The download to be paused.

Boolean resume( bDownload download )

Description Resume a paused download. If the download is not paused, this operation SHALL
return false.
Arguments download The download to be resumed.

Boolean remove( Download download )

Description

Remove the download and any data and media content associated with it and return
true.Return false if the download attribute does not refer to a valid download.

As a side effect of this method, all properties on downToad SHALL be set to
undefined. Any method calls subsequently performed by an application which pass
downToad as an argument SHALL return false.

If the A/V Control object is referring to the indicated download for playback the state
in the A/V Control object SHALL be automatically changed to (6) error state.

Arguments

download The download to be deleted.

DownloadCollection getDownloads( String id )

Description

Returns a collection of downloads, for which the value of the Download.id  property
corresponds to the given id parameter. The downloads returned in the collection
SHALL be filtered according to the value of the “manageDownloads” attribute of the
<download> element in the OITF’s capability description (i.e. from the same
application, same domain or from all applications)

If the value of id is nuTT, it returns all downloads for the scope indicated by the
“manageDownloads” attribute.

Arguments

id Optional argument identifying the downloads to be retrieved. If
present and not nul1, this is an identifier corresponding to the “id”
attribute of zero or more Download objects. If the value of id is
null, orthe argumentis not included, all downloads for the scope
indicated by the “manageDownloads” attribute are returned.

DownTloadCollection createFilteredList( Boolean currentDomain, Integer states )
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Description Create a filtered list of downloads. Returns a subset of downloads that are managed
by the receiver.

The currentbomain flag indicates whether downloads from FQDNSs other than the
current page are included in the returned collection. This flag MAY be set to one of
three values:

Value Meaning

true The download is added if and only if it was initiated from the
FQDN of the calling document.

If the application has the permission
permission_downloadmanager (see section 10.1.4), only
downloads initiated by the calling application shall be added.

false The download is added if and only if it was not initiated from the
FQDN of the calling document.

If the application does not have the permission
permission_downloadmanager_all (see section 10.1.4), the OITF
SHALL return an empty collection.

undefined The download is added regardless of the domain that the
download was initiated from.

If the application has the permission
permission_downloadmanager (see section 10.1.4), only
downloads initiated by the calling application shall be added.

If the application has the permission
permission_downloadmanager_samedomain (see section 10.1.4),
only downloads initiated by applications from the same FQDN
shall be added.

The states flag indicates which state(s) of downloads that should be included in the
list. The value of this flag is the arithmetic sum of one or more possible values of the
status property of the Download object; only downloads whose state matches one of
the values included in this sum are included in the returned collection.

Arguments currentDomain Flag indicating whether downloads from other domains
SHALL be added to the list.

states Indicates that states of downloads that should be
included in the returned list.

7.4.3.4 Events

For the intrinsic eventdhDownTloadStateChange”, a corresponding DOM level 2 event SHALL be gexted, in the
following manner:
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Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onDownloadStatecChange DownTloadStateChange Bubbles: No

Cancelable: No

Context Info: item, state,
reason

NOTE: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor captépplications
SHOULD not rely on receivingownToadStateChange event during the bubbling or the capturing phase.
Applications that use DOM 2 event handlers SHALL t& addEventListener () method on the
application/oipfDownloadManager object. The third parameter afldEventListener, i.e. “useCapture”,
will be ignored.

7.4.4 The Download class

A Download object being made available by tiggp1ication/oipfbownloadManager embedded object
represents a content item that has either beenldaded from a remote server or is in the processenfg downloaded.

If the ID of a download is a TV-Anytime CRID, théime values of theame, description andparentalRating
properties SHALL be set by the OITF based on theadata provided for the item matching that CRID

7.4.4.1 Properties

readonly Integer totalSize

The total size (in bytes) of the download.

readonly Integer state

The current state of the download. When this changes, a DownloadStateChange event SHALL be
generated. Valid values are:

Value Description
1 The download has completed.
2 The download is in progress.
4 The download has been paused (either by an application or

automatically by the platform).

8 The download has failed.

16 The download is queued but has not yet started.

32 The download has stalled due to a transient failure and the
Download Manager is attempting to recuperate and re-establish the
download.

Note: these values are used as a bitfield in the DownloadManager.createFilteredList() method.
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readonly Integer amountDownloaded

The amount of data that has been downloaded returned in bytes, or zero if no data has been
downloaded.

readonly String name

The name of the download or undefined if this information is not present. In case the download is
triggered through a content access download description document, this corresponds to the value for
the <T1itTe> element in the content-access download descriptor.

readonly String 1id

The ID of the download as determined by the OITF.

readonly String contentURL

The URL the content is being fetched from, or undefined if this information is not available.

readonly String description

A description of the download or undefined if this information is not present. In case the download is
triggered through a content access download description document, this corresponds to the value for
the <Synopsis> element in the content-access download descriptor, or undefined if this element is
not present.

readonly ParentalRatingCollection parentalRatings

The parental rating collection related to the downloaded content item, or undefined if this information
is not present. In case the download is triggered through a content access download description
document, this corresponds to the value for the <ParentalRating> element in the content-access
download descriptor, or undefined if this element is not present

readonly DRMControlInfoCollection drmControl

The DRMControlInformation object corresponding to the DRM Control information of the
downloaded content item, or undefined if this information is not present. In case the download is
triggered through a content access download description document, this corresponds to the value for
the <DRMControlInformation> element associated with the same DRMSystemID of the selected
<ContentURL>, or is undefined if this information is not present.

The related DRMControlInformation object is defined in Section 7.4.6.

readonly Date startTime
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The time that the download is scheduled to start (in the case of scheduled downloads) or undefined if
no start time was set.

readonly Integer timeElapsed

The time (in seconds) that has elapsed since the download of the item was started. The elapsed time
SHALL be based on the time spent in the in-progress and stalled download states. This SHALL NOT
include any time the item spent queued for download.

readonly Integer timeRemaining

The estimated time remaining (in seconds) for the download to complete. The estimated time SHALL
be based on the time spent in the in-progress and stalled download states. The estimate SHALL NOT
includes any time the item spent queued for download or paused. If this is unknown the value of this
property SHALL be undefined.

readonly String transferType

In case the download is triggered through a content access download description document, this is the
value of property “TransferType” of the selected <ContentURL>. In case the download is not
triggered through a content access descriptor document, the OITF is responsible for returning either
the value “playable_downToad” or “ful1_download”, based on criteria defined by the OITF.

readonly String originsite

In case the download is triggered through a content access download description document, this is the
value of element <OriginSite>. In case the download is not triggered through a content access
descriptor document, this is the URL of the site that initiated the download.

readonly String originSiteName

In case the download is triggered through a content access download description document, this is the
value of element <OriginSiteName>, or undefined if this information is not present. In case the
download is not triggered through a content access descriptor document, this property is undefined.

readonly String contentID

A unique identification of the content item relative to originSite. In case the download is triggered
through a content access download description document, and a <ContentID> element has been
defined for the given content item, this is the value of element <ContentID>. If the download is
started using registerbownloadFromCRID(), this is the TV Anytime CRID. This property shall take
the value undefined if no content ID is available.

readonly String iconURL

The URL of an image that provides a visual representation of the item that is being downloaded. In
case the download is triggered a content access download description document, this is the value of
element <IconURL>, or undefined if this element is not present. In case the download is not

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 89 (281)

triggered through a content access descriptor document, this property is undefined.

7.4.5 The DownloadCollection class

A bownTloadColTlection is a collection obownToad objects, ordered by the time that the download iniigted.
Next to the properties and methods defined beldoven1oadCol1ection Object SHALL support the array notation
to access theownT1oad objects in this collection

7.4.5.1 Properties

readonly Integer length

The number of items in the collection.

7.4.5.2 Methods

Download item( Integer index )

Description Return the item at position index in the collection, or undefined if the index is not
valid.
Arguments index The index into the collection.

7.4.6 The DRMControlinformation class

A DRMControlInformation object represents the DRM Control information stinoe defined in §3.3.2 of [META].

7.4.6.1 Properties

readonly String drmType

URN with the DVB CASystemID (16 bit number) in there. DRMType shall be signalled by prefixing the
decimal number format of CA_System_ID with "urn:dvb:casystemid:". For example, hexadecimal
0x4AF4 is assigned as CA_System_ID for “Marlin” by DVB, “Marlin” drmType is encoded as
“urn:dvb:casystemid:19188".

readonly String drmContentID

DRM Content ID for CoD or scheduled content item, e.g. the Marlin Content ID.

readonly String rightsIssuerURL

A URL used by OITF to obtain rights for this content item.
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readonly String silentRightsURL

A URL used by OITF to obtain rights silently, e.g. a Marlin Action Token.

readonly String drmContentID

DRM Content ID for CoD or scheduled content item, e.g. the Marlin Content ID.

readonly String previewRightsURL

A URL used by OITF to obtain rights silently for preview of this content item, e.g. a Marlin Action
Token.

readonly String drmPrivateData

Private data for the DRM scheme indicated in drmType to be applied for this content item. Private DRM
Data is actually structured as an XML document whose schema is specific to the considered DRM
system. One example is Marlin DRM private data schema defined in [CSP].

readonly Boolean doNotRecord

A flag indicating whether this content item is recordable or not.

readonly Boolean doNotTimeShift

A flag indicating if this content item is allowed for time shift play back.

7.4.7 The DRMControlinfoCollection class

A DRMControlInfoCollection represents a collection of DRM Control informatiets related to a specific
content. Next to the properties and methods defirsddw abRMControlInfoCollection Object SHALL support
the array notation to access the DRM Control infation sets in this collection

7.4.7.1 Properties

readonly Integer Tlength

The number of items in the list.

7.4.7.2 Methods

DRMControlInformation item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
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position.

Arguments index The index of the DRM Control Information.

7.5 Content On Demand Metadata APIs

This section SHALL apply for OITFs that have indedi<c11ientMetadata> with value ‘true” and a ‘type”
attribute with value Bcg” in the capabilty description and MAY apply for THs that have indicated
<cTientMetadata> with value “true” and a ‘type” attribute with value tivb-si”

7.5.1 The application/oipfCodManager embedded objec  t

OITFs that have indicatedc 11 entMetadata> with value ‘true” and a “type” attribute with value bcg” SHALL
implement arf‘application/oipfCodManager” embedded object with the following interface.

Content is organised into catalogues, where edeltogae contains a hierarchy of folders that aeglue organise
individual content items. The structure of the agae SHALL be determined by the server managiag ¢tatalogue and
SHALL be reflected in the structure of the metagmtased to the OITF.

The three types of content in a CoD catalogue sseta (represented by theDAsset class), folders (represented by
theCoDFolder class) and services (represented byCtheService class). ACODAsset is a user-level description of
a piece of CoD content, and so it is more concewitdinformation such as the price, rental peridescription and
parental rating rather than detailed technicalrimiztion about the asset such as encoding form@b[B asset MAY
represent a single movie, or a bundle of moviesreff for a single pric€oDServ1ice objects are a specific type of
container representing subscription VoD (SVOD) &, where users purchase a group of assets wiaglchange
over time rather than a single movie or TV show.

TheCODAsset, CODFolder andCoDService classes define a type property that allows thizsses to be
distinguished by applications. For each class, phoperty SHALL take the value defined below:

Class Value
COoDFolder 0
CODAsset 1
coDService 2

This specification defines the mapping betweendbB APl and BCG metadata. Mappings between the S&8Dand
other CoD metadata sources are not specified sndincument.

7.5.1.1 Properties

readonly ContentCatalogueCollection catalogues

A collection of all available CoD catalogues, as listed in an SD&S BCG Discovery record.

function onContentCatalogueEvent
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This function is the DOM 0 event handler for events relating to changes in a content catalogue
collection.

function onContentAction

This function is the DOM 0 event handler for events relating to actions carried out on an item in a
content catalogue.

7.5.2 The CatalogueCollection class

A cataloguecColTection object represents a set of content catalogues. tiNelxe properties and methods defined
below acatalogueColTlection Object SHALL support the array notation to acaégscontent catalogues in this
collection

7.5.2.1 Properties

readonly Integer length

The number of items in the collection.

7.5.2.2 Methods

contentCatalogue item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position MAY be specified using array bracket notation instead of calling this
method directly.

Arguments index The index into the collection.

7.5.3 The ContentCatalogue class

A ContentCatalogue represents a content catalogue for a content made service.
To receive events relating to operations on itemss ¢atalogue, applications MAY add listeners fooritentAction”
events to thapplication/oipfCodManager object.

7.5.3.1 Properties
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readonly String name

The name of the content catalogue that should be displayed to the user. The value of this property is
given by the Name element in the catalogue's BCG discovery record.

readonly CODFolder rootFolder

The root folder of the content catalogue.

7.5.3.2 Methods

CoDFolder getPurchaseHistory()

Description Get the list of items that have been purchased from the catalogue by the current user,
including currently active rentals.

Items in this list will be derived from children of the BCG UserActionList element
which have an ActionType of buy. If the ActionL1ist element is not present, this
method SHALL return nulT.

7.5.4 The ContentCatalogueEvent class

TheContentCatalogueEvent class is a subclass bYent that provides information about changes to thélavie
set of content catalogues. These events SHALlalyeted at thappl1ication/oipfCodManager embedded
object. To receive these events, applications MW listeners forContentCatalogue” events to the
application/oipfcodManager embedded object or attach an event handler terttiedded object’s
onContentCatalogueEvent property.

7.5.4.1 Properties

readonly Integer action

The type of event. For current versions of the specification, this property SHALL always have the value
0 to indicate a change in the list of available catalogues.

7.5.5 The CODFolder class

CoDFolder represents a folder in a CoD catalogue. Foldeng contain other folders, and an asset may be mrase
more than one folder.

Because a content list may contain a large nuniiggras, the contents of the list are made avadlail demand using a
paging model. Applications MAY request the consamitthe list in ‘pages’ of an arbitrary size. Tdwta SHALL be
fetched from the appropriate source, and applingBidALL be notified when the data is available.

Each folder is described bycxroupInformation element in the BCG Group Information Table.
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7.5.5.1 Properties

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This SHALL always have the value 0 for folders.

readonly String uid

An ID for the folder.

The value of this property is given by the BCG GroupId element that is a child of the
GroupInformation element representing this folder.

readonly String uri

The URI used to refer to the folder. The value of this property is given by the GroupId attribute of the
GroupInformation element representing this folder.

readonly String name

The name of the folder. The value of this property is given by the Tit1e element that is a descendant
of the GroupInformation element representing this folder.

readonly String description

A description of the folder, for display to an end user. The value of this property is given by the
Synops‘is element that is a descendant of the GroupInformation element representing this folder.

readonly String thumbnailuri

The URI of an image associated with this folder.

For assets whose BCG description contains a ReTatedMaterial element indicating a relationship of
Promotional Still Image, the value of this property is given by the MediaURI element that is a
descendant of that element.

For assets without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

readonly Integer Tlength

The number of items in the current page. If getPage () has not yet been called, the value of this
property SHALL be undefined.
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readonly Integer currentPage

The page number of the currently-available results, as specified in the last call to getPage(). If
getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer pageSize

The number of items that were requested from the content catalogue in a call to getPage(). This
MAY be different form the number of items that are available (e.g. the last page in the collection).

If getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer totalSize

The total number of items in the folder. This MAY be undefined until getPage () has been called.

The value of this property may be given by the numofItems attribute of the GroupInformation
element representing this folder.

7.5.5.2 Methods

Object item( Integer index )

Description Return the item at position index in the current page, or undefined if no item is
present at that position. This function SHALL only return objects that are instances of
CODAsset, CODFolder, or CODService.

Applications SHALL be able to access items in the collection using array notation
instead of calling this method directly.

Arguments index The index into the collection.

void getPage( Integer page, Integer pageSize )

Description Retrieve one page of the folder’s contents. The application SHALL be notified by an
event targeted at the folder's parent content catalogue when the data is available.

Calls to this method SHALL cancel any outstanding requests.

Arguments page The number of the page for which data should be retrieved, indexed
from zero.
pageSize The size of the page.

void abort()

Description Abort the current request for a new page of folder contents. Any results for this folder
SHALL be removed (i.e. the value of the Tength property will be 0 and any calls to
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the item() method SHALL return undefined),

7.5.6 The CODAsset class

TheCODAsset represents a piece of CoD content that can bénpsed and played. @0DAsset object MAY refer to
a bundle of content items that are purchased tegétlt which can only be played individually.

Some fields of @ODAsset object MAY not be populated until an applicati@guests them; in this case the data MAY
be fetched asynchronously from a server. Fieldsresthe data has not been fetched from the seALE have a
value ofundefined. Fields for which data is not available on thevee SHALL have a value ofull.

7.5.6.1 Properties

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This property SHALL always have the value 1 for CoD assets.

readonly String uid

An ID for the asset.

Folders, CoD services and CoD assets each have an ID which is unique within their parent catalogue.
The value of this property is given by the programid attribute of the BCG ProgramInformation
element that describes the asset.

readonly String uri

The CRID of the asset.

readonly String name

The title of the asset that will be displayed to the user. The value of this property is given by the BCG
TitTe element that is a child of the asset’s BasicDescription element.

readonly String description

A description of the asset, for display to an end user. The value of this property is given by the BCG
Synopsis element that is a child of the asset’s BasicDescription element.

readonly StringCollection genres

A collection of genres that describe this asset. The value of this property is the concatenation of the
values of any Name elements that are children of Genre elements in the asset’s description.
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readonly ParentalRating parentalRating

The parental rating value of the asset. This information will be read from the ParentalGuidance
element of an asset’s description, if present.

readonly Boolean blocked

Flag indicating whether the asset is blocked due to parental control settings (i.e. whether its parental
rating value exceeds the current system threshold).

readonly Boolean Tlocked

Flag indicating whether the current state of the parental control system prevents the asset from being
viewed (e.g. a correct parental control PIN has not been entered to allow the item to be viewed).

readonly String thumbnailuri

The URI of an image associated with this asset.

For assets whose BCG description contains a RelatedMaterial element indicating a relationship of
Promotional Still Image, the value of this property is given by the MediaURI element that is a
descendant of that element.

For assets without an appropriate ReTatedMaterial element, the value of this property SHALL be
undefined.

readonly String price

The price of the asset, in a form that can be displayed to the user. The value of this property is the
concatenation of the value of the Price element that is a child of a PurchaseItem elementin the
asset’s description and the value of the Price element’'s currency attribute.

For example, a Price element of

<Price currency="JPY">500</Price>

would give the value 500 JPY for this field. Implementations MAY replace the currency code with the
appropriate currency symbol (e.g. ¥).

readonly Integer rentalPeriod

The period for which the asset can be rented, in hours.

For assets descriptions containing a Purchase element with a PurchaseType of
urn:tva:metadata:cs:PurchaseTypeCS:2004:playForPeriod, the value of this property is
derived from the QuantityUnit and QuantityRange elements that are children of that Purchase
element. If a Purchase element with the appropriate PurchaseType is not present, the value of this
field SHALL be undefined.
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readonly Integer playCount

The number of plays allowed for this asset when it is purchased.

For assets descriptions containing a Purchase element with a PurchaseType of
urn:tva:metadata:cs:PurchaseTypeCS:2004:playCounts, the value of this property is derived
from the Quantityunit and QuantityRange elements that are children of that Purchase element. If
a Purchase element with the appropriate PurchaseType is not present, the value of this field SHALL
be undefined.

readonly Integer duration

The duration of the asset, in seconds. The value of this property is given by the BCG Duration
element that is a child of the asset’s BasicDescription element.

readonly String previewuri

The URI used to refer to a preview of the asset.

For assets whose BCG description contains a RelatedMaterial element indicating a relationship of
Trailer or Preview, the value of this property is given by the CRID of the asset referred to by that
element.

For assets without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

readonly BookmarkcCollection bookmarks

A collection of the bookmarks set in a recording. If no bookmarks are set, the collection SHALL be
empty.

7.5.6.2 Methods

Boolean isReady()

Description Check whether sufficient information is available to make a purchase or play the
asset. Due to the asynchronous nature of CoD catalogues, not all of the information
required to play or purchase a CoD asset may have been received by the OITF at
any given time. If all of the required information is available, this method SHALL
return true. Otherwise, this method SHALL request the missing information and
return false. When the information is available, the application SHALL be notified
via a ContentActionEvent with the reason code 1.

StringCollection TookupMetadata( String key )

Description Retrieve metadata for the asset. Metadata is stored as key/value pairs - retrieving
the metadata for a specified key SHALL return all values that match that key.
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Arguments key The key for the metadata to be returned.

7.5.7 The CODService class

ThecCoDService class is a subclass 06DFolder that represents a subscription CoD service. Aatuftion CoD
service is similar to a folder, except that:

e The service SHALL be purchased in its entiretyheathan purchasing individual items from the sevi

« Business rules may prevent browsing of the contéthiin a service unless the service has alreadg bee
purchased.

A coDService MAY contain a number of assets, folders and sesric

7.5.7.1 Properties

readonly Integer length

The number of items in the current page of the service.

readonly Integer currentPage

The page number of the currently-available results, as specified in the last call to getPage(). If
getPage () has not yet been called, the value of this property will be undefined.

readonly Integer pageSize

The number of items that were requested from the content catalogue in a call to getPage(). This
MAY be different from the number of items that are available (e.g. the last page in the collection).

If getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer totalSize

The total number of items in the service. This MAY be undefined until getPage () has been called.

The value of this property may be given by the numofItems attribute of the GroupInformation
element representing this folder.

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This property SHALL always have the value 2 for a CoD service.

readonly String uid
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An ID for the service.

Folders, CoD services and CoD assets each have an ID which is unique within their parent catalogue.
The value of this property is given by the serviceld attribute of the BCG ServiceInformation
element that describes the service.

readonly String uri

The URI used to refer to the service. The value of this property is given by the BCG serviceurl
element that is a child of the ServiceInformation element that describes the service.

readonly String name

The name of the service that will be displayed to the user. The value of this property is given by the
BCG Name element that is a child of the ServiceInformation element describing the service.

readonly String description

A description of the service, for display to an end user. The value of this property is given by the BCG
Synopsis element that is a child of the ServiceInformation element describing the service.

readonly String thumbnailuri

The URI of an image associated with this service. The value of this property is derived from the value
of the first Logo element that is a child of the BCG ServiceInformation element describing the
service. If this element specifies anything other than the URL of an image, the value of this property
SHALL be undefined.

Alternatively, for services whose BCG description contains a RelatedMaterial element indicating a
relationship of Trailer or Preview, the value of this property is given by the CRID of the asset
referred to by that element.

For assets without an appropriate ReTatedMaterial or Logo element, the value of this property shall
be undefined.

readonly String previewuri

The URI used to refer to a preview of the content.

For services whose BCG description contains a ReTatedMaterial element indicating a relationship of
Trailer or Preview, the value of this property is given by the CRID of the asset referred to by that
element.

For services without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

7.5.7.1.1 Methods

Boolean isReady()
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Description

Check whether sufficient information is available to make a purchase. Due to the
asynchronous nature of CoD catalogues, not all of the information required to play or
purchase a CoD service may have been received by the OITF at any given time. If
all of the required information is available, this method SHALL return true.
Otherwise, this method SHALL request the missing information and return false.
When the information is available, the application SHALL be notified via a
ContentActionEvent with the action code 1.

stringCollection TookupMetadata( String key )

Description Retrieve metadata for the service. Metadata is stored as key/value pairs - retrieving
the metadata for a specified key SHALL return all values that match that key.
Arguments key The key for the metadata to be returned.

7.5.8 The ContentActionEvent class

TheContentActionEvent class provides information about the successiluréaof operations on the content
catalogue, such as browsing a folder or purchasipigce of content.

To receive these events, applications should atiehiers for ContentAction” events to the
application/oipfcodManager embedded object or attach an event handler terttiedded object’s

onContentAction property.

7.5.8.1 Properties

readonly Integer action

The type of action that the event refers to. Valid values are:

Value Description

0 An operation to browse a content collection (e.g. getting a page from the collection).

1 Indicates that more information is available about this item (e.g. that more information has
been retrieved from the server).

readonly Integer result
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The result of the action. Valid values are:

Value Description

0 The operation succeeded.

1 The item no longer exists in the catalogue.

2 The server has not responded in the timeout period.

3 Communication with the server has been interrupted.

readonly Object item

The item in the catalogue that the event refers to.

readonly ContentCatalogue catalogue

The parent catalogue of the affected object.

7.6 Content Service Protection API

The following requirements SHALL apply to OITF aadéerver devices which have indicated supporbDieM
protection by providing one or mokelrm> elements as specified in Section 9.3.10:

7.6.1 The application/oipfDrmAgent embedded object

An OITF SHALL support a non-visual embedded objdlype “application/oipfDrmAgent”, with the following
Javascript API, to enable in-session message egelfaom the web page with an underlying DRM agent.

Access to the functionality of trepp1ication/oipfDrmAgent embedded object SHALL adhere to the security
requirements as defined in section 10.1

Note: Annex D provides a clarification to the brewmmteraction model when dealing with (servicefemfg) protected
content

7.6.1.1 Properties

function onDRMMessageResult( String msgID, String resultMsg,

Integer resultCode )

The function that is called when the underlying DRM agent has a result message to report to the
current HTML document as a consequence of a call to sendDRMMessage. The specified function is
called with three arguments msgID, resultMsg and resultCode which are defined as follows:

= String msgID — identifies the original message which has lead to this resulting message.

= String resultMsg— DRM system specific result message.

= Integer resultCode —result code. Valid values include:
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Result Description Semantics
message
0 Successful The action(s) requested by SendbDRMMessage ()
completed successfully.
1 Unknown error SendDRMMessage () failed because an unspecified
error occurred.
2 Cannot process SendDRMMessage () failed because the DRM agent
request was unable to complete the request.
3 Unknown MIME SendDRMMessage () failed, because the specified
type Mime Type is unknown for the specified DRM system
indicated in the MIME type.
4 User Consent SendDRMMessage () failed because user consent is
Needed needed for that action.

7.6.1.2 Methods

String sendDRMMessage(String msgType, String msg, String DRMSystemID)

Description Send message to DRM agent, using a message type as defined by the DRM system.
Returns a unique ID to identify the message, to be passed as ‘msgID’ argument for the
callback function registered through onDRMMessageResult. This is an asynchronous
method. Applications will be notified of the results of the operation via events
dispatched to onDRMMessageResult and corresponding DOM level 2 events.

Arguments msgType A globally uniqgue message type as defined by the DRM system,

for example:

application/vnd.marTin.drm.actiontoken+xml

(i.e. MIME type of Marlin Action Token).

Valid values for the msgType parameter include the MIME types

described in Annex C “DRM messages used in DAE” of[CSP].
msg The message to be provided to the underlying DRM agent

formatted according to the message type as indicated by attribute
msgType.

Valid format for the msg parameter are message formats
described in Annex C “DRM messages used in DAE” of [CSP].

DRMSystemID

DRMSystemID as defined by element DRMSystemID in Table 9 of
Section 3.3.2 of [META]. For example, for Marlin, the
DRMSystemID value is “urn:dvb:casystemid:19188".

In the case that attribute “msgType” indicates a CSPG-CI+
message as described in section 4.2.3.4.1.1.2 of [CSP], the
“DRMSystemID” attribute SHALL be specified. Otherwise, the
value may be nulT.
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7.6.1.3 Events

For the intrinsic eventdhDRMMessageResult”, a corresponding DOM level 2 event SHALL be geted, in the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onDRMMessageResult DRMMessageResult =  Bubbles: No

= Cancelable: No

= Context Info: msgID, resultMsg,
resultCode

NOTE: the above DOM 2 event is directly dispatctethe event target, and will not bubble nor captépplications
SHOULD NOT rely on receiving BRMMessageResult event during the bubbling or the capturing phase.
addeventListener() method SHOULD be called on ta@p1ication/oipfDrmAgent object itself. The third
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.

7.7 Gateway Discovery and Control APIs

Theapplication/oipfGatewayInfo object SHALL provide the information of the gatemand subsequently
interact with the gateway (e.g. IMS Gateway, Apgiien Gateway and Content Service Protection Gatpasdefined
in sectiord.2. The OITF SHALL support the gateway discovery andtrol though the use of the following non-visual
embedded object:

<object id="gatewayinfo” type="application/oipfGatewayInfo”>
Access to the functionality of trepp1ication/oipfGatewayInfo embedded object is privileged and SHALL
adhere to the security requirements defined ini@ed0.1.
7.7.1 The application/oipfGatewaylnfo embedded obje  ct
7.7.1.1 Properties

readonly Boolean IGDiscovery

readonly property that indicates whether an IMS Gateway is discovered or not.

readonly Boolean AGDiscovery

readonly property that indicates whether an Application Gateway is discovered or not.

readonly Boolean cspGatewayDiscovery

readonly property that indicates whether an CSP Gateway is discovered or not.
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readonly String iguURL

readonly property that indicates the base Gateway’s URL for interacting between an OITF and an IMS
Gateway.

readonly String aguRL

readonly property that indicates the base Gateway’s URL for interacting between an OITF and an
Application Gateway.

readonly String cspGatewayURL

readonly property that indicates the base Gateway’s URL for interacting between an OITF and an CSP
Gateway.

Integer interval

read-write property that specifies the periodic interval time(seconds) to discover the gateways.

function onDiscoverIG

read-write property that specifies the function that SHALL be called when an IMS Gateway is
discovered by the OITF.

function onDiscoverAG

read-write property that specifies the function that SHALL be called when an Application Gateway is
discovered by the OITF.

function onDiscovercSPG

read-write property that specifies the function that SHALL be called when an CSP Gateway is
discovered by the OITF.

7.7.1.2 Methods

Boolean isIGSupportedMethod( String MethodName )

Description Shall return ‘true’ when the IG supports the method named ‘MethodName'. If the
function returns false, it indicates that IG does not support the specified method.
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7.8 IMS Related APIs

If an OITF has indicated support for the controitefiIMS functionality by a server by statirgms>true</ims> as
defined in Section 9.3.9 in its capability desddpt the OITF SHALL support IMS through the usetld following
non-visual object:

<object type="application/oipfimMs”/>

The IMS API provides the necessary javascript medho register new users in the IMS network. Ib gleovides
methods to register usensegisteruser), along with the supported feature tags, IMS Comication Service
Identifier (ICSI) and IMS Application Reference Hdiier (IARI), and de-register userd¢rRegisteruser). A method
getRegistereduUsers is also defined to view all the registered usArmethodgetAllUsers retrieves all users
provisioned in the IG. Once registered it is pagsib switch users for using IMS services by usimgthodsetUser.

A property is defined to view the current user éoused for a servicegrrentuser).

In order to handle the out-of-session IMS notificas, namely, the new dialogues, there is a meftwosubscribing to
these eventsibscribeIMSNot1ification). All new dialogues are communicated through éeak function
(onIMSNotification) to the application instance performing the subpsion.

The IMS APIs apply only to privileged applicatiomsd SHALL adhere to the security model as defime8dction 10.
7.8.1 The application/oipfIMS embedded object
7.8.1.1 Constants

Name Value Use
STATE_REGISTERED 0 Specifies that the user has been successfully
registered (not subscribed to registration
event).

This also represents the state when the
registration event subscription has been
terminated for some reason by network.

STATE_REGISTERED_SUBSCRIPTION_PENDING | 1 Indicates that user is registered successfully

but the subscription-state for the registration
event indicates a status of "pending".

STATE_REGISTERED_SUBSCRIPTION_ACTIVE | 2 Specifies that the user has been successfully
registered and subscribed to registration
event (i.e. subscription-state for registration
event indicates a status of "active").

STATE_DEREGISTERED 3 Specifies that the user has been successfully
deregistered. This can be result of network
initiated/locally initiated deregistration
request.

STATE_FAILURE 4 Represents a failure condition.

7.8.1.2 Properties

function onIMSNotification( String responseHeaders, String msgText,
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Document msgXxML )

This function is called on the application which called subscribeIMSNotification when an
unsolicited IMS notification arrives. The application will be notified of all IMS notifications corresponding
to any of the subscribed-to feature tags regardless of which application subscribed to it.

The specified function is called with 3 arguments.

String responseHeaders — The concatenated list of all HTTP headers, as a single string, with each
header line separated by a U+000D (CR) U+000A (LF) pair excluding the status line. In absence of
HNI-IGI interface, the responseHeaders will be a concatenated list all SIP headers, as a single string,
with each header line separated by a U+000D (CR) U+000A (LF) pair excluding the status line.

String msgText — the response entity body as a string, as defined in [XHR].

Document msgXML — the response entity body as a Document, as defined in [XHR].

function onNotificationResult( Integer resultMsg )

This function is called with return result from the subscribeIMSNot1ification method.

This function is not invoked in the case when there is no re-registration as part of
subscribeIMSNotification.

The specified function is called with a single argument — resultMsg.

Integer resultMsg - result message from performing subscribeIMSNotification method.

Result Description Semantics
message
0 Successful The action performed by the underlying functionality was
successful.
1 Unknown error The action performed by the underlying functionality
failed because an unspecified error occurred.
2 Wrong user The user credentials was not accepted by the server.
credentials
3 The user doesn’t The user id doesn't exist in the local user table.
exist.

function onRegistrationContextUpdate( String user, Integer state, Integer
errorCode )

This function is called with return result from the methods registeruser and deRegisteruser. In
addition, the function is also called whenever there is an update to the registration status of specified
user.

The specified function is called with 3 arguments — user, state and errorcode.

- String user — The IMPU of the user.

- Integer state — The current state of the registration as indicated using the constant values defined
in7.8.1.1.
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- Integer errorcode — In case of STATE_FAILED state, provides more information on reason for

failure.
errorCode Description Semantics

1 Unknown error The action performed by the underlying functionality failed
because an unspecified error occurred.

2 Wrong user The user credentials was not accepted by the server. The DAE

credentials may request from the user a new PIN which can then be used

to perform a new registerrUser with the provided PIN.

3 The user The user id doesn't exist in the local user table.

doesn't exist.

readonly UserbData currentUser

The current user property represents the public user identity which is being used or shall be used for
HNI-IGI communication. If not set then the default user shall be used or indicated.It shall be set to the
default user if a user has not been explicitly set using the setUser () method.

7.8.1.3 Methods

UserDatacCollection getRegisteredusers()

Description

Return all the users that are currently registered with the IG.

void registeruser( String userId, String pin )

Description | This method performs user registration to the IMS network.
Results from this method is sent to the callback method
onRegistrationContextUpdate.
Arguments userld The user identifier represents the public user identity or IMPU.
pin The pin is optional and carries the password to be used towards the IG in

case of HTTP Digest. If pin is not specified then the default user password
shall be used.

void deRegisterUser( String userld )

Description

The indicated user is de-registered from IMS. Any sessions that may be open are
closed. De-registration of default user has no effect nor de-registration of any users
registered from a native application in the OITF.

Results from this method is sent to the callback method
onRegistrationContextUpdate.

Arguments

userld

The user identifier represents the public user identity or IMPU.
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UserDatacolTlection getAllusers()

Description | Return all the users that are currently provisioned in the IG. The first entry in the
collection is the default user. The users are retrieved according to [PROT] section
5.3.6.3, User ID Retrieval for managed network service.

Boolean setUser( String useriId )

Description When invoked, any ongoing sessions for the current user shall be closed.

If setUser is unsuccessful due to user not being registered, it is necessary to first
register the user and wait for a successful response to the
onRegistrationContextUpdate callback function.

If the user gets deregistered (either by the local application or by the network), any
ongoing sessions for the user shall be closed .The default user shall be automatically
assumed for all IMS services until overridden again by setUser method.

Argument userld The user identifier represents the public user identity or IMPU.

void subscribeIMsNotification( FeatureTagCollection featureTagCollection,
Boolean performuserregistration)

Description | This method subscribes for new IMS out-of-session dialogues for the indicated
application for the currently active user. The notification shall be notified using
onIMSNotification callback method.

If the application that made the subscription closes then there is an automatic un-
subscription to new notifications. Otherwise it is possible to perform
unsubscribeIMSNotification.

Any new dialogues shall be notified over the callback method onIMSNotification.

Arguments featureTagCollection The featureTagCollection object of the DAE application.
The featureTag value may have a value of nul11. This
indicates that all dialogues are reported.

performuserregistration If this is true a new user registration is required.
SHOULD be set to false if it is know that other
applications will be registered shortly

This parameter is ignored in the case when the filtering of
IMS natifications is done locally. In this case, the initial
registration for active user will include all feature tags.

void unsubscribeIMsNotification()

Description | The DAE application calling this method will be de-registered for IMS notifications.
Associated feature tag(s) for the DAE application are removed from the
featureTagCollection object for the user. A re-registration will be performed for the
corresponding user if IMS notifications are not locally filtered.
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Results from this method is sent to the callback method onNotificationResult.

7.8.1.4 Events

For the intrinsic event “onNotificationResult” and “onIMSNotification”, corresponding DOM level 2
events SHALL be generated, in the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onNotificationResult NotificationResult Bubbles: No

Cancelable: No

Context Info: resultMsg

onIMSNotification IMSNotification Bubbles: No
Cancelable: No
Context Info:

call1d,contact,from,t
o

onRegistrationContextUpdate RegistrationContextUpdate Bubbles: No
Cancelable: No

Context Info:
user,state,errorcode

7.8.2 Extensions to application/oipfIMS for communi cation services

If a client has indicated support for the contrbit®e Communication Services functionality by av&srby stating
<communication_services>true</communication_services> as defined in Section 9.3.9 in its capability
description, the client SHALL support IMS throudietuse of the following non-visual embedded object:

<object type="application/oipfimMs”/>

The Communication Services API provides for instaessaging, presence and contact list servicesmBElssages can
either be in a chat session using MSRP (see [PR@Tiage mode messages sent without a sessiorsuppert of
Communication Services SHALL follow the OMA speciftion [PRES], [IM].

The Communication Services APl SHALL be supporteddmbined OITF and IG deployment cases. It MAY be
supported in other deployment cases. The use dfifHdGl interface is OPTIONAL between the OITF at@ when
these are co-deployed.

7.8.2.1 Properties

function onIncomingMessage( String fromURI, String msg, Integer cid )

The function that is called when an incoming chat message is received for the active user.

The specified function is called with 3 arguments:
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- String fromURI — The sender address of the message.
- String msg — The text message sent by the remote peer.
- Integer cid - chat session identifier. Chat session identifier, either same as one received from

openSession method or new if session is started by remote peer. Empty identifier if message is sent
without a session.

function onContactStatusChange( String remoteURI, Integer state )

This function is called when status has changed for a contact in the contact list or a user used with the
method subscribeToStatus.

The specified function is called with 2 arguments:
- String remoteURI — The user address for which the status has changed.

- Integer state — Setto 1 if the user is present, and O if not. Other values may be defined in the
future.

function onNewwatcher( String remoteURI )

This function is called when a remote URI is requesting watcher authorization of the local user’s
presentity.

The specified function is called with one argument:

- String remoteURI — The remote user address which requested watcher authorization.

7.8.2.2 Methods

Integer opencChatSession( String toURI )

Description Opens a chat session with a remote user.

Returns an integer identifier for the chat session to be used when a message is sent
in the chat session or to match when incoming message is received.

Arguments toURI The address of the remote chat user.

void sendMessageInSession( Integer cid, String msg )

Description Sends a new text message in a chat session. The chat can either be started by the
user by calling the method openChatSession or can be a session received in the
onIncomingMessage callback function.

Arguments cid The chat session identifier.

msg Text message to send.
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void closeChatSession( Integer cid )

Description

Closes a chat session.

Arguments

cid

The chat session identifier.

void sendMessage( String toURI, String msg )

Description Sends a new text message to a remote peer without starting a session.
Arguments toURI The address of the remote chat user.
msg Text message to send.

void setStatus( Integer state )

Description

Sets the presence state of the local user.

Arguments

State

Set to 1 if the user is present, and 0 if not. Other vaules may be
defined in the future.

void subscribeToStatus( String remoteURI )

Description

Subscribe to status for a remote user.

Arguments

remoteURI

The address of the remote user.

CcontactCollection getContacts()

Description

Get the users contact list.

void allowContact( String remoteURI )

Description

Allows the watcher authorization to subscribe to the local user’s presentity.

Arguments

remoteURI

The address of the remote user.

void blockContact( String remoteURI )

Description

Blocks the watcher authorization to subscribe to the local user’s presentity.

Arguments

remoteURI

The address of the remote user.

Boolean createContactList( String contactListUri, ContactCollection contacts )

Description

Creates a contact list
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Arguments contactListUri The public user identity or IMPU of the contact list.
contacts The collection of contact objects representing the members of the
list.

ContactCollection getContacts( String contactListuri )

Description Get the users in the specified contact list

Arguments contactListUricontactListUri The public user identity or IMPU of the
contact list.

Boolean addToContactList( String contactListUri, Contact member )

Description Updates the specified contact list by adding a new member to that list

Arguments contactListUri The public user identity or IMPU of the contact list
to be updated.

member The new contact to be added to the list.

Boolean removeFromContactList( String contactListUri, Contact member )

Description Updates the specified contact list by removing specified member from that list

Arguments contactListUri The public user identity or IMPU of the contact list
to be updated.

member The new contact to be removed from the list

Boolean deleteContactList( String contactListuUri )

Description Deletes the specified contact list

Arguments contactListUri The public user identity or IMPU of the contact list
to be deleted

void allowContact( String remoteURI )

Description Allows the watcher authorization to subscribe to the local user’s presentity.

void blockContact( String remoteURI )

Description Blocks the watcher authorization to subscribe to the local user’s presentity.

void allowAllContacts( String domain )
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Description Allows all watchers belonging to specified domain authorization to subscribe to local
user’s presentity. If nu1T, then all contacts will be allowed.

Arguments contactListUriDomain Watchers belonging to this domain are
authorized to subscribe. If nu11, then all
watchers are authorized to subscribe
irrespective of domain.

void blockAl1cContacts( String domain )

Description Blocks all watchers belonging to specified domain from subscribing to local user’s
presentity. If nu11, then all contacts will be blocked.

Arguments domain Watchers belonging to this domain are
denied authorization to subscribe. If
nulT, then all watchers are blocked
from subscribing irrespective of domain.

7.8.2.3 Events

For the intrinsic eventsohIncomingMessage” and “onContactStatusChange” and “onNewwatcher”,
corresponding DOM level 2 events SHALL be generaitethe following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onIncomingMessage IncomingMessage Bubbles: No

Cancelable: No

Context Info: fromuRI,msg,cid

onContactStatuscChange ContactStatuscChange Bubbles: No

Cancelable: No

Context Info: remoteURI,present

onNewwatcher Newwatcher Bubbles: No

Cancelable: No

Context Info: remoteURI

7.8.3 The UserData class
7.8.3.1 Properties

readonly String userid

The user identifier represents the public user identity or IMPU.
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readonly FeatureTagCollection featureTags

The FeatureTag data is optional (may have a value of nu11) and carries a collection of feature tag
objects associated to an application. For example the feature tag may be an ICSI or IARI or a feature
tag identifying the service for. an incoming instant messages. The object includes feature tags related
to both DAE and native applications in OITF.

readonly String friendlyName

The friendly name for the user. Used as display name in outgoing messages.

7.8.4 The UserDataCollection class

TheUserbatacCollection object represents a list of usekext to the properties and methods defined below a
UserbatacCollection Object SHALL support the array notation to accést/serData objects in this collection

7.8.4.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.8.4.2 Methods

UserData item( Integer index )

Description | Return the item at position index in the list, or undefined if no item is present at that
position.
The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved

7.8.5 The FeatureTag class

7.8.5.1 Properties

readonly String featureTag

A string containing a featureTag value associated to an application. The featureTag value may have a
value of nu11 when used with the subscribeImsNotification() method on the
application/oipfIMS object. This indicates that all dialogues are reported.

The feature tag SHALL populate the X-OITF- headers as specified in [TISPAN] Section 5.6.2, [IM],
[3GPP TS 24.229], [RFC3840] and [RFC3841].
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7.8.6 The FeatureTagCollection class

TheFeatureTagCollection object represents a list of features associatéltetaser. Next to the properties and
methods defined belowreatureTagCollection Object SHALL support the array notation to acdéssfeatures
associated to the user in this collection

7.8.6.1 Properties

readonly Integer length

The number of items in the collection.

7.8.6.2 Methods

FeatureTag item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved.

7.8.7 The Contact class
7.8.7.1 Properties

String contactId

The contact identifier represents the public user identity or IMPU used in communication with the
contact.

string friendlyName

The friendly name for the user. Used as display name in outgoing messages.

7.8.8 The ContactCollection class

ThecContactcCollection object represents a read-only list of contacthénusers IMS contact list. Next to the
properties and methods defined belo@oamtactCollection Object SHALL support the array notation to acdaéss
Contact objects in this collection
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7.8.8.1 Properties

readonly Integer length

The number of items in the collection.

7.8.8.2 Methods

Contact item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved.

Boolean remove( String contactId )

Description Removes the contact represented by contactId from the users IMS contact list.

Returns true on success.

Arguments contactld Contact identifier of the user in the IMS contact list.

Boolean add( Contact contact )

Description Adds the contact represented by the Contact object to the users IMS contact list.

Returns true on success.

Arguments contact Contact object to be added from users IMS contact list.

7.9 Parental rating and parental control APIs

This section defines APIs related to parental gatiand parental control.

Sections 7.9.1 through 7.9.3 define a new Javasemppedded object
“application/oipfParentalControlManager” and the relateéarentalRatingScheme and
ParentalRatingSchemeCollection objects, which allows applications to construaeav parental rating scheme
(and a parental rating value using that schemel)t@temporarily enable or disable viewing of ateomitem. These
APIls SHALL be supported if an OITF supports parkotatrols as indicated by valu&fue” for element
<parentalcontrol> (as defined by Section 9.3.5) in its capabilitgfe.

Sections 7.9.4 and 7.9.5 define #terentalRating andParentalRatingCollection objects. These objects are
used/referenced by various other objects, suchessrogramme object as defined in Section 7.16.2 to indicate a
particular parental rating. The support for thelsipcts depends on the support for the sectionshiohwthese are used.
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7.9.1 The application/oipfParentalControlIManager em  bedded object

If an OITF supports parental controls as indicdtgedalue ‘true” for element<parentalcontrol> (as defined by
Section 9.3.5) in its capability profile, the OI'BHALL support the
application/oipfParentalControlManager object with the following interface

The following example shows a possible usage sief@artheapplication/oipfParentalControlManager,
i.e. to add a new parental rating scheme tgptmentalRatingSchemes collection:

//det a reference to the parental control manager object
var pcManager = document.getElementById(“pcmanager”);

// add a new rating scheme - in this case, the MPAA rating scheme

pcManager.parentalRatingSchemes.addParentalRatingScheme(
“urn:mpeg:mpeg7:cs:MPAAParentalRatingcs:2001”, “G,PG,PG-13,R,NC-17,NR” );

The following example shows a possible usage seef@artheapplication/oipfParentalControlManager,
i.e. to temporarily unblock a blocked content itemy. after asking the user to enter the pareotatral pin):

// If a content item_ is blocked, the event “onParentalRatingChange” can be captured, and the
// setParentalControlstatus() method can be used to temporarily unblock the content (e.g. after
// asking the user to enter the parental control pin)

function askfForPin() { .. }

//get a reference to the A/V player object
var avPlayer = document.getElementById(“avPlayer”);

avPlayer.onParentalRatingChange = function() {var
pin=askForPin() ;pcManager.setParentalControlstatus(pin, false)};

7.9.1.1 Properties

readonly ParentalRatingSchemeCollection parentalRatingSchemes

A reference to the collection of rating schemes known by the OITF.

7.9.1.2 Methods

Integer setParentalControlstatus( String pcPIN, Boolean enable )

Description As defined in [CSP], the OITF shall prevent the consumption of a programme when
its parental rating doesn't meet the parental rating criterion currently defined in the
OITF. Calling this method with enable setto false will temporarily allow the
consumption of any blocked programme.

Setting the parental control status using this method SHALL set the status until the
consumption of any of all the blocked programmes terminates (e.g. until the content
item being played is changed), or another call to setParentalControlEnable
method is made.

Setting the parental control status using this method has the following effect :for the
Programme and Channel objects as defined in Sections 7.16.2 and 7.13.11, the
bTocked property of a programme or channel SHALL be set to true for programmes
whose parental rating does not meet the applicable parental rating criterion, but the
Tocked property SHALL be setto false.

This operation to temporarily disable parental rating control SHALL be protected by
the parental control PIN (i.e. through attribute pcPIN). The return value indicates the
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success of the operation.

Arguments pcPIN The parental control PIN.

enable Flag indicating whether parental control should be enabled.

Boolean getParentalControlStatus()

Description Returns a flag indicating the temporary parental control status set by
setParentalcControlstatus(). Note that the returned status covers parental
control functionality related to all rating schemes, not only the rating scheme upon
which the method is called.

Boolean getBlockunrated()

Description Returns a flag indicating whether or not the OITF has been configured by the user to
block content for which a parental rating is absent.

7.9.2 The ParentalRatingScheme class

A ParentalRatingScheme describes a single parental rating scheme thattmay use for rating content, e.g. the
MPAA or BBFC rating schemes. It is a collectionstrings representing rating values, which nexhwgroperties and
methods defined below SHALL support the array rioteto access the rating values in this collectkor. the natively
OITF supported parental rating systems the vali&sLE be ordered by the OITF to allow the rating was to be
compared in the manner as defined for propehtyesho1d for the respective parental rating system. Usitty@shold
as defined in this APl may not necessary be thpearway in which parental rating filtering is aggalion the OITF, e.g.
the US FCC requirements take precedence for déwibe imported to the US.

The parental rating schemes supported by a reckikéf vary between deployments.

7.9.2.1 Properties

readonly String name

The unique name that identifies the parental rating scheme. Valid strings include:

= the URI of one of the MPEG-7 classification schemes representing a parental rating
scheme as defined by the “uri” attribute of one of the parental rating
<ClassificationScheme> elements in [MPEG-7].

= the string value "urn:oipf:GermanyFSKCS" to represent the GermanyFSK rating scheme
as defined in [META].

= the string value “dvb-si”: this means that the scheme of a minimum recommended age
encoded as per [EN 300 468], is used to represent the parental rating values.

If the value of “name” is “dvb-si”, the ParentalRatingScheme remains empty (i.e.
ParentalRatingScheme.length == 0).
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readonly Integer length

The number of values in the rating scheme. ParentalRatingScheme object. If the value of the
ParentalRatingScheme “name” attribute is “dvb-si”, the length SHALL be 0.

readonly ParentalRating threshold

The parental rating threshold that is currently in use by the OITF’s parental control system for this rating
scheme, which is encoded as a ParentalRating object in the following manner:

If the value of the “name” property of the ParentalRatingScheme object is unequal to “dvb-si”, then:

= the “value” property of the threshold object represents the value for which items with a
ParentalRating.value greater or equal to the “value” property of the threshold object
have been configured by the OITF’s parental control subsystem to be blocked.

= the “labels” property of the threshold object represents the bit map of zero or more flags
for which items with a ParentalRating.labels property with the same flags set have
been configured by the OITF’s parental control subsystem to be blocked.

If the value of name property of the ParentalRatingScheme objectis “dvb-si”, the threshold indicates
a minimum recommended age encoded as per [EN 300 468] at which or above which the content is
being blocked by the OITF’s parental control subsystem

Note that the value property as an index into the ParentalRating object that defines the threshold
can be 1 larger than the length of ParentalRatingScheme.length to convey that no content is being
blocked by the parental control subsystem.

7.9.2.2 Methods

Integer indexof( String ratingvalue )

Description Return the index of the rating represented by attribute ratingvalue inside the
parental rating scheme string collection, or -1 if the rating value cannot be found in
the collection.

Arguments ratingValue The case-insensitive string representation of a parental rating
value. See property name in Section 7.9.1.1 for more information
about possible values.

String item( Integer index )

Description Return the string representation of the rating at index in the rating scheme, or
undefined if no item is present at that position.

Arguments index The index of the parental rating.

String iconuri( Integer index )

Description Return the URI of the icon representing the rating at index in the rating scheme, or
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undefined if no item is present at that position. If no icon is available, this method
SHALL return nul1.

Arguments index The index of the parental rating scheme.

7.9.3 The ParentalRatingSchemeCollection class

A parentalRatingSchemeCollection represents a collection of parental rating schemgs as returned by property
parentalRatingSchemes of the ‘application/oipfParentalControlmanager” object as defined in
Section 7.9.1. Next to the properties and methediseld below @arentalRatingSchemeColTlection object
SHALL support the array notation to access thegateating scheme objects in this collection.

7.9.3.1 Properties

readonly Integer length

The number of items in the collection.

7.9.3.2 Methods

ParentalRatingScheme item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.
Arguments index The index of the parental rating.

ParentalRatingScheme addParentalRatingScheme( String name, String values )

Description Create a new ParentalRatingScheme object and adds it to the
ParentalRatingSchemeCollection. Applications MAY use this method to register
additional parental rating schemes with the platform. When registered, the new
parental rating scheme SHALL (temporarily) be accessible through the
parentalRatingSchemes property of the
“application/oipfParentalControlmanager” object as defined in Section 7.9.1.

The application SHALL make sure that the values are ordered in such a way to allow
the rating values to be compared in the manner as defined for property “threshol1d”
for the respective parental rating system.

This method returns a reference to the ParentalRatingScheme object representing
the added scheme. If the value of the name parameter corresponds to an already-
registered rating scheme, this method returns a reference to the existing
ParentalRatingScheme object. If the newly defined rating scheme was not known
to the OITF, the scheme MAY be stored persistently, and the OITF may offer a Ul to
set the parental rating blocking criteria for the newly added parental rating scheme.

If the OITF has successfully stored (persistently or not persistently) the additional
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parental rating scheme, the method SHALL return a non-null
ParentalRatingScheme object.

Arguments name A unique string identifying the parental rating scheme to which this
value refers. See property name in Section 7.9.1.1 for more
information about possible values.

values A comma-separated list of the possible values in the rating
scheme, in ascending order of severity. In case the rating scheme
is one of the [MPEG-7] rating classification schemes, this means
that the list of parental rating values contains the values as
specified by the <Name> elements of the <Term> elements in the
order of appearance as they are defined for the classification
scheme, with the exception of the Internet Content Rating
Association (ICRA) based ratings, for which the reverse order has
to be applied. The values must be ordered in such a way to allow
the rating values to be compared in the manner as defined for
property threshold for the respective parental rating system.

ParentalRatingScheme getParentalRatingScheme( String name )

Description This method returns a reference to the ParentalRatingScheme object that is
associated with the given scheme as specified through parameter “name”. If the value
of name does not corresponds to the name property of any of the
ParentalRatingScheme objects in the ParentalRatingSchemeCollection, the
method SHALL return undefined.

Arguments name The unique name identifying a parental rating scheme.

7.9.4 The ParentalRating class

A ParentalRating object describes a parental rating value for g@mmme or channel. TirarentalRating
object identifies both the rating scheme in usd, the parental rating value within that scheme.

In case of a BCG the values of the propertiesimdhject will be read from thearentalGuidance element that is
the child of a programme’s BCG description.

Example usage:

<!-- This example shows a possible usage scenario for the ParentalRating
datastructure, i.e. to create a_new programme to record and set
parental rating to MPAA parental rating to PG-13.

-=>

%ééript type="text/javascript" language="Javascriptl.5">

// get a reference to the recorder object
var recorder = document.getElementById("recorder™);

// create new programme to record .
var myProgramme = recorder.createProgrammeObject();

// add a new parental rating value to myProgramme, in this case the

// programme is rated PG-13 for the US using the MPAA Parental rating scheme.

myProgramme.parentalRatings.addParentalRating(
"urn:mpeg:mpeg7:cs:MPAAParentalRatingCs:2001", ”pG-13”, 2, 0, “us”

1
</script>

éébject id="recorder" type="application/oipfRecordingScheduler"/>
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7.9.4.1 Properties

readonly String name

The case-insensitive string representation of the parental rating value for the respective rating scheme
denoted by property scheme.

Valid strings include:
= f the value of property scheme represents one of the parental rating classification
scheme names identified by [MPEG-7]: the string representation of one of the parental

rating values as defined by one of the <Name> elements.

= f the value of property scheme is "urn:oipf:GermanyFSKCS”, the string representation
of one the values for the GermanyFSK rating scheme as defined in [META].

= if the value of property scheme is equal to “dvb-si”, the string representation of the
minimum recommended age encoded as per [EN 300 468], which corresponds to
rating_type 0 in [IEC62455].

An example of a valid parental rating value is “PG-13".

readonly String scheme

Unique case-insensitive name identifying the parental rating guidance scheme to which this parental
rating value refers. Valid strings include:

= the URI of one of the MPEG-7 classification schemes representing a parental rating
scheme as defined by the “uri” attribute of one of the parental rating
<ClassificationScheme> elements in [MPEG-7]

= the string value "urn:oipf:GermanyFSKCS” to represent the GermanyFSK rating
scheme as defined in [META].

= the string value “dvb-si”: this means that the scheme of a minimum recommended age
encoded as per [EN 300 468], is used to represent the parental rating values.

readonly Integer value

The parental rating value represented as an index into the set of values defined as part of the
ParentalRatingScheme identified through property “scheme”.

If an associated ParentalRatingScheme object can be found by calling method
getParentalRatingScheme() on property parentalRatingSchemes of the
application/oipfParentalControlManager object and the value of property scheme is not equal
to "dvb-si”, then the value property SHALL represent the index of the parental rating value inside the
ParentalRatingScheme object, or -1 if the value cannot be found. If the value of property scheme is
equal to "dvb-s1i”, then this property SHALL be the integer representation of the string value of
ParentalRating property name.

If no associated ParentalRatingScheme object can be found by calling method
getParentalRatingScheme on property parentalRatingSchemes of the
application/oipfParentalControlManager object, then the value property SHALL have value
undefined.
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readonly Integer Tlabels
The labels property represents a set of parental advisory flags that may provide additional information
about the rating.
The value of this field is a 32 bit integer value that represents a binary mask corresponding to the sum
of zero or more label values defined in the table below. If no labels have been explicitly set, the value
for the “labels” property SHALL be 0.
Valid labels include:
Value Binary representation Descriotion
(most significant 16 bits) P
1 00000000 00000001 Indicates that a content item features sexual suggestive
dialog.
2 00000000 00000010 Indicates that a content item features strong language.
4 00000000 00000100 Indicates that a content item features sexual situations.
8 00000000 00001000 Indicates that a content item features violence.
16 00000000 00010000 Indicates that a content item features fantasy violence.
32 00000000 00100000 Indicates that a content item features disturbing scenes.
64 00000000 01000000 Indicates that a content item features portrayals of
discrimination.
128 00000000 10000000 Indicates that a content item features scenes of illegal drug
use.
256 00000001 00000000 Indicates that a content item features strobing that could
impact viewers suffering from Photosensitive epilepsy

readonly String region

The region to which the parental rating value applies as case-insensitive alpha-2 region code as defined
in ISO 3166-1. Returns undefined if no specific region has been defined.

7.9.5 The ParentalRatingCollection class

A ParentalRatingCollection represents a collection of parental rating valtiet to the properties and methods
defined below @arentalRatingCollection object SHALL support the array notation to acdbssparental rating
objects in this collection.

7.9.5.1 Properties

readonly Integer Tlength
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The number of items in the collection.

7.9.5.2 Methods

ParentalRating item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.
Arguments index The index of the parental rating.

void addParentalRating( String scheme, String name, Integer value,

Integer Tabels, String region )

Description Creates a ParentalRating object instance for a given parental rating scheme and
parental rating value, and adds it to the ParentalRatingCollection fora
programme or channel.

Arguments scheme A unique string identifying the parental rating scheme to which this
value refers. See property “scheme” in Section 7.9.4.1 for more
information about possible values.

name A case-insensitive string representation of the parental rating
value. See property “name” in Section 7.9.4.1 for more information
about possible values.

value The parental rating value represented as an Integer. See property
“value” in Section 7.9.4.1 for more information about possible
values.

labels A set of content rating labels that may provide additional

information about the rating. See property "labels” in Section
7.9.4.1 for more information about possible values.

region The region to which the parental rating value applies as case-
insensitive alpha-2 region code as defined in ISO 3166-1. Value
must be nul11 or undefined if no specific region has been
identified.

7.10 Scheduled Recording APIs

This section describes the APIs needed to suppatta by a DAE application of the recording (PViRhctionality
available to an OITF, including time-shift suppatheduled recording and storage of basic metadbatat recorded
items.

This section SHALL apply for OITFs that have iratied<recording> with value “true” as defined in Section
9.3.3 in its capability description.

7.10.1 The application/oipfRecordingScheduler embed  ded object

The OITF SHALL support the scheduling of recording®roadcasts through the use of the following-rizial
embedded object:

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 126 (281)

<object type=“application/oipfRecordingScheduler”/>

Note that the functionality in this section SHALUtere to the security model as specified in Secting.

7.10.1.1 Methods

ScheduledRecording record( Programme programme )

Description Requests the scheduler to schedule the recording of the programme identified by the
programmeID property of the programme. The other data contained in the programme
object is used solely for annotation of the (scheduled) recording. If such programme
metadata is provided, it is retained in the ScheduTedRecording object that is
returned if the recording of the programme was scheduled successfully, reflecting the
possibility that not all relevant metadata might be available to the scheduler. If the
recording could not be scheduled due to a scheduling conflict or lack of resources the
value null is returned.

Note that the actual implementation of this method should enable the scheduler to
identify the domain of the service that issues the scheduling request in order to support
future retrieval of the scheduled recording through the getScheduledRecordings
method.

Arguments programme The programme to be recorded, as defined in 7.16.2.

Scheduledrecording recordAt( Integer startTime, Integer duration, Integer
repeatbDays, String channeliID )

Description Requests the scheduler to schedule the recording of the broadcast to be received over
the channel identified by channe 11D, starting at startTime and continuing for
duration minutes. If the recording was scheduled successfully, the resulting
ScheduledRecording object is returned. If the recording could not be scheduled due
to a scheduling conflict or lack of resources the value nul1 is returned.

Note that the actual implementation of this method should enable the scheduler to
identify the domain of the service that issues the scheduling request in order to support
future retrieval of the scheduled recording through the getScheduledRecordings

method.
Arguments startTime The start of the time period of the recording measured in seconds
since midnight (GMT) on 1/1/1970.
duration The duration of the recording in seconds.
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repeatDays Bitfield indicating which days of the week the recording SHOULD be
repeated. Values are as follows:
Day Bitfield Value
Sunday 0x01 (i.e. 00000001)
Monday 0x02 (i.e. 00000010)
Tuesday 0x04 (i.e. 00000100)
Wednesday 0x08 (i.e. 00001000)
Thursday 0x10 (i.e. 00010000)
Friday 0x20 (i.e. 00100000)
Saturday 0x40 (i.e. 01000000)

These bitfield values can be ‘AND’-ed together to repeat a recording
on more than one day of a week (e.g. weekdays)

A value of 0x00 indicates that the recording will not be repeated.

channellD The identifier of the channel from which the broadcasted content is
to be recorded. Specifies either a ccid or ipBroadcastID (as defined
by the Channel object in Section 7.13.11)

ScheduledRecordingCollection getScheduledRecordings()

Description Returns a subset of all the recordings that are scheduled but which have not yet
started. The subset SHALL include only scheduled recordings that were scheduled
using a service from the same FQDN as the domain of the service that calls the
method.

Channelconfig getChannelcConfig()

Description Returns the channel line-up of the tuner available to the recording functionality in the
form of a ChannelConfig object as defined in Section.7.13.8. Includes the favourite
lists.

void remove( ScheduledRecording recording )

Description Removes a scheduled recording.

As with the record method, only the programmelD property of the scheduled recording
SHALL be used to identify the scheduled recording to remove. The other data
contained in the scheduled recording SHALL NOT used when removing a scheduled
recording.

Arguments recording The scheduled recording to be removed.
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Programme createProgrammeObject()

Description Factory method to create an instance of Programme

7.10.2 The ScheduledRecording class

ThescheduledRecording object represents a scheduled programme in thersyse. a recording that is scheduled
but which has not yet started. . The values optloperties of &#cheduledRecording (except forstartPadding
andendPadding) are provided when the object is created usingaditiee record () methods in Section 7.10.1, for
example by using a correspondihgogramme object as argument for tecord () method, and can not be changed
for this scheduled recording object (exceptdoartPadding andendPadding).

7.10.2.1 Constants
Name Value Use
ID_TVA_CRID | O Used in the programmeIDType property to indicate that the programme is

identified by its TV-Anytime CRID (Content Reference Identifier).

ID_DVB_EVENT | 1 Used in the programmeIDType property to indicate that the programme is
identified by a DVB URL referencing a DVB-SI event as enabled by section
4.1.3 of [META]. Support for this constant is OPTIONAL.

7.10.2.2 Properties

Integer startPadding

The amount of padding to add at the start of a scheduled recording, in seconds. If the value of this
property is undefined, an OITF defined start padding will be used. The default OITF defined start
padding MAY be changed through property pvrstartPadding of the Configuration class as
defined in Section 7.3.2.

Integer endPadding

The amount of padding to add at the end of a scheduled recording, in seconds. If the value of this
property is undefined, an OITF defined end padding will be used. . The default OITF defined end
padding MAY be changed through property pvrendpPadding of the Configuration class as defined
in Section 7.3.2.

readonly Integer repeatbDays
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Bitfield indicating which days of the week the recording SHOULD be repeated. Values are as follows:
Day Bitfield Value
Sunday 0x01 (i.e. 00000001)
Monday 0x02 (i.e. 00000010)
Tuesday 0x04 (i.e. 00000100)
Wednesday 0x08 (i.e. 00001000)
Thursday 0x10 (i.e. 00010000)
Friday 0x20 (i.e. 00100000)
Saturday 0x40 (i.e. 01000000)
These bitfield values can be ‘AND’-ed together to repeat a recording on more than one day of a week
(e.g. weekdays)
A value of 0x00 indicates that the recording will not be repeated.

readonly String name

The short name of the scheduled recording, e.g. 'Star Trek: DS9'.

readonly String TongName

The long name of the scheduled recording, e.g. 'Star Trek: Deep Space Nine'. If the long name is not
available, this property will be undefined.

readonly String description

The description of the scheduled recording, e.g. an episode synopsis. If no description is available, this
property will be undefined.

readonly String longDescription

The long description of the programme. If no description is available, this property will be undefined.

readonly Integer startTime

The start time of the scheduled recording, measured in seconds since midnight (GMT) on 1/1/1970.
The value for the startPadding property can be used to indicate if the recording has to be started
before the startTime (as defined by the Programme class).

readonly Integer duration
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The duration of the scheduled recording (in seconds). The value for the endPadding property can be
used to indicate how long the recording has to be continued after the specified duration of the
recording.

readonly Channel channel

Reference to the broadcast channel where the scheduled programme is available.

readonly Boolean 1isSeries

If true, then when a subsequent episode of a programme becomes available it SHOULD be added to
the recording list automatically.

Note: Where several episodes of a season are available, then only the latest scheduled recording will
carry the isSeries flag.

readonly String programmeID

The unique identifier of the scheduled programme or series, e.g. a TV-Anytime CRID (Content
Reference Identifier).

readonly Integer programmeIDType

The type of identification used to reference the programme, as indicated by one of the ID_* constants
defined in section 7.10.2.1.

readonly Integer episode

The episode number for the programme if it is part of a series. This property is undefined when the
programme is not part of a series or the information is not available.

readonly Integer totalEpisodes

If the programme is part of a series, the total number of episodes in the series. This property is
undefined when the programme is not part of a series or the information is not available.

readonly ParentalRatingCollection parentalRating

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF. The value of this property is typically provided by a corresponding
“Programme” object that is used to schedule the recording and can not be changed for this scheduled
recording object. If no parental rating information is available for this scheduled recording, this property
is a ParentalRatingCollection object (as defined in Section 7.9.5) with length 0.

Note that if the parentalRating property contains a certain parental rating (e.g. PG-13) and the
broadcast channel associated with this scheduled recording has metadata that says that the content is
rated PG-16, then the conflict resolution is implementation dependent.
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7.10.3 The ScheduledRecordingCollection class

A scheduTedRecordingCollection object represents a read-only list of scheduledrdings in the system, i.e.
recordings that are scheduled but which have nodtaeted. Next to the properties and methods ddfbelow a
ScheduledRecordingColTection Object SHALL support the array notation to acaéssscheduled recordings in
this collection .

Note: Where a series is being recorded, every decbepisode will exist as an independent entryy @d scheduled
episode will carry thé sSeries property.

7.10.3.1 Properties

readonly Integer length

The number of items in the collection.

7.10.3.2 Methods

ScheduledRecording item( Integer index )

Description Return the item at position index in the list, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved.

7.10.4 Extension to application/oipfRecordingSchedu ler for control
of recordings

The OITF SHALL support the following extensionsth@ app1ication/oipfRecordingScheduler object
defined in section 7.10.1.

This subsection SHALL apply for OITFs that havei@aded support for the extended PVR managementitunadity by
adding the attributémanageRecordings = true'to the<recording> element in the client capability description
as defined in section 9.3.3

The functionality as described in this sectionubject to the security model of Section 10.

7.10.4.1 Properties

readonly RecordingCollection recordings

Provides a list of scheduled and recorded programmes in the system. This property may only provide
access to a subset of the full list of recordings, as determined by the value of the manageRecordings
attribute of the <recording> element in the client capability description (see section 9.3.3).

Note: Where a series is being recorded, every recorded episode SHALL exist as an independent entry.
Only the scheduled recording SHALL carry the isSeries property.

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 132 (281)

readonly DiscInfo discInfo

Get information about the status of the local storage device. The DiscInfo class is defined in Section

7.16.4.

function onPVREvent

This function is the DOM 0 event handler for notification of changes in the state of recordings. See the
definition of the corresponding DOM 2 PVREvent in Section 7.10.7 for more details.

7.10.4.2

Methods

Recording getRecording( String id )

Description Returns the Recording object for which the value of the Recording.id property
corresponds to the given id parameter. If such a Recording does not exist, the
method returns nul11.

Arguments id Identifier corresponding to the “id” attribute of a Recording object.

void remove ( Recording recording )

Description

Remove a recording (either scheduled, in-progress or completed).

For non-privileged applications, recordings SHALL only be removed when they are
scheduled but not yet started and the recording was scheduled by the current service.

If the A/V

object shall be automatically changed to 6 (the error state).

Control object is referring to the indicated recording the state in A/V Control

Arguments

recording

The recording to be removed.

void stop( Recording recording )

Description

Stop an in-progress recording. The recording SHALL NOT be deleted.

Arguments

recording

The recording to be stopped.

void refresh()

Description

Update the recordings property to show the current status of all recordings.

7.10.4.3

Events

For the intrinsic eventdnPVREvent”, a corresponding DOM level 2 event SHALL be geatted, in the following

manner:
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Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

ONnPVREvent PVREvent (as specified in Section 7.10.8) Bubbles: No
Cancelable: No

Context Info: state, recording

Note: the DOM 2 events are directly dispatchech®avent target, and will not bubble nor captuemBte Uls
SHOULD not rely on receiving these events duringlibibbling or the capturing phase. Remote UlsubatDOM 2
event handlers SHALL call theddEventListener() method on the
application/oipfscheduledRecording object itself. The third parameterafdEventListener, i.e.
“useCapture”, will be ignored.

7.10.5 The Recording class

The Recording class represents an in-progress or completed riegobging made available through the extended
PVR management functionality as defined in Sectidi9.4. This class is a subclassaheduledRecording (see
section 7.10.2).

Recordings MAY be “manual” in that they simply red@ channel at a certain time, for a period -@gals to a
traditional VCR - or alternatively recordings camfirogramme based.

Values of properties in theecording object SHALL be obtained from metadata about Hwerded programme and
are typically copied from the Programme used fiesitling a recording by theecord (Programme programme)
method of theapp1ication/oipfRecordingScheduler object. See section 7.10.4 for more informatiooudlthe
mapping between the properties of a ProgrammelaB€G metadata.

7.10.5.1 Properties

readonly Integer state

The state of the recording. One of:

Value Description
1 The recording has started.
2 The recording has stopped, having completed.
3 The recording sub -system is unable to record due to resource limitations.
4 There is insufficient storage space available. (Some of the recording may be available).
5 The recording has not taken place due to unknown (probably hardware) failure.
6 The recording has only partially completed due to a clash or hardware failure. There are
three possible conditions for this:
1) The end of the recording is missed.
2) The start of the recording is missed.
3) A piece from the centre of the recording is missed (e.g. due to the receiver rebooting or a
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transient failure of the network connection).

readonly String 1id

An identifier for this recording. This value SHALL be unique to this recording and so can be used to
compare two recording objects to see if they refer to the same recording. The OITF SHALL guarantee
that recording identifiers are unigue in relation to download identifiers and CODAsset identifiers.

readonly Boolean 1isManual

If false, then any fields whose name matches a field in the Programme object contains details from the
programme guide on the programme that has been recorded.

If true, only the channel, start time and duration of the recording are valid.

Boolean doNotDelete

If true, then this recording should not be automatically deleted by the system.

Integer saveDays

The number of days for which an individual or manual recording SHOULD be saved. Recordings older
than this value MAY be deleted. If the value of this property is undefined, the default save duration
SHALL be used.

Integer saveEpisodes

The number of episodes of a series-link that SHOULD be saved. Older episodes MAY be deleted. This
is only valid when set on the latest scheduled recording in the series. If the value of this property is
undefined, the default value SHALL be used.

readonly Boolean blocked

Flag indicating whether the programme is blocked due to parental control settings or conditional access
restrictions.

readonly ParentalRatingCollection parentalRatings

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF, defined using the ParentalRatingCollection object as specified in Section
7.9.5. If no parental rating information is available for this scheduled recording, this property is a
ParentalRatingCollection object with length 0.

Note that if the parentalRatings property contains a certain parental rating (e.g. PG-13) and the

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 135 (281)

broadcast channel associated with this scheduled recording has metadata that says that the content is
rated PG-16, then the conflict resolution is implementation dependent.

readonly Integer showType

Flag indicating the type of show. This field SHALL take one of the following values:

Value Description
0 The show is live.
1 The show is a first-run show.
2 The show is a rerun.

readonly Boolean subtitles

Flag indicating whether subtitles or closed-caption information is available.

readonly StringCollection subtitleLanguages

Supported subtitle languages, indicated by iso639 language codes.

readonly Boolean isHD

Flag indicating whether the programme has high-definition video.

readonly Boolean iswidescreen

Flag indicating whether the programme is broadcast in widescreen.

readonly Integer audioType

Bitfield indicating the type of audio that is available for the programme. Since more than one type of
audio may be available for a given programme, the value of this field SHALL consist of one or more of
the following values ORed together:

Value Description
1 Mono audio
2 Stereo audio
4 Multi-channel audio

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 136 (281)

readonly Boolean isMultilingual

Flag indicating whether more than one audio language is available for this recording.

readonly StringCollection audioLanguages

Supported audio languages, indicated by is0639 language codes.

readonly StringCollection genres

A collection of genres that describe this programme.

readonly Integer recordingStartTime

The actual start time of the recording, including any padding. This MAY not be the same as the
scheduled start time of the recorded programme (e.g. due to a recording starting late, or due to
start/end padding). For recordings that have not yet started, the value of this field SHALL be
undefined.

readonly Integer recordingDuration

The actual duration of the recording, including any padding. This MAY not be the same as the
scheduled duration of the recording (e.g. due to a recording finishing early, or due to start/end padding).
For recordings that have not yet started, the value of this field SHALL be undefined.

readonly BookmarkcCollection bookmarks

A collection of the bookmarks set in a recording. If no bookmarks are set, the collection SHALL be
empty.

readonly Boolean Tlocked

Flag indicating whether the current state of the parental control system prevents the recording from
being viewed (e.g. a correct parental control PIN has not been entered to allow the recording to be
viewed).

7.10.6 The RecordingCollection class

A RecordingCollection object represents a read-only collection of reicysl Next to the properties and methods
defined below ®ecordingCollection object SHALL support the array notation to acaéssrecordings in this
collection.. A collection MAY contaiischeduledRecording objectsRecording objects, or a combination of the
two.
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7.10.6.1 Properties

readonly Integer length

The number of items in the collection.

7.10.6.2 Methods

Object item( Integer index )

Description Return the item at position index in the collection.
Arguments index The index of the item to be returned
7.10.7 The PVREvent class

PVREvent objects SHALL be generated when recordings aligeaahd SHALL indicate changes in the status of a
recording. To receive these events, applicatioA¥'Mdd a listener forPVR" events to the
application/oipfRecordingScheduler object or set the value of tkemRecordingChange property in the
application/oipfRecordingScheduler object.

These events SHALL be targeted directly atdhp1ication/oipfRecordingScheduler object and do not
bubble. These events are not cancellable.

7.10.7.1 Properties

readonly Integer state

The current state of the recording. One of:

Value Description

1 The recording has started.

2 The recording has stopped, having completed.

3 The recording sub -system is unable to record due to resource limitations.

4 There is insufficient storage space available. (Some of the recording may be available).

6 The recording has stopped before completion due to unknown (probably hardware) failure.

7 The recording has been newly scheduled.

8 The recording has been deleted (for complete or in-progress recordings) or removed from
the schedule (for scheduled recordings).

9 The recording is due to start in a short time.

10 The recording has been updated.
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readonly Recording recording

The recording to which this event refers.

7.10.8 The Bookmark class

TheBookmark class represents a bookmark or chapter markécea@ding or CoD asset. This is not a web bookmark —
instead, it is a point from which the viewer maynivio resume playback of a piece of content. Th&A¥ be set

implicitly without user intervention (e.g. at theipt where a user stops watching a recording, dieioto allow them to
resume from that point later) or explicitly by thger (e.g. at the start of a favourite scene).

7.10.8.1 Properties

readonly Integer time

The time at which the bookmark is set, in seconds from the start of the content item.

readonly String name

The name of the bookmark.

7.10.9 The BookmarkCollection class

A BookmarkcCollection is a collection of bookmarks, ordered by time. tNexthe properties and methods defined
below aBookmarkcCollection object SHALL support the array notation to acdéssbookmarks in this collection

NOTE: In principle bookmarks MAY be stored on ire thetwork however the protocol for communicatinghoarks
between the OITF and the network is not definetth@present document.

7.10.9.1 Properties

readonly Integer Tlength

The number of items in the collection.

7.10.9.2 Methods

Bookmark item( Integer index )

Description The item at position index in the collection.

Arguments index The index into the collection.

Bookmark addBookmark( Integer time, String name )
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Description Add a new bookmark to the collection. If the bookmark cannot be added (e.g.
because the value given for time lies outside the length of the recording), this method
SHALL return nul1.

Arguments time The time at which the bookmark is set, in seconds since the start of
the recording.

Arguments name The name of the bookmark.

void removeBookmark( Bookmark bookmark )

Description Remove a bookmark from the collection.
Arguments bookmark The bookmark to be removed.
7.11 Remote Management APIs

This section defines interfaces to perform remdggmbstics and management of the device.

Browser based remote management SHALL be suppbyt&ITFs that have indicated
<remote_diagnostics>true</remote_diagnostics> in their capability profile (as defined in Secti®rs.12)

7.11.1 The application/oipfRemoteManagement embedde  d object

Theapplication/oipfRemoteManagement embedded object has the following properties aathads.

Access to the functionality of trepp1ication/oipfRemoteManagement embedded object SHALL adhere to the
security requirements as defined in section 10.

7.11.1.1 Properties

readonly String vendorName

String identifying the vendor name of the device.

readonly String modelName

String identifying the model name of the device.

readonly String softwareversion

String identifying the version number of the platform firmware.

readonly String hardwareversion

String identifying the version number of the platform hardware.
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7.11.1.2 Methods

String getParameter( String parameterName )

Description Returns the requested parameter.

Arguments parameterName “SAMPLE_PACKET_LOSS": This queries the RTP packet loss since
the last call to this function, or the start of the current RTP
content item, whichever is more recent. The returned string is of
the format “<time in milliseconds since the last sample> <fraction
lost> <number of packets lost>". These fields (i.e. <xxx>) are
defined as described in [[RFC3550] section 6.4.2] and are
decimal numbers (encoded as strings). If no content item is
playing an empty string is returned.

“SAMPLE_DECODER_ERRORS": This queries the decoder errors
since the last call to this function, or the start of the current RTP
content item, whichever is more recent. The returned string is of
the format “<time in milliseconds since the sample> <total
number of frames decoded> <total number of errors>". These
fields are decimal numbers (encoded as strings). If no content
item is playing an empty string is returned.

“CUMULATIVE_PACKET_LOSS": This queries the RTP packet loss
since the start of the current RTP content item. The returned
string is of the format “<time in milliseconds of this sample within
the content> <fraction lost> <number of packets lost>". These
fields (i.e. <xxx>) are defined as described in [[RFC3550] section
6.4.2] and are decimal numbers (encoded as strings). If no
content item is playing an empty string is returned.

“CUMULATIVE_DECODER_ERRORS": This queries the decoder
errors since the start of the current RTP content item, whichever
is more recent. The returned string is of the format “<time in
milliseconds of this sample within the content> <total number of
frames decoded> <total number of errors>". These fields are
decimal numbers (encoded as strings). If no content item is
playing an empty string is returned.

Optionally, further vendor specific parameters may be supported.

In the case that a parameter is requested that a device does not
support, it SHALL return an empty string.

String setParameter( String parameterName, String value )

Description Sets the requested parameter. Support for this API is optional.
Arguments parameterName The name of the parameter.
value The value of the parameter.

Integer triggerSoftwareUpdate( String token )

Description Triggers an OITF to start its software update process. The process itself and any user
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involvement (e.g. to confirm agreement for a software update) is not defined. The
method is blocking. The returned integer is a result code that can take the following
values:
Result Description Semantics
message
0 Successful The request is successful and the device
software will be updated.
1 Unknown error triggersoftwareUpdate() failed because
an unspecified error occurred.
2 Invalid token triggersoftwareUpdate() failed because
the token is not valid.
3 No update triggersoftwareuUpdate() failed, because
available no update exists.

Arguments token An optional token string used to assist in the
software update process. The token may be
used to transfer credentials information to control
the software update.

7.12 Metadata APIs

This section defines the Javascript APIs used b BAplications for reading and searching metadadatgprogrammes
and channels. This API does not specify whethesetlygiery operations are carried out on the OITwhather they
require communication with a server.

The metadata API provides DAE applications withhhigvel access to metadata about programmes amelsa This
document describes the mapping between this APB&@E metadata. Mappings between this API and otfetadata
sources are not specified in this document.

This Section SHALL apply for OITFs that have inda@d<c1ientMetadata> with value ‘true” and a ‘type”
attribute with value bcg” as defined in Section 9.3.7 in their capabilitpfie and MAY apply for OITFs that have
indicated<c1ientMetadata> with value “true” and a “type” attribute with value tivb-si”.

Note that in order to access the metadata of pnogyes and channels several extensions t@ tiogyramme and
Channel classes have been defined when the OITF has tedisapport fokc1ientMetadata>. See sections
7.16.2.3 “Metadata extensions to Programme” an8.Z113 “Metadata extensions to Channel” for mofermation).

The functionality as described in this sectionusjsct to the security model of Section 10 (in joatar Section
10.1.3.6).

7.12.1 The application/oipfSearchManager embedded o  bject

OITFs SHALL implement thedppl1ication/oipfSearchManager” embedded object. This object provides a
mechanism for applications to create and managadatt searches.

7.12.1.1 Properties

readonly Integer guideDaysAvailable
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The number of days for which guide data is available. A value of -1 means that the amount of guide
data available is unknown. This information is derived from the start and end attributes of the
ScheduTe entry in the Programme Location Table.

function onMetadatauUpdate

This function is the DOM 0 event handler for events indicating changes in metadata.

function onMetadataSearch

This function is the DOM 0 event handler for events relating to metadata searches.

For the intrinsic eventsochMetadataSearch” and “onMetadataUpdate”, corresponding DOM level 2 events
SHALL be generated, in the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties
onMetadataSearch MetadataSearch Bubbles: No
Cancelable: No
Context Info: see section 7.12.5
onMetadataUpdate MetadataUpdate Bubbles: No

Cancelable: No

Context Info: see section 7.12.6

These events are targeted atdip@1ication/oipfSearchManager object.

7.12.1.2

Methods

MetadataSearch createSearch( Integer searchTarget )

Description Create a MetadataSearch object that can be used to search the metadata.
Arguments searchTar The metadata that should be searched.
get

Valid values of the searchTarget parameter are:

Value Description

1 Metadata relating to scheduled content shall be
searched.
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2 Metadata relating to on-demand content shall be
searched.

These values are treated as a bitfield, allowing searches to be carried
out across multiple search targets.

Channelconfig getChannelcConfig()

Description Returns the channel line-up of the tuner in the form of a ChannelcConf1ig object as
defined in Section 7.13.8. This includes the favourite lists.

7.12.2 The MetadataSearch class

A MetadataSearch object represents a query of the BCG and SD&S datdisabout available programmes.
Applications can creatéetadataSearch objects using thereateSearch() method on the

application/oipfSearchMmanager object. When metadata queries are performed emate server, the protocol

used is defined in section 4.1.2.2 of [META].

Due to the nature of metadata queries, searchesgnehronous and events are used to notify thiécapipn that results

are availableMetadataSearchEvents SHALL be targeted at thepp1ication/oipfSearchmManager object.

To minimise race conditions, results are updatecequest rather than dynamically. Upon receipt of a
MetadataSearchEvent indicating that more results are available, agpicns SHALL callupdate () on the
correspondingearchResults object to get the new results.

7.12.2.1 Properties

readonly Integer id

The ID of the search. This can be used by applications to match asynchronous events to the search that
generated them. The value of this field is generated automatically and is implementation-dependent.

readonly Integer searchTarget

The target(s) of the search. Valid values of the searchTarget parameter are:

Value Description
1 Metadata relating to scheduled content SHALL be searched.
2 Metadata relating to on-demand content SHALL be searched.

These values SHALL be treated as a bitfield, allowing searches to be carried out across multiple search
targets.

Query query
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The query that will be carried out by this search.

readonly SearchResults result

The results found so far, sorted by logical channel number and time.

This property MAY only be valid after a call to update(). The values within result MAY change after
subsequent calls to update().

7.12.2.2 Methods

void addrRatingConstraint( ParentalRatingScheme scheme, Integer threshold )

Description Constrain the search to only include results whose parental rating value is below the
specified threshold.

Arguments scheme The parental rating scheme upon which the constraint SHALL be
based. If the value of this argument is nul11, any existing parental
rating constraints SHALL be cleared.

threshold The threshold above which results SHALL NOT be returned. If the
value of this argument is nu11, any existing constraint for the
specified parental rating scheme SHALL be cleared.

void addCurrentRatingConstraint()

Description Constrain the search to only include results whose parental rating value is below the
threshold currently set by the user.

void addchannelcConstraint( CchannelList channels )

Description Constrain the search to only include results from the specified channels. If a channel
constraint has already been set, subsequent calls to

addchannelconstraint () SHALL add the specified channels to the list of channels
from which results should be returned.

Arguments channels The channels from which results SHALL be returned. If the value
of this argument is nul11, any existing channel constraint SHALL
be removed.

void addChannelconstraint( channel channel )

Description Constrain the search to only include results from the specified channel. If a channel
constraint has already been set, subsequent calls to addChannelConstraint()
SHALL add the specified channel to the list of channels from which results should be
returned.

Arguments channel The channel from which results SHALL be returned. If the value of
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this argument is nu11, any existing channel constraint SHALL be
removed.

void orderBy( String field, Boolean ascending )

Description Set the order in which results SHOULD be returned. Repeated calls to orderBy ()
allow more complex orderings to be set.

Arguments field The name of the field by which results SHOULD be sorted. A
value of nul11 indicates that any currently-set order SHALL be
cleared and the default sort order should be used.

ascending Flag indicating whether the results SHOULD be returned in
ascending or descending order.

Query createQuery( String field, Integer comparison, String value )

Description Create a metadata query for a specific value in a specific field within the metadata.
Simple queries MAY be combined to create more complex queries. Applications
SHALL follow the ECMAScript type conversion rules to convert non-string values into
their string representation, if necessary.

Arguments field The name of the field to compare.
comparison The type of comparison.
value The value to check. Applications SHALL follow the ECMAScript
type conversion rules to convert non-string values into their string
representation, if necessary

Boo1ea9 findProgrammesFromstream( Channel channel, Integer startTime, Integer
count

Description Retrieve guide data for a specified number of programmes from a given channel from
metadata contained in the stream as defined in section 4.1.3 of [META]. Searches
made using this method will implicitly remove any existing constraints, ordering or
queries created by prior calls to methods on this object.

Results may be returned both synchronously and asynchronously, depending on
whether data is available from the cache. If findProgrammesFromStream() returns
false, results are not available until the notification events have been returned and
result.update() has been called. If findProgrammesFromStream() returns true,
results are available immediately, and the application need not wait for COMPLETE
events or call result.update() to obtain the results.

Arguments channel The channel for which programme information should be found.

startTime The start of the time period for which results should be returned
measured in seconds since midnight (GMT) on 1/1/1970. The start time
is inclusive; any programmes starting at the start time will be included
in the search results. If nu1T, the search will start from the current time.

count The number of programmes for which information should be returned.
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7.12.3 The Query class

TheQuery class represents a metadata query that the usés teacarry out. This may be a simple searcla, @mplex
search involving Boolean logic. Queries are imrhlgaan operation on a query SHALL return a raavery object,
allowing applications to continue referring to thiiginal query.

The examples below show how more complex querie$eaconstructed:

Query ga = MetadataSearch.createQuery("Title", 6, "Terminator");
Query gb = MetadataSearch.createQuery ("SpokenLanguage", 0, "fr-cA");
Query qc = gb.and(qa.negate());

7.12.3.1 Properties

readonly String field

The name of the field to compare. Fields are identified by the fieldIDs defined in annex B.2 of TS 102-
822-6-1, or using simplified XPath notiation. The '/* operator is the only permitted XPath operator.

readonly Integer comparison

The type of comparison. One of:

Value Description
0 True if the specified value is equal to the value of the specified field.
1 True if the specified value is not equal to the value of the specified field.
2 True if the value of the specified field is greater than the specified value.
3 True if the value of the specified field is greater than or equal to the

specified value.

4 True if the value of the specified field is less than the specified value.

5 True if the value of the specified field is less than or equal to the
specified value.

6 True if the string value of the specified field contains the specified value.
This operation is case insensitive, non whole word.

7 True if the specified field exists.

readonly String value

The value to check. Applications SHALL follow the ECMAScript type conversion rules to convert non-
string values into their string representation, if necessary.
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7.12.3.2 Methods

Query and( Query query)

Description Create a query based on the logical AND of the predicates represented by the current
query and the argument query.

Arguments query The second predicate for the AND operation.

Query or( Query query )

Description Create a query based on the logical OR of the predicates represented by the current
query and the argument query.

Arguments query The second predicate for the OR operation.

Query not()

Description Create a new query that is the logical negation of the current query.

7.12.4 The SearchResults class

TheSearchResults class represents the results of a metadata se@mbe the result set may contain a large number
of items, applications request a ‘window’ on to thsult set, similar to the functionality providiegthe OFFSET and
LIMIT clauses in SQL.

Applications MAY request the contents of the resulgroups of an arbitrary size, based on an offsen the beginning
of the result set. The data SHALL be fetched ftbmappropriate source, and application SHALL btifiad when the
data is available.

Next to the properties and methods defined belswarchResults object SHALL support the array notation to
access the results in this collection.

7.12.4.1 Properties

readonly Integer length

The number of items in the currently available results.

readonly Integer offset

The current offset into the total result set.

readonly Integer totalSize

The total number of items in the result set. This MAY be undefined until getResults() has been
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called.

7.12.4.2 Methods

Object item( Integer index )

Description Return the item at position index in the collection of currently available results, or
undefined if no item is present at that position.

Arguments index The index into the result set.

Boolean getResults( Integer offset, Integer count )

Description Retrieve a subset of the items that match the query.

Results MAY be returned both synchronously and asynchronously, depending on
whether data is available from the cache. If getResults () returns false, results
are not available until the notification events have been returned and update () has
been called. If getResuTts () returns true, results are available immediately, and
the application need not wait for COMPLETE events or call update () to obtain the

results.
Arguments offset The number of items at the start of the result set to be skipped before
data is retrieved.
count The number of results to retrieve.
void abort()
Description Abort any outstanding request for results. Items currently in the collection SHALL be

removed (i.e. the value of the Tength property SHALL be 0 and any calls to
item() SHALL return undefined).

void update()

Description Update the results available.

7.12.5 The MetadataSearchEvent class

A MetadataSearchEvent notifies the application about the status of adethrough the guide data. These will be
targeted at thapplication/oipfSearchManager object.

To receive these events, applications MAY addiste for MetadataSearch" events.
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7.12.5.1 Properties

readonly Integer state

The type of event. This SHALL take one of the following values:

Value Description

0 Search has stopped. This event SHALL be generated at the
termination of every search.

1 More search results are available. Calling update() on the
SearchResult object SHALL update the list of results to include the
newly-retrieved data.

2 The data returned by the search is no longer valid, e.g. because of a
change in the metadata. Applications that still require the data SHALL
repeat the search.

readonly Integer 1id

The ID of the metadata search with which this event is associated. This MAY be used by applications to
match events to the search that generated them.

7.12.6 The MetadataUpdateEvent class

TheMetadataUpdateEvent object indicates a change in the state of a cHamm@ogramme that may require
applications to re-build their displays. MetadataUpdateEvent will be raised when the user changes the parental
control settings (changing the lock status of amjtor when autonomous updates mean that the dHareap or
programme database has changed.

MetadataUpdateEvents are intended to allow applications to update thear interfaces in response to a change in
the state of a channel or programme without hatorgpll all channels or programmes to identify aféal items.

7.12.6.1 Properties

readonly Integer action
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The type of update that has taken place.This field will take one of the following values:

Value Description

1 The channel line-up has (or may have) changed and that the
collection referred to by Channelconfig.all has been updated. If
an application has references to any Channel objects then it
SHOULD dispose of them and rebuild its references. Where
possible Channel objects are updated rather than removed - but
their order in the ChannelcConfig.all collection MAY have
changed. Any lists created with
Channelconfig.createFilteredList() SHOULD be recreated
in case channels have been removed.

2 A new version of metadata is available and applications SHOULD
discard all references to Programme objects immediately and re-
acquire them.

3 A change to the parental control flags for a content item has
occurred (e.g. the user has unlocked the parental control features of
the receiver, allowing a blocked item to be played).

4 A flag affecting the filtering criteria of a channel has changed.
Applications MAY listen for events with this action code to update
lists of favourite channels, for instance.

readonly Integer info

Extended information about the type of update that has taken place.

If the action field is set to the value 4, the value of this field SHALL be one or more of the following:

Value Description
1 The list of blocked channels has changed.
2 A list of favourite channels has changed.
4 The list of hidden channels has changed.

If the action field is set to the value 3, the value of this field SHALL be one or more of:

Value Description
1 The block status of a content item has changed.
2 The lock status of a content item has changed.

This field is treated as a bitfield, so values MAY be combined to allow multiple reasons to be passed.

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 151 (281)

readonly Object object

Object indicating the channel or programme that has been affected, or nu11 if more than one item has
been affected.

7.13 Scheduled content and hybrid tuner APIs

This section SHALL apply to OITFs that have indahsupport for tuner control (i.e.
<video_broadcast>true</video_broadcast> as defm&ection 9.3.1) in their capability. It descrilibe
video/broadcast embedded object needed to support display andatdiyt a DAE application of scheduled content
received over local tuner functionality availabdeain OITF, including the conveyance of the chafiseto the server.
The term “tuner” is used here to identify a pie€éuactionality to enable switching between diffet¢ypes of scheduled
content services that are identified through ldgitennels. This includes IP broadcast channelsedisas traditional
broadcast channels received over a hybrid tuner.

7.13.1 The video/broadcast embedded object

The OITF SHALL support theideo/broadcast embedded object with the following properties arethods, which
SHALL adhere to the tuner related security requésts in Section 10.1.3.1. The MIME type of thisemtjSHALL be
“video/broadcast”.

7.13.1.1 State diagram for video/broadcast objects

The state diagram below shows the states thatemfodoadcast object may be in. Dashed lines ingli@atomatic
transitions between states. Tniedeo/broadcast object SHALL be in theinrealized state when it is instantiated.

—>@—

setChannel() release()

nextChannel()

prevChannel()
bindToCurrentChannel()

Y
Connecting

setChannel()

transient error nextChannel()
| | prevChannel()

permanent error

Presenting

Figure 11: State diagram for embedded/ideo/broadcast objects.

When thebindToCurrentcChannel () method is called from the unrealized state, orsémeChannel (),
nextChannel () orprevchannel () method is called from any state, the object walhsition to theconnecting
state, in which the OITF attempts to connect tontieelia stream. This may mean connecting to an lIRaast stream or
tuning to a new transport stream and demultiplesipgropriate sub-streams. When this has completédreedia is
being presented, the object transitions autométitatthepresenting state.
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Scarce resources such as media decoders SHALlaimeed either during theonnecting state, or during the
transition from theconnecting to thepresenting states. Resources SHALL be released when the
video/broadcast object transitions to thenrealized state. Transitioning from theresenting to the
connecting state SHOULD not cause scarce resources to basegle

During media presentation, transient errors (€agsient errors in the bitstream, temporary lossigifal or temporary
halting of media decoding due to parental congslies) MAY cause the object to transition fromghesenting state
to theconnecting state. Temporary loss of resources due to presamtzeing interrupted by playback of audio from
memory MAY cause the object to transition from pheesenting state to th&onnecting state. Permanent errors
(e.g. loss of scarce resources or DRM errors) its ttarelease () SHALL cause the object to transition to the
unrealized state regardless of its current state.

Applications can use thelayState property of thevideo/broadcast object to read its current state.

The visibility of avideo/broadcast object SHALL NOT affect its state or its use oéste resources. A
video/broadcast object which is hidden using one of the followbeghniques:

= the CSSvisibility oropacity properties
= using the CS®isplay:none rule

= removed from the document's DOM

= obscured by other elements

= positioned off the visible area of the screen

SHALL still be decoding video if it is in the pregeg state and any audio associated with the otiyrpresented
channel will still be audible. State transitionsisad by calls to methods on thedeo/broadcast object, or due to
permanent or transient errors, will occur as shabwwve regardless of the visibility of the object.

Section 4.4.4 describes the effect on scarce ressuvhen &ideo/broadcast object is removed from the DOM
tree.

7.13.1.2 Properties

Integer width

The width of the area used for rendering the video object. This property is only writable if property
fullscreen has value false. Changing the width property corresponds to changing the width property
through the HTMLObjectElement interface, and must have the same effect as changing the width through
the DOM Level 2 Style interfaces (i.e. CSS2Properties interface style.width), at least for values
specified in pixels.

Integer height

The height of the area used for rendering the video object. This property is only writable if property
fullscreen has value false. Changing the height property corresponds to changing the height
property through the HTMLObjectETement interface, and must have the same effect as changing the
height through the DOM Level 2 Style interfaces (i.e. CSS2Properties interface style.height), at least
for values specified in pixels

readonly Boolean fullScreen

Returns true if this video object is in full-screen mode, false otherwise. The default value is false.
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function onChannelChangeError( Channel channel, Number errorState )

The function that is called when a request to switch a tuner to another channel resulted in an error
preventing the broadcasted content from being rendered. The specified function is called with the
arguments channel and errorsState. These arguments are defined as follows:

channel channel —the channel object to which a channel switch was requested, but for which the error

occurred.

Number errorState — error code detailing the type of error:

Value Decription
0 channel not supported by tuner.
1 cannot tune to given transport stream (e.g. no signal)
2 tuner locked by other object.
3 parental lock on channel.
4 encrypted channel, key/module missing.
5 unknown channel (e.g. can’t resolve DVB or ISDB triplet).
6 channel switch interrupted (e.g. because another channel switch was activated before the
previous one completed).
7 channel cannot be changed, because it is currently being recorded.
8 cannot resolve URI of referenced IP channel.
9 insufficient bandwidth.
10 channel cannot be changed by nextChannel () /prevChannel () methods because the OITF
does not maintain a favourites or channel list.
11 insufficient resources are available to present the given channel (e.g. a lack of available codec
resources).
12 specified channel not found in transport stream.
100 | unidentified error.

Integer playState

The current play state of the video/broadcast object. Valid values are:

Value Description

0 unrealized; the user (or application) has not made a request to start presenting a channel or
has stopped presenting a channel and released any resources.

1 connecting; the receiver is connecting to the media source in order to begin playback.

Objects in this state may be buffering data in order to start playback.
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2 presenting; the media is currently being presented to the user. The object is in this state
regardless of whether the media is playing at normal speed, paused, or playing in a trick
mode (e.g. at a speed other than normal speed).

See section 7.13.1.1 for a description of the state model for a video/broadcast object.

function onPlayStateChange( Number state, Number error )

The function that is called when the play state of the video/broadcast object changes. The specified
function is called with the arguments state and error. These arguments are defined as follows:

Number state —the new state of the video/broadcast object

Value Description

0 unrealized; the user (or application) has not made a request to start presenting a
channel or has stopped presenting a channel and released any resources.

1 connecting; the receiver is connecting to the media source in order to begin presenting.
Objects in this state may be buffering data in order to start playback.

2 presenting; the media is currently being presented to the user. The object is in ths state
regardless of whether the media is playing at normal speed, paused, or playing in a trick
mode (e.g. at a speed other than normal speed).

Number error — if the state has changed due to an error, this field contains an error code detailing the
type of error. See the definition of onChannelChangeError above for valid values. If no error has
occurred, this argument SHALL take the value undefined.

function onChannelcChangeSucceeded( Channel channel )

The function that is called when a request to switch a tuner to another channel has successfully
completed. The specified function is called with argument channe, which is defined as follows:

Channel channel - the channel to which the tuner switched.

function onFullScreenChange

The function that is called when the value of fulTlScreen changes. The default value is nuTT.

function onfocus

The function that is called when the video object gains focus.

function onblur
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The function that is called when the video object loses focus.

7.13.1.3 Methods

Channelconfig getChannelconfig()

Description Returns the channel line-up of the tuner in the form of a ChannelcConf1ig object as defined
in Section 7.13.8. The method SHALL return the value nul1 if the channel list is not
(partially) managed by the OITF (i.e., if the channel list information is managed entirely in
the network).

void bindToCurrentChannel ()

Description If video from exactly one channel is currently being presented by the OITF then this binds
the video/broadcast object to that video.

If video from more than one channel is currently being presented by the OITF then this
binds the video/broadcast object to the channel whose audio is being presented.

If there is no channel currently being presented, or binding to the necessary resources to
play the channel through the video/broadcast object fails for whichever reason, the
OITF SHALL dispatch an event to the onPTayStateChange listener(s) whereby the
“state” parameter is given value 0 (“unrealized”) and the “error” parameter is given
the appropriate error code.

Calling this method from any other state than the unrealized state SHALL have no effect.

See state diagram in Section 7.13.1.1 for more information of its usage.

Channel createchannelobject( Integer idType, String dsd, Integer sid )

Description Creates a ChanneT object of the specified idType. This method is typically used to create
a Channel object of type ID_DVB_SI_DIRECT. The Channel object can subsequently be
used by the setChannel () method to switch a tuner to a channel that is not part of the
channel list which was conveyed by the OITF to the server. The scope of the resulting
Channel object is limited to the Javascript environment (incl. video/broadcast object) to
which the Channe object is returned, i.e. it does not get added to the channellist available
through method getChannelcConfigQ).

Valid value for idType include: ID_DVB_SI_DIRECT. For other values this behaviour is
not specified.

If the channel of the given type cannot be created or the delivery system descriptor is not
valid, the method SHALL return nul1.

If the channel of the given type can be created and the delivery system descriptor is valid,
the method SHALL return a Channel object whereby at a minimum the properties with the
same names (i.e. idType, dsd and sid) are given the same value as argument idType,
dsd and sid of the createchannelobject method. Whilst tuning to the given channel
(i.e. using the setChannel () method), the OITF SHOULD fill in the values detected for
properties onid, tsid and sid, even if an error is detected.

Arguments idType The type of channel, as indicated by one of the ID_* constants defined in
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Section 7.13.11.1. Valid value for idType include: ID_DVB_SI_DIRECT. For
other values this behaviour is not specified.

dsd The delivery system descriptor (tuning parameters) represented as a string
whose characters shall be restricted to the ISO Latin-1 character set. Each
character in the dsd represents a byte of a delivery system descriptor as
defined by DVB-SI [EN 300 468] section 6.2.13, such that a byte at position "i"
in the delivery system descriptor is equal the Latin-1 character code of the
character at position "i* in the dsd.

sid The service ID.

Channel createChannelobject( Integer idType, Integer onid, Integer tsid, Integer
sid, Integer sourceID, String ipBroadcastID )

Description Creates a Channel object of the specified idType. The Channel object can subsequently
be used by the setChannel method to switch a tuner to a channel that is not part of the
channel list which was conveyed by the OITF to the server. The scope of the resulting
Channel object is limited to the Javascript environment (incl. video/broadcast object) to
which the Channel object is returned, i.e. it does not get added to the channellist available
through method getChannelcConfig.

If the channel of the given idType cannot be created or the given (combination of)
arguments are not considered valid or complete, the method SHALL return nul1.

If the channel of the given type can be created and arguments are considered valid and
complete, the method SHALL return a Channel object whereby at a minimum the
properties with the same names are given the same value as the given arguments of the
createChannelobject method. The values specified for the remaining properties of the
Channel object are set to undefined.

Arguments idType The type of channel, as indicated by one of the ID_* constants defined
in Section 7.13.11.1.

onid The original network ID. Optional argument that SHALL be specified
when the idType specifies a channel of type ID_DVB_* or ID_ISDB_*.

tsid The transport stream ID. Optional argument that MAY be specified
when the idType specifies a channel of type ID_DVB_* or ID_ISDB_¥*.

sid The service ID. Optional argument that SHALL be specified when the
idType specifies a channel of type ID_DVB_* or ID_ISDB_¥.

sourcelD The source_ID. Optional argument that SHALL be specified when the
i1dType specifies a channel of type ID_ATSC_T.

ipBroadcastID The DVB textual service identifier of the IP broadcast service, specified
in the format “ServiceName.DomainName”, or the URI of the IP
broadcast service. Optional argument that SHALL be specified when
the idType specifies a channel of type ID_IPTV_SDS or
ID_IPTV_URI.

void setChannel( Channel channel, Boolean trickplay, String
contentAccessDescriptorurL )

Description Requests the OITF to switch a (logical or physical) tuner to the channel specified by
channel and render the received broadcast content in the area of the browser allocated for
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the video/broadcast object.

If the channe specifies a value for ccid, and the value is not known by the OITF, the OITF
SHALL ignore the request to switch channel and trigger the function specified by the
onChannelcChangeError property, specifying the value 5 (“unknown channel”) for the
errorstate, and dispatch the corresponding DOM 2 event (see below).

If the channel specifies an idType attribute value which is not supported by the OITF or a
combination of properties that does not identify a valid channel, the OITF SHALL ignore the
request to switch channel and trigger the function specified by the
onChannelchangeError property, specifying the value 0 (“Channel not supported by
tuner”) for the errorstate, and dispatch the corresponding DOM 2 event (see below).

If the channel specifies an idType attribute value supported by the OITF, and the
combination of properties defines a valid channel, the OITF SHALL relay the channel
switch request to a local physical tuner that is currently not in use by another
video/broadcast object and that can tune to the specified channel. If no tuner satisfying
these requirements is available (i.e. all physical tuners that could receive the specified
channel are in use), the OITF SHALL ignore the request and trigger the function specified
by the onChannelcChangeError property, specifying the value ‘2’ (“tuner locked by other
object”) for the errorsState and dispatch the corresponding DOM 2 event (see below). If
multiple tuners satisfying these requirements are available, the OITF selects one.

If the channe specifies an IP broadcast channel, and the OITF supports idType
ID_IPTV_SDS or ID_IPTV_URI, the OITF SHALL relay the channel switch request to a
logical ‘tuner’ that can resolve the URI of the referenced IP broadcast channel. If no logical
tuner can resolve the URI of the referenced IP broadcast channel, the OITF SHALL ignore
the channel switch request and SHOULD trigger the function specified by the
onChannelcChangeError property, specifying the value 8 (“cannot resolve URI of
referenced IP channel”) for the errorstate, and dispatch the corresponding DOM 2
event.

The optional attribute contentAccessDescriptoruRL allows for the inclusion of a
Content Access Streaming Descriptor (the format of which is defined in Annex E.2) to
provide additional information for dealing with IPTV broadcasts that are (partially) DRM-
protected. The descriptor may for example include Marlin action tokens or a
previewLicense. The attribute SHALL be undefined or nul1 if it is not applicable.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object. If the OITF cannot visualize the video
content following a successful tuner switch (e.g., because the channel is under parental
lock), the OITF SHALL trigger the function specified by the onChannelChangeError
property with the appropriate channel and errorState value, and dispatch a
corresponding DOM 2 event (see below). If successful, the OITF SHALL trigger the
function specified by the onChannelcChangeSucceeded property with the given channel
value, and also dispatch a corresponding DOM 2 event.

Arguments

channel The channel to which a switched is requested.

If the channel object specifies a ccid, the ccid
identifies the channel to be set. If the channel does not
specify a ccid, the idType determines which properties
of the channel are used to define the channel to be set,
for example, if the channel is of type ID_IPTV_SDS or
ID_IPTV_URI, the ipBroadcastiID identifies the
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channel to be set.

trickplay Optional flag indicating whether resources SHOULD be
allocated to support trick play. This argument provides a
hint to the receiver in order that it may allocate
appropriate resources. Failure to allocate appropriate
resources, due to a resource conflict, a lack of trickplay
support, or due to the OITF ignoring this hint, SHALL
have no effect on the success or failure of this method.

If trickplay is not supported, this SHALL be indicated
through the failure of later calls to methods invoking
trickplay functionality.

contentAccessDescriptorURL Optional argument containing a Content Access
Streaming descriptor (the format of which is defined in
Annex E.2) that can be included to provide additional
information for dealing with IPTV broadcasts that are
(partially) DRM-protected. The argument SHALL be
undefined or nul1 if it is not applicable.

void prevChannel()

Description

Requests the OITF to switch the tuner that is currently in use by the video/broadcast
object to the channel that precedes the current channel in the active favourite list, or, if no
favourite list is currently selected, to the previous channel in the channel list. If it has
reached the start of the favourite/channel list, it SHALL cycle to the last channel in the list.
If the current channel is not part of the channel list, the result of calling this method is
implementation dependent.

If the previous favourite channel is a non-IP channel that cannot be received over the tuner
currently used by the video/broadcast object, the OITF SHALL relay the channel switch
request to a local physical tuner that is not in use and that can tune to the specified
channel. The behaviour is defined in more detail in the description of the setChannel
method.

If an error occurs during switching to the previous channel, the OITF SHALL trigger the
function specified by the onChannelChangeError property with the appropriate channel
and errorsState value, and dispatch the corresponding DOM 2 Event (see below).

If the OITF does not maintain the channel list and favourite list by itself, the OITF SHALL
trigger the onChannelcChangeError function with the channel property having the value
null, and errorState=10 (“channel cannot be changed by nextChannel()/prevChannel()
methods”).

If successful, the OITF SHALL trigger the function specified by the
onChannelchangeSucceeded property with the appropriate channel value, and also
dispatch the corresponding DOM 2 event.

void nextChannel()

Description

Requests the OITF to switch the tuner that is currently in use by the video/broadcast
object to the channel that succeeds the current channel in the active favourites list, or, if no
favourite list is currently selected, to the next channel in the channel list. If it has reached
the end of the favourite/channel list, it SHALL cycle to the first channel in the list. If the
current channel is not part of the channel list, the result of calling this method is
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implementation dependent.

If the next favourite channel is a non-IP channel that cannot be received over the tuner
currently used by the video/broadcast object, the OITF SHALL relay the channel switch
request to a local physical tuner that is not in use and that can tune to the specified
channel. The behaviour is defined in more detail in the description of the setChannel
method.

If an error occurs during switching to the next channel, the OITF SHALL trigger the function
specified by the onChannelcChangeError property with the appropriate channel and
errorState value, and dispatch the corresponding DOM 2 event (see below).

If the OITF does not maintain the channel list and favourite list by itself, the OITF SHALL
trigger the onChannelchangeError function with the channel property having the value
null, and errorstate=10 (“channel cannot be changed by nextChannel()/prevChannel()
methods”).

If successful, the OITF SHALL trigger the function specified by the
onChannelcChangeSucceeded property with the appropriate channel value, and also
dispatch the corresponding DOM 2 event.

void setFullscreen( Boolean fullscreen )

Description Sets the rendering of the video content to full-screen (fullscreen = true) or windowed
(fullscreen = false) mode (as per [Req. 5.7.4.f] of [CEA-2014-A]). If this indicates a
change in mode, this SHALL result in a change of the value of property fullScreen.
Changing the mode SHALL NOT affect the z-index of the video object.

Arguments fullScreen Boolean to indicate whether video content SHOULD be rendered

full-screen or not.

Boolean setvolume( Integer volume )

Description

Adjusts the volume of the currently playing media to the volume as indicated by volume.
Allowed values for the volume argument are all the integer values starting with 0 up to and
including 100. A value of 0 means the sound will be muted. A value of 100 means that the
volume will become equal to current “master” volume of the device, whereby the “master”
volume of the device is the volume currently set for the main audio output mixer of the
device. All values between 0 and 100 define a linear increase of the volume as a
percentage of the current master volume, whereby the OITF SHALL map it to the closest
volume level supported by the platform.

The method returns true if the volume has changed. Returns false if the volume has not
changed. Applications MAY use the getvolume () method to retrieve the actual volume
set.

Arguments

volume Integer value between 0 up to and including 100 to
indicate volume level.

Integer getvolume()

Description

Returns the actual volume level set; for systems that do not support individual volume
control of players, this method will have no effect and will always return 100.
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void release()

Description Releases the decoder/tuner used for displaying the video broadcast inside the
video/broadcast object, stopping any form of visualization of the video inside the
video/broadcast object and releasing any other associated resources.

7.13.1.4 Events

For the intrinsic eventsohfocus”, “onbTur”, “onChannelchangeError”, “onChannelChangeSucceeded”,
and ‘onFull1SscreencChange”, corresponding DOM level 2 events SHALL be getedain the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onfocus focus (as specified in Section 1.6.5 of Bubbles: No

[DOM 2 Events])
Cancelable: No

Context Info: None

onblur blur (as specified in Section 1.6.5 of Bubbles: No
[DOM 2 Events])
Cancelable: No

Context Info: None

onFullscreencChange FullscreenChange Bubbles: No
Cancelable: No

Context Info: None

onChannelcChangeError ChannelcChangeError Bubbles: No
Cancelable: No

Context Info: channel,
errorState

onChannelcChangeSucceeded ChannelchangeSucceeded Bubbles: No
Cancelable: No

Context Info: channel

onPTlayStateChange PTayStateChange Bubbles: No
Cancelable: No

Context Info: state,
error

Note: these DOM 2 events are directly dispatchatiecevent target, and will not bubble nor captAygplications
SHOULD not rely on receiving these events durirgltiibbling or the capturing phase. Applications ttsz DOM 2
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event handlers SHALL call theddEventListener() method ontheideo/broadcast objectitself. The third
parameter oaddEventListener, i.e. “useCapture”, will be ignored.

7.13.1.5 Styling

The OITF SHALL support the CSS properties (which WBe changed using the DOM Level 2 Style module) fo
embedded/ideo/broadcast objectswidth, height, position, float, top, left, right, bottom, vertical-align, padding
andpadding-* propertiesmargin andmargin-* propertieshorder andborder-* propertiesyisibility, anddisplay.

If the value of thecoverlaylocaltuner>element in the capability description of the OIEmbt set to “none”, then the
OITF SHALL support overlays as defined by bullegp]Req. 5.2.1.a] of CEA-2014-A for broadcasts auogrfrom the
local tuner that are displayed using the video/tdcaat embedded object. In this case, broadcash wijects SHALL
support CSS-propertindex, in both full-screen and windowed mode. Moreotes, OITF SHALL support the CSS
opacity property and CSSBRGBA color values, for any non-video XHTML element op of a video object. If the value
of the <overlaylocaltuner> element in the capability description of the Oli§iset to “none”, no objects SHALL overlay
the video, i.e. the value of z-index for videogaared.

If the value of thecoverlaylPbroadcast>element in the capability description of the OI'SFot set to “none”, then the
OITF SHALL support overlays as defined by bullegp]Req. 5.2.1.a] of CEA-2014-A for IP broadcatsiat are
displayed using the video/broadcast embedded objethis case, broadcast video objects SHALL supB&S-property
z-index, in both full-screen and windowed mode. Moreotiee, OITF SHALL support the CS&pacity property and
CSS3RGBA color values, for any non-video XHTML element op ©of a video object. If the value of the
<overlaylPbroadcast>element in the capability description of the OI'EFsét to “none”, no objects SHALL overlay the
video, i.e. the value of z-index for video is igadr

7.13.2 Extensions to video/broadcast for recording and time-shift

If an OITF has indicated support for recording fimmality (i.e. by giving valuecrue to elemenkrecording> as
specified in Section 9.3.3 in its capability degtidn), the OITF SHALL support the following additial constants,
properties and methods on thédeo/broadcast object, in order to start a recording and/or tshéft of a current
broadcast.

Note that this functionality is subject to the s#tgumodel as specified in Section 10.1.

This functionality is subject to the state tramsis represented in the following state diagram:
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4/1‘0: Unrealizedj
pause()
Recording Error recordNow()

(i.e. starttime = now)

stopTimeshift() (10: Acquiring timeshift resources)
switch to another|
channel Timeshift resources (1: Recording has been newly scheduled)
acquired and media
connected

now >= starttime — x minutes warning

’ recordNow()

4(1 1: Timeshift mode has started) (2: Recording is about to start)

now >= starttime

(s
N

. Recording resources
stopRecording() acquired and media

connected

4: Recording has started
recordNow() called again

for the same broadcast

: Acquiring recording resources (incl. media connection))

Recording Error

now >= endtime recording|(startti

me+
duration) - 5: Recording has been updated
automatic
4(6: Recording has successfully completed)

Figure 12: PVR States forrecordNow and timeshifting usingvideo/broadcast

Note that when the user switches to another chamigdt the current channel is being recorded usiegordNow or
thevideo/broadcast object gets destroyed, the conflict resolution tiredrelease of resources is implementation
dependent. The OITF MAY report a recording erroanggRecordingEvent with value 0 (“Unrealized”) for
argumenttate and with value 2 (“Tuner conflict”) for argumeatror in that case.

7.13.2.1 Additional constants for video/broadcast o bject

Name Value Use

POSITION_START 0 Indicates a playback position relative to the start of the buffered content.

POSTITION_CURRENT | 1 Indicates a playback position relative to the current playback position.

POSITION_END 2

Indicates a playback position relative to the end of the buffered content.
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7.13.2.2 Additional properties for video/broadcast object

function onPlaySpeedChanged( Number speed )

The function that is called when the playback speed of a channel changes.

The specified function is called with one argument, speed, which is defined as follows:

= Number speed — the playback speed of the media at the time the event was dispatched.

If the playback reaches the beginning of the time-shift buffer at rewind playback speed, then the play
state is changed to 2 (‘paused’) and a PlaySpeedcChanged event with a speed of 0 is generated. If the

playback reaches the end of the time-shift buffer at fast-forward playback speed, then the play speed is
setto 1.0 and a PTaySpeedChanged event is generated.

function onPlayPositionChanged( Integer position )

The function that is called when change occurs in the play position of a channel due to the use of trick
play functions.

The specified function is called with one argument, position, which is defined as follows:
= 1Integer position —the playback position of the media at the time the event was dispatched,

measured from the start of the timeshift buffer. If the play position cannot be determined, this
argument takes the value undefined.

readonly Integer playbackoffset

Returns the playback position, specified as the positive offset of the live broadcast in seconds, in the
currently rendered (timeshifted) broadcast.

readonly Integer maxOffset

Returns the maximum playback offset, in seconds of the live broadcast, which is supported for the
currently rendered (timeshifted) broadcast. If the maximum offset is unknown, the value of this property
SHALL be undefined.

readonly Integer recordingState
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Returns the state of the OITF’s timeshift and recordNow functionality for the channel shown in the
video/broadcast object. One of:

Value Description

0 Unrealized: user/application has not requested timeshift or recordNow functionality for the
channel shown. No timeshift or recording resources are claimed in this state.

1 Recording has been newly scheduled.

2 Recording is about to start .

3 Acquiring recording resources (incl. media connection).

4 Recording has started.

5 Recording has been updated.

6 Recording has successfully completed.

10 Acquiring timeshift resources (incl. media connection).

11 Timeshift mode has started.

function onRecordingEvent

This function is the DOM 0 event handler for notification of state changes of the recording functionality.
See definition of the corresponding DOM 2 RecordingEvent in Section 7.13.2.4 for more details.

readonly Integer playPosition

The current playback position of the media, measured in milliseconds from the start of the timeshift
buffer.

readonly Number playSpeed

The current play speed of the media.

readonly Number playSpeeds[ ]

Returns the ordered list of playback speeds, expressed as values relative to the normal playback
speed (1.0), at which the currently specified A/V content can be played (as a time-shifted broadcast in
the video/broadcast object), or undefined if the supported playback speeds are not (yet) known.

7.13.2.3 Additional methods for video/broadcast obj  ect

String recordNow( Integer duration )
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Description Starts recording the broadcast currently rendered in the video/broadcast object. If
the OITF has buffered the broadcasted content, the recording starts from the current
playback position in the buffer, otherwise start recording the broadcast stream as soon
as possible after the recording resources have been acquired. The specified duration
is used by the OITF to determine the minimum duration of the recording in seconds
from the current starting point.

If recordNow() is called while the broadcast that is currently rendered in the
video/broadcast object is already being recorded, the minimum duration of this
ongoing recording is extended with duration seconds (added onto the current
recording time remaining).

The success or failure and the current state of the recording can be tracked using the
onRecordingEvent intrinsic event handler as defined in Section 7.13.2.2 or by
registering for the respective DOM 2 RecordingEvent as defined in Section
7.13.2.4.1.

The method returns a String value representing a unique identifier to identify the
recording. If the OITF provides recording management functionality through the APIs
defined in section 7.10.4, this SHALL be the value of the “id” attribute of the
associated Recording object defined in section 7.10.5.1.

The OITF SHALL guarantee that recording identifiers are unique in relation to
download identifiers and CODAsset identifiers.

The method returns undefined if the given argument is not accepted to trigger a
recording.

If the OITF supports metadata processing in the terminal, the fields of the resulting
Recording object MAY be populated using metadata retrieved by the terminal.
Otherwise, the values of these fields SHALL be implementation-dependent

Arguments duration The minimum duration of the recording in seconds. A value of -1
indicates that the recording SHOULD continue until stopRecording()
is called, storage space is exhausted, or an error occurs. In this case it is
essential that stopRecording() is called later.

void stopRecording()

Description Stops the current recording started by recordNow.

Boolean pause()

Description If recording has not yet been started, this method will start recording the broadcast that
is currently being rendered live (i.e., not time-shifted) in the video/broadcast object.
If the OITF has buffered the ‘live’ broadcasted content, the recording starts with the
content that is currently being rendering in the video/broadcast object. If the
recording started successfully, the rendering of the broadcasted content is paused, i.e.
a still-image video frame is shown.

If the video/broadcast object is currently rendering a time-shifted broadcast
channel, playback of that time-shifted broadcast is paused.

If trick play is not supported for the channel currently being rendered, this method shall
return false, otherwise true is returned.

This operation may be asynchronous, and presentation of the video may not pause
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until after this method returns. For this reason, a PlaySpeedChanged event will be
generated when the operation has completed, regardless of the success of the
operation. If the operation fails, the argument of the event SHALL be set to the
previous play speed.

Boolean resume()

Description Resumes playback of the time-shifted broadcast channel that is currently being
rendered in the video/broadcast object at the speed specified by setSpeed(). If the
desired speed was not set via setSpeed, playback is resumed at normal speed (i.e.
speed 1.0). If the video/broadcast object is currently not rendering a time-shifted
channel, the OITF shall ignore the request to start playback and shall return false. If
playback cannot be resumed the OITF shall also return false, otherwise true is
returned.

This operation may be asynchronous, and presentation of the video may not resume
until after this method returns. For this reason, a PTaySpeedChanged event will be
generated when the operation has completed, regardless of the success of the
operation. If the operation fails, the argument of the event SHALL be set to the
previous play speed.

Boolean setSpeed( Number speed )

Description Sets the playback speed of the time-shifted broadcast to the value speed, without
changing the paused/resumed state of the time-shifted broadcast. If the playback
reaches the end of the time-shift buffer as a result of fastforwarding, the playback
speed will be set to normal speed (i.e. speed 1.0) and playback will continue with live
content. If during rewinding the playback has reaches the point that it cannot be
rewound further, playback will be paused (i.e. the play speed will be changed to 0).

When playback is paused (i.e. by setting the play speed to 0), the last decoded frame
of video is displayed.

If the time-shifted broadcast cannot be played at the desired speed, specified as a
value relative to the normal playback speed, the playback speed will be set to the best
approximation of speed.

If the video/broadcast object is currently not rendering a time-shifted channel, the
OITF shall ignore the request to change the playback speed and shall return false,
otherwise true is returned.

This operation may be asynchronous, and presentation of the video may not be
affected until after this method returns. For this reason, a PlaySpeedChanged event
will be generated when the operation has completed, regardless of the success of the
operation. If the operation fails, the argument of the event SHALL be set to the
previous play speed.

Arguments speed The desired relative playback speed, specified as a float value relative to
the normal playback speed of 1.0. A negative value indicates reverse
playback. If the time-shifted broadcast cannot be played at the desired
speed, the playback speed will be set to the best approximation.

Boolean seek( Integer offset, Integer reference )

Description Sets the playback position of the time-shifted broadcast that is being rendered in the
video/broadcast object to the position specified by the offset and the reference
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point as specified by one of the constants defined in Section 7.13.2.1. Playback of live
content is resumed if the new position equals the end of the time-shift buffer. Returns
true if the playback position is a valid position to seek to, false otherwise. If the
video/broadcast object is currently not rendering a time-shifted channel or if the
position falls outside the time-shift buffer, the OITF shall ignore the request to seek
and shall return the value false.

This operation may be asynchronous, and presentation of the video may not be
affected until after this method returns. For this reason, a PTayPositionChanged
event will be generated when the operation has completed, regardless of the success
of the operation. If the operation fails, the argument of the event SHALL be set to the
previous play position.

Arguments offset The offset from the reference position, in seconds. This can be either
a positive or negative value.

reference The reference point from which the offset SHALL be measured. The
reference point can be either POSITION_CURRENT,
POSITION_START, or POSITION_END.

Boolean stopTimeshift()

Description Stops recording the broadcast that is currently being rendered in time-shifted mode in
the video/broadcast object and, if applicable, plays the current broadcast from the
live point and stops time-shifting the broadcast. The OITF SHALL release all resources
that were used to support time-shifted rendering of the broadcast

Returns true if the time-shifted broadcast was successfully stopped and resources

were released and false otherwise. If the video/broadcast object is currently not
rendering a time-shifted channel, the OITF shall ignore the request to stop the time-

shift and shall return the value false.

In addition to these methods, the OITF SHALL supporadditional optional attributeffset” on the
setChannel(Channel channel, Boolean trickplay, String contentAccessDescriptorurL)

method of thevideo/broadcast object as defined in Section 7.13.1.3, if the OREB indicated support for scheduled
content over IP by defining one or mare_IPTV_* values as part of the transport attribute of thieleo_broadcast>
element in the capability description.

void setChannel( Channel channel, Boolean trickplay, String
contentAccessDescriptorURL, Integer offset )

Description Requests the OITF to switch a (logical or physical) tuner to the specified channel and
render the received broadcast content in the area of the browser allocated for the
video/broadcast object, as specified by the setChannel (Channel channel,
Boolean trickPlay, String contentAccessDescriptoruURL) method in
Section 7.13.1.3.

The additional offset attribute optionally specifies the desired offset w.r.t. the live
broadcast in number of seconds from which the OITF SHOULD start playback
immediately after the channel switch (whereby offSet is given as a positive value for
seeking to a time in the past). If an OITF cannot start playback from the desired
position, as indicated by the specified offSet (e.g. because the OITF did not, or could
not, record the specified channel prior to the call to setChannel), if the specified
offset is ‘0, or if the offSet is not specified, the OITF SHALL start playback from
the live position after the specified channel switch.
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Arguments channel As defined for method setChannel ()in Section
7.13.1.3.
trickplay Optional flag as defined for method

setChannel ()in Section 7.13.1.3.

contentAccessDescriptorURL Optional attribute as defined for method
setChannel ()in Section 7.13.1.3.

offset The optional offSet attribute MAY be used to
specify the desired offset w.r.t. the live broadcast in
number of seconds from which the OITF SHOULD
start playback immediately after the channel switch
(whereby offset is given as a positive value for
seeking to a time in the past).

7.13.2.4 Events

For the intrinsic eventsochRecordingEvent”, “onPlaySpeedChanged” and “onPTayPositionChanged”,
corresponding DOM level 2 events SHALL be generaitethe following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onRecordingEvent RecordingEvent (as specified in Bubbles: No
Section 7.13.2.4.1)
Cancelable: No

Context Info: state,
error, recordingId

onPlaySpeedcChanged PlaySpeedChanged Bubbles: No

Cancelable: No

Context Info: speed

onPlayPositionChanged PlayPositioncChanged Bubbles: No

Cancelable: No

Context Info: position

Note: the DOM 2 events are directly dispatchech®dvent target, and will not bubble nor captungplieations
SHOULD not rely on receiving these events durirgltiibbling or the capturing phase. Applications ttg DOM 2
event handlers SHALL call theddeventListener () method on theideo/broadcast object itself. The third
parameter oAddEventListener, i.e. “‘useCapture”, will be ignored.

7.13.2.4.1 RecordingEvent

The DOM 2RecordingEvent has the following arguments.

readonly Integer state

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 169 (281)

The current state of the recording. One of:

Value Description

0 Unrealized: user/application has not requested timeshift
or recordNow functionality for the channel shown. No
timeshift or recording resources are claimed in this state.

1 Recording has been newly scheduled.

2 Recording is about to start .

3 Acquiring recording resources (incl. media connection).

4 Recording has started.

5 Recording has been updated.

6 Recording has successfully completed.

10 Acquiring timeshift resources (incl. media connection).

11 Timeshift mode has started.

readonly Integer error

Number error — if the state of the recording has changed due to an error, this field contains an error
code detailing the type of error. One of:

Value Description

0 The recording sub -system is unable to record due to
resource limitations.

1 There is insufficient storage space available. (Some of the
recording may be available).

2 Tuner conflict (e.g. due to conflicting scheduled
recording).

3 Recording not allowed due to DRM restrictions.

4 Recording has stopped before completion due to
unknown (probably hardware) failure.

10 Timeshift not possible due to resource limitations.

11 Timeshift not allowed due to DRM restrictions.

12 Timeshift ended due to unknown failure.

If no error has occurred, this argument SHALL take the value undefined.
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readonly String recordingId

The identifier of the recording to which this event refers.

7.13.3 Extensions to video/broadcast for access to EIT p/f

The following properties and events SHALL be adtethe video/broadcast embedded object, if the Giag-indicated
support for accessing DVB-SI EIT p/f informatiory, giving the value true” to element<c1ientMetadata> and
the value “eit-pf” or vb-si” to the “type” attribute of that element as defined in SectiahBin their capability
profile.

Access to these properties SHALL adhere to therggeuodel in Section 10. The associated permisaame is
“permission_metadata

readonly ProgrammeCollection programmes

The collection of programmes available on the currently tuned channel. This list is a
ProgrammeCollection as defined in Section 7.16.3 and is ordered by start time, so index 0 will
always refer to the present programme (if this information is available).

If the type attribute of the <c1ientMetadata> element in the OITF's capability description has the
value “eit-pf”, this list SHALL at least provide Programme objects as defined in Section 7.16.2 for the
present and the directly following programme on the currently tuned channel, if that information is
available. In other words, the DAE application should not expect programmes . length to be larger
than 2.

If the video/broadcast object is not currently tuned to a channel, or if the present/following
information has not yet been retrieved (e.g. the object has just tuned to a new channel and
present/following information has not yet been broadcast), or if present/following information is not
available for the current channel, the length of this collection SHALL be 0.

If the type attribute of the <clientMetadata> element in the OITF’s capability description has a value
other than “eit-pf”, an OITF MAY populate this field from other metadata sources described in
[META].

The programmes . length property SHALL indicate the number of items that are currently known and
up to date (i.e. whereby the “startTime + duration”is not smaller than the current time). This may
be 0 if no programme information is currently known for the currently tuned channel.

In order to prevent misuse of this information, access to this property SHALL adhere to the security
model in Section 10. The associated permission hame is “permission_metadata”.

function onProgrammesChanged

The function that is called when the programmes property has been updated with new programme
information, e.g. when the current broadcast programme is finished and a new one has started.

For the intrinsic eventdnProgrammeChanged”, corresponding DOM level 2 events SHALL be getedain the
following manner:
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Intrinsic event Corresponding DOM 2 event DOM 2 Event properties

onProgrammesChanged ProgrammesChanged Bubbles: No

Cancelable: No

Context Info: None

7.13.4 Extensions to video/broadcast for playback o  f selected
components

To support the selection of specific A/V compondotsplayback (e.g. a specific subtitle languagelia language,
different camera angle), the following methods SHAle supported on theideo/broadcast object.

NOTE: The term component may correspond to MPEGnponents, but is not restricted to that.
7.13.4.1 Media playback extensions to video/broadca st

7.13.4.1.1 Constants

Name Value Use

COMPONENT_TYPE_VIDEO 0 Represents a video component. This constant is used for all
video components regardless of encoding.

COMPONENT_TYPE_AUDIO 1 Represents an audio component. This constant is used for all
audio components regardless of encoding.

COMPONENT_TYPE_SUBTITLE | 2 Represents a subtitle component. This constant is used for all
subtitle components regardless of subtitle format. NOTE: A
subtitle component may also be related to closed captioning as
part of a video stream.

7.13.4.1.2 Methods

AvComponent[] getComponents( Integer componentType )

Description Returns a collection of AVComponent values representing the components of the
specified type in the current stream.

One or more of the components returned MAY be passed back to one of the other
methods unchanged (e.g. selectComponent()).

Argument componentType The type of component to be returned , as represented by one of
the constant values listed in section 7.13.4.1.1.

AvComponent[] getCurrentActiveComponents( Integer componentType )

Description Returns a collection of AVComponent values representing the currently active
components of the specified type that are being rendered.
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One or more of the components returned MAY be passed back to one of the other
methods unchanged (e.g. selectComponent()).

Argument componentType The type of currently active component to be returned.
represented by one of the constant values listed in section
7.13.4.1.1.

void selectComponent( AvComponent component )

Description Select the component that will be subsequently rendered after calling the setChannel
method on the video/broadcast object, or select the component for rendering if A/V
playback has already started.

If playback has started, this SHALL replace any other components of the same type
that are currently playing.

Argument component A component object available in the stream currently being
played.

void unselectComponent( AvComponent component )

Description Stop rendering of the specified component of the stream.
Argument component The component to be stopped.
7.13.4.2 The AVComponent class

AvComponent represents a component within a complete medarsir a single stream of video, audio or datadaat
be played or manipulated. This is not necessarpdsic playback, record or EPG services. Howeverpvides a
mechanism to get at extended streams for enhaeceides.

7.13.4.2.1 Properties

readonly Integer type

Type of the component stream. Valid values for this field are given by the constants listed in section
7.13.4.1.1.

readonly String encoding

The encoding of the stream. The value of video format or audio format defined in section 3 of [MEDIA]
SHALL be used.

readonly Boolean encrypted

Flag indicating whether the component is encrypted or not.

readonly Number aspectRatio
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For components of type “video”, indicates the aspect ratio of the video or undefined if the aspect ratio
is not known. Values SHALL be equal to width divided by height, rounded to a float value with two
decimals, e.g. 1.78 to indicate 16:9 and 1.33 to indicate 4:3.

readonly String language

For components of type “audio” or type “subtitle”, An ISO 639 language code representing the
language of the stream.

readonly Boolean audiobDescription

For components of type “audio”, has value true if the stream contains an audio description intended for
people with a visual impairment, false otherwise.

readonly Integer audioChannels

For components of type “audio”, indicates the number of channels present in this stream (e.g. 2 for
stereo, 5 for 5.1, 7 for 7.1).

readonly Boolean hearingImpaired

For components of type “subtitle”, has value true if the stream is intended for the hearing-impaired (e.g.
contains a written description of the sound effects), false otherwise.

7.13.5 Extensions to video/broadcast for parentalr  atings errors

For parental rating related errors or changes dusiayback of A/V content through theideo/broadcast” object
an OITF SHALL support the following intrinsic eveprtoperties and corresponding DOM 2 events for the
“video/broadcast” object:

function onParentalRatingChange( String contentID, ParentalRating rating,
String DRMSystemID )

The function that is called whenever a parental rating is discovered for the A/V content being played
inside the embedded object that does not meet the parental rating criterium that is set for the parental
control system in use (e.g. rating is at or above the current threshold), which has lead to blocking the
consumption of the content.. These events may occur at the start of a new content item, or during
playback of a content item (e.g. during playback of linear TV content).

The specified function is called with three arguments contentID, rating, and DRMSystemID which
are defined as follows:

= String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of
the DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise it MAY be
null orundefined.

= ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9
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= String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system
that generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of
[META]. The value SHALL be nulT if the parental control is not enforced by a particular DRM
system.

function onParentalRatingError( String contentID, ParentalRating rating, String
DRMSystemID )

The function that is called when a parental rating error occurs during playback of A/V content inside the
embedded object, and is triggered whenever a parental rating value is discovered for a parental rating
system that is not supported by the OITF.

The specified function is called with three arguments contentID, rating, and DRMSystemID which
are defined as follows:

e String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of
the DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise it MAY be
null or undefined.

e ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9.

* String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system
that generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of
[META]. The value SHALL be nul1 if the parental control is not enforced by a particular DRM
system.

7.13.5.1 Events

For the intrinsic eventsochParentalRatingChange” and “onParentalRatingError”, corresponding DOM
level 2 events SHALL be generated, in the followmgnner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onParentalRatingChange ParentalRatingChange Bubbles: No

Cancelable: No

Context Info: contentID, rating,
and DRMSystemID

onParentalRatingError ParentalRatingError Bubbles: No
Cancelable: No

Context Info: contentID, rating,
and DRMSystemID.
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Note: the above DOM 2 events are directly dispatdbehe event target, and will not bubble nor aemtApplications
SHOULD not rely on receiving BarentalRatingError event during the bubbling or the capturing phase
Applications that use DOM 2 event handlers SHALL ttee addEventListener() method on the
video/broadcast object itself. The third parameter afldEventListener, i.e. “useCapture”, will be ignored.

7.13.6 Extensions to video/broadcast for DRM rights errors

This section SHALL apply to OITF and/or server @@& which have indicated support for DRM protecbgmroviding
one or morexdrm> elements as specified in Section 9.3.10:

For notifying Javascript about DRM licensing errdtging playback of DRM protected A/V content thgbuthe
“video/broadcast” object, an OITF SHALL support the following intigic event property and corresponding DOM
2 event for thevideo/broadcast” object:

function onDRMRightsError( Integer errorState, String contentID, String
DRMSystemID, String rightsIssuerURL )

The function that is called when a DRM licensing error occurs during playback, recording or
timeshifting of DRM protected AV content inside the embedded object.

The specified function is called with four arguments errorState, contentID, DRMSystemID and
rightsIssuerURL which are defined as follows:

e 1Integer errorState — error code detailing the type of error:

0: no license.
1: invalid license.

e String contentID - the unique identifier of the protected content in the scope of the DRM
system that raises the error (i.e. in the case of Marlin BB it is the Marlin contentID).

e String DRMSystemID — DRMSystemID as defined by element DRMSystemID in Table 8 of
Section 3.3.2 of [META]. For example, for Marlin, the DRMSystemID value is
“urn:dvb:casystemid:19188".

* String rightsIssuerURL — optional element indicating the value of the rightsissuerURL that
can be used to non-silently obtain the rights for the content item currently being played for which
this DRM error is generated, in cases whereby the rightsIssuerurL is known. Cases whereby
the rightsIssuerurL is known include cases whereby the rightsIssueruURL has been
extracted from the MPEG2_TS of the protected content, retrieved from the SD&S discovery record
or from the associated BCG metadata. The corresponding rightsIssueruURrL fields are defined in
Section 4.1.3.4 of [CSP] and in section 3.3.2 of [META] respectively. If different URLs are retrieved
from the stream and the metadata, then the conflict resolution is implementation-dependent.

For the intrinsic eventdnDRMRightsError”, a corresponding DOM level 2 event SHALL be getted, in the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
ONDRMRightsError DRMRightsError = Bubbles: No

=  Cancelable: No
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= Context Info: errorstate, contentID,
DRMSystemID, rightsIssueruUrL

Note: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor captépplications
SHOULD NOT rely on receiving a DRMRightsError eveliring the bubbling or the capturing phase. Aglans that
use DOM 2 event handlers SHALL call thaddEventListener () method ontheideo/broadcast object itself.
The third parameter afddEventListener, i.e. “useCapture”, will be ignored.

7.13.7 Extensions to video/broadcast for channel sc an

If an OITF has indicated support for extended tuwwantrol (i.e. by giving valueérue to element
<extendedAvControl> as specified in Section 9.3.6 in its capabilitgaetion), the OITF SHALL support the
following additional properties and methods onvheleo/broadcast object.

The functionality as described in this sectionujsct to the security model of Section 10.1.3.8.

7.13.7.1 Properties

readonly Channel currentChannel

The channel currently being presented by this embedded object if the user has given permission to
share this information, possibly through a mechanism outside the scope of this specification. If no
channel is being presented, or if this information is not visible to the caller, the value of this property
SHALL be null.

function oncChannelScan

This function is the DOM 0 event handler for events relating to channel scanning. On IP-only receivers,
setting this property SHALL have no effect. The associated ChannelScanEvent is defined in Section
7.13.14.

7.13.7.2 Methods

Integer startScan()

Description Start a scan for new channels on all available sources. When each source finishes
scanning, an UpdateEvent SHALL be raised with the type CHANNELS_INVALIDATED
and any channel lists for that source SHALL have been updated.

On IP-only receivers, this method SHALL have no effect.

void stopScan()

Description Stop a channel scan, if one is in progress. Any sources that have not finished
scanning SHALL have their scans aborted and channel line-ups for SHALL NOT be
changed.

On IP-only receivers, this method SHALL have no effect.
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7.13.8 Extensions to video/broadcast for creating ¢~ hannel lists from
SD&S fragments

If an OITF has indicated support for broadcast @idsing SD&S (e.g. by including an elementi deo_broadcast
type="ID_IPTV_SDS"> in its capability description), the OITF SHALL sugrt the following additional method on

thevideo/broadcast object, in order to create a channel list fronB&&S fragment.

ChannelList createchannelList( String bdr )

Description Creates a ChannelL1ist object from the specified SD&S Broadcast Discovery Record.
Channels in the returned channel list will not be included in the channel list that can be
retrieved via calls to getChannelconfig().

Arguments bdr An XML-encoded string containing an SD&S Broadcast Discovery Record as
specified in [META]. If the string is not a valid Broadcast Discovery Record,
this method SHALL return nul1.

7.13.9 The ChannelConfig class

ThecChannelConf1ig object by methogetChannelConfig as defined in Section 7.13.1.3 provides the gubigt

for applications to get information about availabltennels.

7.13.9.1 Properties

readonly ChannelList channelList

The list of all available channels. The order of the channels in the list corresponds to the channel
ordering as managed by the OITF.

SHALL return the value nul1 if the channel list is not (partially) managed by the OITF (i.e., if the
channel list information is managed entirely in the network).

readonly FavouriteListCollection favouriteLists

A list of favourite lists. SHALL return the value nul1 if the favourite lists are not (partially) managed by
the OITF (i.e., if the favourite lists information is managed entirely in the network).

readonly String currentFavouriteList

Currently active Favourite channel list given as the ID of one of the favourite list inside favouriteLists. If
currentFavouriteList is the empty string, no favourite filter list is currently applied and all channels
are 'selected'.

SHALL return the value nu11 if the favourite lists are not (partially) managed by the OITF (i.e. if the
favourite lists information is managed entirely in the network).

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 178 (281)

7.13.9.2 Methods

ChannelList createFilteredList( Boolean blocked, Boolean favourite, Boolean
hidden, String favouriteListID )

Description Create a filtered list of channels. Returns a subset of ChannelConfig.channelList.

The blocked, favourite and hidden flags indicate whether a channel is included in the
returned list. These flags correspond to the properties on Channel with the same
names. Each flag MAY be set to one of three values:

Value Meaning

true The channel is added if and only if the corresponding property has
the value true.

false The channel is added if and only if the corresponding property has
the value false.

undefined The channel is added regardless of the state of the corresponding
property.

A channel will only be added to the list if the values of all three flags allow it to be
added.

The favouriteListID attribute is used to select a particular favouriteList that
the createFilteredList method uses as a basis of the filtering process. If
favouritelListID is the empty string (i.e. *"), then the filtering is performed on all
available channels as defined by ChannelcConfig.channelList.

Arguments blocked Flag indicating whether manually blocked
channels SHALL be added to the list.

favourite Flag indicating whether favourite channels
SHALL be added to the list.

hidden Flag indicating whether hidden channels SHALL
be added to the list.

favouriteListID If the value of the favourite flag is true,
indicates which favourites list SHALL be filtered
upon.

7.13.10 The ChannelList class

ThechannelL1ist object represents a list of channels. Next toptiaperties and methods defined below a
ChannelList object SHALL support the array notation to acdeeshanne obiects in this collection.

7.13.10.1 Properties

readonly Integer length

The number of items in the list.
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7.13.10.2 Methods

Channel item( Integer index )

Description Return the channel at position index in the list, or undefined if no item is present at
that position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved.

Channel getcChannel( String channelID )

Description Return the first channel in the list with the specified channel identifier. Returns nul11 if
no corresponding channel can be found.

Arguments channellD The channel identifier of the channel to be retrieved, which is a value
as defined for property “ccid” of the Channel object or a value as
defined for property “ipBroadcastID” of the Channel object as
defined in Section 7.13.11.

Channel getChannelByTriplet( Integer onid, Integer tsid, Integer sid )

Description Return the first (IPTV or non-IPTV) channel in the list that matches the specified DVB
or ISDB triplet (original network ID, transport stream ID, service ID).

Where no channels of type ID_ISDB_* or ID_DVB_* are available, or no channel
identified by this triplet are found, this method SHALL return nul1.

Arguments onid The original network ID of the channel to be retrieved.

tsid The transport stream ID of the channel to be retrieved. If set to nul1 the
client SHALL retrieve the channel defined by the combination of onid and sid.
This makes it possible to retrieve the correct channel also in case a
remultiplexing took place which led to a changed tsid.

sid The service ID of the channel to be retrieved.

Channel getcChannelBySourceID( Integer sourceID )

Description Return the first (IPTV or non-IPTV) channel in the list with the specified ATSC source
ID.

Where no channels of type ID_ATSC_* are available, or no channel with the specified
source ID is found in the channel list, this method SHALL return nulT.

Arguments sourcelD The ATSC source_ID of the channel to be returned.
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7.13.11 The Channel class

Thechannel object represents a broadcast stream or servisedéfined as follows:

7.13.11.1 Constants

Name Value Use

TYPE_TV 0 Used in the channelType property to indicate a TV channel.

TYPE_RADIO 1 Used in the channelType property to indicate a radio channel.

TYPE_OTHER 2 Used in the channelType property to indicate that the type of the channel
is unknown or known but not of type TV or radio.

ID_ANALOG 0 Used in the idType property to indicate an analogue channel identified by
the property: ‘freq’ and optionally ‘cni’ or ‘name’.

ID_DVB_C 10 Used in the idType property to indicate a DVB-C channel identified by the
three properties: ‘onid’, ‘tsid’, ‘'sid’.

ID_DVB_S 11 Used in the idType property to indicate a DVB-S channel identified by the
three properties: ‘onid’, ‘tsid’, ‘sid’.

ID_DVB_T 12 Used in the idType property to indicate a DVB-T channel identified by the
three properties: ‘onid’, ‘tsid’, ‘'sid’.

ID_DVB_SI_DIRECT | 13 Used in the idType property to indicate a channel that is identified through
its delivery system descriptor as defined by DVB-SI [EN 300 468] section
6.2.13.

ID_DVB_C2 14 Used in the 1dType property to indicate a DVB-C or DVB-C2 channel
identified by the three properties: ‘onid’, ‘tsid’, ‘sid’.

ID_DVB_S2 15 Used in the idType property to indicate a DVB-S or DVB-S2 channel
identified by the three properties: ‘onid’, ‘tsid’, ‘sid’.

ID_DVB_T2 16 Used in the idType property to indicate a DVB-T or DVB-T2 channel
identified by the three properties: ‘onid’, ‘tsid’, ‘sid’.

ID_ISDB_C 20 Used in the 1dType property to indicate an ISDB-C channel identified by
the three properties: ‘onid’, ‘tsid’, ‘'sid’.

ID_ISDB_S 21 Used in the 1dType property to indicate an ISDB-S channel identified by
the three properties: ‘onid’, ‘tsid’, ‘'sid’.

ID_ISDB_T 22 Used in the 1dType property to indicate an ISDB-T channel identified by
the three properties: ‘onid’, ‘tsid’, ‘'sid’.

ID_ATSC_T 30 Used in the 1dType property to indicate a terrestrial ATSC channel
identified by the property ‘sourceID’.

ID_IPTV_SDS 40 Used in the idType property to indicate an IP broadcast channel identified

through SD&S by a DVB textual service identifier specified in the format
“ServiceName.DomainName” as value for property ‘i pBroadcastID’, with
ServiceName and DomainName as defined in [DVB-IPTV]. This idType
SHALL be used to indicate Scheduled content service defined by [PROT]
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Name Value Use

ID_TIPTV_URI 41 Used in the idType property to indicate an IP broadcast channel identified
by a DVB MCAST URI (e.g. i.e. dvb-mcast://), as value for property
“ipBroadcastiD’.

7.13.11.2 Properties
This section defines the properties of dimnnel object.

Properties that do not apply in a specific circianse (e.gonid does not apply unless the channel is of typebvB_*
or ID_ISDB_¥*) SHALL beundefined.

readonly Integer channelType

The type of channel, as indicated by one of the TYPE_* constants defined above

readonly Integer idType

The type of identification for the channel, as indicated by one of the ID_* constants defined above

readonly String ccid

Unique identifier of a channel within the scope of the OITF. The ccid is defined by the OITF and SHALL
have prefix ‘ccid: e.g., ‘ccid:{tunerID.}majorChannel{.minorChannel}'.

Note: the format of this string is platform-dependent.

readonly String tuneriID

Optional unique identifier of the tuner within the scope of the OITF that is able to receive the given
channel.

readonly Integer onid

DVB or ISDB original network ID (for channels of type ID_DVB_* and ID_ISDB_*); can be undefined if
stream does not contain an SDT Actual

readonly Integer tsid

DVB or ISDB transport stream ID (for channels of type ID_DVB_* and ID_ISDB_*)

readonly Integer sid

DVB or ISDB service ID (for channels of type ID_DVB_* and ID_ISDB_*)
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readonly Integer sourceID

ATSC source_ID value.

readonly Integer freq

For analogue channels, the frequency of the video carrier in KHz.

readonly Integer cni

For analogue channels, the VPS/PDC confirmed network identifier.

readonly String name

The name of the channel. Can be used for linking analog channels without CNI. Typically, it will contain the
call sign of the station (e.g. 'HBO"). For channels of type ID_DVB_* the service name is to be used.

readonly Integer majorcChannel

The major channel number, if assigned. Value undefined otherwise. Typically used for channels of type
ID_ATSC_*.

readonly Integer minorcChannel

The minor channel number, if assigned. Value undefined otherwise. Typically used for channels of type
ID_ATSC_*.

readonly String dsd

For channels of type ID_DVB_SI_DIRECT created through createChannelobject, this property defines
the delivery system descriptor (tuning parameters) as defined by DVB-SI [EN 300 468] section 6.2.13.

The dsd property provides a string whose characters shall be restricted to the ISO Latin-1 character set.
Each character in the dsd represents a byte of a delivery system descriptor as defined by DVB-SI[EN 300
468] section 6.2.13, such that a byte at position "i" in the delivery system descriptor is equal the Latin-1
character code of the character at position "i" in the dsd.

Described in the syntax of JavaScript: let sdd[] be the byte array of a system delivery descriptor, in which
sdd[0] is the descriptor_tag, then, dsd is its equivalent string, if :

dsd.Tength==sdd.length and

for each integer i : O<=i<dsd.lengthholds: sdd[i] == dsd.charcCodeAt(i).

readonly Boolean favourite
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Flag indicating whether the channel is marked as a favourite channel or not in one of the favourite lists as
defined by property favouritelists.

readonly StringCollection favIDs

The names of the favourite lists to which this channel belongs (see property favLists on object
ChannelcConfig).

readonly Boolean locked

Flag indicating whether the current state of the parental control system prevents the channel from being
viewed (e.g. a correct parental control pin has not been entered).

Note that this property supports the option of client-based management of parental control without
excluding server-side implementation of parental control.

readonly Boolean manualBlock

Flag indicating whether the user has manually blocked viewing of this channel. Manual blocking of a
channel will treat the channel as if its parental rating value always exceeded the system threshold.

Note that this property supports the option of client-based management of manual blocking without
excluding server-side management of blocked channels.

readonly String ipBroadcastID

If the Channel has idType ID_IPTV_SDS, this element denotes the DVB textual service identifier of the IP
broadcast service, specified in the format “ServiceName.DomainName” with the ServiceName and
DomainName as defined in [DVB-IPTV].

If the Channel has idType ID_IPTV_URI, this element denotes a URI of the IP broadcast service.

readonly Integer channelMaxBitRate

The MaxBitRate associated to the channel is returned through this property. The MaxBitRate is provided
through SD&S as defined in section 3.2.2 of [META]. The property is only related to IP based broadcast of
type ID_IPTV_SDS.

If the field does not exist, this method SHALL return undefined.

readonly Integer channelTTR

The TTR (TimeToRenegotiate) associated to the channel is returned through this property. The MBR is
provided through SD&S as defined in section 3.2.2 of [META].. The property is only related to IP based
broadcast of type ID_IPTV_SDS.

If the field does not exist, this method SHALL return undefined.
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7.13.11.3 Metadata extensions to Channel

This subsections SHALL apply for OITFs that havdigated<c1ientMetadata> with value “true” and a ‘type”

attribute with valuesbicg”, “sd-s”, “eit-pf” or‘dvb-si” as defined in Section 9.3.7 in their capabilitpfie.
The OITF SHALL extend thehanne class with the properties and methods describkhbe

The values of many of these properties are deffineed elements in the BCG metadata. For optioraheints that are
not present in the metadata, the default valuengfpmoperty that derives its value from one of thekements SHALL be
undefined.

7.13.11.3.1 Properties

readonly String TongName

The long name of the channel. If both short and long names are being transmitted, this property SHALL
contain the long name of the station (e.g. 'Home Box Office"). If the long name is not available, this
property SHALL be undefined.

The value of this property is derived from the Name element that is a child of the BCG
SserviceInformation element describing the channel, where the Tength attribute of the Name
element has the value ‘long’.

readonly String description

The description of the channel. If no description is available, this property SHALL be undefined.

The value of this field is taken from the Servicebescription element that is a child of the BCG
ServiceInformation element describing this channel.

readonly Boolean authorised

Flag indicating whether the receiver is currently authorised to view the channel. This describes the
conditional access restrictions that may be imposed on the channel, rather than parental control
restrictions.

readonly StringCollection genre

A collection of genres that describe the channel.

This field contains the values of. any ServiceGenre elements that are children of the BCG
ServiceInformation element describing the channel

Boolean hidden

Flag indicating whether the channel SHALL be included in the default channel list.

string TogoURL

The URL for the default logo image for this channel.
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The value of this field is derived from the value of the first Logo element that is a child of the BCG
ServiceInformation element describing the channel. If this element specifies anything other than
the URL of an image, the value of this filed SHALL be undefined.

7.13.11.3.2 Methods

String getField( String fieldid )

Description Get the value of the field referred to by field1d that is contained in the BCG
metadata for this channel. If the field does not exist, this method SHALL return
undefined.

Arguments fieldld The name of the field whose value SHALL be retrieved.

String getLogo( Integer width, Integer height )

Description Get the URI for the logo image for this channel. The width and height parameters
specify the desired width and height of the image; if an image of that size is not
available, the URI of the logo with the closest available size not exceeding the
specified dimensions SHALL be returned. If no image matches these criteria, this
method SHALL return nulT.

The URI returned SHALL be suitable for use as the SRC attribute in an HTML IMG
element or as a background image.

The URIs returned by this method will be derived from the values of the Logo
elements that are children of the BCG ServiceInformation element describing the

channel .
Arguments width The desired width of the image
height The desired height of the image
7.13.12 The FavouriteListCollection class

TheFavouriteListCollection object represents a read-only collectiorFrafouritelList objects. ltems in the
collection can be accessed using array notatiort tdehe properties and methods defined below a
FavouriteListCollection object SHALL support the array notation to acabsesavouritelList objects in this
collection.

7.13.12.1 Properties

readonly Integer length

The number of items in the collection.

7.13.12.2 Methods
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FavouriteList getFavouriteList( String faviD )

Description

Return the first favourite list in the collection with the given favL1istID.

Arguments

faviD

The ID of a favourite list.

FavouriteList item( Integer <index )

Description Return the item at position index in the collection, or undefined if no item is present
at that position.
The position can also be specified using array bracket notation instead of calling this
method directly.
Arguments index The index of the item that SHALL be returned.
7.13.12.3 Extensions to FavouriteListCollection

If an OITF has indicated support for extended tuwantrol (i.e. by giving valugérue to element
<extendedAvControl> as specified in Section 9.3.6 in its capabilitgaetion), the OITF SHALL support the
following additional constants and methods onRhgouriteListCollection object.

The functionality as described in this sectionujsct to the security model of Section 10.1.3.8.

Integer createFavouriteList()

Description

Create a new favourite list and add it to the collection. The ID of the new favourite list
SHALL be returned.

Boolean remove( Integer index )

Description Remove the list at the specified index from the collection. This method SHALL return
true of the operation succeeded, or false if an invalid index was specified.
Arguments index The index of the list to be removed.

Boolean commit()

Description

Commit any changes to the collection to persistent storage. This method SHALL
return true of the operation succeeded, or false if it failed (e.g. due to insufficient
pace to store the collection).

If a server has indicated that it requires control of the tuner functionality of an OITF in
the server capability description for a particular service, then the OITF SHOULD send
an updated Client Channel Listing to the server using HTTP POST over TLS as
described in section 4.8.1.1.
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7.13.13 The FavouriteList class

TheFavouriteList object represents a list of favourite channelxtethe properties and methods defined below a
FavouriteList object SHALL support the array notation to acdéssfavourite channels in this collection.

7.13.13.1 Properties

readonly String faviD

A unique identifier by which the favourite list can be identified

readonly String name

A descriptive name given to the favourite list

readonly Integer length

The number of items in the list.

7.13.13.2 Methods

Channel item( Integer index )

Description Return the channel at position index in the favourite list, or undefined if no item is
present at that position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item to be retrieved

Channel getChannel( String channelID )

Description Return the first channel in the favourite list with the specified channel identifier.
Returns nul1 if no corresponding channel can be found.

Arguments channellD The channel identifier of the channel to be retrieved, which is a value
as defined for property “ccid” of the Channel object or a value as
defined for property “i pBroadcastID” of the Channel object as
defined in Section 7.13.11..

Channel getChannelByTriplet( Integer onid, Integer tsid, Integer sid )

Description Return the first (IPTV or non-IPTV) channel in the list that matches the specified DVB
or ISDB triplet (original network ID, transport stream ID, service ID).

Where no channels of type ID_ISDB_* or ID_DVB_* are available, or no channel
identified by this triplet are found, this method SHALL return nul1.
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Arguments onid The original network ID of the channel to be retrieved.

tsid The transport stream ID of the channel to be retrieved. If set to nul1 the
client SHALL retrieve the channel defined by the combination of onid and
sid. This makes it possible to retrieve the correct channel also in case a
remultiplexing took place which led to a changed tsid.

sid The service ID of the channel to be retrieved.

Channel getcChannelBySourceID( Integer sourceID )

Description Return the first (IPTV or non-IPTV) channel in the list with the specified ATSC source
ID.

Where no channels of type ID_ATSC_* are available, or no channel with the specified
source ID is found in the channel list, this method SHALL return nulT.

Arguments sourcelD The ATSC source_ID of the channel to be returned.

7.13.13.3 Extensions to FavouriteList

If an OITF has indicated support for extended tuwantrol (i.e. by giving valugrue to element
<extendedAvControl> as specified in Section 9.3.6 in its capabilitgaetion), the OITF SHALL support the
following additional constants and methods onRhgouriteList object.

Thename property of theFavouriteList object SHALL be read/write for OITFs which are trofled by a service
provider. The following methods SHALL also be sugpd:

Boolean insertBefore( Integer index, String ccid )

Description Insert a new favourite into the favourites list at the specified index. This method
SHALL return true of the operation succeeded, or false if an invalid index was
specified (e.g. index > (Tength — 1) ).

Arguments index The index in the list before which the favourite should be inserted.

ccid The ccid of the channel to be added.

Boolean remove( Integer index )

Description Remove the item at the specified index from the favourites list. Returns true of the
operation succeeded, or false if an invalid index was specified.

Arguments index The index of the item to be removed.

Boolean commit()

Description Commit any changes to the favourites list to persistent storage. This method SHALL
return true of the operation succeeded, or false if it failed (e.g. due to insufficient
space to store the list on the OITF).

If a server has indicated that it requires control of the tuner functionality of an OITF in
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the server capability description for a particular service, then the OITF SHOULD send
an updated Client Channel Listing to the server using HTTP POST over TLS as
described in section 4.8.1.1.

7.13.14 The ChannelScanEvent class

This section SHALL apply to OITFs which have ind&@ support for extended tuner control (i.e. byrgjwaluetrue
to elemenkextendedAvControl> as specified in Section 9.3.6 in its capabilitgctétion.

A channelscanEkvent informs the application of the status of a charseah operation as defined in Section 7.13.7.

Applications MAY receive channel scan events bysteging for ‘ChannelScanEvent” events on the
video/broadcast object or by setting itsnChannelScan property.

7.13.14.1 Properties

readonly Integer type

The type of event. Valid values are:

Value Description
0 A channel scan has started.
1 Indicates the current progress of the scan.
2 A new channel has been found.
3 A new transponder has been found.
4 A channel scan has completed.
5 A channel scan has been aborted.

readonly Integer progress

The progress of the scan. Valid values are in the range 0 - 100, or -1 if the progress is unknown.

readonly Integer frequency

The frequency of the transponder (for scans on RF sources only).

readonly Integer signalStrength

The signal strength for the current channel. Valid values are in the range 0 - 100, or -1 if the signal
strength is unknown.
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readonly Integer channelNumber

The logical channel number of the channel that has been found.

readonly Integer channelType

The type of channel that has been found. Valid values are the same as for Channel.channelType.

readonly Integer channelCount

The total number of channels found so far during the scan.

readonly Integer transpondercCount

The total number of transponders found so far during the scan (RF sources only).

7.14 Media playback APIs

This section specifies several extensions to tlokoaabject and the video object defined in Sectiohl of [CEA-2014-
A]. It also contains a subsection (i.e Section ZL@#that defines the audio playback from memory. AP

7.14.1 The CEA 2014 A/V Control embedded object

An OITF SHALL support a CEA 2014 A/V Control objezs defined in Section 5.7.1 of [CEA-2014-A] for al
mandatory media formats as defined in Section @D[MEDIA].

7.14.1.1 State diagram for A/V control objects

The following state transition diagram SHOULD bedi$or an A/V control object:
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Figure 13: State diagram for embedded A/V Control bjects

of media during rewind
(i.e. speed < 0)

¢l

The following clarifications apply:

1)

2)

3)

4)
5)

A detailed description for all the states in thte diagram is given in Annex B, bullet “change$ection 5.7”,
subbullet “Requirement 5.7.1.f bullet 4) ‘playState

Scarce resources for playback using the A/V Comtbjgct, such as the MPEG decoder, are claimedgluri
state 3 (tonnecting’), state 4 puffering’) or during state transitions from state 8afinecting’) to
state 4 buffering’), from state 4 Buffering’) to state 1 Playing’) or from state @'stopped') or
from state J'connecting’) to state 2 faused’). If at any point in time during playback the smaresources
are not available anymore, due to a resource coftien the play state of the A/V object SHALL d® to 6
(‘error’) with a detailed error code of 3ifisufficient resources’). Scarce resources for playback
using the A/V object SHALL be released when stafee6ror’) or O (‘'stopped’) are reached. In addition, if
the A/V object gets destroyed, e.g. because anbttRéris loaded into the containing window, scaresaurces
claimed for playback using the A/V object SHALL keased, except in cases described for the optiona
‘persist’ property of A/V objects.

When the data’ attribute and/or thetype’ attribute of thedTMLObjectElement representing the A/V
object is given a different value, the object SHAdd to state 0 (‘sopped’).

For playback of DRM protected content, the riglotsfflayback are retrieved during state &finecting’).

If the play position reaches the end of the avé&labntent the A/V Control object SHALL be set tate 5
(‘finished’) in addition to generating a playback speed charfigero.
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If there is an attempt tplay () with a speed in the positive direction (forward>ct) and there is no
content available then the request fails.

6) If the play position reaches the beginning of thailable content the A/V object SHALL be set totsta
(‘paused’) in addition to generating a playback speed chafigero.

If there is an attempt tolay () with a speed in the negative direction (rewin&ol) and there is no
content available then the request fails.

7) If seek() is performed beyond the available content theestjs rejected and the current playout is
maintained.

8) The visibility of an A/V object SHALL NOT affectststate or its use of scarce resources. An A/éaihjhich
is hidden which is hidden using one of the follogvtiechniques:

= the CSSvisibility oropacity properties
= using the CS®isplay:none rule

= removed from the document's DOM

= obscured by other elements

= positioned off the visible area of the screen

SHALL still be decoding video if it is in the playg state and any audio associated with the cuyretdling
media will still be audible. State transitions sed by calls to methods on the A/V object, or dupdrmanent
or transient errors, will occur as shown above mdigas of the visibility of the object. Section 4l4lescribes
the effect on scarce resources when an A/V obgaetmoved from the DOM tree.

7.14.1.2 Using an A/V control object to play stream  ing content
If an A/V control object is used to play streamedtent using either RTSP or HTTP the OITF thenftfiewing holds:

= If pTay(0) is called in state 0 §topped’), the A/V object SHALL automatically go to playagt 2 ( paused’).
The necessary resources are secured and no exdgmaling is performed.

= If pTay(0) is called in the connecting or buffering state, &1V object SHALL automatically go to play state 2
('paused")

7.14.1.3 Using an A/V control object to play downlo  aded content

If an A/V control object is used to play contersitthas been downloaded and stored on the OITFeo®IhF (by using
methodsetSource() as defined in Section 7.14.7) then the followids:

1) if the download was triggered usinggisterDownloadURL or the download was triggered using a Content
Access Download Descriptor with <TransferType> edlplayable_download” as defined in Annex E.1, then

a. iftheplay () method is called before sufficient data has bemwntbad to initiate playback, then the
play state of the A/V object SHALL be set to 6 (@at) with a detailed error code of 5 (“content not
available”).

2) if the downloaded content was triggered using at@unccess Download Descriptor with <TransferType>
value “full_download” as defined in Annex E.1, then

a. iftheplay () method is called whilst the content is still dowendling and has not yet successfully
completed, then the play state of the A/V objecABHbe set to 6 (‘error’) with a detailed error aod
of 5 (“content not available”).

7.14.1.4 Using an A/V control object to play record  ed content

If an A/V control object is used to play conteratthas been recorded or is being recorded on the (ly using method
setSource() as defined in Section 7.14.7) then the followioids:
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» ifthepTlay() method is called before sufficient data has beeonded to initiate playback, then the play stéte o
the A/V object SHALL be set to 6 (‘error’) with atailed error code of 5¢bntent not available”).

7.14.2 Extensions to A/V object for playback throug  h Content-
Access Streaming Descriptor

As specified in Section 4.7.1, an OITF SHALL suppsatting up the A/V stream using the informatisoyided by a
valid Content Access Streaming Descriptor refetoebly the tlata’ attribute. To this end, the OITF SHALL fetch the
Content Access Streaming Descriptor from the URlvjoted by the 8ata” attribute, after which the descriptor SHALL
be interpreted, resulting in an appropria@®ntentURL> to be selected (e.g. based on which DRM systerothé&
supports). The OITF SHALL then initiate a stream@D session to the selected <ContentURL>, aftéchwvplayback
can be started when thday () method is invoked.

The OITF SHALL pass included DRM-information of thelected content and DRM system ID as part of the
<DRMControlInformation> elements of a Content Access Streaming Descripttiret DRM agent, if it supports a
DRM agent with a matchingRMSystemID as per Section 9.3.10.

If the Content Access Streaming Descriptor is mdidvaccording to the XML Schema and semanticsefiged in
Annex E.2, the A/V control object SHALL go to plag® 6 (i.eerror), with error value 4, which is defined as follows
in addition to the error states identified by buieof [Req. 5.7.1.f] of CEA-2014-A.:

4: content corrupt or invalid.

For more information about setting up the A/V stndaased on a Content Access Streaming descrig®i$Ssction
4.7.1, Section 8 and Annex D.

7.14.3 Extensions to A/V object for trickmodes
7.14.3.1 Properties

The following additional properties SHALL be supjsal on the audio object and video object define8dntion 5.7.1 of
[CEA-2014-A].

function onPlaySpeedChanged( Number speed )

The function that is called when the playback speed of the media changes.
The specified function is called with one argument, speed, which is defined as follows:
= Number speed - the playback speed of the media at the time the event was dispatched.

The behaviour of the AV control object when the end of media (or the end of the currently-available
media) is reached is defined in Section 7.14.1.

script onPlayPositionChanged( Integer position )

The function that is called when change occurs in the play position of the media due to the use of trick
play functions.

The specified function is called with one argument, position, which is defined as follows:

= position —the playback position of the media at the time the event was dispatched, measured in
milliseconds since the beginning of the referenced media as denoted by the server.

The behaviour of the AV control object when the end of media (or the end of the currently-available
media) is reached is defined in section 7.14.1.
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readonly Number playSpeeds[ ]

Returns the ordered list of playback speeds, expressed as values relative to the normal playback
speed (1.0), at which the currently specified A/V content can be played (either through an CEA-2014
audio or video object), or undefined if the supported playback speeds are not (yet) known. Note that
the latter may happen at the start of playback of a video when the speeds supported by the server are
not yet known.

readonly String oitfSourceIPAddress

The OITF source IP address for RTSP or HTTP signalling, as well as, the address where the RTSP

stream is expected to arrive. The information shall be available in “buffering”, “paused” or
“playing” states.

readonly String oitfSourcePortAddress

The OITF Port Address where the RTSP stream is expected to arrive. The information shall be

” o

available in “buffering”, “paused” or “playing” states.

Boolean oitfNoRTSPSessioncControl

When the 01 tfNoRTSPSessionControl is set to true then the OITF shall not signal the RTSP
messages DESCRIBE, SETUP or TEARDOWN.

String oitfRTSPSessionId

The sessionld to be used by the AV Control Object when signalling RTSP. This property is only
applicable when property oitfNoRTSPSessionControl is setto true.

7.14.3.2 Events

For the intrinsic eventsohPTaySpeedChanged” and “onPTayPositionChanged”, corresponding DOM level 2
events SHALL be generated, in the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onPlayspeedcChanged PlaySpeedChanged Bubbles: No
Cancelable: No

Context Info: speed

onPlayPositionChanged PlayPositioncChanged Bubbles: No
Cancelable: No

Context Info: position
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Note: the DOM 2 events are directly dispatchedhtodvent target, and will not bubble nor captungplEations
SHOULD not rely on receiving these events durirggltibbling or the capturing phase. Applications tts® DOM 2
event handlers SHALL call theddeventListener () method on the A/V Control object itself. The thpdrameter of
addEventListener, i.e. “useCapture”, will be ignored.

7.14.4 Extensions to A/V object for playback of sel  ected
components

To support the selection of specific A/V compondotsplayback (e.g. a specific subtitle languagelia language,
different camera angle), the following methods SHAde supported on the audio object and video olgjefibed in
Section 5.7.1 of [CEA-2014-A].

NOTE: The term component may correspond to MPEGn2ponents, but is not restricted to that

7.14.4.1 Media playback extensions to the A/V objec t

7.14.4.1.1 Constants

Name Value Use

COMPONENT_TYPE_VIDEO 0 Represents a video component. This constant is used for all
video components regardless of encoding.

COMPONENT_TYPE_AUDIO 1 Represents an audio component. This constant is used for all
audio components regardless of encoding.

COMPONENT_TYPE_SUBTITLE | 2 Represents a subtitle component. This constant is used for all
subtitle components regardless of subtitle format. NOTE: A
subtitle component may also be related to closed captioning as
part of a video stream.

7.14.4.1.2 Methods

AvComponent[] getComponents( Integer componentType )

Description Returns a collection of AvComponent values representing the components of the
specified type in the current stream.

One or more of the components returned MAY be passed back to one of the other
methods unchanged (e.g. selectComponent()).

Argument componentType The type of component to be returned , as represented by one of
the constant values listed in section 7.14.4.1.1

AvComponent[] getCurrentActiveComponents( Integer componentType )

Description Returns a collection of AvComponent values representing the currently active
components of the specified type that are being rendered.

One or more of the components returned MAY be passed back to one of the other
methods unchanged (e.g. selectComponent()).

Argument componentType The type of currently active component to be returned.
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represented by one of the constant values listed in section
7.14.41.1

void selectComponent( AvComponent component )

Description Select the component that will be subsequently rendered after calling the play ()
method on the CEA-2014-A A/V object or the setChannel () method on the
video/broadcast object, or select the component for rendering if A/V playback has
already started.

If playback has started, this SHALL replace any other components of the same type
that are currently playing.

Argument component A component object available in the stream currently being
played.

void unselectComponent( AvComponent component )

Description Stop rendering of the specified component of the stream.
Argument component The component to be stopped.
7.14.4.2 The AVComponent class

AvComponent represents a component within a complete medarsir a single stream of video, audio or datadaat
be played or manipulated. This is not necessarpdsic playback, record or EPG services. Howeverpvides a
mechanism to get at extended streams for enhaeceides.

7.14.4.2.1 Properties

readonly Integer type

Type of the component stream. Valid values for this field are given by the constants listed in section
7.14.4.1.1.

readonly String encoding

The encoding of the stream. The value of video format or audio format defined in section 3 of [MEDIA]
SHALL be used.

readonly Boolean encrypted

Flag indicating whether the component is encrypted or not.

readonly Number aspectRatio

For components of type “video”, indicates the aspect ratio of the video or undefined if the aspect ratio
is not known. Values SHALL be equal to width divided by height, rounded to a float value with two
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decimals, e.g. 1.78 to indicate 16:9 and 1.33 to indicate 4:3.

readonly String language

For components of type “audio” or type “subtitle”, An ISO 639 language code representing the
language of the stream.

readonly Boolean audiobDescription

For components of type “audio”, has value true if the stream contains an audio description intended for
people with a visual impairment, false otherwise.

readonly Integer audioChannels

For components of type “audio”, indicates the number of channels present in this stream (e.g. 2 for
stereo, 5 for 5.1, 7 for 7.1).

readonly Boolean hearingImpaired

For components of type “subtitle”, has value true if the stream is intended for the hearing-impaired (e.g.
contains a written description of the sound effects), false otherwise.

7.14.5 Extensions to A/V object for parental rating errors

For parental rating errors during playback of Abhtent through the CEA-2014 A/V Control object ¢adined in
Section 5.7.1 of [CEA-2014-A]) an OITF SHALL supptie following intrinsic event properties and esponding
DOM 2 events, for the CEA-2014 A/V Control object

function onParentalRatingChange( String contentID, ParentalRating rating, String
DRMSystemID )

The function that is called whenever a parental rating is discovered for the A/V content being played inside
the A/V Control object that does not meet the parental rating criterion that is set for the parental control
system in use (e.g. rating is at or above the current threshold), which has lead to blocking the consumption
of the content. These events may occur at the start of a new content item, or during playback of a content
item (e.g. during playback of A/V streaming content).

The specified function is called with three arguments contentID, rating, and DRMSystemID which are
defined as follows:

= String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of the

DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise, it MAY be nul11 or
undefined.

= ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9.

= String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system that
generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of [META]. The
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value SHALL be nuTT if the parental control is not enforced by a particular DRM system.

function onParentalRatingError( String contentID, ParentalRating rating, String
DRMSystemID )

The function that is called when a parental rating error occurs during playback of A/V content inside the
A/V Control object, and is triggered whenever a parental rating value is discovered for a parental rating
system that is not supported by the OITF.

The specified function is called with three arguments contentID, rating, and DRMSystemID which are
defined as follows:

* String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of the
DRdesystedm (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise, it MAY be nul1 or
undefined.

* ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9.

String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system that
generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of [META]. The
value SHALL be nulT if the parental control is not enforced by a particular DRM system.

7.145.1 Events

For the intrinsic eventsohParentalRatingChange” and “onParentalRatingError”, corresponding DOM
level 2 events SHALL be generated, in the followmgnner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onParentalRatingChange ParentalRatingChange Bubbles: No

Cancelable: No

Context Info: contentID, rating, and
DRMSystemID

onParentalRatingError ParentalRatingError Bubbles: No
Cancelable: No

Context Info: contentID, rating,
and DRMSystemID.

Note: the above DOM 2 events are directly dispatdbehe event target, and will not bubble nor aeptApplications
SHOULD not rely on receiving BarentalRatingError event during the bubbling or the capturing phase
applications that use DOM 2 event handlers SHALILtbe addEventListener() method onthe CEA-2014 AV
embedded object. The third parameteadfiEventListener, i.e. “useCapture”, will be ignored.
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7.14.6 Extensions to A/V object for DRM rights erro s

This section SHALL apply to OITF and/or server @@d which have indicated support for DRM protectigrproviding
one or morecdrm> elements as specified in Section 9.3.10:

For notifying Javascript about DRM licensing errdtging playback of DRM protected A/V content thghuthe CEA-
2014 A/V Control object (as defined by as define&ection 5.7.1 of CEA-2014-A) an OITF SHALL suppie
following intrinsic event property and corresporglibDOM 2 event, for the CEA-2014 A/V Control object.

function onDRMRightsError( Integer errorState, String contentID, String
DRMSystemID, String rightsIssuerURL )

The function that is called when a DRM licensing error occurs during playback, recording or timeshifting of
DRM protected AV content inside the A/V Control object.

The specified function is called with four arguments errorState, contentID, DRMSystemID and
rightsIssuerURL which are defined as follows:

* Integer errorState — error code detailing the type of error:

0: no license
1: invalid license

e String contentID - the unique identifier of the protected content in the scope of the DRM system
that raises the error (i.e. in the case of Marlin BB it is the Marlin contentID).

e String DRMSystemID — DRMSystemID as defined by element DRMSystemID in Table 8 of Section
3.3.2 of [META]. For example, for Marlin, the DRMSystemID value is “urn:dvb:casystemid:19188".

e String rightsIssuerURL — optional element indicating the value of the rightsissuerURL that can be
used to non-silently obtain the rights for the content item currently being played for which this DRM
error is generated, in cases whereby the rightsIssueruRL is known. Cases whereby the
rightsIssueruURL is known include cases whereby the rightsIssuerURL has been extracted from
the MPEG2_TS of the protected content, retrieved from the SD&S discovery record or from the
associated BCG metadata. The corresponding rightsIssuerURL fields are defined in Section 4.1.3.4
of [CSP] and in section 3.3.2 of [META] respectively. If different URLs are retrieved from the stream
and the metadata, then the conflict resolution is implementation-dependent.

For the intrinsic eventdnDRMRightsError”, a corresponding DOM level 2 event SHALL be getted, in the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
OonDRMRightsError DRMRightsError = Bubbles: No

= Cancelable: No

= Context Info: errorstate, contentID,
DRMSystemID, rightsIssueruURL

Note: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor cagmtépplications
SHOULD NOT rely on receiving BRMRightsError event during the bubbling or the capturing phagmlications

that use DOM 2 event handlers SHALL call HddEventListener () method onthe CEA-2014 A/V Control object.
The third parameter afddEventListener, i.e. “useCapture”, will be ignored.
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7.14.7 Extensions to A/V object for playing mediao  bjects

To support integration between sections 7.12, AAd7.4 of this specification and the A/V Contbject defined in
[CEA-2014-A], OITFs SHOULD add the method definezldw on the A/V Control object if any of the APlsfthed in
those sections are supported.

Boolean setSource( String id )

Description Change the content item to be played by the A/V control object to the content item
represented by id. Valid ids include:

a. Download identifiers (i.e. corresponding to property DownTload. id)
b. Recording identifiers (i.e. corresponding to property Recording.id)
c. CODAsset identifiers (i.e. corresponding to property CODAsset.uid)

Support for each of these identifier types depends on the support for the individual
sections in which they are defined.

Depending on the type of content for id, the following semantics apply:

If id is a download identifier, the OITF SHALL change the content item to be played to the
downloaded item, or item being downloaded, for which the bownload.id property (as
defined in Section 7.4.4.1) corresponds to the given download identifier. The type
attribute of the A/V control object SHOULD change to the MIME type of the content item
represented by the download identifier, or the MIME type of the content item
corresponding to the first content item listed in the Content Access Download Descriptor in
case the download identifier represents a download of a Content Access Download
Descriptor that contains multiple <Contentltem> elements. The data attribute SHALL
change to the same value as the download identifier. Section 7.14.2 defines more details
about playback of downloaded content, and how it relates to the states of the A/V control
object.

If id is a recording identifier, the OITF SHALL change the content item to be played to the
recorded item, or item being recorded, for which the Recording.id property (as defined
in Section 7.10.5.1) corresponds to the given recording identifier. The type attribute of the
A/V control object SHOULD change to the MIME type of the format in which the content
was recorded. The data attribute SHALL change to the same value as the recording
identifier.

If id is a COD asset identifier, the OITF SHALL change the content item to be played to
the CODAsset, for which the CODAsset.uid property (as defined in Section 7.5.6.1)
corresponds to the given COD asset identifier. The type attribute of the A/V control object
SHOULD change to the MIME type of the COD Asset. The data attribute SHALL change
to the same value as to COD asset identifier.

If the content item represented by id can be accepted by the A/V control object for
playback, the method returns true. The method returns false if the item cannot be
accepted for playback.

Arguments id The ID of the item to be played.
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7.14.8 Extensions to A/V object for Ul feedback of  buffering A/V
content

The following additional properties and methods $iHAe supported on audio and video objects as défin Section
5.7.1 of [CEA-2014-A].

7.14.8.1 Properties

function onReadyToPlay

The function that gets called when enough (as determined by the OITF) of the media after the current
play position has been buffered to start/continue playback.

This event SHALL be generated whenever there is a state transition between state 4 (‘buffering”)
and state 1 (‘playing”). The event SHALL also be generated at the moment that enough data has
been buffered to start playback, whilst in state 2 (‘paused’).

Boolean readyToPlay

Property that can be used to inspect whether or not enough (as determined by the OITF) of the media
after the current play position has been buffered to start playback.

Returns true if enough data has been buffered. Returns false if not enough data has been buffered.

7.14.8.2 Methods

Integer getAvailablePlayTime( Boolean fromPlayPosition )

Description Returns how much content is available for playback.

If argument fromPlayPosition has value true, this method returns an estimate of
how much data in milliseconds is available in the buffer for play back after the current
play position.

If argument fromPlayPosition has value false, this method returns an estimate of
the total buffer length in milliseconds (i.e. this includes all data available in the buffer
before and after the current play position).

Arguments fromPlayPosition Indicates whether the available play time should be
calculated from the current play position onwards, or
from the start of the buffer.

Boolean setBufferingStrategy( String name )

Description Request to change the buffering strategy. Valid values for argument “name” include:

“sustained_playback”: this is the default strategy, whereby the incoming video
stream should be rendered with as little hickups or lost frames as possible. This means
that the buffering threshold for triggering an onReadyToPTay event is chosen to be
sufficiently large to deal with variations in network throughput.
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“Tow_Tlatency”: this is a strategy whereby the incoming video stream should be
rendered with an as low as possible latency between receiving the content and the
actual playback of the content. This means that buffering threshold for triggering an
onReadyToPlay event needs to be made sufficiently small in order to playback the
content as soon as possible after it has been received.

The default strategy if the method is not called is “sustained_playback”.

This method can be called during any play state, including play state 1 (‘pTaying’).
This method returns true if the buffering strategy has been successfully changed to
the preferred buffering strategy. The method returns false if the buffering strategy

has not been successfully changed.

If the OITF does not distinguish between the two modes, the method returns false.

7.14.9 DOM 2 events for A/V object

To make the A/V Control object as defined in CEAE2A in line with the other scripting objects ircien 7 of this
specification, an OITF SHALL generate DOM 2 eveisthe intrinsic eventsnfocus, onblur,
onPlayStatecChange, andonFullScreenChange, in the manner as specified below.

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onfocus focus (as specified in Section 1.6.5 of [DOM 2 Bubbles: No
Events])

Cancelable: No

Context Info: None

onblur blur (as specified in Section 1.6.5 of [DOM 2 Bubbles: No
Events])
Cancelable: No

Context Info: None

onPTlayStateChange PTayStateChange Bubbles: No
Cancelable: No

Context Info: None

onFullscreenchange FullscreenChange Bubbles: No
Cancelable: No

Context Info: None

Note: these DOM 2 events are directly dispatchatiecevent target, and will not bubble nor captdmplications
SHOULD NOT rely on receiving these events during blubbling or the capturing phase. Application$ tis2 DOM 2
event handlers SHALL call theddeEventListener () method onthe CEA-2014 A/V Control object. Thiedh
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.
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7.14.10 Playback of memory audio

This section describes specific usage of A/V medh@ct corresponding to memory audio

7.14.10.1 Usage of CE-HTML tags

An <object> element which corresponds to a memory audio SHAhply following restrictions:

1) The “type” attribute SHALL be included to define the MIMEpty that matches the memory audio referred to by
the value of thedata” attribute. The MIME types for the memory audio AH._ adhere to Section 8.2.1 of
[MEDIA].

2) The file extensions that SHALL be used for the mgnaudio are:
- “aac” forHE-AAC memory audio.
“.wav” for WAVE memory audio.

Only in the case of HE-AAC memory audio, an <objegliement MAY contain a <param> element to set'ttwop”
parameter. This parameter indicates the numbeémesktthe HE-AAC memory audio will play whed ay () is called.
The value SHALL be positive integers or “Infinitethich will play the memory audio continuously ursttop () is
called or the data attribute is sento] 1. The default value of this parameter is “1”.TogDAE a hint to pre-fetch
memory audio from the server when the CE-HTML doentis loaded, a1ink> element MAY be used whereby:

1) The “rel” attribute SHALL be set to a valugptefetch” and the href” attribute SHALL be set to the URL of
the memory audio which is expected to be pre-fetchithe OITF MAY pre-fetch the audio file referrexlby the
“href” attribute, but is not required to do so.

7.14.10.2 Usage of DOM interface

The <object> element as defined in Section 7.14.46this document SHALL be made accessible thratgh
Javascript A/V Control object specified in [CEA-2BA], in the following manner:

1) Following attributes SHALL be supportedlata, pTayState, error andonPlayStatecChange, as defined in
Req. 5.7.1.f of [CEA-2014-A].

Following methods SHALL be supporteallay () andstop(), as defined in Req. 5.7.1.f of [CEA-2014-A]. The
<param> element as defined in Section 7.14.10thisfdocument SHALL be made accessible through the
HTMLParamglement.

7.14.10.3 DAE requirements

If the “data” attribute of the<object> element for memory audio is set to a valid valué ‘erype” attribute of the
<object> elementindicates the format being HE-AAC, DAE SHAplay the memory audio, as specified below

If the “data” attribute of the <object> element for memory awudi set to a valid value and “type” attribute loé t
<object> element indicates the format being WAVBRAEDMAY play the memory audio, as specified in btdlé) and 2)
below.

1) When the pTay()” method is called by script, it SHALL start theapback of the memory audio designated
by the “data” attribute. If the audio file canna lnaded because of insufficient memory in the QIdds to
play () SHALL cause the A/V Control object to move to stét(the error state) with therror property set
to 3 (“insufficient resources”).

2) When the $top()” method is called ordata” attribute is set tmu11 by script, OITF SHALL stop the
playback of the memory audio which had previoussyed.

If the “rel” attribute of the <link> element is seta value “prefetch”, the OITF MAY pre-fetch theemory audio
referred by the “href” attribute of the <link> elent, when the HTML document is loaded to the OITF.

An HE-AAC memory audio need not to be played siam#tously with other HE-AAC memory audio or streamAéd
contents defined in Section 5.7.1 of [CEA-2014-A].
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7.14.10.4 Example usage (Informative)

The following HTML document shows an example otem to start the playback of memory audio:
<head>
<§cript type="text/javascript”’>

function startBGM() {
document.getElementById(“aidl”).play(l);

</script>

</head>

<body>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop” value="infinite”/>

</object>

<div id="btn1” onclick="JavasScript:startBGM()”"><img src="startl.gif” /></div>

<)body>

The following HTML document shows an example otdp to stop the playback of memory audio:
<head>
<séript type="text/javascript”’>

function stopBGM() {
document.getElementById(“aidl”).stop(Q;

</script>

</head>

<body>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop” value="infinite”/>

</object>

<div id="btn2” onclick="Javascript:stopBGM()”"><img src="stopl.gif” /></div>

</Body>

7.15 Miscellaneous APIs
7.15.1 The application/oipfMDTF embedded object

If an OITF has indicated support for the multicdstivery terminating function(MDTF) (i.esmdtf>true</mdtf>)
as defined in Section 9.3.15 in its capability diggion, the OITF SHALL support MDTF through theeusf the
following non-visual object:

<object type="application/oipfMDTF”/>

The MDTF API provides the necessary javascript wdsito indicate to the MDTF what FLUTE multicasaohel it
should join, and what tags it should listen fortbose channels.

7.15.1.1 Properties

function onFLUTEListenerResult( String multicastAddress, Integer resultMsg )

This function is called with return result from the methods addFLUTEL1istener and
removeFLUTEListener.

The specified script function is called with 2 arguments — muTticastAddress and resultMsg.
- String multicastAddress — The multicast address associated with the callback.

- Integer resultMsg - result message. Valid values include:

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 205 (281)

Result Description Semantics
message
0 Successful The action performed by the underlying functionality was
successful.
1 Unknown error The action performed by the underlying functionality
failed because an unspecified error occurred.
2 Invalid multicast The multicast address is not valid, e.g. bad syntax or out
address of range.
3 Multicast address The multicast address does not exist in the listener table.
does not exist
4 No resources There was not enough resources in the OITF to join the
multicast address (only valid for addFLUTEListener).
7.15.1.2 Methods

void addFLUTEListener( String multicastAddress )

Description This method adds a FLUTE channel listener in the OITF.
The result from this method is sent to the callback method onFLUTEListenerResult.
Arguments multicastAddress The multicast address that the OITF should join in order to

listen.

void addFLUTEListenerTags( String multicastAddress, String[] tags, String

downloadcallBack)

Description This method adds tags that the FLUTE listener should listen for.
The result from this method is sent to the callback method onFLUTEListenerResult.
Arguments multicastAddress The multicast address that the OITF should join in order to

listen.

tags

A comma separated list of tags that the OITF should listen for
on the FLUTE channel.

downloadCallback

Optional. This callback function is called when an object has
been downloaded. The arguments to this function are the
Content Location URI of the downloaded object and the
Content-Type.

String[] getFLUTEListeners()

Description

Returns a collection of multicast addresses for the FLUTE channels that the OITF

listens to.
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string[] getTags( String multicastAddress )

Description Returns the tags associated with a particular multicast address.

void removeFLUTEListener( String multicastAddress )

Description Removes the associated listener.

The result from this method is sent to the callback method onFLUTEL1istenerResult.

Arguments multicastAddress The multicast address that the OITF should leave.
7.15.2 The application/oipfStatusView embedded obje  ct
7.15.2.1 Overview of download status

The following embedded objects allow a visualizatid the native download manager to be includegaasof the Ul
coming from a (third party) server, without the dder any security model, and without compromissegurity and
privacy.

An OITF SHALL support thapplication/oipfStatusview embedded object. This is a visual object thatlan
included in a HTML document, and is subject toftillowing CSS-propertieswidth, height, position, float, top, |eft,

right, bottom, vertical-align, padding, andpadding-* propertiesmargin, andmargin-* propertiesporder, andborder-*
propertiesyisibility, anddisplay.This embedded object SHALL provide an overall cstesit graphical view of the status
of the current downloads, the content that has beamloaded, and/or the content that has beendedpas denoted by
the states:

- “list_of_recent_downloads”: shows the progresshefinost recently started downloads, with the amotiiems
shown as specified by <param> element with the ramigms”.

- -‘"list_of downloaded_content”: shows the list tifms that have been successfully downloaded, hittamount of
items shown as specified by <param> element wigmtime “nritems”.

The object SHALL support a <param> element withriaee “state”, which indicates the state that SHAleL
visualized inside the object. An OITF that has ¢atied support for downloading content in its calitgtdescription (i.e.
<download>true</download>) SHALL at least support the monitor states “lidt recent_downloads” and
“list_of _downloaded_content”. An OITF MAY suppohe visualization of additional states. An OITF SHAsilently
ignore a request to visualize a state that it désupport; if this results in no state informatheeing visualized at all
(because the each <param> element with name sfateed to a non-supported state), the applicatipf8tatusView
object SHALL not be visualized and the object Wilve CSSvidth andheight values of 0.

The object SHALL support a <param> element withriaee “nritems”, which indicates the number of isetimat should
be shown for the given state.

The object SHALL also support the inclusion of stigints through <param> elements. At least theKgemind-color”
and “font-size” style hints SHALL be supported gsthe syntax defined by CSS 2.1. An OITF MAY supatditional
style hints in addition to “background-color” anirit-size”. Additional style hints SHALL also folothe CSS 2.1
syntax. An OITF SHALL silently ignore any stylenits that it does not support.

Next to these parameters, the object SHALL supmpethods §etMinimumItemwidth” and
“getMinimumItemHeight” as defined in Section 7.15.2.1.1.

Example usage:

<object id="d1” type="application/oipfStatusview” width="200" height="100">
<param name="state” value="1list_of_recent_downloads”/>
<param name="nritems” value="2"/>
<param name="background-color” value="black”/>
<param name="“font-size” value="“16px”/>
</object>
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NOTE: this object is intended to allow serviceditik in to the privileged functionality of accesgiprivacy sensitive
download information, without the need for certifies and privileged access requests. In certaimgeghnetwork
deployments this may not be sufficient. Tdgp1ication/oipfDownloadManager API described in Section 7.4.3
provides more extensive APIs which provide Javascontrol for a service platform provider over Isuighly
privileged functionality.

7.15.2.1.1 Methods

Integer getMinimumItemwidth( String state )

Description Returns the minimum width needed for rendering the name, status and other data of
the downloaded items for the given state (e.g. “list_of recent_downloads”).

Arguments state The state for which the visualization is requested. This is one of the strings
that are defined for <param> element with the name “state” (e.g.
“list_of_recent_downloads”).

Integer getMinimumItemHeight( String state )

Description Returns the minimum height needed for rendering the name, status and other data of
the downloaded items for the given state (e.g. “list_of recent_downloads”).

Arguments state The state for which the visualization is requested. This is one of the strings
that are defined for <param> element with the name “state” (e.g.
“list_of_recent_downloads”).

7.15.2.2 Overview of recordings

An OITF that has indicated support for controltsfriecording functionality by a server (i.e.,
<record>true</record>) SHALL support theapplication/oipfStatusview embedded object defined in
Section 7.15.2.1, for which it SHALL at least supgbe following additional monitor state:

- ‘“list_of_recorded_content”: shows the list of itethat have been recorded or that are currentlygbeiocorded, with
the amount of items shown as specified by <paraement with the name “nritems”.

NOTE: this object is is intended to allow servitedink in to highly privileged functionality, withut the need for
certificates and privileged access requests. liaicemanaged network deployments this may not Hewsunt.
Therefore, section 7.10.4 definesmore extensives ARlich provide Javascript control for a servicatform provider
over such highly privileged functionality.

7.15.3 The application/oipfCapabilities embedded ob  ject

The OITF SHALL support following non-visual embeddgbject with the mime type
“application/oipfcCapabilities”.

7.15.3.1 Properties

readonly Document xmlCapabilities

Returns the OITF’s capability description as an XML Document object using the syntax as defined in
Annex F without using any namespace definitions.
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7.15.3.2 Methods

Boolean hasCapability( String profileName )

Description Check if the OITF supports the passed capability.

Returns true if the OITF supports the passed capability, false otherwise.

Arguments profileName An OIPF base Ul profile string or a Ul Profile name fragment string as
defined in Section 9.2.

Examples of valid profileName: “OITF_HD_UIPROF” or “+PVR”".

7.15.4 The Navigator class

TheNavigator object represents the identity of the OITF. Thigitended to be equivalent to the Navigator iaieef
as defined in section 6.8 in [HTML5].

7.15.4.1 Properties

readonly String appName

Returns the name of the browser. If supported, this corresponds to the <appName> element in the
user-agent header as defined in Section 8.1.1

readonly String appversion

Returns the version of the browser. If supported, this corresponds to the <appVersion> element in the
user-agent header as defined in Section 8.1.1

7.15.5 Debug print API

The following method is available on the glob&i Gdow) object.

void debug( DOMString arg )

Description Let the application developer print debug information on the debug output (for
example, a console, a serial link or a file). The means to access this debug output is
outside the scope of this specification and implementation-dependent.

A line feed character shall not be inserted automatically at the end of the string by the
implementation.

Example:
debug("[APP] value = " + value + "\n");
Arguments arg String to print on the debug output.
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7.16 Shared Utility classes and features

7.16.1 The StringCollection class

A stringCollection object represents a read-only collection of sgintgms in the collection can be accessed using
array notation. Next to the properties and methdefmed below &tringCollection object SHALL support the
array notation to access the strings in this ctilac

7.16.1.1 Properties

readonly Integer length

The number of items in the collection

7.16.1.2 Methods

String item( Integer index )

Description Return the item at position index in the collection, or undefined if no item is present at that
position.

The position can also be specified using array bracket notation instead of calling this
method directly.

Arguments index The index of the item that SHALL be returned

7.16.2 The Programme class
TheProgramme class represents an entry in a programme schedule.

Note: as described in theecord( Programme programme ) method of the
application/oipfRecordingScheduler object, only theprogrammeID property of the programme object is
used to determine the programme or series thabwitecorded. The other properties are solely fereghnotation of
the (scheduled) recording with programme metaddta.use of these metadata properties is optidislich programme
metadata is provided, it is retained in BeheduTledRecording object that is returned if the recording of the
programme was scheduled successfully.

7.16.2.1 Constants
Name Value Use
ID_TVA_CRID |0 Used in the programmeIDType property to indicate that the programme is

identified by its TV-Anytime CRID (Content Reference Identifier).

ID_DVB_EVENT | 1 Used in the programmeIDType property to indicate that the programme is
identified by a DVB URL referencing a DVB-SI event as enabled by section
4.1.3 of [META]. OPTIONAL.
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7.16.2.2 Properties

String name

The short name of the programme, e.g. 'Star Trek: DS9'.

String longName

The long name of the programme, e.g. 'Star Trek: Deep Space Nine'. If the long name is not available,
this property will be undefined.

String description

The description of the programme, e.g. an episode synopsis. If no description is available, this property
will be undefined.

String longDescription

The long description of the programme. If no description is available, this property will be undefined.

Integer startTime

The start time of the programme, measured in seconds since midnight (GMT) on 1/1/1970.

Integer duration

The duration of the programme (in seconds).

String channelID

The identifier of the channel from which the broadcasted content is to be recorded. Specifies either a
ccid or ipBroadcastID (as defined by the Channel object in Section 7.13.11)

Integer episode

The episode number for the programme if it is part of a series. This property is undefined when the
programme is not part of a series or the information is not available.

Integer totalEpisodes

If the programme is part of a series, the total number of episodes in the series. This property is
undefined when the programme is not part of a series or the information is not available.
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String programmeID

The unique identifier of the programme or series, e.g., a TV-Anytime CRID (Content Reference
Identifier).

Integer programmeIDType

The type of identification used to reference the programme, as indicated by one of the ID_* constants
defined above.

readonly ParentalRatingCollection parentalRating

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF. The initial value of this property (upon creation of the Programme object) is an
instance of the ParentalRatingColTlection object (as defined in Section 7.9.5) with length O.
Parental rating values can be added to this empty readonly parental rating collection by using the
addparentalRating() method of the ParentalRatingCollection object. The
ParentalRatingCollection is defined in Section 7.9.5. The related ParentalRating and
ParentalRatingScheme objects are defined in Section 7.9.4 and 7.9.2 respectively.

Note that if the service provider specifies a certain parental rating (e.g. PG-13) through this property
and the actual parental rating extracted from the the stream says that the content is rated PG-16, then
the conflict resolution is implementation dependent.

7.16.2.3 Metadata extensions to Programme

The OITF SHALL extend therogramme class defined in section 7.16.2 with the propsriied methods described
below.

This subsection SHALL apply for OITFs that haveigaded<c11entMetadata> with value ‘“true” and a ‘type”
attribute with valuesticg”, “eit-pf” or “dvb-si” as defined in Section 9.3.7 in their capabilitpfe.

7.16.2.3.1 Properties

readonly Channel channel

Reference to the broadcast channel where the programme is available.

The value of this field is derived from the serviceIDref attribute of the Schedule element that refers
to this programme.

readonly Boolean blocked
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Flag indicating whether the programme is blocked due to parental control settings or conditional access
restrictions.

The blocked and Tocked properties work together to provide a tri-state flag describing the status of a
programme. This can best be described by the following table:

Description blocked locked
No parental control applies. false false
Item is above the parental rating threshold (or manually blocked); no PIN has true true

been entered to view it and so the item cannot currently be viewed.

Item is above the parental rating threshold (or manually blocked); the PIN has true false
been entered and so the item can be viewed.

readonly Integer showType

Flag indicating the type of show (live, first run, rerun, etc,).

The value of this property is determined by the child elements of the programme’s BroadcastEvent or
ScheduTleEvent element from the Program Location Table. Values are determined as follows:

Value Decription

1 The programme is live; indicated by the presence of a Live element
with a value attribute set to true.

2 The programme is a first-run show; indicated by the presence of a
FirstShowing element with a value attribute set to true.

3 The programme is a rerun; indicated by the presence of a Repeat
element with a value attribute set to true.

If none of the above conditions are met, the default value of this field SHALL be 2.

readonly Boolean subtitles

Flag indicating whether subtitles or closed-caption information is available.

This flag SHALL be true if one or more BCG CaptionLanguage elements are present in this
programme’s description, false otherwise.

readonly Boolean isHD

Flag indicating whether the programme has high-definition video.

This flag SHALL be true if a VerticalSize element is present in the programme’s description and
has a value greater than 576, false otherwise.

readonly Integer audioType
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Bitfield indicating the type of audio that is available for the programme.

The value of this field is determined by the NumofChannels elements in a programme’s A/V attributes.
Values are determined as follows:

Value Description

1 A mono audio stream is available (at least one AvAttributes.AudioAttributes element
is present which has a child NumofcChannels element whose value is 1).

2 A stereo audio stream is available (at least one AvAttributes.AudioAttributes element
is present which has a child NumofcChannels element whose value is 2).

4 A multi-channel audio stream is available (at least one AvAttributes.AudioAttributes
element is present which has a child Numofchannels element whose value is greater than
2).

For programmes with multiple audio streams, these values may be ORed together.

readonly Boolean isMultilingual

Flag indicating whether more than one audio language is available for the programme.

This flag SHALL be true if more than one BCG Language element is present in the programme’s
description, false otherwise.

readonly StringCollection genre

A collection of genres that describe this programme.

The value of this field is the concatenation of the values of any Name elements that are children of
Genre elements in the programme’s description.

readonly Boolean hasRecording

Flag indicating whether the Programme has a recording associated with it (either scheduled, in
progress, or completed).

readonly StringCollection audiolLanguages

Supported audio languages, indicated by is0639 language codes.

readonly StringCollection subtitleLanguages

Supported subtitle languages, indicated by iso639 language codes.

readonly Boolean locked

Flag indicating whether the current state of the parental control system prevents the programme from
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being viewed (e.g. a correct parental control PIN has not been entered to allow the programme to be
viewed).

7.16.2.3.2 Methods

String getField( String fieldid )

Description Get the value of the field referred to by field1d that is contained in the metadata for
this programme. If the field does not exist, this method SHALL return undefined.
Arguments fieldld The name of the field whose value SHALL be retrieved.
7.16.2.4 DVB-SI extensions to Programme

The following method SHALL be added to theogramme object, if the OITF has indicated support for asieg
DVB-SI information, by giving the valuettue” to element<c1ientMetadata> and the valuedvb-si” or “eit-
pf” to the “type” attribute of that element as defined in SectidhBin their capability profile.

StringColTlection getSIDescriptors( Integer descriptorTag, Integer

descriptorTagExtension )

Description Get the contents of the descriptor specified by descriptorTag from the DVB SI EIT
programme's descriptor loop. If more than one descriptor with the specified tag is
available for the given programme, the contents of all matching descriptors SHALL be
returned in the order the descriptors are found in the stream.

The descriptor content bytes SHALL be encoded in a string whose characters shall be
restricted to the ISO Latin-1 character set. Each character in the string represents a
byte of a DVB-SI descriptor, such that a byte at position "i" in the descriptor is equal
the Latin-1 character code of the character at position "i" in the string.

Described in the syntax of JavaScript: let desc][] be the byte array of a descriptor, in
which descl0] is the descriptor_tag, then, the returned string (retval in the example
below) is its equivalent string, if :

desc.length==retval.length and
for each integer i : O<=i<desc.length holds
desc[i] == retval.charCodeAt(i).

If the descriptor specified by descriptorTag and (optionally)
descriptorTagExtension does not exist, or if the metadata for this programme was
retrieved from a source other than DVB-SI, this method SHALL return nu11.

If metadata for this programme has not yet been retrieved, this method SHALL return
undefined. If the OITF supports the application/oipfSsearchmanager object as
defined in Section 7.12.1, the OITF SHALL notify applications of the availability of
additional metadata via MetadataSearchEvents targeted at the
application/oipfSearchManager object used to retrieve the programme
metadata.

Arguments descriptorTag The descriptor tag as specified by [EN 300 468].
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descriptorTagExtension An optional argument giving the descriptor tag
extension as specified by [EN 300 468].

7.16.2.5 Recording extensions to Programme
The OITF SHALL support the following extensionstb@ Programme class.

Clients supporting the recording management APfisee in this section SHALL indicate this by additige attribute
"manageRecordings" to the<recording> element with a value unequal toone’ in the client capability
description as defined in section 9.3.3.

The functionality as described in this sectionubjsct to the security model of Section 10.

readonly ScheduledRecording scheduledRecording

If available, this property represents the scheduled recording or an in-progress or completed recording
associated with this programme. Has value undefined if this programme has no scheduled recording
or an in-progress or completed recording associated with it.

readonly RecordingCollection recordings

The list of recordings associated with this programme.

7.16.3 The ProgrammeCaollection class

TheProgrammeCollection class represents a collectionrafogramme objects as defined in Section 7.16.2, sorted
in time order. Next to the properties and methoefindd below &rogrammecCollection Object SHALL support the
array notation to access theogramme objects in this collection

7.16.3.1 Properties

readonly Integer length

The number of items in the collection.

7.16.3.2 Methods

Programme item( Integer index )

Description Return the item at position index in the collection, or undefined if no item is present
at that position.
Arguments index The index into the collection.
7.16.4 The Disclinfo class

TheD1iscInfo class provides details of the storage usage guatits in the OITF.
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7.16.4.1 Properties

readonly Integer free

The space (in megabytes) available on the storage device for recordings.

readonly Integer total

The total capacity (in megabytes) of the storage device. Depending upon the system, free MAY be less
than total even with no recordings as some of the disc space MAY be used for management purposes.

readonly Integer reserved

The space (in megabytes) reserved for scheduled or ongoing recordings and downloads.
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8 System integration aspects
8.1 HTTP Protocol

In addition to what is required by Section 5.3@EJA 2014A] an OITF SHALL apply the following regeiments.

8.1.1 HTTP User-Agent header

All DAE application’s HTTP requests SHALL includeauaer-Agent header using the syntax described in this section.
Embedded objects HTTP requests MAY includésar-Agent header using this syntax.

TheUser-Agent header SHALL include:

OIPF/1.1.0 (<capabilities>; [<vendorName>]; [<model Name>]; [<softwareVersion>];
[<hardwareVersion>]; <reserved>) [<appName>[/<appVe rsion>]]

Where:

- the<capabilities> field consists of a description of the OITFs caligds. Valid values include:

= a base profile string concatenated with one or ropt®nal Profile name fragment strings, such ashiise
Ul profile strings and Ul profile name fragmentisgys as defined in Section 9.2 “Default Ul profiles

- the<vendorName> , <modelName>, <softwareVersion> and<hardwareVersion> fields are the same as the
one defined in 7.11.1 “The application/oipfRemoteldgement embedded object” and are optional.

- the<reserved> field is reserved for future extensions
- the<appName> and<appVersion> fields are defined in th@indow.navigator object and are optional.
ThisUser-Agent header MAY be extended with other implementatipeesfic information.

Valid examples of such syntax are:

User-Agent: OIPF/1.1.0 (OITF_HD_UIPROF+PVR+DL; Sonic; Tv44; 1.32.455; 2.002;) Bee/3.5
User-Agent: OIPF/1.1.0 (OITF_HD_UIPROF+PVR+DL;; ; ;;

8.2 Mapping from APIs to Protocols

This section describes mapping of DAE APIs to thectfic protocol entities as defined in the protagmecification
[PROT].

Section 8.2.1 describes mappings on the UNI thalyap both the managed and unmanaged cases.
Section 8.2.2 describes mappings on the HNI-IGrfate, and only apply in the managed case.

Section 8.2.3 describes mappings on the UNI thitapply to the unmanaged case.

8.2.1 Network (Common to Managed and Unmanaged Serv ices)

This section provides details of mapping of the DABESs to the descriptions provided in the Protapecification for
APIs between the OITF and the Network over refezgrmints UNIT-17.

8.2.1.1 Download CoD
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Methods Procedures

registerbownload( String . . .
contentAccessbownloadbescriptor, API described in Section 7.4.1.1 to download content

Date downloadstart ) described in the contentAccessDownloadDescriptor. Data
structure of the contentAccessDownloadDescriptor as
described in Annex E.1 “Content Access Download
Descriptor Format”

If the OITF includes the Content Download functional entity
,the information in the contentAccessDescriptor is passed
to the Content Download functional entity to download
content over UNIT-17 using HTTP as described in [PROT]
Sec 5.2.3.1 ‘Protocol over UNIT-17" and section 4.6.4
“Download protocol(s)”.

8.2.2 OITF-IG Interface (Managed Services Only)

This section provides details of mapping of the DABS to the descriptions provided in the Protapecification
[PROT] for APIs between the OITF and the Networkioreference points HNI-IGI. Some methods and piagseare
closely associated to HNI-IGI and are includedhis section. These are the RTSP control, referpoog UNIS-11, and
IGMP control, reference point UNIS-13,

8.2.2.1 Streaming CoD

The following tables describe the mapping of sevaethods of the CEA-2014 AV embedded object toHh&-IGI
protocol interfaces defined in [PROT]

Method Procedures

play( Number speed ) Selection of a content item results in session initation and access to
content stream.

Parameters needed to build the offer SDP may be pre defined
locally in the OITF or the OITF SHALL request the IG to retrieve
missing SDP parameters as described in [PROT] Sec 5.2.2.1
'Protocol over HNI-IGI'.

If the OITF does not have all transport parameters (RTP or UDP
transport for MPEG2TS encapsulation or direct RTP, FEC layers
addresses and ports), code information or bandwidth information to
populate the SDP the OITF SHALL prompt the IG to send
OPTIONS request in order to retrieve the missing parameters,
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Method

Procedures

The
OITF
SHALL
provide
the
followin
g
informat
ion for
the
OPTIO
NS
request.
Not all
required
headers
are
listed.
Refer to
the
Protocol
specific
ation
[PROT]
for a
complet
e list.X-
OITF-
Reques
t-Line

Identify the HNI-IGI method with the content
identifier as described by the data property.eg.

OPTION sip:PSI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0

X-OITF-
From

Local defined OITF CurrentUser property. eg.

<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012

X-OITF-
To

Copied from the data property. eg.

sip: PSI-
Twister@IPTV_Service_Control.orang
e.com

The response to the OPTIONS message request contains the
information to populate the SDP offer.

The OITF prepares an SDP offer and requests the IG to initate a
session, in addition to the SDP the following parameters are
forwarded from the OITF to the IG. Not all required headers are
listed. Refer to the Protocol specification [PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the content
Eﬁguest- identifier as described by the data property.eg.
i
INVITE sip:PSlI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0
X-OITF-

Local defined OITF CurrentUser property. eg.
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Method Procedures

From <sip:family@ims.live.ericsson.com>;
tag=1211455936632545012

_>|S'O|TF' Copied from the data property. eg.

0
sip: PSI-
Twister@IPTV_Service_Control.orang
e.com

After a successful session setup the OITF SHALL use the media
player to access the RTSP URI with the session ID negotiated and
received as part of the SDP offer, described in [PROT] sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI 10'.

The OITF SHALL send an RTSP PLAY over UNIS-11 using
attribute values received in the SDP from the session initiation
procedure. The RTSP PLAY is as described in the [PROT] Sec
7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI 10'.

The RTSP fields in the RTSP PLAY message SHALL be filled as
follows:

0 The RTSP URL SHALL be set from the SDP h-uri attribute in
the case of an absolute URI. The “data” property SHALL be
updated with the SDP h-uri attribute. If the value of h-uri is a
relative URI that is in the form of a media path, then the RTSP
absolute URL is constructed by the OITF using the SDP
IPAddress (from c-line) and port (from m-line) as the base
followed by h-uri value for the media path.

(eg. rtsp://10.5.1.72:22554/TV3/823527)

0 The RTSP Scale header SHALL be set to the value specified in
argument speed in method play. The argument SHOULD equal
one of the values in the playsSpeeds property. The Scale
values [RTSP sec 12.34] are as follows:

= 1lindicates normal play.

= If not 1, the value corresponds to the rate with respect
to normal viewing rate.

= A negative value indicates reverse direction.

If the speed argument of method play does not equal a supported
play speed indicated by the playSpeeds property, the player SHALL
play the content at the closest available playback speed. The play()
method SHOULD only return false if the best effort to play back the
file at any speed has failed.

The actual playback speed SHALL be available through the “speed”
property of the A/V Control object.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating the actual playback speed.

stop() The method enables the OITF to terminate and ongoing CoD
session. The OITF SHALL request the IG to terminate the session
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as described in [PROT] Sec 5.2.2.1 'Protocol over HNI-IGI'.

The OITF SHALL include the following information from the request.
Not all required headers are listed. Refer to the Protocol
specification [PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the content
EigueSt' identifier as described by the data property.eg.
i
BYE sip:PSI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0
X-OITF- Local defined OITF CurrentUser property. eg.
From
<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012
;_(-OITF- Copied from the data property. eg.
o
sip: PSI-
Twister@IPTV_Service_Control.orang
e.com

The OITF SHALL remove all context information relevant to the
terminated COD session upon a successful response from the IG.

seek( Integer pos ) Sets current play position to “pos”, by using the “Range” parameter
in the RTSP PLAY as described in [PROT] sec 7.1.1.2 ‘RTSP for
managed model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PlayPositionChanged
event indicating a new playback position of “pos”.

play(0) This method causes the OITF to send an RTSP PAUSE message
(refer to [PROT] sec 7.1.1.2 ‘RTSP for managed model UNIS-11
and NPI-10’). The RTSP PAUSE message SHALL include:

= The RTSP URL SHALL be set to the value retrieved
from the fmtp:iptv_rtsp h-uri attribute of the SDP
answer.

= Session header SHALL be set as specified in the SDP
answer fmtp:iptv_rtsp h-session attribute

After a successful response to the RTSP PAUSE message has
been received, the OITF SHALL generate a PlaySpeedChanged
event indicating a playback speed of 0.

next() Not Supported. Note: Track information is not supported in the
protocol specification and therefore out of scope.

previous() Not Supported. Note: Track information is not supported in the
protocol specification and therefore out of scope.
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read/write String data This property holds the user part of the content identifier [PROT] Sec
6.2.2.1.1 ‘Protocol over UNIS-8'.

It is used by the OITF compose the following headers for requests
towards the I1G

X-OITF-Request-Line
X-OITF-To

If the “data” property of the AV Control object refers to a Content-
Access Streaming Descriptor (i.e. the object has type
“application/vnd.oipf.ContentAccessStreaming+xml” as
defined in Section 7.14.2), the OITF must perform the following steps
prior to performing the procedures defined in [PROT] as described for
method play():

= An HTTP GET request SHALL be made with the Request-URI
set to the URL of the Content-Access Descriptor as denoted by
the “data” property of the AV Control object.

= After the server has returned a Content Access Streaming
Descriptor (i.e. a document with type
“application/vnd.oipf.ContentAccessStreaming+xml”),
the OITF SHALL interpret the contents of the Content-Access
Descriptor and choose a URL defined by one of the
<ContentURL> elements. The criteria for choosing a URL can be
the DRM system supported by the OITF. The URL SHALL then
be used for setting up a Streaming CoD session, after which
playback can be started (when the pTay () method is invoked).
The “data” property of the AV object SHALL be changed to
represent the chosen URL.

= Based on the information retrieved from the Content-Access
Streaming Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent, and
SHOULD initialize the AV playback, i.e. by loading the correct
codecs as identified by the Content-access Streaming Descriptor.

readonly Number The property holds the current play positon in milliseconds of the
playPosition media referenced by the data property. The property value SHALL be
based on the value retrieved using the RTSP GET_PARAMETERS
method and parameter “position” (refer to [PROT] Sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI-10") adjusted for played
duration and used scale.

If information is not available the value SHALL be undefined. Note
this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number The property holds the available speeds, or referred in RTSP as
playspeeds[ ] Scale, to be used to change the playback speed. The property value
SHALL be based on the value retrieved using RTSP
GET_PARAMETERS method and parameter “scales” (refer to
[PROT] Sec 7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI-
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10).

If infformation is not available the value SHALL be undefined. Note
this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number The property holds the total duration in milliseconds of the media
playTime referenced by the data property. The property value SHALL be based
on the value retrieved using RTSP GET_PARAMETER method and
parameter “duration” (refer to [PROT] Sec 7.1.1.2 ‘RTSP for
managed model UNIS-11 and NPI10).

If information is not available the value SHALL be undefined. Note
this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number No procedures defined since it is not related to protocol specification.
playState

readonly Number error No procedures defined since it is not related to protocol specification.
readonly Number speed Float value indicating the actual playback speed for the content

referenced by the data property. The normal default playback speed
is represented by value 1.

Intrinsic event Procedure

onPlayspeedChanged When RTSP ANNOUNCE with either beginning-of-stream or
end-of-stream codes arrives the OITF SHALL generate
onPTlaySpeedChanged event with a speed value of 0.

onpPlayPositionChanged When the response to the RTSP PLAY with Range header
request (Range is included when performing seek () with a
position) the OITF SHALL generate onPlayPositionChanged
event with the accepted position.

8.2.2.2 Scheduled Content

8.2.2.2.1 Conveyance of channel list

Service discovery description procedure as destiibbfPROT] sec 6.3.1.1 ‘Service Provider discovaryd [PROT]
Annex B 2.3 'IPTV Service discovery description’adahes the OITF to obtain the URL to access thedwast channel
information. The OITF SHALL utilise UNIS-7 usingithURL to obtain the Broadcast Discovery Record.

8.2.2.2.2 Switching channels
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Procedures

setChannel (Channel

channel, Boolean trickplay,
String
contentAccessDescriptoruRL)

The setChannel () method of the <video/broadcast> object SHALL
be used to initiate a broadcast session or switch channels. The
procedures that are performed over the HNI-IGI reference point depend
on the current state of broadcast session, either it is active or not. Note
that an inactive broadcast session means no service is being viewed.

If the channel has an idType of ID_IPTV_URI, the OITF SHALL send
and IGMP Leave and an IGMP Join request on the UNIS-13 as
described in [PROT] Sec 8.1.1.1 ‘Procedure for Scheduled Content on
UNIS-13".

If the channel has an idType of ID_IPTV_SDS, the following steps are
taken:

Session Initation

The OITF SHALL generate a session initiation request over the HNI-IGI
including and SDP offer as described in [PROT] sec 5.2.1 ‘Scheduled
Content’. The bandwidth is set according to the explanation under
heading “Selection of Bandwidth” further down.

If a “contentAccessDescriptorURL” has been specified for the
setChannel () method, the OITF must perform the following steps
prior to performing the procedures defined in [PROT] for performing
setChannel () as described below:

= An HTTP GET request SHALL be made with the Request-URI set
to the URL of the Content-Access Descriptor as denoted by the
“contentAccessDescriptor” attribute.

= Based on the information retrieved from the Content-Access
Descriptor, the OITF SHALL passing the <DRMControlinformation>
to the appropriate DRM agent,.

The OITF SHALL provide the following information as part of the
scheduled session initiation request as described in [PROT] Sec 6.2.1
‘Scheduled Content’. Not all required headers are listed. Refer to the
Protocol specification [PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the well known P@Public
Request- Service ldentifier) of the scheduled content. eg.

Line
INVITE
sip:IPTV_SC_Service@iptv.ericsson.com
SIP/2.0

X-OITF- Local defined OITRCurrentUser property. eg.

From ] ) ) . .
<sip:family@ims.live.ericsson.com>;

tag=1211455936632545012

X-OITF- PSI of the scheduled content. eg.

To
sip:IPTV_SC_Service@iptv.ericsson.com

The Offer SDP included in the OITF be SHALL have attributes as
described in [PROT] Annex E.2 ‘Service Package SDP attributes.

On positive response to the INVITE request the OITF SHALL send an
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IGMP Join request on the UNIS-13 as described in [PROT] Sec 8.1.1.1
‘Procedure for Scheduled Content on UNIS-13".

Session Modification

If the bandwidth conditions change as described under heading
“Selection of Bandwidth” further down then the OITF SHALL generates
a session modification request over the HNI-IGI including the new SDP
offer.

The OITF SHALL provide the following information as part of the
scheduled session modification request as described in [PROT] Sec
6.2.1 ‘Scheduled Content’. Not all required headers are listed. Refer to
the Protocol specification [PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the well known PSI
Request- | (Public Service Identifier) of the scheduled conteg.
Line
INVITE
sip:IptvBroadcast@iptv.ericsson.com
SIP/2.0

X-OITF- Local defined OITRCurrentUser property. eg.

From ) ) ) _ _
<sip:family@ims.live.ericsson.com>;

tag=1211455936632545012

X-OITF- PSI of the scheduled content. eg.

To
sip:IptvBroadcast@iptv.ericsson.com

The Offer SDP included by the OITF SHALL have attributes as relevant
to the new channel as described in [PROT] Annex E.2 ‘Service
Package SDP attributes’.

On receiving a successful response to the INVITE request the OITF
SHALL send and IGMP Leave and and IGMP Join request on the
UNIS-13 as described in [PROT] Sec 8.1.1.1 ‘Procedure for Scheduled
Content on UNIS-13".

No Session Modification

If the bandwidth conditions as described under heading “Selection of
Bandwidth” further down have not changed then the OITF SHALL send
a membership report to leave the previously viewed channel, if
applicable, and with the same membership report join to the multicast
group associated with the selected channel. The multicast group
information is retrieved from the Broadcast Discovery Record.

Selection of Bandwidth

The bandwidth to be used for the broadcast session depends on the
information provided in the Broadcast Discovery Record (refer to
[META], sec 3.2.x ‘Broadcast Discovery Record’). The Broadcast
Discovery Record uses the term “service” to indicate a channel.

If the TimeToRenegotiate (TTR) element is not provided within the
IPService of the Broadcast Discovery Record then the bandwidth
SHALL be based on the maximum bandwidth for all the services in the
Broadcast Discovery Record. In this case only one session initiation is
performed at initial activation of broadcast service, and no session
modification is required.
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If the TTR element is provided then the MaxBitRate from the new
service and current service are compared. If broadcast service is not
active and there is no active current service, session initiation is
performed with the new service MaxBitRate. For already active
broadcast service there are three conditions.

= If the MaxBitrate of the new service is greater than that of the
current service and the reserved bandwidth is exceeded, network
bandwidth reservation using the MaxBitrate of the new service
SHALL occur immediately with session modification to ensure
sufficient bandwidth is made available for the new service.

= If the MaxBitrate of the new service is equal to that of the current
service, network bandwidth reservation procedures SHALL NOT be
performed as sufficient bandwidth is already available for the new
service.

= If the MaxBitrate of the new service is less than that of the current
service and there is no pending TTR timer, a timer using the TTR

element of the new service is started which will renegotiate the
bandwidth with session modification.

Note that at every channel change if there is a pending timeout for
session modification due to a previous service change then the timer is
restarted. When the timer expires the bandwidth for the currently
viewed service is used in a session modification.

are further described above.

8.2.2.2.3 End broadcast service

Methods

Procedures

release()

The release method of the video/broadcast object causes the OITF to
perform an IGMP Leave on the active broadcast session as described
in [PROT] sec 8.1.1.1 “Procedure for leaving a Scheduled Content
service”.

If the channel has an idType of ID_IPTV_SDS, the OITF SHALL then
execute a session termination procedure by sending a BYE request
over the HNI-IGI interface as described in section [PROT] Sec 5.2.1.1
‘Protocol over HNI-IGI'. The request SHALL include the following
information. Not all required headers are listed. Refer to the Protocol
specification [PROT] for a complete list.

X-OITF- Identify the HNI-IGI method with the well known P@Public
Request- Service Identifier) of the scheduled content. eg.
Line

INVITE
sip:IPTV_SC_Service@iptv.ericsson.com
SIP/2.0
|>:<'O|TF' Local defined OITF CurrentUser property. eg.
rom

<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012
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_>|_(('JO|TF' PSI of the scheduled content. eg:
sip:IPTV_SC_Service@iptv.ericsson.com
8.2.2.3 IMS APIs
Methods Procedures

registeruser(String userId, Performs IMS registration with the specified user ID as

string pin) described in [PROT] sec 5.3.6.1 ‘Procedure for User
Registration and Authentication in Managed Model on HNI-IG
Interface’.

deRegisteruser(string userId) Performs IMS de-registration with the specified user ID as
described in [PROT] sec 5.3.6.1 ‘Procedure for User
Registration and Authentication in Managed Model on HNI-IG
Interface’.

subscribeIMsNotification OITF maintains applications that have subscribed to

(FeatureTagCollection notifications. If applicable it will send a re-registrationto the IG.

featureTagCollection, Boolean Wh : tthe IG it shall notify the OITF

performuserregistration) en new messages arrive at the IG it shall notify the . (as
defined in [PROT] sec 5.5.1.2).

unsubscribeIMsNotification() This is a local call within OITF to notify that the DAE application
shall not receive unsolicited notification. The OITF shall use
native code to handle new dialogues. Any feature tag values that
were added by the DAE application are removed for the
indicated userld since no native code is setup to process the
new dialogues for the feature tag values.

8.2.3 Network (Unmanaged Services only)

This section provides details of mapping of the DABs to the descriptions provided in the Protacification
[PROT] for APIs between the OITF and the Networke3e are the RTSP control, reference point UNIS€férence
point UNIS-13.

8.2.3.1 Streaming CoD
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play( Number speed ) The "speed" parameter is a floating point value indicating the
requested playback speed. A value of 1 represents normal playback
speed, and other values are relative to this.

A “speed” value of zero SHALL not initiate any procedures.
RTSP

The RTSP URL signalled by the “data” attribute SHALL be used to
initiate the process defined in [PROT] Sec 7.1.1.1.1. The “data”
attribute SHALL furthermore be updated with the new URI after
redirection requests (moved). The RTSP PLAY request SHALL
include a "scale" header set to the value of the "speed" parameter
passed to the API. The server will play the stream at the specified
speed, if supported.

If property oitfNoRTSPSessionControl is setto true then the
RTSP messages DESCRIBE and SETUP are not used. If the pTay ()
method is called with a non-zero speed the property
oipfRTSPSessionId is copied to the RTSP SessionId header for
the RTSP PLAY request. If the oipfRTSPSessionId is undefined
the play () method SHALL fail.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating the actual playback speed.

HTTP

The HTTP URL signalling by the “data” attribute SHALL be used to
initiate the process defined in [PROT] Sec 5.2.2.2. The “data”
attribute SHALL furthermore be updated with the new URI after
redirection requests (moved). The “speed” parameter SHALL be
passed to the OITF media player, which SHOULD attempt to play
back the content at the requested speed.

If the media player successfully begins to play back the content, the
OITF SHALL generate a PlaySpeedChanged event indicating the
actual playback speed.

stop() RTSP

The OITF SHALL initiate the process defined in [PROT] Sec 7.1.1.1.2
except if the property 01 tfNoRTSPSessionControl is setto true.

HTTP

The OITF SHALL stop playback. The OITF MAY close the connection
to the server and MAY clear any buffered content.

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 229 (281)

Method Procedures

seek( Integer pos ) RTSP

Sets current play position to “pos”, by using the “Range” parameter in
the RTSP PLAY as described in [PROT] sec 7.1.1.1 ‘RTSP for
managed model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTayPositionChanged event
indicating a new playback position of “pos”.

HTTP

The OITF SHALL attempt to playback from the specified position
“pos”. It MAY use the RANGE header as described in [PROT] Sec
5.2.2.2 as necessary.

If the media player successfully begins to play back the content from
the specified position, the OITF SHALL generate a
PTayPositionChanged event indicating a new playback position of
“pos”.

play(0) RTSP

This method causes the OITF to send an RTSP PAUSE message
(refer to [PROT] sec 7.1.1.2 ‘RTSP for managed model UNIS-11 and
NPI-10"). The RTSP PAUSE message SHALL include:

After a successful response to the RTSP PAUSE message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating a play speed of 0.

HTTP

The OITF SHALL pause playback.

If the media player successfully pauses playback, the OITF SHALL
generate a play speed event indicating a P1aySpeedChanged of 0.

next() Not Supported. Note: Track information is not supported in the
protocol specification and therefore out of scope.

previous () Not Supported. Note: Track information is not supported in the
protocol specification and therefore out of scope.
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Procedures

read/write String data

RTSP
This property holds the RTSP URI for the content item.
HTTP
The property holds the HTTP URI for the content item.

If the “data” property of the AV Control object refers to a
Content-Access Streaming Descriptor (i.e. the object has type
“application/vnd.oipf.ContentAccessStreaming+xml”
as defined in Section 7.14.2), the OITF must perform the
following steps prior to performing the procedures defined in
[PROT] as described for method play():

= An HTTP GET request SHALL be made with the Request-
URI set to the URL of the Content-Access Streaming
Descriptor as denoted by the “data” property of the AV
Control object.

=  After the server has returned a Content Access Streaming
Descriptor (i.e. a document with type
“application/vnd.oipf.ContentAccessStreaming+xm
17), the OITF SHALL interpret the contents of the Content-
Access Streaming Descriptor and choose a URL defined by
one of the <ContentURL> elements. The criteria for
choosing a URL can be the DRM system supported by the
OITF. The URL SHALL then be used for setting up a
Streaming CoD session, after which playback can be started
(when the pTlay () method is invoked). The “data” property
of the AV object SHALL be changed to represent the chosen
URL.

= Based on the information retrieved from the Content-Access
Streaming Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent,
and SHOULD initialize the AV playback, i.e. by loading the
correct codecs as identified by the Content-access
Streaming Descriptor.

readonly Number
playPosition

The property holds the current play positon in milliseconds of the
media referenced by the data property.

For RTP, The property value SHALL be based on the value
retrieved using the RTSP GET PARAMETERS method and
parameter “position” (refer to [PROT] Sec 7.1.1.2 ‘RTSP for
managed model UNIS-11 and NPI-10") adjusted for played
duration and used scale.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.
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readonly Number For RTSP, the property holds the available speeds, or referred in
playspeeds[ ] RTSP as Scale, to be used to change the playback speed. The
property value SHALL be based on the value retrieved using
RTSP GET PARAMETERS method and parameter “scales”
(refer to [PROT] Sec 7.1.1.2 ‘RTSP for managed model UNIS-11
and NPI-10").

For HTTP, the possible playback speeds are determined by the

OITF internal capabilities and buffering model, and the speed at
which content is delivered. The OITF MAY make this information
available via this property.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playTime The property holds the total duration in milliseconds of the media
referenced by the data property.

For RTSP, the property value SHALL be based on the value
retrieved using RTSP GET_PARAMETER method and
parameter “duration” (refer to [PROT] Sec 7.1.1.2 ‘RTSP for
managed model UNIS-11 and NPI10).

For HTTP, the property value MAY be determined using the
“Content-Length” HTTP header, although it is noted that this
method does not work for variable bit rate content.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playState No procedures defined since it is not related to protocol
specification.

readonly Number error No procedures defined since it is not related to protocol
specification.

readonly Number speed Float value indicating the actual playback speed of the player for

the content referenced by the data property. The normal default
playback speed is represented by value 1.

Intrinsic event Procedure

onpPlayspeedChanged When RTSP ANNOUNCE with either beginning-of-stream or
end-of-stream codes arrives the OITF SHALL generate
onPlaySpeedChanged event with a speed value of 0.

onpPlayPositionChanged When the response to the RTSP PLAY with Range header
request (Range is included when performing seek () with a
position) the OITF SHALL generate onPlayPositionChanged
event with the accepted position.
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8.2.3.2 Scheduled content
8.2.3.2.1 Switching channels

Methods Procedures

setChannel( Channel channel, Boolean The setChannel method of the
trickplay, String contentAccessDescriptorURL ) <video/broadcast> object SHALL

be used to initiate a broadcast
session or switch channels. If the
channel has an idType of
ID_IPTV_URI, the OITF SHALL send
and IGMP Leave and an IGMP Join
request on the UNIS-13 as described
in [PROT] Sec 8.1.1.1 ‘Procedure for
Scheduled Content on UNIS-13'.

8.2.3.2.2 End broadcast service

Methods Procedures

release() The release method of the video/broadcast object causes the OITF to perform
an IGMP Leave on the active broadcast session as described in [PROT] Sec.
8.1.1.1 “Procedure for leaving a Scheduled Content service”.

8.3 URI Schemes and their usage

The following table lists possible URL schemas #rar usages within DAE documents (XHTML, JavaSgiimages,
and references to A/V content). If a certain URhesoe is supported, the corresponding protocols i0RL scheme
SHALL be supported as defined by the reference(s)

Table 11: URI schemes and usages

URI Usage Reference Comments
scheme
dvb-mcast Scheduled content delivery Annex H A URL to refer to a

scheduled content
channel supported by
the OITF and
delivered via
multicast.

dvb Application launching Locator for applications
in the current service as
defined by Section C.4.3
of [A137]
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URI Usage Reference Comments
scheme
http and Transport of DAE documents Section 5.3.3.1 of A URL to refer
https [PROT] documents supported
by DAE.
Section 5.3 of [CEA-
2014-A]
Section 5 of [CSP]
COD streaming(“http-get”) A Content URL
specified in the data
COD download(“http-get”) attribute of A/V
Control object as
crid COD streaming (“sip-rtsp-rtp- defined in the section
udp”) 5.7.1 “Streamed A/V
content” of [[CEA-
COD streaming(“sip-rtsp-udp”) Annex F of [PROT] 2014-A].
A Content URL
rsp COD streaming (“rtsp-rtp-udp”) specified in a Content

COD Streaming(“rtsp-udp”)

Access Descriptor
described in Annex E.
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9 Capabilities

9.1 Minimum DAE capability requirements

This section defines minimum capabilities which Blinplementations are required to provide to thel&ative
Application Environment and the applications rumnin that environment.

The following section defines minimum capabilitigiich SHALL apply to all OITFs.
OITFs SHALL support multiple simultaneous applicas loaded and running in the browser.

OITFs SHALL support at least 2 DAE applicationsragvisible at one time, one application showingdfication in
the natification window (as defined in Section 8.6f CEA-2014-A) and one in the main browser a@d.Fs MAY
support more than one DAE application being visdilene time in the main browser area. On OITFsr&vbely one
DAE application is visible at one time in the mamowser area, it is OITF implementation specifigvitbe visible
application is changed.

OITFs with an HD output SHALL support 1280x720 dras on that output when HD video is being deconledhen
no video is being decoded. OITFs MAY support 19218 graphics.

The present document does not define any requiresncencerning support for SD graphics.

OITFs SHALL support unrestricted scaling of IP delied video.

The present document does not define any requirsni@nscaling of video not delivered via IP, érghybrid OITFs.
The present document does not define requiremenwipporting decoder format conversion.

The present document does not define requirementsXel depth in the graphics system except tHaF® SHALL
support at least one bit of per-pixel alpha.

The present document does not require the capatailihix audio from memory and audio from a curkgdecoded
stream.

OITFs SHALL support decoding one stream containiidgo and audio. They MAY support decoding morenthae
stream.

OITFs SHALL support the “Tiresias Screenfont” famtequivalent with the “Generic Application West&taropean
Character Set” as defined in Annex D of [A137]. YIMAY support other fonts in addition.

OITFs SHALL provide some means for text input. pnesent document does not specify any particulatisa.

The present document recommends support for pdiateed input. Please note that Annex B containgsom
requirements regarding pointer based input.

In their SSL/TLS implementation, OITFs SHALL suppor
a) key lengths of up to 2048 bits for the asymmetricrgption part
b) for the symmetric part, at least 128-bit for AES! @ least 168-bit for 3DES

The present document does not define requirementaihimum memory sizes for DAE applications or Glbehaviour
when available memory is low. This specificatiom&iberately silent about the conditions underchitthe
LowMemory event defined in section 7.2.1.3 is gated.

OITFs SHALL support at least 100 cookies with a imaxm of 20 per domain and a maximum size for ajvidual
cookie of 4K.

The present document does not require control dibatolume to be exposed to the DAE.
The OITF SHALL include a mechanism for the end ueegenerate the following key events;
® VK_0 —VK_9

® VK_UP, VK_DOWN, VK_LEFT, VK_RIGHT, VK_ENTER ,VK_BACK
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® VK_RED, VK_GREEN, VK_YELLOW, VK_BLUE

Because physical color keys may not always be availon remote controls, DAE applications which tirgecolour
keys SHOULD make the same feature, function or éio&essible through a button in their user interfahich can be
navigated to byp, down, Teft andright and selected witanter /0K and SHOULD make their intended usage
known through th&eySet object as defined in Section 7.2.5

If the OITF includes a mechanism to generate thevitng key events then they SHALL be availabldXtaE
applications and SHALL be indicated as part ofdapability mechanism defined in section 9 of tipiedfication.

® VK_PLAY, VK_PAUSE, VK_STOP, VK_NEXT, VK_PREV
® VK_PLAY_PAUSE

® VK_FAST_FWD

® VK_REWIND

Note: Some remote controls have separate “play™padse” keys; others have a single “play/pausggte key. For
that reason, in general, it is recommended thdicgtipns are written to handle both tik_PLAY/VK_PAUSE key
codes and thek_PLAY_PAUSE key code.

The OITF MAY include mechanisms to generate thivfaihg key events and if it does, making them alzi to DAE
applications is OPTIONAL.

® VK_HOME

® VK_MENU

® VK_GUIDE

® VK_TELETEXT

® VK_SUBTITLES

® VK_CHANNEL_UP
® VK_CHANNEL_DOWN
® VK_VOLUME_UP

® VK_VOLUME_DOWN
® VK_MUTE

Where OITFs make other remote control key everalae to DAE applications, this SHALL be donesagcified by
the capability mechanism defined in section 9 &f dpecification. Whenever applicable, this SHOU@®done using
the complementary Ul profiles defined in the nesatagraph.

9.2 Default Ul profiles

The OITF SHALL support at least one of the Ul-rethbase profiles defined in Table 12.
Table 12: Base Ul Profile Names

Base Ul Profile Name Default values

"OITF_SDEU_UIPROF" <width>720</width>
<height>576</height>
<colors>high</colors>

<hscroll>false</hscroll>
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<vscroll>true</vscroll>

<font type="sans-serif" defaultsize="16">Tiresias</font> with
support for the Unicode character range “Basic Euro Latin Character
set” as defined in Annex E of [MHP].

<key>VK_BACK</key>
<navigationkeys>true</navigationkeys>
<numerickeys>true</numerickeys>
<pointer>false</pointer>

<security protocolNames="ssl tIs">true</security>

<overlay>per-pixel</overlay><!-- whereby at least one level of
partial transparency between graphics and video must be supported
as per the minimum requirements of Section 9.1 -->

<overlaylocal>per-pixel</overlaylocal><!-- whereby at least one
level of partial transparency between graphics and video must be
supported as per the minimum requirements of Section 9.1 -->

<overlaylocaltuner>per-pixel</overlaylocaltuner><!-- whereby at
least one level of partial transparency between graphics and video
must be supported as per the minimum requirements of Section 9.1
>

<overlaylPbroadcast>per-pixel</overlaylPBroadcast><!-- whereby
at least one level of partial transparency between graphics and
video must be supported as per the minimum requirements of
Section 9.1 -->

<notificationscripts>false</natificationscripts>
<save-restore>false</save-restore>

"OITF_SD60_UIPROF"

Same as OITF_SDEU_UIPROF, with the following modifications:

<width>720</width>
<height>480</height>

"OITF_SDUS_UIPROF"

Same as OITF_SDEU_UIPROF, with the following modifications:

<width>640</width>
<height>480</height>

"OITF_HD_UIPROF"

Same as OITF_SDEU_UIPROF, with the following modifications:

<width>1280</width>

<height>720</height>

<colors>high</colors>

<font type="sans-serif" defaultsize="24">Tiresias Screenfont</font>
with support for the Unicode character range “Generic Application
Western European Character Set” as defined in Annex D of [A137].

"OITF_FULL_HD_UIPROF"

Same as OITF_HD_UIPROF, with the following modifications:

<width>1920</width>
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<height>1080</height>

In order to capture the heterogeneity of the femtwupported by OITF devices, this specificatiao defines a set of
complementary Ul Profile name fragments, each d¢mitisty a particular logical subset of capabilitiéer which a OITF
can indicate support by appending the Ul Profilmadragment to the name of the supported basedfilgoas defined
in Table 12. Both the OITF and server SHALL suppbet concatenation of a series of Ul profile naragihents in any

order.

Table 13:

Complementary Ul Profile Name Fragments

Ul Profile Name Fragment

Default values

"+TRICKMODE"

<key>VK_PLAY</key><key>VK_PAUSE</key> and/or
<key>VK_PLAY_PAUSE</key> (*)
<key>VK_STOP</key>

<key>VK_REWIND</key>
<key>VK_FAST_FWD</key>

(*) The +TRICKMODE profile fragment identifier doemt distinguish
between remote controls having separate “play”“aadse” keys; and remot
controls having a single “play/pause” toggle kegr that reason, in general,
it is recommended that applications are writtehandle both the

VK_PLAY/VK_PAUSE key codes and the VK_PLAY_PAUSEykeode

"+AVCAD"

<video_profile type="application/vnd.oipf.Content#assStreaming+xml"/>

"y DL"

<download protocolNames="http">true</download>

"+IPTV_SDS"

<video_broadcast type="ID_IPTV_SDS”
scaling="arbitrary">true</video_broadcast>

"+IPTV_URI"

<video_broadcast type="ID_IPTV_URI"
scaling="arbitrary">true</video_broadcast>

"+ANA"

<video_broadcast type="ID_ANALOG”"
scaling="quarterscreen”>true</video_broadcast>

"+DVB_C"

<video_broadcast type="ID_DVB_C ID_DVB_SI_DIRECT"
scaling="quarterscreen">true</video_broadcast>

"+DVB_T"

<video_broadcast type="ID_DVB_T ID_DVB_SI_DIRECT”
scaling="quarterscreen">true</video_broadcast>

"+DVB_S"

<video_broadcast type="ID_DVB_S ID_DVB_SI_DIRECT"
scaling="quarterscreen">true</video_broadcast>

"+DVB_C2"

<video_broadcast type="ID_DVB_C2 ID_DVB_SI_DIRECT"
scaling="quarterscreen”>true</video_broadcast>

"+DVB_T2"

<video_broadcast type="ID_DVB_T2 ID_DVB_SI_DIRECT"
scaling="quarterscreen">true</video_broadcast>
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"+DVB S2" <video_broadcast type="ID_DVB_S2 ID_DVB_SI_DIRECT”
- scaling="quarterscreen”>true</video_broadcast>
"+ISDB C" <video_broadcast type="ID_ISDB_C”
- scaling="quarterscreen>true</video_broadcast>
"+ISDB T" <video_broadcast type="ID_ISDB_T"
- scaling="quarterscreen">true</video_broadcast>
"+ISDB S" <video_broadcast type="ID_ISDB_S"
- scaling="quarterscreen">true</video_broadcast>
"+META BCG” <clientMetadata type="bcg”">true</clientMetadata >
"tMETA EIT” <clientMetadata type="eit-pf">true</clientMetadata
“*META SI” <clientMetadata type="dvb-si">true</clientMetadata
"+ITV KEYS" <key>VK_HOME</key>
<key>VK_MENU</key>
<key>VK_CANCEL</key>
<key>VK_SUBTITLES</key>
<colorkeys>true</colorkeys>
"+CONTROLLED" <key>VK_CHANNEL_UP</key>
<key>VK_CHANNEL_DOWN</key>
<key>VK_VOLUME_UP</key>
<key>VK_VOLUME_DOWN</key>
<key>VK_MUTE</key>
<configurationChanges>true</configurationChanges>
<extendedAVControl>true</extendedAVControl>
When relevant (ie when coupled with +DL, resp +PVR)
<download manageDownloads="sameDomain">true</doad#o
<recording manageRecordings="sameDomain">true<rdiog >
<remote_diagnostics>true</remote_diagnostics>
"+PVR” <key>VK_RECORD</key>
<recording>true</recording>
"tDRM" <drm DRMSystemID="urn:dvb:casystemid:19188">TS_BBITES_BBTS
MP4_PDCF</drm>
“4IMS” <ims>true</ims>
“+SVG” <mime-extensions>image/svg+xml</mime-extensions>
“+POINTER” <pointer>true</pointer>
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“+POLLNOTIF” <pollingNotifications>true</pollingNotifications>

Whenever an OITF supports an extension to the diitpsbthat can be defined using a combinatioa dase Ul Profiles
and a (number of) Ul Profile fragment(s), it SHARHvertise this extension using the mechanism asetkin Section
8.1.

9.3 CEA-2014 capability negotiation and extensions

This section contains extensions and modificattortte CEA-2014[CEA-2014-A] capability negotiatiorechanism.
The XML format that is used to describe the cajiiédsl forms the basis for the profile definitionsdgprofile fragments
as defined in Section 9.2, and is also the forimatis used by thextn1Capabilities” property of the
application/oipfcapabilities object.

The schema with the extensions and modificationbk@acapability description as defined in this mectan be found in
Annex F. The schema in Annex F SHALL be used irbt#ahe existing capability description schemaefned in
Annex C of CEA-2014 [CEA-2014-A].

The conveyance of the OITF capability descriptimmtigh the User-Agent header is described in Se&tib.
Examples of valid OITF capability profiles are (ugithe full XML syntax as defined in Annex F):

A pure HD-capable IPTV OITF, which supports live BYP TV via SD&S, streamed mpeg at SD and HD foandte
MPAA parental rating scheme, trickplay, and ac¢essn embedded BCG metadata client:
<profilelist>
<ui_profile name="OITF_HD_UIPROF+IPTV_SDS+AVCAD+MET A_BCG+TRICKMODE+ITV_KEYS+CONTROLLED+DRM">
<ext>

<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAPar entalRatingCS:2001"> true
</parentalcontrol>

</ext>
</ui_profile>

<video_profile name="TS_AVC_SD_25_HEAAC" type="vide o/mpeg" transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188"/>

<video_profile name="TS_AVC_HD_25 HEAAC" type="vide o/mpeg" transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188"/>
</profilelist>

A hybrid HD-capable box, supporting live DVB broadts over satellite, PVR functionality, and (Madfirotected and
unprotected) VoD in progressive download:

<profilelist>
<ui_profile name="0OITF_HD_UIPROF+AVCAD+TRICKMODE+IT  V_KEYS+CONTROLLED+DRM+DVB_S+META_SI+PVR">
</ui_profile>
<video_profile name="TS_AVC_SD_25_HEAAC" type="vide o/mpeg" transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188"/>
<video_profile name="TS_AVC_HD_25 HEAAC" type="vide o/mpeg" transport="http-get rtsp-rtp-udp"

DRMSystemID="urn:dvb:casystemid:19188"/>
</profilelist>

A hybrid device providing access to its ATSC temiestuner (supporting two different parental ratischemes), DVB-
IPTV ‘tuner’, and PVR functionality to DAE applidgahs, but not exposing ‘trickmode’ or ‘controllekky events to
DAE applications running in the browser:
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<profilelist>
<ui_profile name="OITF_HD_UIPROF+PVR+IPTV_SDS">
<ext>
<video_broadcast type="ID_ATSC_T" scaling="arbitrar y">true</video_broadcast>
<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAPar entalRatingCS:2001
urn:mpeg:mpeg7:cs:MPAAParentalRatingTVCS:2001"> tru e </parentalcontrol>
</ext>
</ui_profile>

</profilelist>

9.3.1 Tuner/broadcast capability indication

If an OITF supports control over its local tunendtionality by a server, an OITF SHALL indicategtihrough the base
profile and Ul profile name fragment strings asiled in section 9.2 “Default Ul Profiles” and thehema defined in
Annex F. To this end the following new elements $iHAe supported for a capability description or &hifity profile
(see Annex F for more information):

- <video_broadcast>- indicates whether or not the OITF supports tldea/broadcast object to enable control of its
local tuner functionality by a server (i.e. retii@y the tuner’s channel line up, switching chanmélthe tuner, and
rendering the output of the broadcasted conterilénshe browser). The <video_broadcast> element dias
attributes:

o Attribute type specifies the type(s) of tuner(s) for which theTBPlallows tuner control, by using a
space-separated list of idType values as specifieBection 7.13.11.1 for thehannel object (i.e.
“ID_ANALOG", “ID_DVB_C", etc.).

o Attribute transport specifies a space-separated list of supportedisfiiat) protocols in case of IP
Broadcasts (i.e. if the type attribute contains ofehe ID_IPTV_* idType values as specified in
Section 7.13.11.1). This is done by using one orenad the (transport) protocol names as defined in
Annex F of the [Protocols specification].

o0 Attribute scaling specifies the method of video scaling the OITFpsuits for the tuner output (i.e.
“arbitrary”, “quartersize”, “0.33x0.33" or “none”)ith default value “arbitrary” if omitted.

o Attribute minSizespecifies the minimal size, as a percentage ofuthextent of the OITF's display, to
which the OITF supports scaling of video contentereed over the (logical or physical) tuner if
attribute scaling has value “arbitrary”. The value “0” for thminSizeattribute indicates support for
arbitrary and unrestricted scaling of the videoe Malue of the attributeninSizeSHALL be silently
ignored if the value of the attribusealingis not “arbitrary”.

0 Attribute nrstreamsprovides an indication of the number of video atne that can be rendered
simultaneously by the indicated tuner functionaftypically limited by the number of tuners supakt
by the device), with a default value of “1” if onatl.

o Attribute postListspecifies, if included in the client’s capabiligscription, whether or not the OITF
supports the HTTP POST method defined in Secti@14. If included in the server's capability
description postListspecifies whether or not the server supports uiagchannel list information sent
through the HTTP POST method to exercise tunerrobrif an OITF does not post the channel list
information, a server SHALL, irrespective of thduait specified for th@ostListattribute in its server
capability description, rely on thgetChannelConfig method defined in Section 7.13.1.3 to access
the channel list information.

The<video_broadcast> element is defined using the following XML Schemagiment. Multiple
<video_broadcast> elements may be specified to distinguish betwesartuwith different behaviour or
capabilities, for example with respect to scaling:

<xs:element name="video_broadcast" type="videoBroadcastType" minOccurs="0"
maxoccurs="unbounded" />
<xs:complexType name="videoBroadcastType">
<xs:attribute name="type" type="xs:string" use="required"/>
<xs:attribute name="transport" type="xs:string"/>
<xs:attribute name="nrstreams" type="xs:unsignedint" default="1"/>
<xs:attribute name="scaling" type="scalingType" default="arbitrary"/>
<xs:attribute name="minSize" type="xs:unsignedInt" default="0"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:complexType>
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- <overlaylocaltuner> - indicates whether or not the OITF supports oyerfar video broadcasts received through
the local tuner, i.e. allows XHTML content to bendered on top of video content broadcasted oved lomer. If
included, the value of this element SHALL be: (nomeoff|global|per-pixel), whereby the same requeats as
defined for element <overlay> in [Req. 5.2.1.a[0&fA-2014-A SHALL apply.

NOTE: As defined by [Req. 5.2.1.e] of CEA-2014-A@h server MAY use these elements in the serpahiiiy
description, if a server requires control of theeufunctionality of an OITF for the correct renidgrof its service.

9.3.2 Broadcasted content over IP capability indica  tion

If an OITF supports functionality for rendering thetput of the broadcasted content received ovardide the browser
and optionally providing an IPTV related channeglup and favourite list to the server, an OITF &HAndicate this
through the base profile and Ul profile name fragtrstrings as defined in section 9.2 “Default Ubfles” and the
schema defined in Annex F. This SHALL be done ugigsame <video_broadcast> element as defineddtich
9.3.1, whereby the type attribute contains ondeflD_IPTV_* idType values as specified in Sectioh3.11.1:

- <video_broadcast>- indicates whether or not the OITF supports tidea/broadcast object to enable control
rendering the output of the broadcasted contergived over IP inside the browser and optionallyvdimg an
IPTV related channel line-up and favourite listhie server.

To indicate support for overlays over IP broadctstsfollowing element SHALL be used (see AnnexiFrore
information):

- <overlaylPbroadcast> - indicates whether or not the OITF supports oyarior IP video broadcasts, i.e. allows
XHTML content to be rendered on top of video cohtemmadcasted over IP. If included, the value & #lement
SHALL be: (none|on-off|global|per-pixel), wherethetsame requirements as defined for element <gveila
[Req. 5.2.1.a] of CEA-2014-A SHALL apply.

9.3.3 PVR capability indication

Support for the control of recording functionalibat is available to the OITF by a server SHALLihdicated through
the base profile and Ul profile name fragment gsias defined in section 9.2 “Default Ul Profilesid the <recording>
element defined in Annex F. This specification de§ the following element that can be added tqaluity
description:

- <recording>: indicates whether or not the OITF supports contfats local recording (i.e. PVR) functionality tay
server. If included, the value of this element SHAbe (true|false). The boolean attribipdBroadcastspecifies
whether or not the OITF also supports recordingA\df content broadcasted over IP, and the Boole&ibate
postListspecifies whether or not the OITF supports the AFPPIOST method defined in Section 4.8.2, respegtivel
whether or not the server uses the posted chaishéiformation, if conveyed by the OITF, to codttioe recording
functionality available to the OITF. If an OITF do@ot post the channel list information, a servertABL,
irrespective of the value it specified for thestListattribute, rely on thgetChannelconfig() method defined
in Section 7.10.1.1 to access the channel listrim&ion. The Boolean attributsanageRecordingspecifies
whether or not the OITF supports managing recosdthgough the JavaScript APIs defined in sectidi®.A.

The <recording> element is defined using the follgnXML Schema fragment (see Annex F for more
information):

<xs:element name="recording" type="pvrType"/>
<xs:complexType name="pvrType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="ipBroadcast" type="xs:boolean" default="false"/>
<xs:attribute name="manageRecordings" type="xs:string" default="none"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:extension>
</xs:simpleContent>

</xs:complexType>

If the manageRecordings attribute is present, this attribute SHALL takesaf the following values:
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= “none”: indicates that the client does not support margaggcordings
= ‘“initiator” : indicates that recordings initiated by the currgoplication may be managed.

= “samedomain”: indicates that recordings initiated by applicatidrom the same fully-qualified domain
may be managed.

= “all” : indicates that recordings initiated both by therent application and other applications may be
managed.

If not present, a value ohtne’ SHALL be assumed.

9.3.4 Download CoD capability indication

If a client supports downloading content to a dligvith or without DRM protection), the client SHALindicate this
through the base profile and Ul profile name fragtrstrings as defined in section 9.2 “Default Ubfles” and the
schema defined in Annex F. The <download> elemeét#tl3. adhere to the definition of bullet o) of [Re§.2.1.a] of
CEA-2014-A.

A client MAY include an informative list of MIME tyes it supports for playback after download throtigh<mime-
extensions> element. Note that since content dadhioay be separated from content playback, a SSH&ULD not
rely on this information to be present.

If a client supports managing downloads throughJtneaScript content download API specified in $#c#.4.3 then the
client SHALL indicate this using the attributeanageDownloadsThis attribute has the following definition (séenex
F for more information):

<xs:attribute name="manageDownloads" type="xs:string" default="none"/>
If present, this attribute SHALL take one of thédwing values:
= “none”: indicates that the client does not support margagdownloads
= ‘“initiator” : indicates that downloads initiated by the curgplication may be managed.

= ‘“samedomain”; indicates that downloads initiated by applicasidrom the same fully-qualified domain
may be managed.

= “all” : indicates that downloads initiated both by therent application and other applications may be
managed.

If not present, a value of “none” SHALL be assumed.

Example:

<download protocolNames="http ftp" manageDownloads= "all" > true </download>

9.3.5 Parental ratings

If an OITF supports a parental control system @hEF SHALL indicate this by using the value “truist element
<parentalcontrol> in the OITF capability profilefaeiption, and define a space separated list ofesanhparental rating
schemes using the “schemes” attribute.

The schema of the <parentalcontrol> element isddfas follows (see Annex F for more information):

<xs:element name="parentalcontrol" type="parentalControlType"/>
<xs:complexType name="parentalControlType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="schemes” type="xs:string”’/>

</Xs:extension>
</xs:simpleContent>
</xs:complexType>

For which the following semantics SHALL apply:
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<parentalcontrol> - indicates whether or not the OITF supports entlcontrolled parental control system. If included
in the OITF capability description, the value abtblement SHALL be: (truelfalse). The <parentaicdn element has
the following attributes:

e attribute“schemes™ SHALL be a non-empty space separated list of-gasensitive names of parental rating
schemes registered with the platform (either byniamufacturer, or by applications where the rasiclgeme is
associated with a recording), if the value of tiparentalcontrol> element is true. Valid rating sobke names
include the ParentalRating classification schenmasaas defined by property “scheme” of the
ParentalRating object as defined in Section 7.9.4.

Example:

<parentalcontrol schemes="dvb-si urn:mpeg:mpeg7:cs: MPAAParentalRatingCS:2001">
true
</parentalcontrol>

9.3.6 Extended A/V API support

The OITF SHALL indicate support for the extended/&bntrol APIs defined in section 7.13.7 through tase profile
and Ul profile name fragment strings as defineddation 9.2 “Default Ul Profiles” and the <exten@&Control>
element defined in Annex F::

<xs:element name="extendedAvControl" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).

9.3.7 OITF Metadata API support

The OITF SHALL indicate support for client-side meata processing and the APIs defined in sectibh through the
base profile and Ul profile name fragment stringslafined in section 9.2 “Default Ul Profiles” atined
<clientMetadata> element defined in Annex F::

<xs:element name="clientMetadata" type="metadataType"/>
<xs:complexType name="metadataType'>
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="type" type="xs:string"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

This element has the following semantics:
<clientMetadata> - indicates whether or not the OITF supports anttside metadata processing. If included in
the RUI Client capability description, the value tbfs element SHALL be: (true|false). The <clientktata>
element has the following attributes:

- attribute “type” SHALL include a non-empty space separated listnafnes of supported metadata
systems/protocols, if the value of the <clientmatad element is true.

Below is an extensible list of case insensitiveadata system/protocol nhames which MAY be usedHisr t
attribute:

* “bcg”: indicates support for the TV-Anytime Broadbanch@mt Guide metadata format.

» “sd-s”: indicates support for the DVB SD&S metadata farma

e “dvb-si” : indicates support for the DVB-SI metadata format.

» ‘“eit-pf”: indicates support for EIT present/following imfoation as defined for DVB-SI in Section 4.1.3 of
[META]

9.3.8 OITF Configuration API support

The OITF SHALL indicate support for modification GiTF configuration and settings by applications the APIs
defined in section 7.3) through the base profileé @hprofile name fragment strings as defined ictism 9.2 “Default
Ul Profiles” and the <configurationChanges> elenuefined in Annex F:
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<xs:element name="configurationChanges" type="xs:boolean"/>

If included, the value of this element SHALL beug|false).

9.3.9 IMS API Support

The OITF SHALL indicate support for IMS API (viaghAPIs defined in section 7.8) through the basélprand Ul
profile name fragment strings as defined in seciédh*Default Ul Profiles” and the <ims> elemenfided in Annex F:

<xs:element name="1ims" type="xs:boolean"/>

<xs:element name="communication_services" type="xs:boolean"/>

If included, the value of these elements SHALL (here|false).

9.3.10 DRM capabilty indication

The OITF SHALL indicate support for handling DRMepected content through the base profile and Ufilproame
fragment strings as defined in section 9.2 “DefllilProfiles” and the <drm> element defined in Ariie

<xs:element name="drm" type="drmType" minoOccurs="0" maxOoccurs="unbounded" />
<xs:complexType name="drmType'>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="DRMSystemID" type="Xxs:string" use="required"/>
<xs:attribute name="protectionGateways" type="xs:string" default=""/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

And with the following semantics:

<drm> - indicates whether or not the client supportsRiVDcontent protection system for downloading amédasting
content. If included in the RUI Client capabilitgstription, the value of this element SHALL be acspseparated list of
Zero or more case-insensitive names of suppotedrid/or container formats for protected contgrithie DRM system
indicated by the "DRMSystemID" attribute, suchttzes OMA DRM Content Format (DCF). Valid values ungdé: the
system_format name of the first column of Tablg BAEDIA], and a protection format of the seconalumn of Table

3 of [MEDIA], concatenated with an underscore 1In'.case of the Gateway centric approach definefCl®p], this
attribute indicates the protectionFormats whichsangported by the combination of OITF and CSP Gayeand may be
omitted.

The <drm> element has the following attributes:

- attribute"DRMSystemID” SHALL include a supported DRM system. Valid valé@sthe "DRMSystemID" include
the values as defined by element DRMSystemID ind 8tf Section 3.3.2 of [META]. For example, foralin, the
DRMSystemID value is “urn:dvb:casystemid:19188"chse of the Gateway centric approach defined BP[Cthis
DRMsystemID attribute indicates the DRM System{dYNIS-CSP-G which is supported by the combinatb®ITF
and CSP Gateway.

- attribute“protectionGateways” SHALL include a space separated list of zero orenmase-insensitive names of
supported CSP Gateway types that are capablgpbsiing the DRM system indicated by attribubRMSystemID”.
This attribute is conditional mandatory and SHAL# dpecified in the case that the DRM System inditat the
“DRMSystemID” attribute is supported by the CSP Gateway. Veadillies for the scheme for the Gateway centric
approach defined by [CSP] ardt'cp-ip” and “ci+".

Examples:

<drm DRMSystemID="urn:dvb:casystemid:19188" >TS_BBT S TTS_BBTS MP4_PDCF</drm>

<drm DRMSystemID="urn:dvb:casystemid:12348" protect ionGateways="ci+">TS_PF TTS_PF</drm>
<drm DRMSystemID="urn:dvb:casystemid:12348" protect ionGateways="dtcp-ip">TS_PF</drm>
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9.3.11 Media profile capability indication

If an OITF supports streaming A/V content to themt, the client SHALL indicate this by includingnan-empty list of
<audio_profile> and/or <video_profile> elementghe RUI client capability description. The <audioofle> and
<video_profile> elements SHALL adhere to the follogvrequirements in addition to what has been éefioy bullet v)
and w) of [Req. 5.2.1.a] of CEA-2014-A:

- Valid values for the “type”-attribute of the <audjarofile> and <video_profile> elements include MBME
types given in Section 3 of [MEDIA].

- Valid values for the “name”-attribute include:

o for <video_profile> elements: the system format eathe video format name and the audio format
name for A/V contents, concatenated with an unaeest ’, as defined in Section 3 of [MEDIA].

o for <audio_profile> elements: the audio format ndorepure audio contents in Table 4 of
[MEDIA]

o for both <video_profile>, and <audio_profile> elem= it is allowed to include multiple profile
names corresponding to the same MIME type, by s¢ipgreach profile name with a whitespace
character.

- Valid values for the “transport”-attribute inclu¢e space-separated list of ) the protocol nameefused in
the column “Name for <protocol>" in Annex F.1 off®T], whereby the value “http” as specified as
default value for the “transport™-attribute in CE2®14-A SHALL correspond to value “http-get”.

- The <video_profile> and <audio_profile> elementsA&H support a new attribute called “DRMSystemID”,
which SHALLinclude a space separated list of zermore DRM system IDs supported for the media
profile(s), whereby the DRMSystemID SHALL corresddn a <drm> element (as defined in section 9.3.10.
about DRM capability indication) with the same afor attribute “DRMSystemID”. In the case the
attribute “DRMsystemID” is specified, non-protect&fl/ contents of the media profile(s) SHALL be also
supported. For non protected media profile(s), ditisbute MAY be omitted (see Annex F for more
information).

— Next to providing the list of supported audio amdieo profiles, the client SHALL include an
<audio_profile> element and/or a <video_profileersént with the value
“application/vnd.oipf.ContentAccessStreaming+xndf &ttribute “type”, to indicate support for thentent
access description document format as definedrii 4s value for the “data” attribute of the A/Njedt as
defined by [CEA-2014-A] to initiate the streaminfjoontent.

Examples:

<video_profile type="application/vnd.oipf.ContentAc cessStreaming+xml"/>

<video_profile
name="TS_MPEG2_SD_25_AC3 TS_AVC_HD_25 HEAAC"
type="video/mpeg"
DRMSystemID="urn:dvb:casystemid:19188”
transport="rtsp-rtp-udp”

>

<video_profile
name="MP4_MPEG2_SD_25_AC3 MP4_AVC_HD_25_HEAAC"
type="video/mp4"
transport="http-get”

>

<video_profile
name="TS_AVC_HD_25 HEAAC"
type="application/x-dtcpl”
DRMSystemID="urn:dvb:casystemid:12348"
transport="http-get”

/>

<audio_profile name="MPEG1_L3" type="audio/mpeg" tr ansport="http-get"/>

9.3.12 Remote diagnostics support

The OITF SHALL indicate support for remote diagncs{via the APIs defined in section 7.11) using fbllowing
element in the OITF’s capability description (se@néx F for more information):

<xs:element name="remote_diagnostics" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).
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9.3.13 SVG

The OITF SHALL indicate support for SVG through these profile and Ul profile name fragment stringslefined in
section 9.2 or as defined in section 6.4 usingRémote Ul Client Capability Description defined 8 G in that section
- image/svg+xml

9.3.14 Third party notification support

If an OITF supports theBparty polling mechanism as defined in SectionBds [CEA-2014-A], including the
extensions to 5.6.2 as defined in Annex B, thrailghbase profile and Ul profile name fragment gsias defined in
section 9.2 “Default Ul Profiles” and the <pollingtfications> element defined in Annex F::

<xs:element name="pollingNotifications" type="xs:boolean"/>

If included, the value of this element SHALL beug|false).

9.3.15 Multicast Delivery Terminating Function supp  ort

The OITF SHALL indicate support for the multicaglilery terminating function (via the APls definedsection
7.15.1) using the following element in the OITF&apability description (see Annex F for more infotioa):

<xs:element name="mdtf" type="xs:boolean"/>

If included, the value of this element SHALL bgtrue| false).

9.3.16 Other capability extensions

The following extensions to the capability profeements defined in [Req. 5.2.1.a] of CEA-2014-AA%H be
supported:

a) an additional value “0.33x0.33" for attribute “sc@” of the <video_profile> element in bullet w) Req.
5.2.1.a], with the following related extension e tschema for type “scalingType” (see Annex F foren
information):

<xs:enumeration value="0.33x0.33"/>
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10 Security
10.1 Application / Service Security

This section defines the security model that agliethe privileged functionality exposed by an BIb a server device.
The main purpose of the security model is to prtdtezal client side functionality exposed by an BIib Javascript from
unauthorized use. For example in the case of P\ffR@oAPI, untrusted servers should be preventethfscheduling
recordings.

The security model is quite generic, in a senskitlignot limited to particular privileged browsextensions, but can be
applied to any local client side functionality espd to any kind of networked application.

NOTE: The security model makes use of X509v3 dediiés over TLS. Management of TLS root certifisagnd which
certificate authorities to trust is out of scopeto$ document.

10.1.1 OITF requirements

The following requirements SHALL apply to OITFs tlexpose security and/or privacy sensitive (i.@ileged)
functionality in one or more of the cases descripeskction 10.1.3.

- An OITF SHALL prevent a HTML document from a serfimmm accessing the exposed security and/or privacy
sensitive functionality, unless the server candreectly authenticated (see below), and the sasvgranted the
necessary privileges to access the security apdigcy sensitive functionality.

- The OITF SHALL authenticate the server during a Fia®dshake through a valid X.509v3 certificatet ihgranted
by a certificate authority that is trusted by thd'B To this end, the OITF SHALL match the hostnaone
(sub)domainname of the HTML document’s URI with tiestname or (sub)domainname as specified in th89x3
certificate, in the manner as defined in Sectidnd3.IETF RFC 2818.

- The OITF SHALL support the Online Certificate Swfrotocol (OCSP), at least the Lightweight Pradedefined
in RFC 5019, to determine the current validitythed X.509v3 certificate before access to privile§etttionality is
granted.

- The OITF MAY support a private certificate extensfor X.509v3 certificates called “permissions” tispecifies a
set of permissions requested by a server to apeedieged functionality, through zero or more pé&sion names
associated with privileges. The OITF MAY grant autreenticated server the set of permissions, whieleach
associated with the right to access a specifiofsgtivileged functionality. Allowed permissionsmas include the
permission names as defined in Section 10.1.4.

The set of permissions granted to an authenticeger by an OITF MAY depend on the occurrencénaf server
on a whitelist or blacklist available to the OITF.

NOTE: Management of whitelists and blacklists aafalié to an OITF is out of scope of this document.

- If the server does not have the necessary privdlémeaccess a property, method or object, or theseannot be
properly authenticated, the OITF SHALL throw aroenvith the message property set to the value "‘®g&uror".
The example below shows how this can be used bljcatipns:

try {
object.foo()
} catch(e)

if (e.message == "SecurityError") {
/ I am not authorised to do this

- The OITF MAY inform the user of the decision to gienserver requested access to privileged fundtigraand
MAY offer the user the option to override this deon.

10.1.2 Server requirements

The following requirements SHALL apply to servenattwish to access security and/or privacy semsiiie. privileged)
functionality exposed by an OITF, in one or morehaf cases defined in section 10.1.3:
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- A server SHALL specify the use of TLS for each HTMbacument that accesses privileged functionalig; By
using the “https://” URI scheme for the URL of tH& ML document).

- A server SHALL expose a valid X.509v3 certificat@ridg the TLS certificate handshake.

- A server MAY request an OITF for certain permissiom access privileged functionality through a gévcertificate
extension. If a server wants to do so, the serv&¥ Mclude a private certificate extension callggfmissions” as
part of a valid X.509v3 certificate. If includedhet “permissions” extension specifies a set of pgsmns through
zero or more permission names. Allowed permissi@mes include the permission names as definedcitio8e
10.1.4.

10.1.3 Specific security requirements for privilege  d Javascript APIs

This section defines the specific security requiata for specific privileged Javascript APIs, sastthe
tuner/broadcast, recording, content download anD&ated APls as defined in Sections 7.13, 7.10and 7.6 in
addition to the security requirements defined ictisas 10.1.1 and 10.1.2.

10.1.3.1 Security requirements for tuner controlan  d lineup

Exposure of the channel line up and the video/trasidAPIs for controlling the (local) tuner as sped in Section 7.13
SHALL adhere to the security requirements in Sestit0.1.3.1.1 and 10.1.3.1.2.

10.1.3.1.1 Security requirements for exposure of th e tuner channel lineup

Exposure of the channel line up of the (local) tuaespecified in Section 7.13 SHALL adhere tofthl®wing security
requirements:

- the OITF SHALL perform a security check (as defime&ection 10.1.1) to see if the server has tleessary
privileges to obtain the channel lineup of the &idcuner. If the server does not have the necggsairileges, or the
server cannot be properly authenticated, the OIFIRLS.

1. not convey the Client Channel Listing to the setiough a HTTP POST.

2. not expose the Client Channel Listing to the DARlegation through thgetChannelcConfig() method
of the video/broadcast object. Attempts to acdaissmethod SHALL throw an error as defined in smcti
10.1.1.

10.1.3.1.2 Security requirements for tuner control

Control of the (local) tuner as specified in Seetiol3 SHALL adhere to the following security ragments:

- the OITF SHALL perform a security check (as defime&ection 10.1.1) to see if the server has thessary
privileges to control the (local) tuner. If the wer does not have the necessary privileges ordiheiscannot be
properly authenticated, the OITF SHALL deny regséstswitch a local tuner to another channel bgwlimg an
error as defined in section 10.1.1.

10.1.3.2 Security requirements for recording
The recording functionality as specified in SectfohO SHALL adhere to the following security recuirents:

- Recording of broadcasted contetite OITF SHALL perform a security check (as defitgdSection 10.1.1) to see if
the server has the necessary privileges to schegededings of broadcasts. If the server does ae¢ lthe necessary
privileges or the server cannot be properly auibated, the OITF SHALL deny a server’s requestdoess the
functionality of theappTication/oipfRecordingScheduler object (as defined by Section 7.10.1), and SHALL
also not expose the Client Channel Listing, neithesugh the HTTP POST, nor through theetChannelconfig()
method. Furthermore, the OITF SHALL throw an emsrdefined in section 10.1.1 when an applicatiadéal from the
server attempts to access any properties or methotleeapp1ication/oipfRecordingscheduler object.

- Recording of current A/V content broadcastéd: OITF SHALL perform a security check (as defitgdSection
10.1.1) to see if the server has the necessarijgy®s to record the current broadcast (as defim&#ction 7.13.2). If
the server does not have the necessary privilagie server cannot be properly authenticatedOtfié- SHALL deny a
server’s request to start a recording of the brasdecurrently rendered by thé deo/broadcast object by throwing
an error as defined in section 10.1.1.
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- Control over and exposure of scheduled recorditigs OITF SHALL restrict the visibility and controler scheduled
recordings to those scheduled recordings that imérated through a server from the same FQDN sicheduled the
recordings.

10.1.3.3 Security requirements for content download functionality
The content download functionality as defined ictiam 7.4 SHALL adhere to the following securityterements:

- Initiating a downloadthe OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the server has
the necessary privileges to initiate a downloathéfserver does not have the necessary privilegé® server cannot be
properly authenticated, the OITF SHALL NOT startwhdoading the content after receiving a contenieasaescription
document as defined in Section 4.6.2.

NOTE 1:The server is the server that served the HTML dwmt or third-party notification that includes alito a
content-access description document. This is no¢gsarily the same server from which the contedibvenloaded.

NOTE 2:The URL from which a content item is downloaded.(as specified by a <ContentURL> element in the
content-access description document) does nottodve protected by TLS.

10.1.34 Security requirements for DRM related func  tionality

The DRM control functionality (i.e. theppTication/oipfDrmAgent embedded object) as defined in Section 7.6
SHALL adhere to the following security requirements

- Accessing the DRM agerihe OITF SHALL perform a security check (as defime Section 10.1.1) to see if the server
has the necessary privileges to interact with tRMDagent, i.e. by accessing the DRM agent embedtgztt as
specified in Section 7.6.1. If the server doeshaote the necessary privileges, or the server captoperly
authenticated, the OITF SHALL throw an error asrdaf in section 10.1.1 when an application loadecthfthat server
attempts to access any of its properties or metbhodke DRM agent embedded object.

10.1.3.5 Security requirements for IMS functionalit vy

The IMS functionality (i.e. thappTication/oipfIMS embedded object) as defined in Section 7.8 SHAdeae to
the following security requirements:

- Accessing the IMS embedded objéme OITF SHALL perform a security check (as defife Section 10.1.1) to see if
the server has the necessary privileges to intarigictthe IMS functionality, i.e. by accessing WS embedded object
as specified in Section 7.8. If the server doeshaot the necessary privileges, or the server ¢drmproperly
authenticated, the OITF SHALL throw an error asrdaf in section 10.1.1 when an application loadethfthat server
attempts to access any of the classes, propertiegthods defined in Section 7.8.

10.1.3.6 Security requirements for metadata process  ing functionality

The metadata processing functionality (i.e.dp@1ication/oipfSearchMmanager embedded object and other
APIs) as defined in Section 7.12 and 7.13.3 SHAthexe to the following security requirements:

- Accessing the search managtire OITF SHALL perform a security check (as defifie Section 10.1.1) to see if the
server has the necessary privileges to interatt thé search manager, i.e. by accessing the
application/oipfSearchManager embedded object as specified in Section 7.12thelterver does not have the
necessary privileges, or the server cannot be pyoaethenticated, the OITF SHALL throw an errordagined in

section 10.1.1 when an application loaded from ¢$eater attempts to access any of the propertiesetiiods on the
SearchManager embedded object.

- Accessing enhanced metadatae OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the
server has the necessary privileges to accesxtiestoons tosideo/broadcast for accessing EIT p/f information
specified in section 7.13.3, in order to preverguse of the EIT p/f information If the server does have the necessary
privileges, or the server cannot be properly autbated, the OITF SHALL throw an error as definadsection 10.1.1
when an application loaded from that server attertgppaiccess to therogrammes property of thevideo/broadcast
object specified in Section 7.13.3.

10.1.3.7 Security requirements for configuration an  d settings functionality

The configuration and settings functionality (teeapplication/oipfConfiguration embedded object and other
APIs) as defined in Section 7.3 SHALL adhere toftil®wing security requirements:
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- Reading and modifying configuration and/or settiniipe OITF SHALL perform a security check (as defime Section
10.1.1) to see if the server has the necessarjgm@s to interact with the configuration functitia i.e. by accessing
the configuration embedded object as specifieceirtidn 7.3.1. If the server does not have the rsacgprivileges, or
the server cannot be properly authenticated, tid=GIHALL throw an error as defined in section 10.\&hen an
application loaded from that server attempts teas@ny of the classes, properties or methodsadkiimsection 7.3.

10.1.3.8 Security requirements for APIs for OITFs u  nder the control of a service
provider

APIs for OITFs under the control of a service pdeviSHALL adhere to the following security requirms:

- Accessing the extended tuner control ARte OITF SHALL perform a security check (as defifie Section 10.1.1) to
see if the server has the necessary privilegagdoaict with the extended tuner control APIs agifipe in Section
7.13.7. If the server does not have the necessafijeges or the server cannot be properly auticaitd, the OITF
SHALL throw an error as defined in section 10.1Hew an application loaded from that server attengpéecess any of
the classes, properties or methods defined ineetil3.7.

- Accessing the extended PVR ARle OITF SHALL perform a security check (as dedirie Section 10.1.1) to see if
the server has the necessary privileges to interitlctthe extended PVR APIs as specified in Sectidi®.4. If the server
does not have the necessary privileges or the seavmot be properly authenticated, the OITF SHAlow an error as
defined in section 10.1.1 when an application loafdem that server attempts to access any of éi&sek, properties or
methods defined in section 7.10.4.

- Accessing the download manag#re OITF SHALL perform a security check (as dedime Section 10.1.1) to see if
the server has the necessary privileges to interiglctthe download manager, i.e. by accessing the
application/oipfbDownloadManager embedded object as specified in Section 7.41Belkerver does not have
the necessary privileges, or the server cannotdygeply authenticated, the OITF SHALL throw an erms defined in
section 10.1.1 when an application loaded from ¢$eater attempts to access any of the classesgipiegor methods
specified in Section 7.4.3.

- Accessing all downloadshe OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the server
has the necessary privileges to manage downloadasitiated by the current application, i.e. by essing the

downloads property of thepp1ication/oipfDownloadManager embedded object as specified in Section 7.4.3. If
the server does not have the necessary privilegdse server cannot be properly authenticatedOtfié SHALL throw

an error as defined in section 10.1.1 when an egidin loaded from that server attempts to acdeésgptoperty.

10.1.3.9 Security requirements for remote diagnosti  ¢s and management API

The remote diagnostics and management APIdpplication/oipfRemoteManagement) as defined in Section
7.11.1) SHALL adhere to the following security reg@ments:

- Accessing remote diagnostics and management paeasratd/or settingghe OITF SHALL perform a security check
(as defined in Section 10.1.1) to see if the selasrthe necessary privileges to interact withréineote diagnostics and
management functionality, i.e. by accessingapplication/oipfRemoteManagement embedded object as
specified in Section 7.11.1. If the server doeshavie the necessary privileges, or the server ¢dreproperly
authenticated, the OITF SHALL throw an error asrdaf in section 10.1.1 when an application loadecthfthat server
attempts to access any of the classes, propertimethods defined in section 7.11.1.

10.1.3.10 Security requirements for parental contr ol manager

The parental control manager API (ia@plication/oipfParentalControlManager) as defined in Section
7.9.1) SHALL adhere to the following security reguments:

- Accessing parental control manager functionalttye OITF SHALL perform a security check (as defifie Section
10.1.1) to see if the server has the necessarijgg®s to interact with the parental control mamdgectionality, i.e. by
accessing thapplication/oipfParentalControlmanager embedded object as specified in Section 7.9.1. If
the server does not have the necessary privilegdse server cannot be properly authenticatedOtfié SHALL throw
an error as defined in section 10.1.1 when an egidin loaded from that server attempts to acceg®bthe classes,
properties or methods defined in section 7.9.1.
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10.1.4 Permission names

This section describes a non-limited set of perimiseames that MAY be included as part of the “desmons”
extension of a X.509v3 certificate as defined iot®&s 10.1.1 and 10.1.2:

0 ‘“permission_tuner control_lineupthis permission name allows a server to recééteth the tuner’s channel
line-up and to switch an OITF's local tuner to drtchannel and to functionality as specified intida 7.13.

0 ‘“permission_tuner_lineup: this permission name allows a server to redéteh the tuner’'s channel line-up as
specified in Section 7.13.

0 ‘“permission_tuner_contrdl: this permission name allows a server to swanohOITF’s local tuner to another
channel as specified in Section 7.13.

0 ‘“permission_recording”: this permission name allows a serverdoeive/fetch the tuner’s channel line-up, and
to instantiate the scheduler object (as defined byi@ect10.1) and access its functionality, and teas the
additional functionality as specified in Sectiod3.2 for thevideo/broadcast object to record and timeshift
the current broadcast.

0 ‘“permission_download” this permission name allows a server to initéde/nloads.

0 ‘“permission_drmagent’ this permission name allows a server to intenattt the DRM agent, i.e. by accessing
the DRM agent embedded object as specified in @ecti6.1

0 ‘“permission_metadata’ this permission name allows a server to acces®WB EIT p/f information of the
current channel through the fogrammes” property of thevideo/broadcast object, as specified in
Section. 7.13.3.

0 ‘“permission_metadata_ search’this permission name allows a server to accessehrch functionality
provided client-side metadata search functiondtisydefined in section 7.12.1).

0 ‘“permission_extendedAV: 'this permission name allows a server to intewdttt the extended A/V control
functionality provided by the OITF, as defined @tson 7.13.7.

0 ‘“permission_recordingsmanager’this permission name allows a server to intevattt the recording
scheduler on the OITF using the APIs defined inisac7.4.3 to manage recordings initiated by theent
application.

0 ‘“permission_recordingsmanager_alt’this permission name allows a server to intenattt the recording
scheduler on the OITF using the APIs defined inisac/.4.3 to manage all recordings, including thstiated
by other applications.

0 ‘“permission_recordingsmanager_samedomairhis permission name allows a server to intevattt the
recording scheduler on the OITF using the APIsraefiin section 7.4.3 and manage recordings initiate
applications from the same FQDN.

0 ‘“permission_clientCOD": this permission name allows a server to intevattt the CoD catalogue browsing
functionality provided by the OITF, as defined acgon 7.12.

0 ‘“permission_settings” this permission name allows a server to modirgettings and configuration using
the APIs defined in section 7.3.1.

0 ‘“permission_downloadmanager’this permission name allows a server to intenaitt the download manager
on the OITF using the APIs defined in section 7td.8ontrol downloads initiated by the current dgagion.

0 ‘“permission_downloadmanager_all’this permission name allows a server to intenatit the download
manager on the OITF using the APIs defined in sacti4.3 and manage all downloads, including those
initiated by other applications.
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0 ‘“permission_downloadmanager_samedomainhis permission name allows a server to intevaitt the
download manager on the OITF using the APIs definesbction 7.4.3 and manage downloads initiated by
applications from the same FQDN.

0 ‘“permission ims” this permission name allows a server to intenattt an IMS Gateway using the APIs defined
in section 7.8.

0 ‘“permission_remotemanagementhis permission name allows a server to interattt an remote diagnostics
and management API defined in section 7.11.

0 ‘“permission_gatewayinfo” this permission name allows a server to intenait with the gateway discovery
functionality provided by the client, as definedsictions 4.2 and 7.7.

0 ‘“permission_parentalcontrolmanager”this permission name allows a server to intenattt the parental
control manager on the OITF using the APIs defimeskection 7.9 to override the parental contrdiisgs of an
OITF.

10.2 User Authentication

The OITF SHALL adhere to the user authenticatiaqquieements as specified in Section 5 of [CSP].

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 253

(281)

Annex A. Change History (Informative)
Document Version Date Sections Description
Vv0.01 2008-05-05 all Initial Version Created by Bio and Ottone Maurizio Grasso
Vv0.02 2008-06-12 all Modification of skeleton bdsm; Madrid meeting’s agreement
V0.1 2008-06-17 7 Add OIPTVF-MD-DAE-020-R01-
A/V_control_APIs_for_Tuner,_Recording,_CoD,_and_&iiled_Cont
ent_(incl__Security_and_CSP_interfaces).doc
V0.0.01-2008-08-06 2008-08-06 all Baseline of DAfedfication.
CRs approved in Stuttgart meeting were integrated
V0.0.01-2008-08-12 2008-08-12 all Integration of CR-032, CR-068, CR-075, CR-078, G38;0CR-089,
CR-097, CR-098, CR-099(errata)
V0.0.01-2008-08-13 2008-08-13 all Integration of-GR5, CR-084, CR-095
Vv0.0.01-2008-08-14 2008-08-14 all New Editor's notes summary. Checked integratio@Rf032+CR-087.
Integration of CR-066, CR-081, CR-094, CR-116, CR-ICR-118,
CR-120, CR-121, CR-122, CR-123.
Vv0.0.01-2008-08-19 2008-08-19 all Categorizatioeditor's notes
Vv0.0.01-2008-10-02 2008-10-02 all Applied changes detailed as “Done” in “OIPTVF-MD-BAechnical-
Review-TOTAL-r17.xIs”
V0.0.01-2008-10-06 2008-10-06 all Applied changes detailed as “Done” in “OIPTVF-MD-BATechnical-
Review-TOTAL-r20.xIs”
V0.0.01-2008-10-07 2008-10-07 all Applied changes detailed as “Done” in “OIPTVF-MD-BATechnical-
Review-TOTAL-r22.xIs”
V0.0.01-2008-10-10 2008-10-10 all Applied changes detailed as “Done” in “OIPTVF-MD-BATechnical-
Review-TOTAL-r24.xIs”
Vv0.0.01-2008-10-15 2008-10-15 all Applied changes detailed as “Done” and CRs markethaplemented”
in “OIPTVF-MD-DAE-Technical-Review-TOTAL-r27.xIs”
Vv0.0.01-2008-10-20 2008-10-20 all Applied changes detailed as “Done” and CRs markethaplemented”
in “OIPTVF-MD-DAE-Technical-Review-TOTAL-r30.xIs”
Vv0.0.01-2008-10-21 2008-10-21 all Applied changes detailed as “Done” and CRs markethaplemented”
in “OIPTVF-MD-DAE-Technical-Review-TOTAL-r31.xIs"Applied
all required edits.
Vv0.0.01-2008-10-23 2008-10-23 all Applied editoghbnges submitted from ANT, FT, Philips, TI.
V0.0.02-2008-10-23 2008-10-23 6.3.25 Aligned vitR-211-R01
V0.0.03-2008-10-23 2008-10-23 522 Checked FiguiEable 1 and Table 2
V0.0.04-2008-10-23 2008-10-23 7.11.34 Renamed odetheateDownload. Accepted all changes.
Vv0.0.01-2008-12-18 2008-12-18 all Editorial changes: applied CR-252, CR-253, CR-ZH;255, CR-256,
CR-257.
Vv0.0.02-2008-12-18 2008-12-18 all Corrected omissielated to CR-253.
V0.0.01-2008-12-19 2008-12-19 all Editorial changgsplied CR-258, CR-259, CR-260, CR-264.
Vv0.0.01-2008-12-22 2008-12-22 all Editorial changes (checked cross-references apdfage usage,
changed Appendixes to Annexes). Applied all revisio
Vv0.0.01-2009-02-05 2009-02-05 all Maintenance. Applied CR-267, CR-268, CR-269, CR;Z/R-271,
CR-272, CR-273.
V0.0.01-2009-02-12 2009-02-12 all Maintenance. AggpCR-249, CR-261
V0.0.01-2009-03-24 2009-03-24 7,9 Maintenance. iopCR-274, CR-275, CR-276, CR-277.
V0.0.02-2009-03-24 2009-03-24 74.22,931 Maatee, corrected omissions related to CR-274 an@ TR
Vv0.0.01-2009-03-25 2009-03-25 | 4.3.4.1, Maintenance, corrected omissions and cross refesertated to CR-
4.45,7.13.2,| 261, CR-268 and CR-270.
9.3.13.
V0.0.01-2009-03-31 2009-03-31 | 7.4.1.2, Maintenance. Applied CR-282.
Annex G
Vv0.0.01-2009-04-23 2009-04-23 | 4.5, Maintenance. Corrected omissions and cross refeseretated to CR-
75.2.1.2, 270 and CR-277. Applied CR-284.
7.11.5.2,
Annex B
Vv0.0.01-2009-05-06 2009-05-06 7 Maintenance. Start of restructuring of Chapter @sieferences still
broken.
Vv0.0.02-2009-05-06 2009-05-06 4,7 Maintenance. Restructuring of Chapter 7: section®en7.17 moved to
section 4. Most references still broken
V0.0.01-2009-05-27 2009-05-27 all Maintenance. Regdebroken references
Vv0.0.01-2009-05-28 2009-05-28 | 4.4.5, Maintenance. Applied CR-303, CR-312, CR-315 and32R-
7.3.3.1,
7.8.2,9.1,
Annex B.
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Document Version Date Sections Description
Vv0.0.01-2009-06-03 2009-06-03 all Maintenance. Applied CR-286, CR-287, CR-288, CR;Z3R-292 and
CR-337.
Vv0.0.01-2009-06-10 2009-06-10 all Maintenance. Applied CR-278, CR-294, CR-314, CR;¥2-335 and
CR-339.
V0.0.01-2009-06-11 2009-06-11 all Maintenance. Applied CR-290, CR-307, CR-309, CR;&R-333 and
CR-334.
V0.0.01-2009-06-12 2009-06-12 4,7,8,9 Maintearpplied CR-285 and CR-313.
V0.0.01-2009-06-13 2009-06-13 | Annex B, Maintenance. Applied CR-289, CR-331 and CR332.
Annex E.3,
7.4.4,4.6.4,
4.8,7.13.
Vv0.0.01-2009-06-15 2009-06-15 all Maintenance. Applied CR-341, CR-344, CR-347, CR;&R-350,
CR-359, CR-360, CR-367 and CR-374.
Vv0.0.01-2009-06-17 2009-06-17 all Maintenance. Applied CR-299, CR-322, CR-354, CR;%R-375,
CR-376
Vv0.0.01-2009-06-18 2009-06-18 all Maintenance. Applied several editorial changes esiggl by Walter
Dees.
Vv0.0.01-2009-06-23 2009-06-23 all Maintenance. Applied CR-310, CR-324, CR-340, CR;®I-349,
CR-356, CR-357, CR-361, CR-369, CR-370, CR-371,3ZR-CR-
378, CR-379, CR-380 and CR-381.
V0.0.01-2009-06-29 2009-06-29 82,74 Maintenance. Aligned method signature in 8.2.1dtnfatted tables in
8.2. Applied CR-329.
Vv0.0.01-2009-07-07 2009-07-07 | Annex A, Maintenance. Corrected entry in Annex A. Applied-858, CR-368,
7.13.1.1, CR-386, SOL-040.
7.14.1.1,
4471,
4.3.8,4,7,
7.2,7.15,
9.3.16,
Annex F.
V0.0.01-2009-07-08 2009-07-08 all Maintenance. AggplICR-342, CR-373, CR-392, CR-394 and CR-39
Vv0.0.01-2009-07-09 2009-07-09 all Maintenance. Applied SOL-072, CR-387, CR-388, CR;3BR-391,
CR-396, CR-397, CR-399 and CR-401. Applied all ections pointed
out in email exchange with Walter Dees and Steverislo
Vv0.0.01-2009-07-10 2009-07-10 7 Maintenance. Checked table formats in Section TreCted example in
7253
V0.0.01-2009-07-13 2009-07-13 all Maintenance. €cded typos and broken references.
Vv0.0.01-2009-07-29 2009-07-29 all Maintenance. Applied technical review comments fidin-404-R02,
MD-406 and MD-407-R02. Addressed some commensedaiuring
thr Stuttgatr interim meeting.
Vv0.0.01-2009-08-28 2009-08-28 Annex B Maintena@mrected a wrong reference.
V0.0.01-2009-09-02 2009-09-02 | 5.2.3.4, Maintenance, Corrected a typo and a wrong methghsire.
7821
V0.0.01-2009-09-04 2009-09-04 471 Maintenancéeted erroneous sentence.
Vv0.0.01-2009-09-07 2009-09-07 9.1, 9.2 Maintenafwerected unclear references.
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Annex B. CE-HTML Profiling

This section defines a detailed set of deviatioomfthe CEA-2014-A i-Box and 2-Box model [CEA-20A4L-in
particular for those changes that are directiyteeldo requirements in sections 5.1 through 5.XDAxmmexes A through

| of [CEA-2014-A]. Changes to requirements of CE@12-A are indicated by underlined text for texttthmust be added,
and by strikethrough text for text that must be oeed.

- Changes to Section 5.2: several new elements amcttebute/values have been added for the capabili
descriptions. Most of these are related to newtfanality, and are defined in Section 9.3 and heareenot listed
here. With respect to existing elements and ate#uhe following changes apply:

(0]

an additional value “0.33x0.33" for attribute “sicg” of the <video_profile> element in bullet w) fiReq.
5.2.1.a], with the following related extension e tschema for type “scalingType”

<xs:enumeration value="0.33x0.33"/>

the “name”-attribute of the <audio_profile> and de®_profile> elements in CEA-2014-A are restridied
DLNA media format profiles. The forum has specifielown audio and video format profile names that
can be used by the “name” attribute as well.

new Ul profiles have been defined for [Req. 5.3.1hht a client may choose to implement. Detaiésrzot
included in this annex.

for both <video_profile>, and <audio_profile> elam® it is allowed to include multiple profile name
corresponding to the same MIME type, by separateugh profile name with a whitespace character.

element <pointer> requires some clarifications:

m) <pointer> - indicates whether or not the Remote Ul Clieqtpsrts pointer-based input, such as
mouse or touch. If included, the value of this edetrSHALL be: (true|false). A value of ‘true’ mesan
that all mouse event types as defined in DOM |@vElents SHALL be supported, and that server-side
image maps SHALL be fully supported as definedenti®n 13.6.2 of [HTML401] . Note that a value
of ‘false’ still implies that ‘click’ events SHALIbe supported, as per Req 5.4.1.s below.

- Changes to Section 5.3:

(0]

Reg. 5.3.a (5) states that if the Content-Encodeader is used, it SHALL always have case-insemesiti
value “identity”, unless a client/server has exglijdndicated support for other content encodibgausing

an Accept-Encoding header. RFC 2616 (section 3a@sthat this content-coding is used only in the
Accept-Encoding header, and SHOULD NOT be usetérndontent-Encoding header. We follow RFC
2616 and use the following alternative definition Req. 5.3.a: “if this header is used, it SHALays

have a value that matches one of the content emgedis sent by an Accept-Encoding header, and SHALL
adhere to Section 3.5 of RFC 2616 regarding theti§dentity” encoding”.

Req 5.3.a (12) which states the requirements iser-Agent header is replaced by the descrijiion
Section 8.1.

- Changes to Section 5.4:

(0]

Since the CSS3 “image-orientation” property wasrdef in CSS Print/Paged Media, browsers may have
difficulty implementing it for normal web pages.sttherefore made OPTIONAL. Services needing image
rotation SHOULD do this at the server before segdito the client.

The W3C CSS working group made an official statentiestt the following DOM2 Style features are
considered to be problematic and have therefore blessified as obsolete.

= The UnknownRule interface (unknown rules shoulditmpped by the parser and thus never reach
the DOM).

= The getPropertyCSSValue method, CSSValue intertdtmterfaces inheriting from CSSValue,
and the RGBColor, Rect, and Counter interfaces@B8Value interface is thought to be too
awkward for frequent use).

These features are OPTIONAL.
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Compatibility with CEA-2027-A is not a requiremeot the present document. Therefore, a client MAY
omit the list of methods of the Window scriptingett as listed by bullet 3) and the alias as deffiog
bullet 5) of requirement [Req. 5.4.2.a] of CEA-2044

The following methods SHALL be added to the lissapported properties and methods on the Window
scripting object:

=  Window self: reference to the current window (returns sameevaliproperty “window”).
=  Window window: circular reference to window object (returns saraleie as property “self”).
= Number setinterval(Function f, Number d) —call function f again after d number of seconds.

= void clearInterval(Number i) — cancels the given interval timeout that has be¢mising
“setinterval”.

= void addEventListener(String t, EventListener I, Bamlean capture) —allows DOM 2 event
listener registration on the Window object.

= void removeEventListener(String t, EventListener |,Boolean capture)- allows DOM 2 event
listener de-registration on the Window object.

= void blur() — removes focus from current window. Calling thisthod on the Window object of a
DAE application SHALL not deactivate the applicatio

= void postMessage(String message, String targetOrigi —used for cross-document messaging as
defined by bullet 10 below.

= OipfObjectFactory oipfObjectFactory — The global factory object which can be used to
instantiate embedded object instead of using HTMbject> tags. See 7.1 for the definition of the
OipfObjectFactory class.

= void close() —closes the current window. Calling this method lee\tVindow object of a DAE
application SHALL be equivalent to calling methossttoyApplication() of the DAE application
(as defined in Section 7.2.2.2).

= Navigator navigator —this property MAY return a Navigator object repnetieg the OITF as
defined in Section 7.15.4.

A client MAY omit window.download() as defined iequirement [Req. 5.4.2.a] of CEA-2014-A to trigger
a download, since method registerDownloadURL amddfin Section 7.4.1 of this document is basically
identical.

HTMLS5 cross-document messaging SHALL be supporsefbows::

10) Cross-document messaging, as defined in sectioof §2TML5], a subset. The client SHALL
support posting messages with fies tMessage method as defined in chapter 8.2.3 of [HTML5],
prototype also listed below for reference. MessageEvent interface defined in 8.1 of
[HTML5] SHALL be supported, except for thrts value which MAY be undefined if the
client does not support passing messages with.ports

« void postMessage(any message, String targetOrigin)
Add keypress events to Requirement 5.4.1.a inahefing way:

[Req. 5.4.1.a] Every Remote Ul Client SHALL suppiie DOM event types "keydown", "keypressid
"keyup" and the following subset of the KeyEverienface as specified in [18], which SHALL inheribifn
the UlEvent interface:

1)  Properties:
 readonly Boolean shiftKey;
« readonly Number keyCode;

* readonly Number charCode;
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(@]

2)  Methods:

« initKkeyEvent(DOMString eventType, Boolean canBlghiBoolean cancelable, Boolean ctriKey,
Boolean altkey, Boolean shiftkey, Boolean metaKidymber keyCode, Number charCddehere:

* argument eventType is either “keydown”, “keypiess“keyup”,
and

« arguments ctrlKey, altkey and metaKey MAY be iggth
3) Constants:

« A subset of the VK_* constants as specified im@&xF, corresponding to the keys that are supported
by the Remote Ul Client (i.e. SHALL at least inatuthe keys as specified by the client in the
capability profile).

For “keydown” and “keyup” events, the key code pscified in Annex F that corresponds to the key tha
has been pressed SHALL be included in property keg¢C

For “keypress” events, if pressing a key (or segaeasf keys) has resulted in generating a Unicode
character, the resulting Unicode character codelSH#e included in property charCode. If no Unicode
characters results from pressing the key (or sempiehkeys), for example for the arrow keys, the &ede
as specified in Annex F SHALL be included in pragéeyCode.

Note:-DOM-"keypress™events-are-not-suppeorted.

Add keypress events to Requirement 5.4.1.1:

[Req. 5.4.1.1] A Remote Ul Client SHALL generatesaor more “keydown” and “keypress¥ents while a
key is being pressed until the key is released,rapetition rate determined by the client, and SHA
generate a “keyup” event as soon as the key iasetke

Next to the “onkeydown” and “onkeyup” events, adsll intrinsic event “onkeypress” to requirementdRe
5.4.2.a] of CEA-2014-A:

x) String onkeypress — read-write property tha&tcses the script to be called when a “keypres&ne (as
specified in Section 5.4.1) occurs on the windoawife that corresponds to this “window”-object.

Note: future revisions of CEA-2014-A or the DAE sffieation should consider the ability to specify a
particular (maximum/minimum) size of textual or gh#cal labels to be inserted.

Requirement 5.4.a.3.a SHALL be changed as follows;

a) DOM level 2 Core [11], including the extended Kterfaces (except for Notation, Entity,
EntityReference and Processing Instructio®) method hasFeature(DOMString feature, DONgtri
version) of the DOMImplementation interface retutme for features “Core” and “XML”", and
version “2.0".

Requirement 5.4.a.3.c SHALL be extended with thiefadng;

Focus events (i.e. events of type “focus”) SHALLdenerated not only for <label>, <input>,
<select>, <textarea>, and <button> as specifi€eiction 1.6.5 ofDOM 2 Events], but also at least
for <a> elements, in accordance WilfOM 3 Events].

For all elements which can receive focus evenfiscas event SHALL be generated and the CSS
“focus” selector must be activated, irrespectivihié focus is received through keyboard interaxctio
pointer interaction, calling an DOM focus() methtbdough Javascript, or any other mechanism by
which the focus can be changed.

Requirement 5.4.a.3.d SHALL be changed as follows;

d) DOM level 2 HTML [14] except following interfase

« HTMLAppletElement,
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* HTMLFrameElement,

* HTMLFrameSetElement

The method hasFeature(DOMString feature, DOMStviergion) of the DOMImplementation
interface returns true for features “HTML" and “XINIL", and version “2.0".

Requirement 5.4.a.3.e SHALL be replaced as follows;

e) DOM level 2 ViewgDOM 2 Views] with the method hasFeature(DOMStriegture, DOMString
version) of the DOMImplementation interface retamirue for feature “Views” and version “2.0".

f) The method hasFeature(DOMString feature, DOM@triersion) of the DOMImplementation
interface SHALL return true for feature “CE-HTMLhd version “1.0".

Requirement 5.4.a.6.b SHALL be replaced as follows;

b) Application authors SHOULD define both “id” aflthme” on <a>, <form>, <iframe>, <img> and
<map> elements as described in Section C.8 of [XHTIM].

Requirement 5.4.a.7 shall be extended with thevetig;

e nav-up, nav-down, nav-left, nav-rightas defined in Section 10.2.2 of [CSS3 Ul].
« outline andoutline-* as defined in [Req. 5.4.1.q]

e letter-spacingandword-spacing CSS2.1 [28] properties.

« border-top-right-radius , border-bottom-right-radius , border-bottom-left-radius, border-
top-left-radius andborder-radius as defined in [CSS3 BG] with the following restitets:

« Only solid style is guaranteed to work in correativith border radius: When border radius
is used, non-solid border style may be ignoredrbinglementation and solid style be used
instead.

« If two borders are connected with a rounded corared, those two borders have different
computed colors, the OITF MAY draw both bordershwitie computed color of one of those
two borders.

« Animplement may not trim a background image agacio the container box (or other
elements contained in the container) at the outsidiee rounded border. Only the
background color of the container is guaranteduktolipped to the rounded border by an
implementation.

Note that a full implementation of the border radiwoperties as defined in [CSS3 BG] is
compliant with the subset defined above.

The following corresponding DOM style propertiesofperties of the CSS2Properties interface)
shall also be supportelorder TopRightRadius, border BottomRightRadius,
borderBottomL eftRadius, border TopL eftRadius, borderRadius.

Requirement 5.4.1.f SHALL be changed as follows:
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If the input-focus is on any forms element exceptiion, a Remote Ul Client SHALL not generate
any VK_UP, VK_DOWN, VK_LEFT, and VK_RIGHT key-eventexcept at those points in time
that the focus is about to move away from the fetement (e.g. if VK_LEFT is pressed while the
cursor is placed at the beginning of a text-entrygllow an author of a HTML document to override
the default focus navigation.

e The client SHOULD use the same physical keys fonegating the VK_UP, VK_DOWN,
VK_LEFT and VK_RIGHT key events that are used forsgatial navigation mechanism
provided by the client. The same keys SHOULD aleoubed for spatial navigation specified
through the CSS properties ‘nav-up’, ‘nav-downavdeft’ and ‘nav-right’.

e In accordance with this requirement, the focus getidon as defined through CSS properties
‘nav-up’, ‘nav-down’, ‘nav-left’ and ‘nav-right’ SBULD only be active at those points in time
when focus can be moved away from the form-elememnipt interfere with the implementation
specific handling of keys inside a form-element.

Requirement 5.4.1.m SHALL be changed as follows:

A Remote Ul Client SHALL offer a means to set fodesthe following elements in a HTML
document by using key-based input: <a>, <areaxpath elements, <iframe>, and <object> elements
of type “video” as defined in Section 5.7.
Upon receiving focus, the Remote Ul Client SHALLnhgeate_both &©OM 2
“focus” and a “DOMFocusIn” event for <a>, <area>, and—beth—a—DOM ‘focus”and

“DOMFocusin—eventfor all form elements{foranyregistered-evesieliers

The Remote Ul Client MAY not generate DOM 2 focusl @ OMFocusIn events
in the following two casedror <iframe> elements;—and-<objealements—of type “videothe
Remote Ul Client SHALL call the event listener thwts been specified through the onfocus
attribute of the “window” object (see Section 5)4tBat is associated with the iframe. For
<object> elements of type “video”, it SHALL call ghevent listener specified throudhe
onfocus attribute of the A/V scripting object (Sent5.7). Fhe-Remote— Ut Client-MAY-—not

generate-a-bDOM-2-focus-events-inthese-cases.

Add a requirement 5.4.1.p that reads as follows:

[Req. 5.4.1.p]A Remote Ul Server SHOULD use the CSS propertias-up’, ‘nav-down’, ‘nav-left’
and ‘nav-right’ to override the default spatial iw@tion as provided by the Remote Ul client, indtea
of defining a spatial navigation mechanism in Jakips

Add a requirement 5.4.1.q that reads as follows:

[Req. 5.4.1.g]If a Remote Ul Server has specified the “outlibdes attribute to be unequal to “auto”
(as defined in Section 8.3 of the CSS3 Basic Ustarface Module), for an element that has input
focus, the Remote Ul Client SHALL not draw its ofatus highlight around this item, but use the
focus highlight style, color and width as defingdtbe values given to the “outline” and/or “outline
*" attributes.

Add a requirement 5.4.1.r that reads as follows:

[Req. 5.4.1.r1 A Remote Ul Client SHALL generate the focus eveadsspecified by [Req. 5.4.1.m]
and SHALL activate the CSS ":focus” selector, faryaelement which can receive focus events,
irrespective if the focus is received through keadobinteraction, pointer interaction, calling an O
focus() method through Javascript, or any otherlrmeism by which the focus can be changed.

Add a requirement 5.4.1.s as an extension to 5dabd 5.4.1.n

[Req. 5.4.1.s]A Remote Ul Client SHALLoffer a means to activate the following elementsin
HTML document by using key-based input: <a>, <are@utton>, <input type="submit”>, <input
type="reset”> and <input type="button”>, <input gg"radio”>, and <select>.

The Remote Ul Client SHOULD allow the same physlay that is used to generate a VK_ENTER
key event to be used to activate these elemethieske elements have input focus. If an access &gy h
been defined the Remote Ul Client SHALL allow tleeess key to be used to activate these element.

Upon activation, the Remote Ul Client SHALL generbbth a DOM 2 “DOMActivate” and a “click”
event for above listed elements
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Changes to Section 5.6.2:

Support for this section SHALL be optional for afT®. Support for section 5.6.2 SHALL be
indicated through the OITF’s capability descriptipnusing element <pollingNotifications> as
defined in Section 9.3.14.

Extend requirement 5.6.2.a as follows

[REQ. 5.6.2.A]JAN I-BOX REMOTE Ul CLIENT SHALL SUPPORT POLLING-BA SED
3"P_PARTY NOTIFICATIONS FROM AN I-BOX SERVER.

1) To manage the polling process for a particular fivation, an i-Box Remote Ul Client

SHALL support the following method of the Window/CidntentFrame object:

a) BooleansubscribeToNotificationgString url, String hame, Number period, Stringayp
where

e url is the complete URL of the HTTP GET request madehieyRemote Ul Client
every period seconds; the domain ofl SHALL equal the domain of the current
document in the CE-HTML browser window, and use S® TLS
security[24][9][10]; if it doesn't, this method ham effect and returnfalse If url
equals the URL of any existing notification subgtiadn and the value géeriod is
positive, thenameandperiod of that notification subscription is updated.

« nameis the user friendly name of the notification sesev

e period is the polling period of this subscription in sede. If the value operiod
equals 0, any existing notification subscriptionthwexactly the same URL is
cancelled, and the return value indicates the foemistence of such a subscription.
If the value ofperiodis negative, no changes are made and the retlura valicates
whether a subscription to the given URL alreadystsxilf the value operiod is
positive, true is returned only if the Remote Ul Client subscsiber updates an
existing subscription.

« type is the highest priority event type that will bens®y the notification service,
and SHALL be one of the event types listed in hilef [Req 5.6.1.a], without the
“upnp:"-prefix.

b) On executing thesubscribeToNotifications method to subscribe to a new notification,
the Remote Ul Client SHALL alert the user to thepénding new notification
subscription (including information about the highpriority notification type that will be
sent by the Remote Ul Server), and provide the wirat least two options:

» subscribe to this notification, and
» do not subscribe to this notification.

This does not exclude an option that allows a tsa&lways accept notifications from the
same URL.

c) If the Remote Ul Client does not subscribe becatise user declined, the
subscribeToNatificationsmethod SHALL returrdalse
2) To manage the polling process for a particular fivation, an i-Box Remote Ul Client
SHALL support the following method of the Window/ChhntentFrame object:
a) NumbersubscribeToNotificationsAsyng¢String url, String name, Number period, String
type) where
e url is the complete URL of the HTTP GET request mad¢heyRemote Ul Client
everyperiod secondsurl SHALL have the same origin as the current docunrent
the CE-HTML browser window, and use SSL or TLS si¢J24][9][10]; if it
doesn't, this method has no effect and an everitatidg a negative response is
dispatched. Iurl equals the URL of any existing notification sulystton and the
value ofperiodis positive, thenameandperiod of that notification subscription is
updated.
* nameis the user friendly name of the notification segv
» period is the polling period of this subscription in sedse. The value of period
SHALL be greater than zero.
* type is the highest priority event type that will benséy the notification service,
and SHALL be one of the event types listed in hflef [Req 5.6.1.a], without the
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“upnp:"-prefix.

* The return value of his method indicated the ICtha&f subscription request. This is
used when notifying the application of the resfilthis call, to link a response to the
request that generated it.

b) On executing thesubscribeToNotificationsAsync method to subscribe to a new
notification, the Remote Ul Client SHALL asynchrarsty alert the user to the impending
new natification subscription (including informatio about the highest priority
notification type that will be sent by the RemotkeSérver), and provide the user with at
least two options:

» subscribe to this notification, and
» do not subscribe to this notification.

This does not exclude an option that allows a tsedways accept notifications from the
same URL.

Calls to subscribeToNotificationsAsync return immediately. The application will be
notified via theonNotificationSubscriptionResponsegunction (or corresponding DOM-2
event) user has chosen to subscribe or to not shbgo the notification.

If two calls tosubscribeToNatificationsAsyncwith the same value faurrl overlap (i.e.
the the notification event of the first call hast yet been dispatched), the Remote Ul
Client SHALL interrupt the first call and generateresponse event as if the request had
been declined.

3) An_ i-Box Remote Ul Client SHALL support the follomg property of the
Window/UlContentFrame object:
a) script onNotificationSubscriptionResponse

where the specified function is called with argutsed and response, which are defined
as follows:

* Numberid — the ID of the subscription request, as indicdtgdhe return value of
the subscribeToNatificationsAsyncmethod.
* Booleanresponse— the response indicating whether the subscriptemuest has
been accepted. A value €dlse indicates that the request has been declined. A
value oftrue indicates that the request has been accepted.
4) An_ i-Box Remote Ul Client SHALL support the follomg method of the
Window/UlContentFrame object:
a) void unsubscribgstring url, string name)

where

 url is the URL used to subscribe to a notification, shkhSEHALL have the same
origin as the current document in the CE-HTML brewsindow
» nameis the user friendly name of the notification segv
b) On executing the unsubscribe method, the Remot€light SHALL unsubscribe from
the specified notification service. If the apptioa is not subscribed to the specified
notification service or if the page currently lodde the CE-HTML browser window is
not from the same origin as url, this method SHAdve no effect. When this method
returns, the application shall no longer be subsctito the notification service.
5) An_i-Box Remote Ul Client SHALL support the follomg method of the
Window/UIContentFrame object:
a) StringCollectionlistNotificationSubscriptions()

where the return value of this method SHALL be #Hection of URLs of notification
services to which HTML documents from the sameiorage currently subscribed.

6) An_ i-Box Remote Ul Client SHALL support the follomg method of the
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Window/UIContentFrame object:
b) BooleanisSubscribedstring url, string name)

where

e url is the URL used to subscribe to a notification, shkhSEHALL have the same
origin as the current document in the CE-HTML brewsindow

* nameis the user friendly name of the notification segv

e The return value of this method SHALL ke if url has the same origin as the
current application and application is currentlybstribed to the specified
notification service, ofalseotherwise

Changes to Section 5.7:

In addition to the A/V object extensions in Sectibh4, the following detailed modifications to
Requirement 5.7.1.f SHALL apply:

[Req. 5.7.1.f] The following properties and meth&$ALL be supported for audio objects and for
video objects. Support for playlists and supportii@ “persist” attribute is OPTIONAL.

Requirement 5.7.1.f bullet 1) ‘data’ SHALL be madd as follows;

- 1) String data [RW] — media URL. If the value otal&s changed while media is playing
playback is stopped (resulting in a play state gbanThe default value is the empty string.
If the value of this attribute is changed, the tedladata-attribute inside the DOM tree
SHOULD be changed accordingly. If the value of titigibute is set to an empty string or is
changed, the resources (files, server connect&ios.) currently owned by the object
SHALL be released.

Requirement 5.7.1.f bullet 2) ‘playPosition’ SHAlHe modified as follows;

2) Number playPosition [R] - the play position in_number ofmilliseconds_since the
beginning as denoted by the server (i.e. in refetiidoNPT 0.0 as described in Section 3.6 of
RFC 2326)f the media referenced by attribatata whendatarefers to a single media item
playPosition is the duration of the currently playing medianitef a playlist if data refers to
a playlist._ The behaviour of the AV control objedien the end of media (or the end of the
currently-available media) is reached is defineddntion 7.14.1 of the DAE specification.

a) If the play position cannot be determined, thiayPosition SHALL be
undefined .

Requirement 5.7.1.f bullet 3) ‘playTime’ SHALL beorfified as follows;

3) Number playTime [R] - the estimatedotal duration in milliseconds of the media
referenced bylatawhendatarefers to a single media itelayTime is the duration of
the currently playing media item of a playlistiditarefers to a playlist.

a) If the duration of the media cannot be deterdhitiee playTime SHALL be
undefined .

Requirement 5.7.1.f bullet 4) ‘playState’ SHOULD diarified as follows to fit the state diagram as
specified in Section 7.14.1;

4) NumberplayState [R] - indication of the current play state as dals:

0 - stopped user (or script) has stopped playbackhe current media, or playback has
not yet started

1 - playing the current media pointed to bgtais currently playing.

2 -pausedthe current media pointed to bgtahas been paused.
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3 - connecting;connect to media server, i.e. waiting for connectm media server to be

established, upon first connection or after thenemtion was lost. In addition, DRM
rights necessary for playback of protected cordemtalso retrieved during this state.

4 - buffering the-media-is-being-buffered before playbatie buffer is being filled in

order to have sufficient data available to initiarecontinue playback. In this state,
playback is stalled due to insufficient data in théfer to continue playback. The
player waits until sufficient data has been buffiete continue playback. For video
objects, whilst being in this state, the player SHO show the last completed video
frame that was shown before entering this states playstate is an intermediate state
to reach playState 1 (‘playing’). The OITF SHOULDifter the content in the
background whilst in playState 2 (‘paused’). Howewihis background buffering
does not result into a state change to state 4.

5 -finished;the playback of the current media has reacheérteof the media.
6 - error; an error occurred during media playback, preventhe current media to

start/continue playing.

Requirement 5.7.1.f bullet 5) ‘error’ SHALL be médd as follows;

5) Numbererror [R] - error details; only significant if the valud playStateequals 6:

0 - A/V format not supported.

1 - cannot connect to server or connection lost.
2 - unidentified error.

3 — insufficient resources.

4 — content corrupt or invalid.

5 — content not available.

6 — content not available at given position.

Requirement 5.7.1.f bullet 11) ‘play’ SHALL be médd as follows;

11) Booleanplay(Number speed)- plays the media referenced tigta starting at the

current play position denoted playPosition at a relative speed equal to the value of
attributespeed Negative speeds reverse playback. If no speggeisified, it defaults

to 1. Aspeedof 0 will pause playback. If the current media baplayed at the
specified speedrueis returned. Otherwiséalseis returned and neithéneplay state
nor thespeeds fet changed. If the playback reached the beginnirthefnedia at
rewind playback speed, then the play state is cdhtm?2 (‘paused’). A play speed
event (see section 7.14.3.2 of the DAE specificatinill be generated when the
operation has completed, regardless of the sucéeke operation. If the operation
fails, the argument of the event SHALL be set o ghevious play speed.

Requirement 5.7.1.f bullet 13) ‘seek’ SHALL be nfteti as follows;

13) Boolearseek(Number pos} sets the current play position (in millisecontis}he
value of pos, Changes play state to 4 (‘bufferinigdeek() is called whilst the player is
in playing state. If the player is in state 2 (‘pad’), the seek() method seeks to the new
position, but the play state is not changed. Théhatkdoes not have any effect when
being called whilst the player is in any of theeastktates. If the new playback position
is valid, the value of the playPosition attributd A8 L be set to the new value before
this_method returnsbees—not-affect-theplay—stat®Returnstrue if the method
succeeded, anfdise otherwise. A play position event (see section BP4of the DAE
specification) will be generated when the operatisis completed, regardless of the
success of the operation. If the operation fdils,argument of the event SHALL be set
to the previous play position.
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Changes to the Annexes:

0 In Annex C, the default value for the transpontiatite of the audioProfileType and videoProfile Typw
for the “protocolNames” attribute of the downloaghyis defined as “http”. In Annex F.1 of [PROT] the
equivalent protocol name is called “http-get”.OlTdrsd DAE applications SHALL consider the default to

be “http-get”.

o In Annex F, the following key code is defined fbetremote control key that allows to toggle between
PLAY and PAUSE states:

const Number VK_PLAY_PAUSE = 463;

0 In Annex G, the “onkeypress” events in the abbtaasection in the introduction is currently madke
with a dashed blue color. This marking must be nesdo

® The following clarifications apply to inline (i.etrinsic) event registration using the on*
attributes in (X)HTML:

e Ifvalueevent is used inside the scriptinside the on* attribfde example as an
argument to one or more functions inside the otritatte, the associated event is in
scope for the evaluation by the script once thenewecurs. For example, in the following
snippet, the event is passed as a parameter tidnmallMe, and the default action to
follow the link is prevented:

<a href="http://mww.google.com" id="clickme" onclic k="callMe(event);
event.preventDefault();">Click me</a>

« If the event registration inside the on* attribué¢urnsfalse , the default action for
activating the (X)HTML element is prevented froncatng. For example, in the
following snippet, the function callMe is calledtea which the default action to follow
the link is prevented (i.e.

<a href=" http://www.google.com onclick="callMe(); return false;">
o0 In Annex H, as per the change to Section 5.4,"“ithage-orientation” CSS property is not supported.

= The following clarification applies for the “fonCSS property: “Support for system font values
(caption, icon, menu, message-box, small-capti@tis-bar) is not required.”

o0 In Annex I:, the “onkeypress” intrinsic event hagrdinust be added to the “window” interface. And
attribute “charCode” must be added to the “KeyEYVenerface.

= the additional implementation note for EventListedees not apply, and method handleEvent
must be supported as defined in DOM 2 Events.

= The following clarification apply to DOM 2 Eventsuhdling:

a) The “this” keyword inside the event handler afaveefers to the object on which the event
handler was registered (i.e. the HTML element thaurrently handling the event). For

example the following snippet
my_element.addEventListener(‘click’,doSomething,fal se);

function doSomething() {
this.style.backgroundColor = #cc0000";
}

will cause the element “my_element” to get a reckigaound whenever the user clicks on it.

= Full support for “DOM Level 2 HTML" specificatiorsiadded except for the following interfaces:
“HTMLAppletElement”, “HTMLFrameElement” and “HTMLFRmeSetElement”.

= Full support for “DOM Level 2 View” specificatiors iadded by supporting the “DocumentView”
interface (implemented by the document object)iemttiefaultView” attribute.
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Annex C. Design Rationale (Informative)

The application model

As specified in section 4.3.2, applications arerded within a hierarchy of applications. This hirehy has a number of
benefits for an environment where multiple applmad may be executing simultaneously, including:

o0 Clear separation of applications so that permissgranted to one application cannot be exploitedrmther.

o Simpler event dispatch, whether for key eventsxteraally triggered events such as parental coctrahges,
caller ID integration, IM chat messaging, etc.

0 The ability to deploy new applications without &tieg other applications (either Ul or structure).
0 The ability for service providers to manage groapapplications, including invisible applications.

Each object representing an application possessiegetiface that provides access to methods aridwi#s that are
uniquely available to applications. For example, fidcilities to create and destroy applicationsameessed through such
methods.

Development and maintenance efficiencies are gatmedigh distinct application boundaries. Code edasffered
through the application tree, permitting applicatido export facilities as desired (for exampleayrotel change logic
may be embedded in the “zapper” application anadegd to an EPG application). The paired advantafjes
compartmentalisation and code re-use are of ingrgamlue as the number of authoring entities gyieations grows
— what is of marginal additional value for one authg entity and three applications is of significaalue for 10
authoring entities and 50 applications.
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Annex D.
CSP interfaces (|

Introduction

nformative)

Clarification of Download CoD, streaming CoD and

There are many different usage models and scerthadbsne can think of when dealing with proteatedtent and the
interactions the user or the device may have wiaraice provider. This includes usage models diggruser
registration, domain management, license acquisiiownloading content, etc. This informative Anréxs to clarify
the usage of the interfaces as specified in Sexdody, 4.7, 7.4 and 7.6. in the context of thesaattions. However, this
Annex will only show some of the generic mechanism®ffered by these interfaces, not only the beoivgerfaces, but
also including some of the local interfaces ondéeice (that actually do not need to be standadjian the figure

below these are indicated by dotted lines.

The main scenario that we envision is the following

IPTV Application
ament; (e.g. CoD store) License server Content server
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PV ¢ 4
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| control | a) UNIS-11(RTSP
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o ety n__i 93)
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| Metadata | I OITF :
| CGclient 92) »/ embedded |
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Figure 14: Main scenario

1. The OITF shows the Ul of the CoD store. With thisthle user is able to interact with the CoD staredd
things, such as user registration, browsing theesdroffered by the CoD store, and purchase asieen

This can be done inside the browser using a stdr@dgrHTML interface. In the figure above, thisdentified

by a).

In those deployments where the OITF supports thadaga CG client, an embedded application or a DAE
application can make use of metadata provided gir@umetadata CG client. This is identified by g*).
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2. After purchasing/selection of the content the gelbcontent needs to be fetched. To this end, dhaidbad
manager or the A/V embedded object needs to bgeirggl with information on how to fetch the contdriis is
done by using a special descriptor, with an eadéntifiable MIME type
“application/vnd.oipf.ContentAccessbownload+xml1” in case of download, and
“application/vnd.oipf.ContentAccessStreaming+xml”in case of streaming. This is indicated by
interfaces dO, d1, d2, e0, el), and e2).

For certain steps in these interactions, the CoBeshay need to interact with the DRM agent. This be done
by talking directly to the DRM agent during a br@wsession using interfaces b0) and b1). Alteratj\the
<DRMControlinformation> element of the content aaxdescriptor can be used to convey DRM specific
messages to the DRM agent. This is indicated keyfate d3).

Note that both the DRM agent and Download manageaatonomous components that will be actively
performing their duties, irrespective whether thisran active browser session or not. They willehtheir own
interaction with e.g. the license server and doaulserver, and possibly with the user. These ictiers are
identified by interfaces c1, c2, d4, d5.

3. The download manager or A/V player fetch the contasindicated by interfaces d4 and e3.

4. Once the content is fetched, playback can be dtémt¢he A/V player. When the stream is protectéd, A/V
player will have to get a license from the DRM agesing interface f).

List of interfaces:

Interface a: browse, select and purchase content from CoD store

This interface is used to interact with the CoDretior operations such as user registration, brogvie content
offered by the CoD store, and purchase a licensis.i$ a standard CE-HTML/HTTP interface.

Interface b*: In-session interaction from web page with underlying DRM agent

Interface bl (and the related interface b2) isajtyglication/oipfDrmAgent Javascript embedded ohjeetrface as
defined in Section 7.3. This interface will allovessages to be exchanged between pages from thet@eland
the underlying DRM agent, whilst the user is havéngser interface session with the CoD store. Edesvgf these
messages are Marlin Action tokens. This is usef@rable scenarios, such as subscrigig@mse acquisition,
registration, domain management, etc.

The interface basically consists of one mettehdDRMMessage(String msgType, String msg), which
is very generic in the sense that any kind of nggssan be exchanged. The exact payload and typesssages
that could be exchanged is defined in the [CSP]eRammple of such message could be:

pluginElement = document.getElementByID(“drmplugin”);
pluginElement.sendDRMMessage(“application/vnd.marlin.drm.actiontoken+xml”,
“<marTin>..</marTlin>");

zobject id="drmplugin” type="application/oipfDrmAgent”/>
Note that this API is designed to be asynchronousature, because certain interactions may takelatarminate
amount of time. Therefore, it is not wise to make method synchronous, since that could blockakasktript
engine. To this end we have defined an event harai®RMMessageResult, to register a callback function that
will be called when the DRM agent completed hargltifithe message. For example:

function callbackF(String msgID, String resultMsg) {

}
document.getElementByID(“drmpTugin”).onDRMMessageResult = callbackF;

An equivalent DOM2 event is also generated.
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Content authors SHOULD be aware of the asynchronatige of the API. Only after having received th#back
message, the web page can assume that the DRMtegehandled the DRM message. The service authpnesd
to define some visual cues to the user if he wikikdthe user to wait for certain actions to finish

I nterface c*: Autonomous out-of-session interaction between DRM agent and CoD store

Interface cl) is the collection of interfaces betw¢he DRM agent, the CoD store, the license seeteras defined
in the [CSP]. The interaction is typically done side the scope of the browser, and also withoutiiee being
involved. In the few cases where the user woulthbelved, the device will typically have its owrotal” user
interface to handle the interaction with the ugesome of these the DRM agent would need to opgekapage to
the originating CoD store, so that the user coetbive the issue directly with the store (e.g. gisive rightsURL
extracted from the MPEG2_TS). Since the user cbaldoing other things at that moment, it may noajgropriate
to popup/replace the current browser session wittleuuser consent. Therefore, the DRM agent cisslde a
notification event that will get listed along sianillines to a third-party nofication event. Theruseuld be notified
that his attention is required with respect tol#&M agent, and can then decide to take action aumach the
browser.

In the figure above, these Ul interactions arefified by interface c2) and c3). These interfaceaéver are
typically local inside the OITF, and are not spiecifin more detail.

Interface d*: Downloading content

These interfaces are used for downloading contemtzder to trigger the download, a special contatess
descriptor (the content access download descjipiitin an easily identifiable MIME type
“application/vnd.oipf.ContentAccessbDownload+xm1” is used. This descriptor contains all the reldévan
data related to fetch the contefhis content-access descriptor is typically prosity the CoD store. A browser
application can fetch this descriptor in variouedent ways, e.doy following a link or through an
XMLHttpRequest. This is identified by interface dthe content access download descriptor and MIME Bre
defined in Annex E. It contains elements, such@srtentURL> which indicates where the content item be
fetched, and <MetadataURL> to indicate where aolditi metadata, such as genre, subtitles, artwarkcan be
retrieved from.

Interface d1) (and related interface d2) are useddger/register the download with the downloaahiaiger. This is
done by handing over the content access downlosatigéor to the download manager by calling method
registerbownload() ontheapplication/oipfDownloadTrigger embedded object after retrieving the
content-access descriptor e.g. through XMLHttpRegju@nce the download is registered, the downloadager
will take care that the content is downloaded. &itis may be a lengthy task, the download manager
independent process from the browser, that willgser its duty in the background even if the browisetlosed. By
making the download manager an independent prade¢be browser, the user can in the meantime derdttings.

Interface d3) is a local interface that is useddes optional DRM messages carried in the conten@ss descriptor
from the Download manager to the DRM agent. Thesssages are included as part of one or more
<DRMControlinformation> element inside the contaatess download descriptor (as defined by AnneX gse
may include messages (such as a Marlin previewsiggein cases where license information and théeabto be
downloaded can be packaged together.

Interface d4) is the actual interface for downlogdihe content. The protocols that can be useddamloading
content are defined in the Open ITPV Forum Prowspkcification document. The default protocol I8TR, with
support for HTTP Range requests. The HTTP Ranggestg are used in order for downloads to be ablesiome
after e.g. network failure or device power-downcdgse as mentioned above, the download manager is a
autonomous component that must continue downloatimgequested content items as a background [moeesn
after a device power-down or network failure, uittducceeds or the user has given permissiorriairiate the
download.

Interface d5) defines an interface to enable egoovery for the download mechanism. It could bedus recover
from errors or other situations that lead to thewgation or deletion of the content/licenses ouar@ent download to
fail. An example usage is as follows: to be ablesfetch the content, and its licenses from the Guide the OITF
may synchronize with the CoD store by issuing aise&ITTP GET request to the URL of element <Origigs
concatenated with “/synchronize” as defined bydbetent-access descriptor, after which the IPT\Miagion
offering the content-download replies with an XMaadiment describing the list of zero or more contBstthat
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had previously been downloaded by the given userifiis assumed that the IPTV application offgrihe content
download still remembers which content a user loagybt and downloaded before), using for examplddhewing
format:
<?xml version="1.0" encoding="UTF-8"7>
<xs:schema xmIns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormbefault="qualified"
attributeFormbefault="unqualified">
<xs:element name="synchronizelist" type="SynchronizeType"/>
<xs:complexType name="SynchronizeType'>
<Xs:sequence>
<xs:element name="content" type="ContentType" minOccurs="1" maxOccurs="1"/>
</Xs:sequence>
</xs:complexType>
<xs:complexType name="ContentType">
<Xs:sequence>
<xs:element name="content_ID" type="xs:string" minoccurs="0"
maxoccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
</Xs:schema>

Example:

<synchronizelist>
<content>
<content_ID>item 1l</content_ID>
<content_ID>item 2</content_ID>

</céﬁ£ent>
</synchronizelist>
Note: To authenticate the user, cookies or singie sn may be used.

The OITF MAY use this information to decide whiabntent and which licenses to refetch. Refetchimgcibntent is
done by issuing a secure HTTP GET request to tfmrfimg URL:

<0originsite> + “/synchronize” + “?” + a <content_ID> value

after which the application offering the contentwthioad replies with the appropriate informationetrigger the
download by providing the appropriate content ascEsvnload descriptor in order to trigger the dasal manager
and DRM agent to redownload the content and relatedses.

Interface d6): Although the download manager isatonomous process, the user may sometimes waigvoor
control the state of the download manager. Toehd; the download manager will typically offerdwn user
interface, which allows the user to manage the mmpgdownloads (e.g. suspend/resume, cancel) andtandime
progress of the items that are being downloades i§tinterface d6) in the figure above. In non-aged network
deployments this is typically a local user inte€fafor which no protocol needs to be defined. Havesince it may
be useful for the user to have a quick overviewhefcurrent downloads, in Section 7.15.1 of thiswhoent a
visualization embedded object callegp1ication/oipfStatusVview has been defined by which a (third-party)
server provider could include an overview of thess of the download manager as part of its Ul. EO®r
managed network deployments Javascript interfa@gslra needed to have more control over the Ulef th
download manager. This is covered by the downloadager APIs in Section 7.4.3 of the DAE specifumati

- Interface e*: Unicast Streaming and playback of downloaded content using A/V object

The CEA-2014-A A/V control object may be used toder unicast streaming content triggered by a cdvgecess
streaming descriptor (as specified in Section 2)ldnd may be used to play back (partially) dowdémhcontent by
using the methodetSource as specified in Section 7.14.7.

Interface e0) can be used to pass for a conteesaatreaming descriptor to set up a protectedrstrey passing
through interface el the necessary informatioritferA/V player to set up the stream through intefa2), and for
passing included <DRMControlinformation> messagethé DRM agent for DRM protection of the streamed
content using interface f).

Interface e0) can also be used to get feedback tihherd/V player (such as DRM related playback erias defined
in Section 7.13.5) in case of playing streamingteonor partially downloaded content (through metho
setSource()).
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- Interface f: Request license

The A/V Player will render the content. When thatemt is protected, the A/V embedded object willdhto get the
necessary keys from the DRM agent using interfagedrder to decrypt the content.

If the content is played inside the browser, irsteefel) defines a callback eveahbRMRightsError” to allow
the page to handle DRM-related errors (in additianl).

- Interface g*: Local metadata based applications

These interfaces are for use with local OITF embddahd DAE applications that may wish to use a dataCG
client for browsing and selecting the content.

Additional notes about Content-on-Demand:

For a detailed specification of how devices andaiaee authenticated, we refer to [CSP]. For tleersty model related
to accessing the DRM agent and Download manager &to external source, such as a web page (i.@eio ap the
browser’s sandbox), we refer to Section 10.1.
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Annex E. Content Access Descriptor Syntax and Semantics

E.1 Content Access Download Descriptor Format

An OITF that supports Content Download (i.e. if #tdownload> element has been given valuede” in the OITF’s
capability profile as specified in Section 9.3 8MHALL support parsing and interpretation of a Cahtéccess
Download Descriptor with MIME typedpplication/vnd.oipf.ContentAccessDownload+xml”.

A valid Content Access Download Descriptor SHALdhare to the following XML Schema:

<?xml version="1.0" encoding="UTF-8"7>

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:tns="urn:oipf:iptv:ContentAccessDownloadDescriptor:2008"
xmIns:xml="http://www.w3.0rg/XML/1998/namespace"
targetNamespace="urn:oipf:iptv:ContentAccessDownloadDescriptor:2008"
elementFormbefault="qualified" attributeFormbpefault="unqualified">

<!-- schema filename is {iptv-ContentAccessbownloadDescriptor.xsd -->

<!-- this schema redefines the generic Content Access Descriptor Schema iptv-
AbstractContentAccessDescriptor.xsd as defined in Annex E.3 by Timiting the allowable
values for attribute "TransferType" to "playable_download" and "full_download" -->

<xs:redefine schemaLocation="1iptv-AbstractContentAccessDescriptor.xsd">
<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="tns:TransferTypeEnum">
<xs:enumeration value="full_download"/>
<xs:enumeration value="playable_downTload"/>
</Xs:restriction>
</xs:simpleType>
</xs:redefine>

</xs:schema>

The semantics of the allowable values for attrilltansferType as defined by simple string type TransferTypeEnum
is as follows:
a) Attribute “TransferType”, which indicates the type of transfer used far tontent, SHALL have one of the
following values:

i) “full_download”, which indicates that the contétgm must be fully downloaded and stored before
playback.

ii) “playable_download”, which indicates that the caomigem is available for playback whilst it is bgin
downloaded and stored by the download managertéerhe“playable _download” is used solely in the
context of the download manager and relates tingtdhe content (on persistent storage), and piatfie
stored version, and does not relate to bufferinipéncontext of HTTP streaming.

The syntax and semantics of the imported elemeaits the generic Content Access Descriptor Schenra SHbe as
defined in Annex E.3.

NOTE: An OITF SHALL silently ignore unknown elemsrand attributes that are part of a Content AcBessnload
descriptor.

E.2 Content Access Streaming Descriptor Format

An OITF SHALL support parsing and interpretatiorao€ontent Access Streaming Descriptor with MIMpaety
“application/vnd.oipf.ContentAccessStreaming+xml”.

A valid Content Access Streaming Descriptor SHAldheare to the following XML Schema:

<?xml version="1.0" encoding="UTF-8"7>

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:tns="urn:oipf:iptv:ContentAccessStreamingDescriptor:2008"
xmlns:xml="http://www.w3.0rg/XmML/1998/namespace"
targetNamespace="urn:oipf:iptv:ContentAccessStreamingDescriptor:2008"
elementFormbefault="qualified" attributeFormbefault="unqualified">

<!-- schema filename is {iptv-ContentAccessStreamingDescriptor.xsd -->

<!-- this schema redefines the generic Content Access Descriptor Schema iptv-
AbstractContentAccessDescriptor.xsd as defined in Annex E.3 by Timiting the allowable
values for attribute "TransferType" to "streaming" -->

<xs:redefine schemalLocation="1iptv-AbstractContentAccessDescriptor.xsd">
<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="tns:TransferTypeEnum">
<xs:enumeration value="streaming"/>
</Xs:restriction>
</xs:simpleType>
</xs:redefine>

</Xs:schema>
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The semantics of the allowable values for attrillitansferType as defined by simple string type TransferTypeEnum
is as follows:
a) Attribute “TransferType”, which indicates the type of transfer used far tontent, SHALL have one of the
following values:
i) “streaming”, which indicates that the content-itsnstreamed and should not be stored. This Trahgber
value is required for unicast streaming using avi édntrol object as defined in Section 7.14.2.

The syntax and semantics of the imported elemeoits the generic Content Access Descriptor SchenfaLEHbe as
defined in Annex E.3.

NOTE: An OITF SHALL silently ignore unknown elemsrand attributes that are part of a Content AcB&g=aming
descriptor.

E.3 Abstract Content Access Descriptor Format

This section specifies the generic (i.e. "abstamthtent access descriptor XML Schema that folradasis for the
XML Schemas of document typespp1ication/vnd.oipf.ContentAccessbDownload+xml and
application/vnd.oipf.ContentAccessStreaming+xml.

An Abstract Content Access Descriptor SHALL adherthe semantics as defined in the bulleted ligieln this
bulleted list, optional means optional for sener, mandatory to be supported on OITFs that hadieated support for
MIME type “application/vnd.oipf.ContentAccessDownload+xm1”. Mandatory means mandatory for the
server to include this element in the content s&descriptor.

1) <Contents> - mandatory element which is a container for onmore associated <Contentltem> elements as child
element.

2) <Contentltem> - mandatory element which indicates a content-it&linother elements listed below are child-
elements of a <Contentltem> element.

3) <Title> - mandatory element which indicates a user inttgiie name to describe the content item. In chse o
content download, it may serve as a basis/suggefstiche actual filename used for storing the dimaded content
item. It is recommended for an OITF to not reqtiire user to enter a filename and select the stategee for
storing a downloaded content item.

4) <Synopsis> - optional element which indicates a user intagiyie description of the content item.

5) <OriginSite> - mandatory element which indicates the URL ofstte from which this content access description
document can be downloaded. Typically this is fteefsom which the content is/can be purchased.

6) <OriginSiteName> - Optional element, which gives the friendly nanesctibing the origin site.

7) <ContentlD> - Optional element which gives a unique identifizatof the content item relative to the OriginSite.

8) <ContentURL> - mandatory element which indicates the URL frohicl the content can be fetched. The element
has the following attributes:

a) Optional attribute BRMSystemID”, which indicates the DRM system for which this URpplies, using a
value as defined by element DRMSystemID in Tabté 8ection 3.3.2 of [META]. For example, for Marlin
the DRMSystemID value is “urn:dvb:casystemid:1918®iis attribute is used for linking a <ContentURic>a
corresponding <DRMControlInformation> element witle same DRMSystemID value. If the
“DRMSystemID” attribute is not specified or haswalempty string, then this indicates that the autrigenot
DRM protected.

b) Attribute “TransferType”, which indicates the type of transfer used far tontent. The concrete values that
are allowed for this attribute are defined in Aneg¥.1 and E.2 for document types
application/vnd.oipf.ContentAccessbDownload+xml and
application/vnd.oipf.ContentAccessStreaming+xml.

¢) Mandatory attribute $1ize”, which indicates the size of the content itenbjes. If the size is unknown (e.g. in
case of streaming), the value of this element.i$f the value is greater or equal to 0, the vaiven here
SHALL correspond to the value given to the Contsize HTTP header if the content is fetched throargh
HTTP ContentURL. If after downloading the contdsti the size of the downloaded content item doés no
match the indicated size parameter, the OITF SHAdport failed download (if the
application/oipfbownloadManager object is used an event is dispatched to the
onDownloadStatecChange listener(s) with reason code 3, “The item is iivalue to bad checksum or
length”). The OITF SHOULD remove the downloadedteohitem

d) Optional attribute “MD5Hash”, which indicates theD® hash value [RFC1321] of the content item. Thikig
is used to check the correctness of the downlofiltedf after downloading the content item the MB&sh
value of the downloaded content item does not midielindicated MD5 hash value, it is recommendedHe
OITF to remove the downloaded content item.
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e) Optional attribute Bburation”, which indicates the media playback durationhaf media item in the following
form "hh:mm:ss".

f) Mandatory attributeMIMEType”, which indicates the MIME type of the contentnitelt is recommended for
an OITF to inform the user if the content-type afomtent item being retrieved cannot be interpréetethe
OITF.

g) Optional attribute MediaFormat”, which describes the media format of the contemh. The value of this
element should be one of the terms defined by ¥MBlédiaFormatCS classification scheme specified in
[META].

h) Optional attribute VideoCod1ing”, which describes the coding format of the vid€be value of this element
should be one of the terms defined by the Visual@gfebrmatCsS classification scheme defined in [META]

i) Optional attribute AudioCoding”, which describes the coding format of the audibe value of this element
should be one of the terms defined by the AudioBgiEiormatCS classification scheme defined in [META].

Multiple <ContentURL> elements may be includeddmingle <Contentltem>, as long as each <ContentURL

element has a different value for the “DRMSystem#ittibute.

9) <MetadataURL> - optional element which indicates the URL fromiethadditional metadata can be fetched for the
content item, such as artwork, subtitle files. Bfadilt the metadata must be a text/xml documemditted
according to TV anytime, as defined in [META].

10) <NotifyURL> - optional element which indicates the URL to wham HTTP GET request SHALL be made by the
OITF, after the content-item has been fully andcessfully fetched, in order to inform the servethef succesful
completion of the transfer. If any content is ratd from the <NotifyURL>, it MAY be shown in thedwser.

11) <lconURL> - optional element which indicates the URL of amgra which is a visual representation of the iteat th
is being downloaded. Valid content types includeithage formats as listed in Section 9 of [MEDIA].

12) <ParentalRating> - optional element which indicates the parentahgavalue (e.g. “PG-13") for this content item.
The element has the following attributes:

a. Attribute “Scheme”, which indicates the name of plagental rating scheme that is used for indicatiegvalue.
Valid rating scheme names include the ParentalRafemssification scheme names as identified by engp
“scheme” of the ParentalRating object as define8dation 7.9.4.

b. Attribute “Region”, which indicates the regionwdich the parental rating applies. Valid region earnclude
the case-insensitive alpha-2 region codes as dkimkSO 3166-1.

Multiple <ParentalRating> elements may exist, aglas each <ParentalRating> element has a diffeaduné for

the “Scheme” or the “Region” attribute.

13) <DRMControllnformation> - optional element which allows the inclusion dRE related information that SHALL
be passed to the DRM agent. This element SHALL edteethe DRMControlinformation Type Semantics as
defined in table 8 of Section 3.3.2 of [META]. Rdarlin, additional semantics are defined in Secdah5 of
[CSP]. This element SHALL be included for any DRs&m ID for which a correspondinpRMSystemID”
value was specified as attribute of a <ContentURIement.

Multiple <DRMControlinformation> elements MAY bedluded for a single <Contentltem>, as long as each

<DRMControlinformation> element has a differentuafor its “DRMSystemID” child-element.

An Abstract Content Access Descriptor SHALL adherthe following XML Schema:

<?xml version="1.0" encoding="UTF-8"7>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormbefault="qualified" attributeFormbefault="unqualified">
<!l-- schema filename is 1iptv-AbstractContentAccessDescriptor.xsd -->
<!-- this is the generic (i.e. "abstract") content access descriptor XML Schema that forms the
basis for the XML Schemas of document types: application/vnd.oipf.ContentAccessDownload+xm]l and
application/vnd.oipf.ContentAccessStreaming+xml. This schema includes the definition for
abstract type "DRMPrivateDataType" (as defined in Open IPTV Forum Solution Specification volume
3 Metadata Release 1) and its specific instance type "MarlinPrivateDataType" or
"HexBinaryPrivateDataType" (as defined in Open IPTV Forum Solution Specification volume 7
Authentication, Content Protection and Service Protection Release 1) -->
<xs:import namespace="http://www.w3.0rg/XML/1998/namespace"
schemaLocation="http://www.w3.0rg/2001/xm1.xsd"/>
<xs:include schemaLocation="csp-MarlinPrivateDataType.xsd"/>
<xs:include schemaLocation="csp-DRMPrivateDataType.xsd"/>
<xs:include schemaLocation="csp-HexBinaryPrivateDataType.xsd"/>

<xs:element name="Contents" type="ContentsType"/>
<xs:complexType name="ContentsType'>
<XS:sequence>
<xs:element name="ContentItem" type="ContItemType" minOccurs="1"
maxOoccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<xs:complexType name="ContItemType'">
<Xs:sequence>
<xs:element name="Title" type="TitleType" minoccurs="1"/>
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<xs:element name="Synopsis" type="SynopsisType" minOccurs="0"/>
<xs:element name="OriginSite" type="xs:anyURI" minOccurs="1"/>
<xs:element name="OriginSiteName" type="xs:string" minoccurs="0"/>
<xs:element name="ContentID" type="xs:string" minOccurs="0"/>
<xs:element name="ContentURL" type="ContentURLType" minOccurs="1"
maxoccurs="unbounded" />
<xs:element name="MetadataURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="NotifyURL" type="Xxs:anyURI" minoccurs="0"/>
<xs:element name="IconURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="ParentalRating" type="ParentalRatingType" minoccurs="0"
maxoccurs="unbounded" />
<xs:element name="DRMControlInformation" type="DRMControlInformationType"
minoccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
<xs:complexType name="TitleType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>
<Xs:complexType name="SynopsisType'>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>
<Xxs:complexType name="ContentURLType'>
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="DRMSystemID" type="xs:string" use="optional"/>
<xs:attribute name="TransferType" type="TransferTypeEnum" use="required"/>
<xs:attribute name="MD5Hash" type="xs:string" use="optional"/>
<xs:attribute name="Duration" type="xs:time" use="optional"/>
<xs:attribute name="Size" type="xs:integer" use="required"/>
<xs:attribute name="MIMEType" type="xs:string" use="required"/>
<xs:attribute name="MediaFormat" type="xs:string" use="optional"/>
<xs:attribute name="videoCoding" type="xs:string" use="optional"/>
<xs:attribute name="AudioCoding" type="xs:string" use="optional"/>
</Xs:extension>
</xs:simpleContent>
</Xxs:complexType>
<!-- The TransferType is a string in this generic content access descriptor. The values of the
TransferTypeEnum are restricted in the document instance types
"application/vnd.oipf.ContentAccessDownloadDescriptor" and
"application/vnd.oipf.ContentAccessStreamingDescriptor"” as defined in Annexes E.1l and E.2.-->
<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="xs:string"/>
</Xs:simpleType>
<xs:complexType name="ParentalRatingType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="Scheme" type="xs:string" use="optional"/>
<xs:attribute name="Region" type="xs:string" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:complexType name="DRMControlInformationType">
<XS:sequence>
<xs:element name="DRMSystemID" type="xs:string"/>
<xs:element name="DRMContentID" type="xs:string"/>
<xs:element name="RightsIssuerURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="SilentRightsURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="PreviewRightsURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="DoNotRecord" type="xs:boolean" minoccurs="0"/>
<xs:element name="DoNotTimeShift" type="xs:boolean" minoccurs="0"/>
<xs:element ref="DRMGenericbData" minOccurs="0" maxoccurs="unbounded" />
<xs:element ref="DRMPrivateData" minoccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

<xs:element name="DRMGenericData" type='"DRMGenericDataType"/>
<xs:element name="DRMPrivateData" type="DRMPrivateDataType"/>

<xs:complexType name="DRMGenericDataType">
<XS:sequence>
<xs:any namespace="##any" processContents="lax" minoccurs="0" maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 275 (281)

<xs:element name="MarlinPrivatebData" type="MarlinPrivateDataType"
substitutionGroup="DRMPrivateData"/>

<xs:element name="HexBinaryPrivateData" type="HexBinaryPrivateDataType"
substitutionGroup="DRMPrivateData"/>

</Xs:schema>

An OITF SHALL silently ignore unknown elements aatributes that are part of a content-access gescri
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Annex F. Capability Extensions Schema

This Annex contains the schema that includes thensions and modifications to the capability negjain mechanism
as defined in Section 9.3. This schema redefindsadds the necessary extensions to the existirghdayp description
schema as defined in Annex C of CEA-2014[CEA-20]47Ae schema in this Annex SHALL be used instefith®
existing capability description as defined in Anr@wf CEA-2014[CEA-2014-A]. Note that for the addital
“0.33x0.33” value for “scalingType” as defined ir@ion 9.3.15, a special construction has beemee@fiSee the last
two paragraphs of this Annex for more information.

<?xm1 version="1.0" encoding="IS0-8859-1"7>
<xs:schema xmIns="urn:oipf:config:oitf:oitfCapabilities:2009"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="urn:oipf:config:oitf:oitfcapabilities:2009"
elementFormbefault="qualified" attributeFormbefault="unqualified">
<!-- schema filename is config-oitf-oitfCapabilities.xsd -->
<!-- Redefined uiExtensionsType of the original schema as defined in Annex C of CEA-2014
(i.e. imports/ce-html-profiles-1-0.xsd) to add the new elements defined in Section 9.2
of Open IPTV forum volume 5 Declarative Application Environment Release 1 specification.
-->
<xs:redefine schemalLocation="1imports/ce-html-profiles-1-0.xsd">
<xs:complexType name="uiExtensionType'>
<xs:complexContent>
<xs:extension base="uiExtensionType'>
<xs:choice minoccurs="0" maxoccurs="unbounded">
<xs:element name="video_broadcast" type="videoBroadcastType" minOccurs="0"
maxoccurs="unbounded" />
<xs:element name="overlaylocaltuner" type="overlayType"/>
<xs:element name="overlayIPbroadcast" type="overlayType"/>
<xs:element name="recording" type="pvrType"/>
<xs:element name="parentalcontrol" type="parentalControlType"/>
<xs:element name="extendedAvControl" type="xs:boolean"/>
<xs:element name="clientMetadata" type="metadataType'"/>
<xs:element name="configurationChanges" type="xs:boolean"/>
<xs:element name="1ims" type="xs:boolean"/>
<xs:element name="communication_services" type="xs:boolean"/>
<xs:element name="drm" type="drmType" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="remote_diagnostics" type="xs:boolean"/>
<xs:element name="pollingNotifications" type="xs:boolean"/>
<xs:element name="mdtf" type="xs:boolean"/>
</xs:choice>
</Xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- Redefined downloadType to add attribute manageDownloads -->
<xs:complexType name="downloadType'">
<xs:simpleContent>
<xs:extension base="downloadType">
<xs:attribute name="manageDownloads" type="manageDownloadsType" default="none"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>
<!-- Redefined audioProfileType to add attribute DRMSystemID -->
<xs:complexType name="audioProfileType">
<xs:complexContent>
<xs:extension base="audioProfileType">
<xs:attribute name="DRMSystemID" type="xs:string"/>
</Xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- Redefined videoProfileType to add attribute DRMSystemID -->
<xs:complexType name="videoProfileType">
<xs:complexContent>
<xs:extension base="videoProfileType">
<xs:attribute name="DRMSystemID" type="xs:string"/>
</Xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:redefine>
<!-- ADDED: type definitions for the new elements defined in Section 9.2 of the
Open IPTV forum volume 5 Declarative Application Environment Release 1 specification
-->
<xs:simpleType name="manageDownloadsType">
<xs:restriction base="xs:string">
<XS:enumeration value="none" />
<xs:enumeration value="initiator"/>
<XS:enumeration value="samedomain"/>
<XS:enumeration value="all"/>
</Xs:restriction>
</xs:simpleType>
<xs:complexType name="videoBroadcastType">
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<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
</xs:complexType>
<Xs:complexType n
<xs:simpleCont
<Xs:extensi
<xs:attr

<xs:attr

<xs:attr
</xs:extens
</xs:simpleCon
</xs:complexType>
<Xs:complexType n
<xs:simpleCont
<Xs:extensi
<xs:attr
</xs:extens
</xs:simpleCon
</xs:complexType>
<Xs:complexType n
<xs:simpleCont
<Xs:extensi
<xs:attr
</xs:extens

name="type" type="xs:string" use="required"/>
name="transport" type="xs:string"/>

name="nrstreams" type="xs:unsignedint" default="1"/>
name="scaling" type="scalingType" default="arbitrary"/>
name="minSize" type="xs:unsignedInt" default="0"/>
name="postList" type="xs:boolean" default="false"/>

ame="pvrType">
ent>
on base="xs:boolean">

ibute name="1ipBroadcast" type="xs:boolean" default="false"/>

ibute name="manageRecordings" type="xs:string"/>

ibute name="postList" type="xs:boolean" default="false"/>
ion>

tent>

ame="parentalControlType">

ent>

on base="xs:boolean">

ibute name="schemes" type="xs:string"/>
ion>

tent>

ame="metadataType'">

ent>

on base="xs:boolean">

ibute name="type" type="xs:string"/>
ion>

</xs:simpleContent>

</xs:complexType>
<xs:complexType n
<xs:simpleCont

ame="drmType">
ent>

<xs:extension base="xs:string">

<xs:attr
<xs:attr
</xs:extens

ibute name="DRMSystemID" type="xs:string" use="required"/>
ibute name="protectionGateways" type="xs:string"/>
ion>

</xs:simpleContent>
</xs:complexType>

</Xs:schema>

Due to limitations of XML Schema it is not possilideredefine/extend the enumeration of type “scaliype” to add the
additional value “0.33x0.33” as defined in Sect#8.15. Therefore, this value must be directly adethe original
schema as defined in Annex C of CEA-2014[CEA-20]4iA&. imports/ce-html-profiles-1-0.xsd), as folls:

[...]

<xs:simpleType name="scalingType">

<Xs:restrictio

n base="xs:string">

<xs:enumeration value="arbitrary"/>

<xs:enumeration value="quartersize"/>

<Xs:enumeration value="none"/>

<xs:enumeration value="0.33x0.33"/>
</Xs:restriction>

</xs:simpleType>

[...]
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Annex G. Client Channel Listing Format

An OITF that supports sending the Client Channstihg through the HTTP POST method defined in $ecti.4.1.2
SHALL adhere to the XML Schema of the Client Chdriisting defined in this annex for which the faling
semantics apply:

1) <ChannelConfig> - mandatory root element of the Client Channetihgs

2) <ChannelList> - mandatory container element for zero or moreas@lel> elements, the order of which
corresponds to the channel order as managed Wylire

3) <Channel> - element that represents a channel that canceévesl by a tuner of the OITF. The element has the
following attributes:

a) Mandatory attribute ¢cid” which specifies a unique identifier of the chalwéhin the scope of the OITF.
The format ofccid SHALL have a prefix ‘ccid:’, e.g., ‘ccid:{tuner.}ajorChannel{.minorChannel}. The
ccid is defined and managed by the OITF.

b) Optional attribute €hanne1Type” which indicates the type of media content carrieer ¢he channel.

Valid values are specified in Section 7.13.11f. hot included, the default value is “TYPE_OTHER".

c) Mandatory attributedType” which specifies the type of identification thatused for the channel. Valid
values are specified in Section 7.13.11.1.

d) Optional attribute tunerID” which specifies a unique identifier of the tunéthin the scope of the OITF.

4) <ONID> - mandatory child element of a <Channel> elemémygpe ID_DVB_* or ID_ISDB_* which specifies the
DVB or ISDB original network ID. The value can bagty (i.e. <ONID/>) if stream does not contain an
SDT_Actual.

5) <TSID> - mandatory child element of a <Channel> elemétypme ID_DVB_* or ID_ISDB_* which specifies the
DVB or ISDB transport stream ID.

6) <SID> - mandatory element of a <Channel> element of tilppdVB_* or ID_ISDB_* which specifies the DVB or
ISDB service ID.

7) <Sourcel D> - mandatory child element of a <Channel> elemétype ID_ATSC_T which specifies the ATSC
source_|ID.

8) <Freg> - mandatory child element of a <Channel> elemétype “ID_ANALOG” which specifies the frequency
of the content carrier in KHz.

9) <CNI> - optional child element of a <Channel> elemeritypt “ID_ANALOG” which specifies the VPS/PDC
confirmed network identifier.

10) <IPBroadcastl D> - mandatory child element of a <Channel> elemétyme “ID_IPTV_SDS” or “ID_IPTV_URI".
if the channel has type “ID_IPTV_SDS”, this elemdanotes the DVB Textual Service Identifier of tRe
broadcast service, specified in the format “SeNa@e.DomainName” with the ServiceName and Domain®am
defined in
TS 102 034 V1.3.1. If the channel has type “ID_IPDRI", this element denotes the URI of the IP bz
service.

11) <MajorChannel>> - optional child element of a <Channel> elemertlypt “ID_ATSC_*". This element denotes
the major channel number, if assigned. Value Orotise.

12) <MinorChannel> optional child element of a <Channel> elementypgt“ID_ATSC_*". This element denotes the
minor channel number (in relation to the major ef@mumber as indicated through element <MajorCok)rif
assigned. Value 0 otherwise.

13) <Name> - mandatory child element of a <Channel> eleméritivspecifies the name of the broadcaster. Magrbe
empty string.

14) <Favourite> - optional child element of a <Channel> elemedtdating that the user has marked this channel as a
favourite. The element has the following attribute:

a) Optional attribute FavIDS” indicating in which favourite lists, if any, thibannel is selected.

15) <FavouriteLists> - optional child element of the <ChannelConfigeraént containing one or more <FavouriteList>
elements.

16) <FavouriteList> - mandatory child element of the <FavouriteListéement that represents a favourite list that is
(partially) managed by the OITF. The element hasfeflowing attribute:

a) Mandatory attribute FavID” which specifies the unique identifier of the favitaufist.

17) <FavName> - mandatory child element of the <FavouriteLiskengent specifying the name of the favourite list.

18) <CurrentFavouriteList> - conditionally optional child element of the <@im@IConfig> element specifying the
currently active favourite list.

19) <Recordable> - optional child element of a <Channel> elemedidating whether the channel can be recorded.
Valid values include “True” or “False”. If this efeent is not included, the default value is “FalSdie value
SHALL be ignored if the OITF did not indicate suppfor control of its recording functionality.

20) <Locked> - optional child element of a <Channel> elemedtdating whether the current state of the parental
control system prevents the channel from being @@{e.g. a correct parental control pin has noh leegered).
Valid values include “True” or “False”. If this efeent is not included, the default value is “False”.
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21) <ManualBlock> - optional child element of a <Channel> elemedtdating whether the user has manually blocked
viewing of this channel. Manual blocking of a chahtreats the channel as if its parental ratingevalways
exceeded the system threshold. Valid values incllidee” or “False”. If this element is not includetthe default
value is “False”.

A valid Client Channel Listing SHALL adhere to tf@lowing XML Schema:

<?xm1 version="1.0" encoding="UTF-8"7>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormbefault="qualified">
<xs:element name="ChannelcConfig">
<xs:complexType>
<XS:sequence>
<xs:element ref="ChannelList"/>
<xs:sequence minOccurs="0">
<xs:element ref="FavouriteLists"/>
<xs:element ref="CurrentFavouriteList" minoccurs="0"/>
</Xs:sequence>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ChannelList">
<xs:complexType>
<XS:sequence>
<xs:element ref="Channel" minoccurs="0" maxoccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Channel">
<xs:annotation>
<xs:documentation>
For a DVB digital channel use ONID+TSID+SID,
for an ISDB (ARIB) digital channel use ONID+TSID+SID,
for a ATSC terrestrial channel use SourcelD,
for analog channel use Freq and CNI (if available).
The IPBroadcastID element 1is relevant for IPTV broadcasts, as defined in Section 7.5.
</xs:documentation>
</Xs:annotation>
<xs:complexType>
<XS:sequence>
<xs:choice>
<XS:sequence>
<xs:element ref="ONID"/>
<xs:element ref="TSID"/>
<xs:element ref="SID"/>
</xs:sequence>
<xs:element ref="SourceilD"/>
<XS:sequence>
<xs:element ref="Freq"/>
<xs:element ref="CNI" minoccurs="0"/>
</xs:sequence>
<xs:element ref="IPBroadcastID"/>
</xs:choice>
<xs:element ref="Name"/>
<xs:element ref="Favourite" minoccurs="0"/>
<xs:element ref="Recordable" minoccurs="0"/>
<xs:element ref="Locked" minOccurs="0"/>
<xs:element ref="ManualBlock" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="CCID" type="xs:ID" use="required"/>
<xs:attribute name—"channe1Type" type— XS: str1ng" default="TYPE_OTHER" />
<xs:attribute name="1idType" type— Xs: str1ng use="required"/>
<xs:attribute name="TunerID" type="xs:ID" minOccurs="0"/>
</xs:complexType>
</xs:element>
<xs:element name="ONID" type="xs:integer"/>
<xs:element name="TSID" type="xs:integer"/>
<xs:element name="SID" type="xs:integer"/>
<xs:element name="SourceID" type="xs:integer"/>
<xs:element name="Freq" type="xs:integer"/>
<xs:element name:"CNI" type:"xs:integer"/>
<xs:element name="IPBroadcastID" type— xs:string"/>
<xs:element name— MaJorChanne1" type— XS: 1nteger"/>
<xs:element name=' M1norchanne1 type="xs:integer"/>
<xs:element name="Name" type="xs:string"/>
<xs:element name="Favourite">
<xs:complexType>
<xs:attribute name="FavIDS" type="xs:IDREFS"/>
</xs:complexType>
</xs:element>
<xs:element name="FavouriteLists'">
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<xs:complexType>
<XS:sequence>
<xs:element ref="FavouriteList" maxoccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="FavouriteList">
<xs:complexType>
<xs:complexContent>
<xs:extension base="FavName">
<xs:attribute name="FavID" type="Xxs:ID" use="required"/>
</Xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>
<xs:complexType name="FavName'>
<XS:sequence>
<xs:element ref="FavName"/>
</xs:sequence>
</xs:complexType>
<xs:element name="FavName" type="xs:string"/>
<xs:element name="CurrentFavouriteList">
<xs:complexType>
<xs:attribute name="FavID" type="xs:IDREF" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="Recordable" type="xs:boolean"/>
<xs:element name="Locked" type="xs:boolean"/>
<xs:element name="ManualBlock" type="xs:boolean"/>
</Xs:schema>
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Annex H. DVB-MCAST URI scheme for services in a MPEG-2 TS

delivered over IP Multicast

The basic DVB-MCAST URI scheme defined in [A0861i8]extended in order to reference specific progeaents in a
MPEG-2 transport stream delivered over an IP magtichannel. .

The MPEG-2 transport stream can be delivered vi® Wbvia RTP/RTCP as defined in [PROT]. This isi¢ated by the
payload parameter. A payload type afg2t’ indicates direct UDP transport while a payloagetyf mp2t/rtp’
indicates a RTP over UDP transport.

If only the multicast address information (sourosth multicast address and port) are provided thelevMPEG-2
transport stream is referenced. Théb-service parameter set provides information on the speBifi® service
within the MPEG-2 transport stream and reuses gysttactures from the DVB URI defined in [A137].

The URI scheme is defined as follows:

'dvb-mcast://' [ src-host '@' ] mcast-addr ':' port '?payload=' ('mp2t'|'mp2t/rtp')
['&dvb-service="' [service_id [.<component_set>]]
src-host source host (for source specific multicast)

multicast address

port number

as defined in [A137], clause C.2
as defined in [A137], clause C.2

mcast-addr
port
service_id
component_set

The mcast-addr shall specify the multicast addiesglient has to join and the port shall spedify UDP destination
port where to receive the multicast data stream.

The src-host is an optional syntax element refgriinthe unicast IP address of the source of tHéaast data. This is
only meaningful in case Source Specific Multic&%) as defined in [RFC4607] is supported.
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