©IPF

OPEN IPTV FORUM

Open IPTV Forum — Release 1 Specification
Volume 6 — Procedural Application Environment

V1.0, January 6, 2009

Open IPTV Forum



Page 2 (67)

Open IPTV Forum

Postal address

Open IPTV Forum support office address
650 Route des Lucioles - Sophia Antipolis
Valbonne - FRANCE
Tel.: +334 92 94 43 83
Fax: +33 4 92 38 52 90

Internet
http://www.oipf.tv

Disclaimer

The Open IPTV Forum members accept no liability tsbaver for any use of this document.

This specification provides multiple options fons® features. The Open IPTV Forum Profiling speatfin will
complement the Release 1 specifications by defitiiegOpen IPTV Forum implementation and deploynpeaofiles.
Any implementation based on Open IPTV Forum spestifons that does not follow the Profiling spedfions

cannot claim Open IPTV Forum compliance.

Copyright Notification

No part may be reproduced except as authorizedrittew permission.
Any form of reproduction and/or distribution of Hgworks is prohibited.

Copyright 2009 © Members of the Open IPTV Forum

All rights reserved.

Copyright 2009 © Members of the Open IPTV Forum



Page 3 (67)

Contents
INTRODUGCTION ..iitiiiit ittt e et et et e ettt e et s s e e e s re s et ses s e e e e s e s ea e e e et seeaa st et ee e st eesaa et et e esatseennressnrenrans 7
Y O 1 = T 8
A = N0 o 9
2.1 NORMATIVE REFERENCES. . .1t ittittittttittittt ittt eeta ettt eaaestatestesstsstesastt e sas st eetettstteetassssestsetsttaeransetaeranns 9
2.2 OPEN IPTV FORUM REFERENCES. ... cuuittuttuntttttttttettettstt st sesssa ettt ettt sttt ettt nsrereanssnerans 9
3 CONVENTIONS, DEFINITIONS AND ABBREVIATIONS. ...t oo 10
3.1 (@@ AV =110 ] T 10
3.2 A BBREVIATIONS ..iuuiitniitntttetteetett ettt ettt et s ettt rasetstanseaseasea s et s eaa s e e s e b s sa s s b san s et san et ssanseansebssanseternnss 10
4  GENERAL CONSIDERATIONS AND CONVENTIONS ...ttt e e e et e e e ee e e e r e e e esans 11
4.1 RELATION BETWEEN DVB-GEM AND PAE DEFINITIONS ..uuiituiiiiiiiiiiieiie et e e s e st s san s ean e s s eanesanenanes 11
4.1.1 DVB-GEM COMPIIBNCE ...ttt e ettt et et e e e e e e e e e e s e e s e annbbbbbbebeeeeeeeaeeas 11
4.1.2 FUNCLional EQUIVAIBNTS ... ..o ettt e et e e e e e e e aaeeaaeas 21
5 ARCHITECTURE AND DEPLOYMENT OPTIONS ...t ottt et s s et e e e e e e e ees 13
LT T L = T8 1 1 =L = =N 13
5.2 [T =TI N7 Y= O = ] T 14
5.2.1  Combined IG-AG-OITF STB and OITF TV (“Headed-COmTgtion”) ...........cceeuiiiiieieeeiiiiiee s e 14
5.2.2  Combined AG-IG with multiple OITFs (“headless c@ufation”) .............cooooiiiiiiiiiiiiiiicce e, 15
5.2.3 AG-IG, OITF-IG, MUIIPIE OITFS ...ttt ettt e e e e e e e e e s bbbt eeeeaaaaaaaaeaaaeas 16
5.2.4  Combined OITF-AG TV and IG-WAN Gateway (“headed igaration”) ............cccueeeeeeeriiiiniieninnnnns 16
5.3  REMOTE Ul SERVER (INFORMATIVE )...iiiiiiiiiiiiiitttttttteeteeetaeaaaaaaaaaaaaaesaaaaasaaaanansbasbessseeeeeeaaaaaeaeeaesaaaannnnnns 17
(ST = = O 1 1O 01 @ ] S T 18
6.1 BROADCAST CHANNEL PROTOCOLS ...iiuiitiiieiitieite et et e e et e et e st s e s et s et s et s st s sa s et s san s et s et renssaneen 18
6.2 INTERACTION CHANNEL PROTOCOLS ..uuiituiitttieniit et et et e et et e et s et s st s et staaseaa sttt san et san et st s easerreens 18
6.3  TRANSPORT PROTOCOLS FOR APPLICATION LOADING OVER THE INTERACTION CHANNEL ..ccuvvvvvneeivieeennnns 18
(ST S | IV A = =T ) T 5T 18
6.4.1  Streaming ProtOCOIS ... ...ttt ettt e et e e e e e e e e e e e e e e eeee e 18
6.4.2 [ (S e=To b= =T o (0] (o Tt o ] F= N 18
6.4.3 (Of0] a1 (=1 010 B0 )Y/ a1 (o F=To Il =4 0] (e Yo 0] LS 19
6.5 HOME NETWORK PROTOCOLS ..euuitittittt et e et et e et e e e e s et eassa s ea e s s e san s s sansensansenseasensensensenssnssnssnssnsen 19
T CONTENT FORM AT S .ottt et et e et e ettt e e et ee s s e et s e s ba e eaa e s st s esbn s sannsestnesernsnn 20
0 S Y - (O =T 1, 5 20
T.2  STREAMING FORMATS .ituuiiituieitt ettt eett e eea e e et e e st eesas s et ee et e eaa et et e e et seeans s esasesanessnnsssensentnsersnneenean 20
7.3 [0 L ST 20
7.3.1 (RIS (0 (<Y 1A 10 01 £ 20
7.3.2 (B L0)V Y a1 {0 F=To F=1 o] (ST l0] | £ TR 20
Y4 11 5 21
YN o o M (07 AN (@ \ Y (@ 5] ST 22
9.1  INTRODUCTION (INFORMATIVE ) .utuuttutuueeeeereeseaeaeeaassssananassssssnnnnsssssssnsenseeseseeeeeeeeneesnnanmssssssssssnrerseemeeeennn 22
0.2  BROADCAST APPLICATIONS ...iituiiituieiti ettt ee et e e et eeea e s saateeaa e e eaa e saa e easeeeaaesaanseeeneeeanssetnserennsereneeeen 23
L TR T B AV = T I 1V ) = 23
9.4 STORED AND CACHED APPLICATIONS ...ituittitttittitettettaetsteeaaestatsaaestasastessttestestesstestessstesttessasstieressnsersnns 23
9.5 UNBOUND APPLICATIONS 11ituiittiittitittettettetasttetsssassssasesasstasan st etsa ettt et ttetatetttsntesesstesessnssanns 23
10 APPLICATION SIGNALLING / METADATA ..ot ettt ettt e e et e e e st s e e s e s e s s reaban e e s eebaa e eseeranas 24
O TR 1Y, A [N T 24
10.2 STORED AND CACHED APPLICATIONS ....ituuieittieitteeeteesta e eeeaa e esaaeeseseeeea s s et sseta e esssseaneesetserannssrranseranns 25
11 THE JAVA PLATFORM . ..ottt e et e e e e s e e e et e s st e s s et e s e st s e ssasastasesansssennsentnsennnseed 62
0 O R O TN =1 o 26
11.2 EXTENSIONS AND MAPPINGS TO GEM APLS.. .ottt e e aan 26
11.2.1 Broadcast Transport Protocol Access API (0rg.duiat ............uuuiiiiiiiiiiiiiiiiieai s 26
11.2.2 Application Listing and Launching API (0rg.dvb.af@aition) .............coooveiieeiiiiiiee e eeeee e 27
11.2.3  Streaming MeIa APIS ... e ettt e e e e bbb r e e e e e aaaaaaaaeas 27
11.3  APIS DEFINED BY THIS VOLUME ...uuiituiiitiitniittiitnetietan et etas st ssaasssaessasssasssassan et ssaseanestassansetnssaneasnsssnees 27
11.3.1 Content and SErviCe ProtECON AP ......... e e e e e s e e s et s e e s e eaa e e s s esaaeeeseerans 27

Copyright 2009 © Members of the Open IPTV Forum



Page 4 (67)

11.3.2  USEr AULNENTICALION AP ... it e e e e e et e e e s e e e e e s et s e e s eebba e e e e e eaaaseesreranases 27
11.3.3  UISEIVEI APl oot 27
R T A @ 01 (=] g A0 (01 1LY/ ] (0= (o AN = 27
L11.3.5  SEIVICE AP ..o e 27
O S AV = 2 = 1= T 27
11.5 CONTENT REFERENCING .. cuuituiitniitnetttettettettsstesaassaastsassaestasansasnssasesastasssaeetassansasntsstsessesstsesnessnsesnenes 28
12 S (O U I 29
12.1 AUTHENTICATION OF APPLICATIONS ...cvutiiittieetieeettteeet e e et ee et e e st e esaaeesetsseaaeseaaseretasaesnssesnseesnssaesnnaeees 29
12.2  PERMISSION REQUEST FILE ..tuuiittuiiitueeetaieeetesetaesestaeessan s saansesaaeeean s aaeeeaaseeanesennseetasreanssstnsereneersnaeseen 29
12.3  SECURITY POLICY FOR APPLICATIONS ..euuuiiitueeieteeeteeseteeeatesetaeesstseesta e saansestaaeeetareesasestaeersreeranaeerannss 29
12.4 CERTIFICATE IM ANAGEMENT ttuiituittittttttitettsttetteetestesasetasean ettt ettt ea sttt setestaseansstnsranesrrrsnns 29
13 GRAPHICS REFERENCE MODEL....ccuuiiiiiii ittt e e et e et e e et s e et eeea e e s e e eaa e eeanaeees 30
14 SYSTEM INTEGRATION ASPECTS .. oottt e e e e e et e e e e e e s e e et e e et e e s e eeeaanns 31
15 DETAILED PROFILE DEFINITIONS ... ettt e e e e e e e e e s e e et e e e e e e eane e e et e eaannns 32
16 Y 41
16.1 MANDATORY RESPONSIBILITIES ..uuiiieunieitneeetnieeeteeetneeetnessaneesaseeeesssssssesetaeressssesnssereseetssesssessnneerenns 41
16.2 OPTIONAL RESPONSIBILITIES . ovuuiiitttieeunieteteeett e eeeaaeesaaee st essasa s saaee et e eea s eaaeretaseeesnsessasertneersnerrnnaeres 42
16.3 VISIBILITY OF RECORDING REQUESTS ANDRECORDINGS BETWEEN APPLICATIONS AND SERVICE
(g 2TV A1 = = I 43
17 MINIMUM TERMINAL CAPABILITIES .....con oot ettt e e e e e e e e e st e e et e e eaneeeen 44
APPENDIX A. CHANGE HISTORY (INFORMATIVE) ....cic ittt teeeee e e e e e s e s ss s st e eee e e eeeaaeeeaansnnnnnns 45
APPENDIX B. HEADLESS BEHAVIOUR OF UI-RELATED APIS (INFORMATIVE) ..ccoccciviiviiieeieeeeeeee e 46
70 O = T 46
[ 702N 7Y 7N Y 46
APPENDIX C. [ Y R R Y N I T 49
APPENDIX D. V4O 11 5 TR 05
APPENDIX E. PACKAGE ORG.OPENIPTVFORUM.DOWNLOAD ......cuiiiee et 15
INTERFACE APPLICATION DOWNLOAD REQUEST ..iittiitiiitiiitieitiiiteett e sisetae st ssstessas e st s st ssb s st s st ssbssasaberaessterans 51
CLASS LOCATORDOWNLOAD SPEC ...ituiituiituiitiiitnetinetasstaesaassaaesbasssassasssessassnsesassateanstasssnessnsssttertesstiertessssernns 51
CLASS APPLICATION DOWNLOAD EXCEPTION uuituiituiiiiiiiiieiieiteiietiseasstassanessasssnsssnessnsssnessnssansssnessnsessassnsenes 52
CLASS APPLICATION DOWNLOAD SPEC ....uuuiietiieitie et e e e e ete e et e e e s e st e e s e e eaa e e s et e e s aa e e san e s aaneesansarannsseaneeeernns 53
APPENDIX F. PACKAGE ORG.OPENIPTVFORUM.SERVICE ...t 54
INTERFACE SERVICE CREATOR ..couuiituiiittnteetteseteeeeteeeaa et s s sessa e e aaa e et e eeta s eaaaeeta e eaa e rannsstanseraneeennsessnearanees 54
APPENDIX G. PACKAGE ORG.OPENIPTVFORUM.AUTH. .. .ottt ettt e e e 56
CLASS HT TP D IGE ST CREDENTIALS Lt tittittittett ettt ettestsstesaesstsssassasstsstassteeasstettssasttsrasststansstnsssneesnestnersns 56
CLASS USERAUTHENTICATION PERMISSION .. iuuiiutiitiiteiteiieeetsetiestesstesaassasssansssessassansstssasstestssasstersnsstnersns 56
CLASS USERAUTHENTICATION IMTANAGER . .uutittiiit ittt iii et e et e st e et e st e st s et s e sae e st s e ab e s sa s st e sa s sa e sbessassbseansabaenen 57
CLASS USERCREDENTIALS 1..itutituiitttetttttattsteetnetsns et estaeessessaessessssasesssssaresnessasssesssstsssesnsssnsesnessntesneesiesteessersniees 58
CLASS COOKIE CREDENTIALS ...ittuiiitteettteeeaeestaeeetatesaaaees s seeaa et eaaes et eeeas s esaes et sarasesssasestansessnsersnsestnaeenrnaees 58
APPENDIX H. ORG.OPENIPTVFORUM.UISERVER ... .ottt ettt a e eaa e 60
CLASS UISERVERIM ANAGER ...uuiitiiietteeeteeete e et e e e e e e teee et e e eaa e et aa e e s aa e eeeaa e s sanseeaaseeanssssannssetasessnssesnnsestneernnnnss 60
APPENDIX I. ORG.OPENIPTVFORUM.DRM L.oetei ettt e eeae e e e e e naa e 61
(O N STS B 4V AN ] = N Y/ = TN 61
CLASS DRIMA GENTPERMISSION . .cuuiituituiittiiittite it taeetaesaasstasssatesassassaessassstesassatesaessasssnessatsstessassstiertesssserraees 62
INTERFACE DRIMA GENTLISTENER ..tuuituituiittiittietititiean et esaa et essssesasssesassasssaessatsstesasssaseanessstasnessnsessessnsssniens 63
(@I ST T B 2 41 AN €] = N 64
CLASS DRMA GENTEXCEPTION ..uiittiiiiitieet et ee e e et e e et e e et e e e e e e et e e eaa s s e e e eata e e eaneseaa s eebasaeaanessnnseernseesnneenes 65
APPENDIX J. ORG.OPENIPTVFORUM.PVR . ..ottt e e e e e e e 66
CLASS RECORDING ACCESTPERMISSIONS ....iitueetteeettieeetaeeeetee st ees s e esanessaaeesaseeeaa s sanseraseeranaessaserarsereneserns 66
CLASS RECORDING PROPERTIES. ... iittiiititeett et e ettt e et e e e e eae e e e e st e e e et e e eaa e s et e e eas e e ean e s s b s eeanerannsestnaeennnnns 67

Copyright 2009 © Members of the Open IPTV Forum



Page 5 (67)

Figures

Figure 1: ArchiteCture BIOCK DIBUIAIM ........uuetimiiiiie ettt e e sttt ettt e st e e e e s aebb et e e e s anbbb e e e e e s nnsnneeee s 13

Tables

Table 1 — Status of XML AIT Descriptors and EIEMENS...........ooooiiiiiiiiiiiiii i 25
Table 2 - Mapping of GEM Clauses Relating to ContenReferenCiNg ........cceeiieiiiieiiiiiieeeees s e e e e e eeeeeaanns 28
Table 3 - Locators and Corresponding TexXt REPrESERLIONS ...........ciiiiiiiiiiiii i eeeee e e 31
Table 4 - Platform Profile Definitions in this VOIUME ... 33

Table 5 - Applicability of GEM Specification SECHMS...........uuiiiiiiii i e e e e e 371

Table 6 - Summary of Functional Equivalents (INfOrMALIVE) ... e 40
Table 7 - Responsibilities of GEM Recording SPECHERLIONS ........uuuiiiiiii e ee e e e e e e e e e e e e eaeranaaaa 41
Table 8 - Events During Normal Playback and Resultig BENAVIOUN ...........cccooiiiiiiiiiiiiiiieeemec e 42
Table 9 - Optional Responsibilities of GEM Recordilg SPecifiCationS...........c.ueeiiiiiiiiiiii e 42

Copyright 2009 © Members of the Open IPTV Forum



Page 6 (67)

Foreword
This Technical Specification (TS) has been produnethe Open IPTV Forum.

This specification provides multiple options foms® features. The Open IPTV Forum Profiling speatfin will
complement the Release 1 specifications by defitiiegOpen IPTV Forum implementation and deploynpeafiles.
Any implementation based on Open IPTV Forum spegtifons that does not follow the Profiling spedfions cannot

claim Open IPTV Forum compliance.
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Introduction

The Open IPTV Forum Release 1 Specification consisseven Volumes:

Volume 1 - Overview,

Volume 2 - Media Formats,

Volume 3 - Content Metadata,

Volume 4 - Protocols,

Volume 5 - Declarative Application Environment,

Volume 6 - Procedural Application Environment (thidume), and

Volume 7 — Authentication, Content Protection aedviee Protection.

This volume defines the procedural application emvinent available for Release 1 Open IPTV compkantices and
devices. Like other specifications such as OCAPARG@nNd BluRay, which are GEM terminal specificatipthis
volume follows the structure of the [GEM] specifica.

Chapter 1 describes the scope of the proceduréitapppn environment.
Chapter 2 is References.

Chapter 3 is Definitions and Abbreviations

Chapter 4 covers General Considerations and Coiovsnt

Chapter 5 explains the relationship between DVB-G&id the PAE platform, the basic architecture and
positioning of the procedural application envirommia the OITF landscape.

Chapter 6 includes details on the supported tratgpotocols by cross-referencing the OITF protocol
specification.

Chapter 7 defines static and streaming media farfieatthe representation of images, sound, videasys and
fonts by cross-referencing the OITF format speatfimn.

Chapter 8 is void on purpose.

Chapters 9 and 10 describe the Application Model&va applications for the PAE and the signalihthe
applications.

Chapter 11 describes features of the Java platfoich as class loading behavior, event model andfigzeall
APIs that are contained in the platform.

Chapter 12 deals with security aspects of theguatfsuch as the security framework for applications
application authentication, secure network conoestiand certificate management.

Chapter 13 deals with the graphics reference model
Chapter 14 deals with system integration aspects

Chapter 15 defines which parts of the specificatimmmandatory or optional for the 3 different deviypes
addressed by this volume.

The Appendices contain API definitions at class amathod level and clarifications of referenced #petions.

Copyright 2009 © Members of the Open IPTV Forum
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1 Scope

This volume defines the UNI Reference Point UNISetfhe Open IPTV Forum Functional Architecture ¥ JARCH)]
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3 Conventions, Definitions and Abbreviations

3.1 Conventions

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exjpiéndicated to be
informative.

The key words “MUST”, “MUST NOT”", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC 2119]

3.2 Abbreviations

In addition to the Abbreviations made in Volumetie following abbreviations are used in the scojpaie volume.

Abbreviation Definition

FP Foundation Profile

JSSE Java Secure Sockets Extension
PBP Personal Basis Profile

Copyright 2009 © Members of the Open IPTV Forum
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4 General considerations and conventions

4.1 Relation between DVB-GEM and PAE Definitions

The GEM/MHP notion of “Broadcast Application” SHODLbe interpreted as meaning applications that aunth to a
specific scheduled content service or a conterteznand item.

Unbound applications are persistent applicatioasdhe not tied to any service.

The GEM term “interaction channel” is the netwodnnection channel of the OITF architecture.

4.1.1 DVB-GEM Compliance

All mandatory requirements for the GEM IPTV tar@ALL be supported by this document.

The following optional parts of the GEM IPTV tardg&tlALL be supported by this document;
® OpenType

Internet Access applications

® Stored applications, stored services and correspgriPIs
® Unbound applications and corresponding APIs

® Content referencing for IPTV

® Service discover and selection for IPTV

The following optional parts of the GEM IPTV tardg&tlALL be supported by this document under specific
circumstances.

® TV-Anytime content referencing and metadata
The following optional parts of the GEM IPTV tarddAY be supported by this document;
® File storage API
® Smart Card API (JSR177)
® Providers
® Privileged applications

Where a service provider is specifying a devicduiding the PAE, the service provider MAY choosedquire these
optional features.

The following optional parts of the GEM IPTV targdtiOULD NOT be supported by this document;
e DVB-HTML
® The MHP functional equivalent called applicatiortentication.

® Section filtering API (org.davic.mpeg.sections)ning API, Basic MPEG concepts and common error
reporting

® MPEG 2 video drips and corresponding APIs
® MPEG 2 I-frames and corresponding APls

® Credentials

Copyright 2009 © Members of the Open IPTV Forum
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® Certificate revocation mechanism of [MHP]
® Root certificate management mechanism defined iHP|

e Externally authorized applications

4.1.2 Functional Equivalents
The functional equivalents to GEM-IPTV are listadable “Table: Functional equivalents”.
The main concepts are as follows;

® DVB Service Discovery and Selection and Broadbaaodtént Guide are used for Sl.

® Applications are distributed in JAR files, using FH for unicast and FLUTE for multicast.
NOTE: FLUTE is conceptually different from DSMCCjebt carousel and cannot be considered a functional

equivalent.

® Application authentication is based on the sigriagabilities for JAR files.

Copyright 2009 © Members of the Open IPTV Forum
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5 Architecture and Deployment Options

51 Architecture

TV
p(;jecifi "d":nt: = v
App. E ata Data format! exten- Media exten- Ul "Core"
App. | |Lifecycle | Access 21 Metadata | = APls | [% ; re
Mgmt APls APl AXE,?:S SE\?:%I;" APls sncfn S o sucfn s AF‘>|5 S%%,I gw i?;‘iz ova
fls s vl leeml| - : - || cem|| javax. | |GEM | |javaant|| - _ Virtual
M || e parts of | | GEM || Parteof e ) from || JSSE | cobc || Machine
GEM or B JavaTV parts of L =2
PBP Java. javaTV
Platform
- Platform Platform
Blcevion Platrorm Media Gratoim || Plattorm || Multihreading
incl Library / Presentation Library / SEL/TLS Networking
T s Library / ] Libraries -
Ioca::T ﬁ _ls_yEstem Libranes DT Driver Libraries

Figure 1: Architecture Block Diagram

The above figure shows a number of the key compsradrthe architecture and indicates their ori@&EM, JavaTV,
PBP or components of PBP (JSSE, CDC or FP). Bedashort summary of each component ordered fréirtoleight
in the figure.

* App Mgmt APIs: These enable one application to ioltsts of other applications and start or stopeotthem.

e App. Lifecycle APIs: These are the first APIs todadled by the implementation when starting an igpfibn.

e TV specific data access APls: These provide adcedata in ways which are specific to TV environtsen

« Data access APIs: These provide generic accestdo-diles, sockets, streams, etc.

« Metadata format specific APIs: These provide actedse details of metadata in a format dependeyt w

* Metadata APIs: These provide access to metadatarariddependent of any specific metadata format.

e TV extensions: These provide control over A/V mddiavays which are specific to TV environments

e Media APIs: These provide access to and contral &¥¢ media

* TV extensions: These provide Ul features speaifi¢ ¥ environments

e Ul APIs: These provide the basic Ul capabilities

e Security APIs: These provide the basic securityabdjies.
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e Core Java APIs: These provide the basic capabkilitighe Java language.

« Java virtual machine: This provides the basic &apbilities of the environment.

5.2  Deployment Options
The following deployment options were taken fronapters 5.3.4.2 of [ARCH)] for reference purposes.

5.2.1 Combined IG-AG-OITF STB and OITF TV (“Headed-
configuration”)

WAN Gateway

N —

B - 7 e HN | -| N | —

ol i
— | IG - AG -
_— — — — — — L OITFSTB

DLNA device

Legacy TV

This deployment supports both managed and unmarsageites, with DAE and PAE applications, presemte@n
OITF TV and a legacy TV. The following devices deployed:

« A WAN Gateway.

e Combined IG, AG and OITF STB: A set top box inchgliG, AG and OITF functionality, that exposes HNI-
INI* to other OITFs in the residential network.cibnnects to the legacy TV using some non-OIF sigekif
mechanism, such as HDMI or SCART.

e OITF TV: Thisis a TV containing an OITF.

Optionally, the IG-AG-OITF STB or the OITF TV magtaas a DLNA DMS to make OIF services availabl®tdNA
devices. They may also act as a DLNA DMP to accestent from other DLNA devices on the home network
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5.2.2 Combined AG-IG with multiple OITFs (“headless  configuration™)

Managed

ﬁ I WAN Gateway
r‘-—-'*‘

: - J’ mHNI-INI"= |

oITF TVl | STYTYINY
| AGHIG

#HNI-INI*—

OITF ST I
| I
| I
Legacy TV I
I
ﬁ —_— I
DLNA device

This deployment supports both managed and unmarsggeites, with DAE and PAE applications, preseiaieén
OITF TV and a legacy TV. The following devices deployed:

¢ A WAN Gateway.

e Combined AG-IG device: A device including both 18daAG functionality, that exposes HNI-INI* to OIT ks
the residential network.

« OITF STB: A set top box containing an OITF. It cents to the legacy TV using some non-OIF specified
mechanism, such as HDMI or SCART.

e OITF TV: ATV containing an OITF.

Optionally, the OITF STB or the OITF TV may actaBLNA DMS to make OIF services available to DLN&vites.
They may also act as a DLNA DMP to access contem bther DLNA devices on the home network.
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5.2.3 AG-IG, OITF-IG, Multiple OITFs

I OITF TV WAN Gateway
—————
HNI-INT* —
gh __ __ [— —HNI-INI*—-_' Pilleld

DLNA Idevice | ST AGHIG

I IG - OITF STB

I (— Legacy TV

— & HNI-IN

FlEllLen
s

OITF STB

Legacy TV

This deployment supports managed and unmanageidessrand DAE and PAE applications. The followirayides are
deployed:

¢ A WAN Gateway.

¢« Combined AG-IG device: A device including both I8daAG functionality, that exposes HNI-INI* to OITHs
the residential network.

« OITF STB: A set top box containing an OITF. It ceots to the legacy TV using some non-OIF specified
mechanism, such as HDMI or SCART.

e IG-OITF STB: A set top box containing both an IGlaan OITF.

e OITF TV: ATV containing an OITF.

In this deployment, there are multiple 1Gs. Onlgd@ can be active in the residential network at@aint in time. The
ISIM application must always be in the AG-IG ingluase.

5.2.4 Combined OITF-AG TV and IG-WAN Gateway (“head ed
configuration”)

q-

DLNA device

OITF + AG IG - WAN Gateway

TV

This deployment supports managed and unmanageidesgrand DAE and PAE applications. The followirgyides are
deployed:

e Combined IG-WAN Gateway: A single physical devineluding an IG and WAN Gateway functionality.
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e Combined AG-OITF TV: A TV including both an OITF@&m=an AG.

Optionally, the OITF-AG TV MAY act as a DLNA DMS tmake OIF services available to DLNA devices. It ¥MAlso
act as a DLNA DMP to access content from other DLd&&ices on the home network

5.3 Remote Ul Server (informative)

PAE applications MAY offer a CE-HTML remote Ul taheer devices. The org.openiptvforum.uiserver paelkatpws
applications to register as providing a remoteWhen an application registers, it provides inforioatbout itself in the
XML format defined by the [CEA-2014] remote Ul. TRAE implementation listens for UPnP search reguestthe
schema “urn:schemas-oif-org:device:ag:1". When suodquest is received, the implementation comiimesemote Ul
information provided by all currently registeredoipations and returns it.
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6 Protocols

6.1 Broadcast Channel Protocols

The broadcast channel protocols defined by claugsefdGEM] are NOT included in the present docuinen

6.2  Interaction Channel Protocols
The following protocols SHALL be supported with ttiefinition in [PROTOCOLS] superseding that in [GEM
® TCP
® UDP
® |P
® DNS
e HTTP
e HTTPS

6.3  Transport protocols for application loading ove r the
interaction channel

The [GEM] “File system implemented only via thedraction channel” SHOULD NOT be supported.

Applications loading over the interaction channdlA& L be implemented using signed JAR-files as dediin [JAR].

The FLUTE protocol SHALL be supported as defineFROTOCOLS].

When the application signalling for an applicatinoludes one or more FLUTE transport protocol dpsaors, (see
clause “Extensions to XML AIT"), the following SHALapply;

® The implementation SHALL attempt to connect to eggbcified FLUTE session or sessions (unless afread
connected for another application)

® Requests to load files SHALL be checked againsfitbe available through FLUTE before fetching théom
a unicast network

* When a FLUTE session is not used by any runnindjedpns, the session SHALL be closed. It is
implementation dependent whether this happens irnatedg or at some later time when implementation
resources used by the closed session MAY be ndedether purposes. Closed FLUTE sessions MAY be
subsequently re-used however the implementationl3HRsure the contents are current — as if a nessice
had been created.

6.4 IPTV Protocols

6.4.1 Streaming Protocols

The following protocols SHALL be supported as defirin [PROTOCOLS].
® RTP
® IGMP
® RTSP

6.4.2 Metadata Protocols

The following protocol SHALL be supported;
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® DVB-STP as required by [METADATA]

6.4.3 Content Download Protocols
The following protocols SHALL be supported as defirin [PROTOCOLS].
® HTTP

6.5 Home Network Protocols

This is the procedure for AG discovery definedRROTOCOLS].

Copyright 2009 © Members of the Open IPTV Forum



Page 20 (67)

7 Content formats

7.1  Static formats

Requirements on still image support are define@iarenced specifications. The following is a summa
® JPEG support is required by [GEM] and [PBP 1.1hwfite precise details defined in [GEM]
® PNG support is required by [GEM] and [PBP 1.1] vitik precise details defined in [GEM]
® GIF support is required by [PBP 1.1]

The optional MPEG-2 I-frames and video “drips” ®EM] SHALL NOT be used.

7.2  Streaming formats
The following SHALL be supported for streaming camttas defined by [MEDIA].
e H.264/AVC
e HE-AAC
The following SHALL be supported as monomedia faisyfar audio clips as defined by [MEDIA]
® HE-AAC
MPEG-1 layer 3 MAY be supported for streaming cahtnd for audio-clips as defined by [MEDIA].
Subtitles SHALL be supported as defined by [MEDIA].

7.3 Fonts
7.3.1 Resident Fonts

The RNIB/DTG “Tiresias” font or equivalent SHALL ksipported with the “Basic Euro Latin” characterdefined in
[MHP].

Other resident fonts MAY be supported as required.

7.3.2 Downloadable Fonts

The OpenType format as defined by [GEM] SHALL beported. The PFR font format as required by [GESMOT
required to be supported.
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8 Void
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9 Application Model

9.1 Introduction (informative)

The model for procedural applications is that deditny [GEM]. Individual applications are groupetbiservices.
Services may include streaming video and audidtisitis not required. Services which contain orgplacations are
permitted and indeed may be more common in thisextnThe organisation that packages a set of eqins into a
service is responsibility for ensuring that thoppl&ations behave reasonably when deployed togeftmplications
within a service carry a control code, one of WHEAUTOSTART. Applications with this control coaéll be started
automatically when the service is selected.

An application gateway becomes aware of servigbereirom the IPTV service discovery process (#de(¢H]) or as a
result of an API call made by an application. T8ignalling supports applications that run all tineet (called “unbound
applications” in [GEM]), and applications which dreund to a scheduled content service. Practitiailtysignalling does
not support applications which are bound to a paldr item of content in a scheduled content servApplications are
signalled by information placed in an Applicatioatwhich may be placed in the following 3 places;

® Inthe SD&S service provider discovery record fug service provider who owns or subsidises thecgevi
including the application gateway (called the “sdisng service provider” in [GEM]). Any such appéitions
which are signalled as needing to be started autoatlgt will be started when the SD&S is first pessed.
Such applications are unbound applications and mnaall the time. See also section 3.2.1.2 of [Mata].

® In a Package entry in SD&S. Such applications atant to the set of services in the package andvhile a
service from that package is selected. See alsmsex2.2.1.1 of [METADATA].

® |n an IPService entry in SD&S. Such applicatiorstaound to the service (or services) where theynateded
and only run while a service is selected whered®I3&S entry includes them. See also section 3.2.2f
[METADATA].

Additionally an application offering a user intezéato on-demand content may associate one or mpitieations with
individual items of content using an API which asates the application signalling information witte locator for the
on-demand content.

There are a number of different API calls whichagplication can use to add or update the servicewR to an
application gateway.

® An application may install a service (and the aggilons it contains) in persistent memory in thpligption
gateway (known as “stored services” in [GEM]).

® An application may select a service by specifyimglbcation of a file containing the signallinganiation for
that service, (e.g. using an HTTP URL pointing fileaon a server). Such a service will just rurtheut being
installed in persistent memory. (These are knowfAaglications loaded from the interaction channiel”
[MHP].)

® An application may install services containing uabd applications by passing in the same informadi®n
would be acquired from SD&S.

The present document only requires applicationadligiy that is in an XML format, either distributed part of SD&S
or distributed as a stand-alone file. Practicdlig signalling is not suitable for dynamic usestsas applications which
are related to a particular content item in a saleticontent service. In the present documentintiiand MPEG-2 table
based signalling from MHP could be used for thigppse however it is optional for both networks apglication
gateways.

In addition to the mechanisms specified above,iegfibns and services containing them may be ireduas part of the
basic software of the application gateway and statw@matically when power is applied. Such applicet would be
updated by software download. Such applicationslavidkely be unbound applications running all tiae. For
networks where SD&S is not deployed, one possyhilibuld be for an application to load an initiat s€applications by
some other means, e.g. from a service providernfspeRL, either unicast or multicast.

In the present document, all procedural applicatare distributed in JAR files, one JAR file pepligation. Due to the
file format, it is necessary to download the enthef JAR file before any of the individual filesside can be accessed,
practically therefore the entire JAR file is dowadted before an application starts. This is in @sttto the broadcast
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object carousel based systems where individuas diles can be downloaded as required. These JaRay be
distributed by unicast (HTTP) or multicast (FLUTE).

Applications and their associated metadata maydyedin persistent, non-volatile storage in thenteal or
downloaded from the network into volatile memoryamhrequired. The following 3 possibilities are defi;

» Both application and metadata stored in persistemage. These applications can run with no furditeess to
the network. These are called Stored ApplicationSEM.

» Applications stored in persistent storage whoseadagh is not stored. For these applications, theigtent
storage effectively functions as a cache. The naétefdr the application is retrieved from the netwd\t this
point the implementation determines that the caversion of the application is held locally in pistent
storage.

* Neither application nor metadata is stored in gési storage. In this case once the metadatanisldaded,
the corresponding application file(s) must alsalbenloaded. At least the JAR file must be downlahbefore
the application can run.

9.2  Broadcast Applications

In the present document, what [GEM] calls “broadegplications” are applications which are assediatith one or
more scheduled content services. These SHALL bpastgd using the “XML Encoding for AIT” found in Avex AR of
[MHP] as follows;

® Signalling them in a Package entry in SD&S. Sugbliaations are bound to the set of services inpiekage
and are permitted to run while any service front gackage is selected.

@ Signalling them in an IPService entry in SD&S. Sagiplications are bound to the service (or seryisd®ere
they are included and only run while any servicgekected where those SD&S entry includes them.

These SHALL also be supported where an applicatftering a user interface to on-demand content@ates one or
more applications with individual items of contemanually.

Applications MAY also be associated with schedwdedtent using the MPEG-2 table based encodingeoAtit defined
in [MHP]. Support for this is OPTIONAL in both nebnks and application gateways.

9.3 DVB-J Model

Application gateways are NOT required to monitardbanges in SD&S frequently enough to change egiptins at
boundaries between individual content items inteedaled content service. Effectively dynamic updste service's
application signalling is not supported. The larggua [GEM], section 9.2 about the packaged meatiget also applies
to application gateways.

Note: SD&S information changes only if a new seavie added. This is not happening too frequenttyapheck once a
day is considered to be sufficient.

9.4  Stored and Cached Applications

Stored applications SHALL be supported.
Cached applications MAY be supported.

9.5  Unbound Applications

Unbound applications SHALL be supported.
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10 Application Signalling / Metadata
10.1 XML AIT

The application description SHALL be the XML encagliof the AIT as defined in [MHP] annex AR “XML eoding
for AIT” and modified by [METADATA] with the following modifications;

Descriptor or Element in MH# Summary

Status or cemis in present document

AR.3.1 ApplicationList List of applications Requirel

AR.3.2 Application Name, identifier, type specific Required
descriptor, provider descriptors

AR.3.3 Applicationldentifier 2 numbers Required

AR.3.4
ExternalApplicationldentifier

Already running applications not
signalled in this service

This SHOULD NOT be used.

AR.3.5 ApplicationDescriptor  Numerous applicatidtributes

Required

AR.3.6 VisibilityDescriptor Attribute — indicate dpplication can
be visible to users and/or other

applications

Required

AR.3.7 IconDescriptor Icon for application

The filename in the IconDescriptor SHALL
either be a relative filename within the jar file
carrying the application or SHALL be an
HTTP URL.

AR.3.8 AspectRatio Preferred aspect ratio for aptions

AR.3.9 MhpVersion Specification version

AR.3.10 StorageCapabilities Can the applicatiostbeed or

cached

AR.3.11 StorageType Enumeration used in AR.3.10

Required

As definedby GEM for the application
version fields in clause 10.4.3 “Content of the
application description”

Support for stored applications required.

ARs3.10

AR.3.12 ApplicationType Application type

The “DVB-J' application type SHALL be
used for GEM-IPTV applications. The
“OIPTV-headless” type SHALL be used for
headless applications.

AR.3.13 DvbApplicationType| Enumeration for AR.3.12

AR.3.14
ApplicationControlCode

Enumeration for AR.3.5

AR.3.15
ApplicationSpecificDescriptor

Container

Application type DVB-J SHALL be used for
GEM-IPTV applications.

Required except for REMOEE¢ external
application identifier)

Required
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AR.3.16 DVBJDescriptor Application location The first location element SHALL point to a
JAR file containing the first class of the
application. No other JAR files SHALL be
referenced.

AR.3.17 ApplicationStructure| Classpath and initkalss for use with This SHALL NOT be used. (The information

AR.3.16 is found in the jar file manifest).
AR.3.18 AbstractIPService Supports grouping of wmiab Required

applications
AR.3.19 Unbound application support Required

UnboundApplicationDescriptor

Table 1 — Status of XML AIT Descriptors and Elemens

Where FLUTE is supported as defined in [PROTOCOLU®},FluteSessionDescriptor defined in section ©f13
[METADATA] SHALL be supported. Where FLUTE is noagported, this descriptor SHALL be silently ignored

10.2 Stored and cached applications

For stored and cached applications, the applicatestription file SHALL be ignored. The JAR file its entire contents
SHALL be stored.
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11 The Java Platform

11.1 Fundamentals

The PAE Java Platform is based on the IPTV tarfjieoDVB-GEM specification [GEM] which is based tire
Personal Basis Profile 1.1 [PBP 1.1] and Java TMJAVA TV] as described below.

In the case of a conflict, the following precedendes apply:

1) The normative guarantees of “Personal BasisIBrbfl” SHALL always take precedence.
2) The normative guarantees of “Java TV 1.1.” SHAdlWways take precedence, except when in conflith wile 1.
3) The normative guarantees of GEM-IPTV take prened except when in conflict with rules 1 and 2vaho

The PAE Java Platform is based on the “PersonakBasfile 1.1”. PAE implementations SHALL fully ogply with
the “Personal Basis Profile 1.1".

All PAE Implementations SHALL be fully compliant thi
- [PBP 1.1]“Personal Basis Profile 1.1”
« [CDC 1.1] “Connected Device Configuration 1.1”
« [FP 1.1]“Foundation Profile 1.1”

The PAE Java Platform is based on “Java TV 1.1"ERAplementations SHALL fully comply with “Java TV.1".
- [JAVATV]“JavaTV 1.1.1"

NOTE: Failure modes of JavaTV in devices withodisplay are summarized in Headless behaviour afeléited
APIs (informative).

The namespaces of the specifications above SHALprbeected, it is NOT permitted to implement angiéidnal
method, which is not defined in these specificaiddubsetting of any class or package is also N&itted.

GEM 1.2

The PAE Java Platform is based on IPTV target®@MNB-GEM1.2 specification [GEM]. and the “Applidai
Gateway and Media Server Fragment” specificatioBABLESS].

PAE implementations in devices with a display SHA& fully compliant with the mandatory requiremewsitshe IPTV
target of the DVB-GEM 1.2 specification with thedfications, definitions and extensions contaiirethis document.

PAE implementations in devices without a displayA&H be fully compliant with the requirements of thé&pplication
Gateway and Media Server Fragment” specification.

PAE applications SHALL NOT define classes in theneapace of any package specified by the PAE spatidn. The
fully qualified class name of any class definecabyapplication SHALL not start withava.”,

“javax.microedition.”, javax.crypto.”, “javax.net.” , “javax.security.”,

[T "o "o

“javax.media.”, “javax.tv.”, “org.davic.”, “org.dvb ., or “org.havi.” or
“org.openiptvforum.”.

11.2 Extensions and mappings to GEM APIs

11.2.1 Broadcast Transport Protocol Access API (org  .dvb.dsmcc)
Instances of DSMCCObiject corresponding to filea AR file SHALL be supported as defined by claBsgof [GEM].

Instances of ServiceDomain SHALL correspond to J#d®. Use of the attach(Locator) method with a &foe
referencing a JAR file delivered using HTTP SHAL& supported.

The present document does not define support &ameces of DSMCCStream and DSMCCStreamEvent camesmy
to files in a JAR file.
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11.2.2 Application Listing and Launching API (org.d vb.application)

This API SHALL be mapped onto the XML encoding o tAIT.

11.2.3 Streaming Media APIs

If the Locator, MediaLocator or URL passed to thettmds listed below references a content accessijges (as
defined in section 7.1.1 of [DAE]) which containseoor more content items where the immediatepliaypate of the
<content_URL> is true then the client SHALL use tingt such content item as the source of the mexdize presented
by each of the APIs listed. This applies to théofwing methods;

e javax.tv.service.SIManager.getService( ... )
e javax.media.Manager.createDataSource( ... )

« javax.media.Manager.createPlayer( ... )

11.3 APIs defined by this Volume
11.3.1 Content and Service Protection API

This is the org.openiptvforum.drm package defimedppendix I.

When the permission request file requests the [@sian to communicate with a CA system for any Cétem ID and
this is granted, a DRMPermission SHALL be creatét wame “*”.

11.3.2 User Authentication API
This is the org.openiptvforum.auth package defimefippendix G.

When an application is started, it SHALL be givenimstance of org.openiptvforum.auth.UserAuthetitbicdermission
where the domain is the domain from which the ajapibn was delivered.

11.3.3 Ul Server API

This is the org.openiptvforum.uiserver packagerazfiin Appendix H.

11.3.4 Content download API

This is the org.openiptvforum.download packagerdefiin Appendix E.

If the locator references a content access desciigs defined in section 7.1.1 of [DAE]) which tains one or more
content items where the download attribute of tbentent URL> is true then the client SHALL use tlza inside the
content access description document to initiatedthenload of those content items. Where multipletent items are to
be downloaded, all items SHALL be downloaded iroeder as defined by the client.

11.3.5 Service API

This is the org.openiptvforum.service package aefim Appendix F.

11.4 PVR APIs
NOTE: The basic APIs for PVR are included as alteduhe reference to [DVR] in clause 4116 — “PVR”
This is the following packages;

« the org.dvb.tvanytime.pvr package and sub-packages[MHP-PVR]

e the org.openiptvforum.pvr package defined in Appedd
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11.5 Content referencing

The following table lists the types of locatorsidefl in clause 14 (“system integration aspectst) #weir mapping to the

APIs required by [GEM].

GEM clause

11.11.1 Transport stream

Mapping

Not required for GEM-IPT\arget

11.11.2 Network

Not required for GEM-IPTYV target

11.11.3 Bouquet

Not included in GEM

11.11.4 Service

As specified by GEM.

11.11.5 DVB event

11.11.6 MPEG elementary stream

Not required for GEM-IPTV target

As specified by GEM.

11.11.7 File

Implementations SHALL support the useURLS to reference files in
JAR files. The details of this MAY be implementatispecific.

11.11.8 Directory

Implementations SHALL support these of URLSs to reference
directories in JAR files. The details of this MA¥ mplementation
specific.

11.11.9 Drip feed decoder
11.11.10 Irrelevant

11.11.11 Methods working on many
locator types

11.11.12 Support for the HTTP Protoc
in DVB-J

Not required for GEM-IPTMarget
Not relevant.

As specified by GEM.

@s specified by GEM.

11.11.13 MHP Applications

As specified by GEM.

Table 2 - Mapping of GEM Clauses Relating to ConteinReferencing
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12 Security
12.1 Authentication of Applications

Application authentication SHALL be done using #igning mechanisms defined for JAR files in [JARhe MHP
application authentication mechanism SHOULD NOTsbpported by the current specification.

12.2 Permission request file

NOTE The semantics of the “capermission” elemeatraodified as defined by clausel 11.3.5 Service API

12.3 Security Policy for Applications
The permission request file defined in [GEM] SHAbhE supported except as follows;
® The credentials mechanism SHOULD NOT be supported
® Permissions where the corresponding permissios @aot included in the present document SHALL be
parsed but then ignored.

12.4 Certificate Management

The certificate revocation mechanism defined in [RIEBHOULD NOT be supported. Certificate revocafibAY
optionally be checked using [OCSP].

The root certificate management mechanism defingiHP] SHOULD NOT be supported. No replacemerdafined
by the present document. Updating of root certiisdMAY be performed by software update.
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13 Graphics reference model

The following apply in addition to the requiremedtfined in [GEM].
Graphics resolutions for standard definition (apureed by [GEM] clause G.1.1 SHALL be as definedD@\E].

Copyright 2009 © Members of the Open IPTV Forum



Page 31 (67)

14 System integration aspects

The following table lists the types of entity tiaBHALL be possible to address by locators inghesent document and
any corresponding text representation.

Entity Text Representation Comment
Service For services delivered via unicast, | Relevant for devices with a display
“rtsp:" URL defined in [BCG]. and for devices without a display but

_ _ _ _ with media handling capabilities.
For services delivered via multicast,

“rtp:” and “udp” URLs defined in

[BCG].
Service Domain “http:” or “https:” URL Used to refeence a JAR file
MPEG elementary stream No standardized text represation Relevant for devices with a display
and for devices without a display but
with media handling capabilities.
File "file:", "http:" and "https:" URLSs as

referred to in [GEM].

Directory "file:", "http:" and "https:" URLSs as
referred to in [GEM].

Table 3 - Locators and Corresponding Text Represeations

NOTE: FLUTE carousels do not appear as a file systéence they do not have a unique URL.

NOTE: “rtp:”, “udp:” and “rtsp:” are considered &ransport dependent locators. The present docudoes not define
support for transport independent locators.
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15 Detailed Profile Definitions

The following table lists which clauses of the gresdocument are REQUIRED or OPTIONAL for the Jetiént
device types addressed by this volume.

Area Clause Devices with Devices without
Display Display
Without media With media
handling handling
4.1.1 DVB-GEM Compliance M - -
Protocols 6.1 Broadcast Channel Protocols - - -
6.2 Interaction Channel Protocols M M M
6.3 Transport protocols for M M M
application loading over the
interaction channel
6.4.1 Streaming Protocols M - M
6.4.2 Metadata Protocols M M M
6.4.3 Content Download Protocols (e - (@]
6.5 Home Network Protocols (e M M
Content 7.1 Static formats M - -
formats
7.2 Streaming formats M - (0]
7.3.1 Resident Fonts M - -
7.3.2 Downloadable Fonts M - -
Application 9.2 Broadcast Applications M - -
Model
9.3 DVB-J Model M M M
9.4 Stored and Cached M M M
Applications
9.5 Unbound Applications M M M
Application 10.1 XML AIT M M M
Signalling
10.2 Stored and cached M M M
applications
Java 11.1 Fundamentals M M M
Platform
11.2 Extensions and mappings to M M M
GEM APIs
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11.3.1 Content and Service M - M
Protection API
11.3.2 User Authentication API M M M
11.3.3 Ul Server API M M M
11.3.4 Content download API (0] - O
11.3.5 Service API M - M
11.4 PVR APIs (0] - o]
Security 12.1 Authentication of M M M
Applications
12.2 Permission request file M M M
12.4 Certificate Management M M M
13 Graphics reference model M M M
14 System integration aspects M M M
16 PVR O - (0]
17 Minimum Terminal Capabilities
Key
i Not applicable/Not required/ Clause does not contain
normative requirements
O Optional feature
M REQUIRED feature in the GEM terminal
Table 4 - Platform Profile Definitions in this Volume
Area GEM Specification Section GEM IPTV PAE Devices PAE Devices without
Target with display Display
Without With media
media handling
handling
Static Formats
Bitmap 7.1.1.3,"PNG" + 15.1, "PNG — M M - -
pictures restrictions"
7.1.1.3, "PNG" without restrictions - - - -
7.1.1.4,"GIF" - M - -
Required by PBP
7.1.2, "MPEG-2 I-Frames" @] SN - -
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Area GEM Specification Section GEM IPTV PAE Devices PAE Devices without
Target with display Display
7.1.1.2,"JPEG" + 15.3, "JPEG - - - - -
restrictions"
7.1.1.2, "JPEG" without restrictions M M - -
Audio clips 7.1.4, "Monomedia format for audic M M-FE - O-FE
clips"
Video drips | 7.1.3, "MPEG-2 Video "drips" SN - -
Text encoding.1.5, "Monomedia format for text" M M M
Media Streaming formats
Video 7.2.2,"Video" M-FE - -
Audio 7.2.1, "Audio" M-FE - O-FE
Subtitles 7.2.3, "Subtitles" - 0] - -
Fonts
Built in Character, set see annex E (@) M - -
Metrics see annex D
Face: UK RNIB "Tiresias"
Downloadablg.4.1, “PFR” SN - -
7.4.2,“OpenType” M - -
Broadcast channel protocols
6.2.2, "MPEG-2 sections" O Not visible to - Not visible to
GEM GEM
applications applications
6.2.5, "Object carousel" O M/- M/- M/-
Partial functiong Partial Partial
equivalent functional functional
equivalent equivalent
IP Multicast stack based on: - - - -
6.2.6, "Protocol for delivery of IP
multicast over the broadcast channel”,
6.2.7, "Internet Protocol (IP)",
6.2.8, "User Datagram Protocol
(UbP)",
6.2.10, “IP signalling”
Interaction channel protocols
TCP/IP 6.3.3, "Transmission Control M M M M
Protocol", 6.3.2, "Internet Protocol"
UDP/IP 6.3.2, "Internet Protocol", 6.3.9, "User M M M M
Datagram Protocol"
HTTP 6.3.7.1, "HTTP 1.1" M M M
6.3.7.2, “MHP profile of HTTP 1.0" M - - -
DSMCC-UU 6.3.4, "UNO-RPC", - - - -
6.3.5, "UNO-CDR",
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Area GEM Specification Section GEM IPTV PAE Devices PAE Devices without
Target with display Display
RPC 6.3.6, "DSM-CC User to User"
DNS 6.3.10, "DNS" M
HTTPS 6.3.7.3, “HTTPS”
Interaction 6.4.1, “File system implemented only - - -
Channel File by the interaction channel”
System
DSMCC/ 6.4.2, “Hybrid between broadcast 0] - - -
HTTP hybrid stream and interaction channel”
IPTV 5, “Basic architecture” M - - -
Application Model
Application All parts of clause 9, “Application M M M M
Model model” except those clauses (and t
subclauses) identified below
9.3 "DVB-HTML model” (0] SN SN SN
9.7, “Lifecycle of internet access M/O - -
applications” Only web
browser support
is REQUIRED
9.9, “Stored and Cached applications” (0] M/O M/O M/O
Stored Stored Stored
application application application
support support support
REQUIRED @ REQUIRED | REQUIRED
9.13, “Unbound Applications” - M M M
Application Signalling
Application 10, “Application signalling” M M-FE M-FE M-FE
Signalling XML encoding XML encoding XML encoding
of AIT does notof AIT does noof AIT does no
support full support full | support full
syntax of binarysyntax of binarsyntax of binar
encoding. encoding. encoding.
DVB-J
All parts of clause 11, “DVB-J M M Subset as Subset as
platform” except those clauses (and defined by defined by
their subclauses) identified below [HEADLESS] [HEADLESS]
11.4.1 “ HAVi Ul Widgets” O (@) - -
11.5.2, "Support for Multicast IP over - - - -
the Broadcast Channel"
11.5.3, "Support for IP over the Ret M M M M
Channel"
11.5.4, "MPEG-2 Section Filter API" o] SN SN SN
11.5.5, "Mid-Level Communications M M M M

API" as modified by 11.5, "Data
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Area GEM Specification Section GEM IPTV PAE Devices PAE Devices without
Target with display Display
access APIs"
11.5.7 “File storage device access” 0] 6] @) 0]
11.6.3, "Tuning API" O - - -
11.6.4, "Conditional access API" - - - -
11.6.6, "Service discovery and 0] M M M
selection for IPTV”
11.6.7, “Integration between protocol 0] M/- M/- M/-
independent SI API and TV-Anytime” Mandatory if = Mandatory if Mandatory if
broadband broadband broadband
content guide iscontent guide icontent guide i
supported supported supported
otherwise not| otherwise not| otherwise not
applicable applicable applicable
11.7.4, "Basic MPEG concepts" - - -
11.7.6 “Content referencing” 0] M M M
11.7.7, "Common error reporting” O - - -
11.7.8, “Plug-in APIs” 0] 0]
11.7.9, “Provider API”
11.7.10, “Content referencing for O M - M
IPTV”
11.7.11, “TV-Anytime content @) M/- M/- M/-
referencing and metadata Mandatory if = Mandatory if Mandatory if
broadband broadband broadband
content guide iscontent guide icontent guide i
supported supported supported
otherwise not otherwise not otherwise not
applicable applicable applicable
11.8.2, "APIs for return channel M M M M
security”
11.8.3, "Additional permissions O - - -
classes”
11.8.6, “DVB Extensions for 0] 0] @) @)
Cryptography”
11.9.5.2, “JDOM” o] M
11.9.6, “MHP terminal hardware API” @) @) 0]
11.11.1 “Transport stream” @] - - -
11.11.2 “Network” O - - -
11.11.4.3, “Content referencing for M M - M
IPTV"
11.11.5 "DVB event” 0] - - -
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Area GEM Specification Section GEM IPTV PAE Devices PAE Devices without
Target with display Display
11.11.9 “Drip feed decoder” 0] SN SN SN
11.12.2, “Stored services” (@] M M M
11.15, “APIs defined in OCAP” O M/O M/O M/O
Only Only Only
org.ocap.servicorg.ocap.servicorg.ocap.servic
is REQUIRED is REQUIRED is REQUIRED
11.14, “Internet Access” O M/O - -
Only web
browser support
is REQUIRED
17, “Internet access clients” 0] M/O - -
Only web
browser support
is REQUIRED
Key
- [Not applicable/Not required
O |Optional feature
SN |Feature SHOULD not be supported
M  |Mandatory feature
M-FE |Mandatory feature — functional equivalent
O-FE |Optional feature — functional equivalent
Table 5 - Applicability of GEM Specification Sectims

The following table gives an overview of the fuctal equivalents that are available in the GEM-IR&ket and are
defined in the PAE.

Name GEM Clause(s) MHP Definition Details
5, "Basic architecture" MHP [1], clause 5, "Basic See Section Architecture5.1
Arch . i ;
Architecture Architecture
6.2.5, "Object carousel" MHP [1], clause 6.2.5, "DSMCC |No complete functional equivalent
User-to-user Object Carousel" as |defined. JAR files are a partial
Carousel modified by clause 15.6.1.1, functional equivalent. See section
"Carousel" 6.3 Transport protocols for
application loading over the
interaction channel
6.2.6, "Protocol for delivery|MHP [1], clause 6.2.6, "DVB Not applicable
IP MPE of IP multicast over the Multiprotocol Encapsulation”
broadcast channel"
6.2.9, "Service information"| MHP [1], clause 6.2:BVB DVB-SD&S and BCG.
Service Information”
S| DVB Service Information as defined

in EN 300 468 [4] and ETR 211
[11].

11.6.1, "Signalling-bound

Not defined.

MHP [1], clause 11.6.1, "DVB
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Name

GEM Clause(s)

MHP Definition

Details

service information API"

Service Information API"

MHP [1], clause 11.11.3, "Bouquet'

Annex O, "Integration of the
JavaTV Sl API"

MHP [1], annex O, "Integration of
the JavaTV Sl API"

MHP Annex AP mapping between
JavaTV Sl APl and SD&S / BCG.

Broadcast IP

6.2.10, "IP signalling”

MHP [1], clause 6.2.10, "IP

Not applicable

signalling signalling”
IPTV 6.5, “IPTV protocols” MHP [1], clause 6,5, “IPTV RTP, RTSP, IGMP, DVB-STP as
protocols” defined in section 6.4 IPTV
Protocols
Protocols.
_ 7.2.1, "Audio” MHP [1], clause 7.2.1, "Audio" H.264/AVC - see section 7.2
Audio . Streaming formats
At least 1 audio format.
_ 7.2.2,"Video" MHP [1], clause 7.2.2, "Video" HE-AAC - see section 7.2 Streaming
Video _ formats
At least 1 video format.
7.2.3, "Subtitles" MHP [1], clause 7.2.3, "Subtit& Optional in the present document
Subtitles 11.4, "Presentation APIs" -|MHP [1], clause 11.4.2.5.1, classesIf no subtitle format selected then
classes related to subtitles [related to subtitles APIs do nothing.
7.1.4, "Monomedia format |MHP [1], clause 7.1.4: HE-AAC REQUIRED and MPEG-1
for audio clips” ) ) layer 3 OPTIONAL - see section 7.2
Audio Clips Functional equivalent to MPEG-1 Streaming formats.
Audio (Layer 1 and 2) ISO/IEC
11172-3
_ 7.3, "Resident fonts" MHP [1], clause 7.3 Tiresias or equivalent with extended
Resident o latin character set.
Fonts At least the font Tiresias [80] shall
be provided.
7.4, "Downloadable fonts" | MHP [1], clause 7.4 OpenType REQUIRED with
) clarifications from GEM.
Downloadab PFRO as in DAVIC 1.4.1p9 [3]
le Fonts OpenType® as defined in ISO/IEC
14496-18 [115] as the font format for
MPEG-4
10.2, "Program specific MHP [1], clause 10 XML encoding of AIT defined in
information” MHP Annex AR.
10.4, "Application
description”
APP“CI‘I",‘UO” 10.5, "DVB-J specific
Signalling |5 ppjication description®
11.7.2, "Application MHP [1], clause 11.7.2, "ApplicatiorSBame mapping as MHP. See clause
discovery and launching |discovery and launching APIs" 11.2.2 - Application Listing and
APIs"] Launching API
(org.dvb.application).
Application [12.2, "Authentication of MHP [1], clause 12.2, Signed Jar files.
Authenticati |applications” "Authentication of applications"
on

NOTE 1: See also text in
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Name GEM Clause(s) MHP Definition Details
clause 12.6.2.6,
"Credentials" and text in
clause 12.9, "Certificate
management"
NOTE 2: See also text in
clause 12.9.2, "Root
certificate management.”
12.9.1, "Certificate MHP [1] clause 12.9.1, "Certificate |Optional in the present document.
Revocation Lists" Revocation Lists"
11.4, "Presentation APIs," |MHP [1], clause 11.4.2.5.1, classesFailure modes due to content
classes related to conditiongklated to conditional access protection are included.
access
Conditional
Access 11.6.4, "Conditional accessMHP [1], clause 11.6.4, "ConditiongNot included in the present
API" Access API" document.
MHP [1], clause 14.10, "CA system
11.7.6, "Content MHP [1], clause 11.7.6, "Content |Supported as defined in GEM.
referencing" Referencing" Classes corresponding to “dvb:” URI
scheme not included.
This API is formed of DAVIC
1.4.1p9 [3] Locator, DvbLocator,
javax.tv.locator,
org.dvb.locator.packages
11.11.11, "Methods workingMHP [1], clause 11.11.11, "MethodgT here are no transport independent
Content on many locator types" working on many Locator types" |locators defined in the present

Referencing

document.

14.1, "Namespace mapping

MHP [1], clause 14.1, "Namespace
mapping (DVB Locator)"

See section 14 System integration
aspects.

14.9 Content referencing foMHP [1], clause 14.9, "Service

IPTV

14.10, "Service
identification"

identification”

Not applicable.

D.2, "Horizontal resolution”

MHP [1], clause D.34Horizontal
resolution”

Graphics G.1.1, "Device resolution |[MHP [1], clause G.1.1, "Device See [DAE].
Resolution |for Standard Definition" capabilities”
G.4, "Resident fonts and |MHP [1], clause G.4, "Resident fonts
text rendering" and text rendering"
Text D.3, "Text wrapping setting|MHP [1], clause D.3.7.2, "Text
Wrapping [is true" wrapping setting is true"
12.9.2, "Root certificate MHP [1], clause 12.9.2, "Root Not defined in the present document.
RCMM " . "
management Certificate Management
Active N.1, "Active Format Described in the present documentNot defined in the present document.
Format Definition™ clause N.1.1, "MHP Signalling for
Descriptor Active Format Definition"
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Key
M Functional equivalent required
M* MHP definition of the functional
equivalent required
(@) Optional feature, no functional equivalent
required
- Not required/Not applicable

Table 6 - Summary of Functional Equivalents (Informative)
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16 PVR

Where local PVR functionality is exposed to the P#&its SHALL be done as specified by [DVR]. Theaikstwhich
GEM recording specifications are required to previy that specification are defined in the follogvitables.

16.1 Mandatory Responsibilities

Responsibility

Definition

Which types of stream are to be considered as “recordable streams”.

Minimum capabilities for the number of steams (or number of
streams of each type) that a GEM recording terminal must be able to
record.

All streams defined by [MEDIA] SHALL be
considered recordable. To the extent that the
terminal supports subtitles, subtitle streams
SHALL be considered recordable.

For scheduled recording, the simultaneous
recording of at least one video elementary stream,
at least two audio elementary streams and at least
two subtitle streams to the extent they are
supported.

The definition of which applications are recordable in both scheduled
and timeshift recording (which need not be the same).

Not applicable. The present document does not
require support for applications in-band in
broadcast services.

The requirements on a GEM recording terminal to monitor for
dynamic data and behaviour of applications during scheduled and
timeshift recording (which need not be the same).

Not applicable. The present document does not
require support for data in-band in broadcast
services.

Requirements on reconstructing the dynamic behaviour of recorded
applications during playback of scheduled and timeshift recordings
(which need not be the same).

Not applicable. The present document does not
require support for applications in-band in
broadcast services.

The definitions of which streams are to be recorded in scheduled and
timeshift recording

If the number of streams of each type present is
less than or equal to the limits in the recording
capability of the device then all the streams of that
type SHALL be recorded. Where more streams of
any one type exist than the terminal can record,
the decision on what to record SHALL be
according to clause 11.4.2.3 of [MHP].

How accurately the expiration period should be enforced by
implementations.

There is no requirement for this to be accurately
enforced, either by deleting the recording or by
making it inaccessible through the API.

The definition of at least one protocol for transmitted time lines

Not defined in the present document.

The conditions when a JMF player or service context has a time-shift
buffer attached.

The implementation SHALL support at least one
time-shift buffer. If only one video stream is being
presented, this time-shift buffer SHALL be
associated with that video stream.

If more than one video stream is being presented,
the present document does not define which
stream the time-shift buffer is associated with.
The present document does not define
mechanisms to associate timeshift buffers with
other service contexts.

A mechanism to associate security attributes with individual
recording requests

The mechanism for resolving parent recording requests including
setting the initial state of a parent recording request.

See
org.openiptvforum.pvr.RecordingAccessPermissio
ns

When a request is made to record a group CRID,
the terminal SHALL resolve this into its constituent
elements.

The events generated during playback when the start and end of a
recording a reached.

See Table 8 - Events During Normal Playback
and Resulting Behaviour below.

Table 7 - Responsibilities of GEM Recording Specitations
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Event
Fast forward to end of stream
when recording is in progress

Behaviour \
End of media event generated
to any registered applications

Result on screen Java Event
Playback continues at rate EndOfContentEv
1.0 at the end of the stream ent

Rewind to beginning of stream | Switch to pause mode

First frame frozen

org.ocap.shared.
media.Beginning

progress and play to end of
stream

OfContentEvent
Fast forward to end of stream End of media generated to any | Last frame frozen EndOfMediaEve
when recording is not in registered applications nt

Table 8 - Events During Normal Playback and Resultig Behaviour

16.2 Optional Responsibilities

The following table identifies where in the presdatument the optional responsibilities listeditWR] can be found or

if they are not defined.

Responsibility

Definition

Mechanisms for controlling the extent to which one application can read or
modify scheduled recordings and completed recordings made by another
application.

The requestedRecording and
completedRecording parameters in the
RecordingProperties.

Sub-classes of RecordingListFilter to filter the list of recordings in ways not
supported by the present document.

See org.dvb.tvanytime.pvr.navigation.

Rules governing which recordings an application can access.

Additional JMF controls to be supported for RecordedServices or the contents
of a timeshift buffer. Different sets of JMF controls may be specified for these
two cases.

As defined in clause Visibility of
Recording Requests and Recordings
between Applications.

None defined in the present document.

Delays in re-starting applications after the return to normal play if this is
believed to improve the end-user experience, for example when repeated
cycles of fast-forward / play / fast-forward / play.

a mechanism to permit highly trusted applications to obtain instances of
RecordingPermission whose action parameter is “*”

that the optional behaviour defined in the class description of
ServiceContextRecordingSpec, where the contents of the time-shift buffer are
stored when the startTime parameter is in the past, becomes mandatory in that
particular GEM recording specification.

When playback leaves trick-mode and
returns to normal, terminals MAY delay
re-starting applications for up to one
minute. The behaviour for this minute is
implementation dependent.

No such mechanism defined in the
present document.

Not mandatory in the present document

Mechanisms for automatically removing requests from the list of recordings in
a pending state if it appears the recording will never happen.

Once the validity period of a request has
expired, a terminal MAY discard
recording requests which are still in a
pending state.

Mechanisms for automatically removing requests from the list of recordings in
a failed state based on some criteria they define.

Once the validity period of a request has
expired, a terminal MAY discard failed
recording requests.

Any requirements to re-resolve ParentRecordingRequests after the request
has first been made and to update the state accordingly

For incompletely resolved CRIDs, the
terminal SHALL monitor when an
additional resolution information
becomes available and SHALL act on
that additional information.

Table 9 - Optional Responsibilities of GEM Recordig Specifications
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16.3 Visibility of Recording Requests and Recording s
between Applications and Service Providers

The [DVR] specification requires users of that sfieation to define a mechanism to manage visipitif recording
requests between applications from different orgmtions — referred to as “RecordingRequest spesgficrity
attributes”. The mechanism defined in this speatfan is the following;

® When a recording request is made, the applicatiakimg the request has to specify which other appbtias
can access that recording request and any resuodtongdings as part of the RecordingRequest. Eftliese is
specified using an instance of the class RecordingésPermissions.

® The “RecordingRequest specific security attributeaitrolling visibility of a RecordingRequest insta are
defined by the “requestedRecording” parameter iigsas of the state of the recording request.

® The “RecordingRequest specific security attributesitrolling visibility of a RecordedService ardided by
the “completedRecording” parameter.

® How access to a recording request or recordedcgeivicontrolled by an instance of
RecordingAccessPermissions is defined in the spatidn for that class.

Copyright 2009 © Members of the Open IPTV Forum



Page 44 (67)

17 Minimum Terminal Capabilities

PAE devices with a display SHALL comply with theiam of the minimum terminal capabilities of [DAEh@& [GEM].
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Appendix B. Headless behaviour of Ul-related APIs (informative)

The behaviour of certain APIs in headless modei¢gewithout a directly connected display) requiaedoser
consideration. Some APIs were specifically desidioedheadless operation such as the PBP 1.1 spesiaifin, which
defines a headless mode and provides methods torertlje presence of a display.

B.1 PBP

The Personal Basis Profile specification /ref PBERbduced a headless operation mode startingrisiore 1.1.

The classj ava. awmt . G aphi csEnvi ronment contains a methogublic static boolean

i sHeadl ess() which tests whether or not a displagd some form of input device can be supported in this
environment. If this method returns true, a Healtaseption is thrown from areas of the Toolkit and
GraphicsEnvironment that are dependent on a displayput device.

B.2 JavaTV

The following section discusses the behaviour s&J¥ in headless devices. The analysis shows{liea¢ are well
defined modes of operation for JavaTV on a headlesi&e. All methods that handle display relatechpeeters have a
defined behaviour for devices without a displaye Tollowing section calls out all these methods gives a short
analysis of the behaviour.

javax.tv.graphics.AlphaColor

Summary: this just extends java.awt.Color whicPBP includes alpha.
Analysis: no additional functionality above PBP

Conclusion: No special behaviour or spec changdewér headless JavaTV.

javax.tv.graphics.TVContainer

Summary: gets the top level container for an Xlet

Analysis: Cannot fail to return a Container unljggax.microedition.xlet.XletContext.getContainer.

"If the Xlet is the only Xlet that is currently & to invoke this method, it will return an instznof java.awt.Container
that is initially invisible, with an undefined sized position."

Spec presumably would allow this to return a "navwajawt.Container"

which cannot be used.

XletContext.getContainer says "Calling c.setVisjolee) will make the container visible." This larage is missing in
TVContainer.

Conclusion: On a headless device, XletContext.get@oer will return an invisible container where thetVisible
method fails silently (this is the normal failur@de for this method). No spec change needed fatlbsmJavaTV.

javax.tv.media. AWTVideoSizeControl andMediaSelectControl

Summary: Controls video scaling and media composeletction

Analysis: On a headless device, a JMF player sirfgly to support these controls. Player.getContrmlld return null.
Player.getControls would not include these contiokhe returned array. | cannot see any languagies JavaTV spec
requiring players to support these controls.

Conclusion: On a headless device, these contrelsiamply not returned by getControl/getControls.dgec change
needed for headless JavaTV.

javax.tv.service.Selection

Summary: Presentation of (TV) services

Analysis: Selecting a service which a device capmnesent will fail with a SelectionFailedEvent. Twaason codes are
possible - MISSING_HANDLER and INSUFFICIENT_RESOURE. The JavaTV specification does not seem to
require support for decoding or presenting TV sy

Conclusion: On a headless device, there is no TMcgefor which

ServiceContext.select(..) would succeed. No spao@h needed for headless JavaTV.

javax.media

Summary: Presentation of media

Analysis: The entry point to JMF is via Managerate®layer and Manager.createDataSource. These throw
NoPlayerException and noDataSourceException iflaggr or datasource can be found.

On a headless device, these exceptions would all@isrown.
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(NOTE: Additionally javax.media.Player has a sta@del. The most relevant states for headless deaieeUnrealized
and Realizing.

"While Realizing, the Controller performs the commimation necessary to locate all of the resourceedds to
function”. On a headless device, all attempts awdethe Unrealized state would fail. The player Mdransiently enter
the Realizing state and immediately fail with a ®eseUnavailableEvent being sent to any Controiieners.)
Conclusion: On a headless device, there is nofar which

Manager.createPlayer(..) would succeed. No spawgehaeeded for headless JavaTV.
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Appendix C. GEM Errata

Following are errata to [GEM]. The changes presthtave been submitted to the TM-MUG subgroup of Dafi8l are
under consideration for publication in a subsequengion of [GEM].

a) In the “Detailed platform profile definitionsable, the following changes are agreed,;
® PFR support is shown as mandatory when it is indptional
e Section 5 “Basic architecture” is shown as mandaidren it is in fact optional

« GEM clause 11.9.4 “11.9.4 Non-CA smart card APlihiplicitly mandatory in GEM when it should be
identified in the “detailed platform profile deftion” as optional.

b) The functional equivalent for application sidimg) may omit support for externally authorisednfite) applications.

¢) MHP clause 11.2.8 "Tuning as a side effect" #thoot be included in devices without a tuner. 4ugement to this
effect should be included in GEM clause 11.2.

d) In GEM clause 11.4.1, the following text shadl &ssumed to be present.

If the optional support for MPEG-2 I-Frames is maluded, all attempts to request an instance of
org.havi.ui.HStilllmageBackgroundConfiguration dHall. The class itself shall still be present.

e) In GEM clause 12.6.2.6 Credentials, the follayhall be present.

Support for this mechanism is optional.

f) In Annex N, clause N.1, the following sentenbalsbe considered to say “may specify”.
GEM terminal specifications shall specify signadlithat is used to determine this value.

g) In table 9, “Table 9: Functional equivalentsi the row “Active Format Descriptor”, all the “M&hall be considered
to be “O".

h) A new clause 11.5.7, “File storage device accasall be considered to be present as follows;
MHP [1], clause 11.5.7 is included in the presesduinent.

This clause shall be listed as “O” in all targetsTable 8: Platform profile definitions”
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Appendix D. Void
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Appendix E.  Package org.openiptvforum.download

Interface ApplicationDownloadRequest

package org.openiptvforum.download;
import java.io.RandomAccessFile;

/**

* Represents a content download to be performed by an application.

* Requests of this type are handled totally by an application. They are

* created in the PENDING_NO_CONFLICT_STATE. The ap plication handling the

* request is responsible for downloading the conte nt and all resulting

* state changes.<p>

* Requests of this type shall always be visible to the application specified
* when the corresponding ApplicationDownloadSpec w as created regardless of
* recording request specific security attributes.

* The methods defined in this class shall always f ail with a ApplicationDownloadException
* if called by any application other than the one specified when

* the corresponding ApplicationDownloadSpec was cr eated.

*/
public interface ApplicationDownloadRequest extends
org.ocap.shared.dvr.LeafRecordingRequest {
/**
* Return a file to which downloaded data can be w ritten and from
* which downloaded data can be read.
* @return a File

* @throws ApplicationDownloadException if the ca ller is not permitted
* to call this method as defined above

*/

RandomAccesskFile getFile() throws ApplicationDownl oadException;

/**

* Set the state of the download.

* @param state the new state of the recording
* @throws ApplicationDownloadException if the call er is not permitted
* to call this method as defined above

*/

public void setState( int state ) ;

/**
* Set the reason to use for the exception returne d by getFailedException.
* The reason must be one valid for the constructo r of
* RecordingFailedException.
* @param reason the reason to use when constructi ng a
* RecordingFailedException
*/

public void setFailedReason( int reason );

}
Class LocatorDownloadSpec

package org.openiptvforum.download;
import javax.tv.service.selection.InvalidServiceCom ponentException;

import javax.tv.locator.Locator;
import java.util.Date;
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import org.ocap.shared.dvr.RecordingProperties;
/**

* Specifies a recording request in terms of a Loca
* The identified file is asynchronously downloaded
* When instances of this class are passed to Recor
* the following additional failure mode shall appl

* does not reference a file then the record method
lllegalArgumentException.<p>

* No additional failure modes are defined for Reco
* For recording requests resulting from a recordin
* downloading shall start immediately. Such record

*in a pending or a IN_PROGRESS_INCOMPLETE_STATE s

*/

public class LocatorDownloadSpec extends org.ocap.s

{

/**

* Constructor

* @param source Source of content to be downlo

* @param properties the definition of how the

*/

public LocatorDownloadSpec(Locator source,
RecordingProperties properties

super(properties);

/**

* Returns the source of the content to be down
* @return the source passed into the construct
*/

public Locator getSource()

{

return null;

}

Class ApplicationDownloadException

package org.openiptvforum.download;

/**

* Thrown when an application calls methods on Appl

* which it is not permitted to call.

**/

public class ApplicationDownloadException extends E

/**

* Constructs a <code>ApplicationDownloadExcept

* as its error detail message.

*/

public ApplicationDownloadException() {
super();

/**

* Constructs a <code>ApplicationDownloadExcept

tor to a file.

from the network.<p>
dingManager.record(..),

y - if the locator

shall throw an

rdingRequest.reschedule.<p>
g spec of this type,

ing requests will never be
tate.

hared.dvr.RecordingSpec

aded
recording is to be done

loaded
or

icationDownloadRequest

xception {

ion</code> with <code>null</code>

ion</code> with the specified detalil
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* message. The error message string <code>s</c ode> can later be
* retrieved by the <code>{@link java.lang.Thro wable#getMessage}</code>
* method of class <code>java.lang.Throwable</c ode>.

*

* @param s the detail message.

*/

public ApplicationDownloadException(String s) {
super(s);

}
Class ApplicationDownloadSpec

package org.openiptvforum.download;
import org.dvb.application.ApplID;
import org.ocap.shared.dvr.RecordingProperties;

/**
* Represents a content download to be performed by an application.
* The application to handle the request and the so urce of the content
* to download must be specified when the request i s created.
* No other application is permitted to handle the request.
* The format of the source must be co-ordinated be tween the application
* requesting the download and the application hand ling the download request.
*/
public class ApplicationDownloadSpec extends org.oc ap.shared.dvr.RecordingSpec {
/**
* Create a request for content download by applic ation.
* @param app the application to perform the downl oad
* @param source the source of the download
* @param properties the properties for the downlo ad
*/
public ApplicationDownloadSpec(AppID app, String s ource,
RecordingProperties properties)
{super(properties);}
/**
* Return the application 1D specified.
* @return an application ID
*/
public AppID getAppID(){return null;}
/**
* Return the source specified.
* @return a String
*/
public String getSource(){return null;}
}
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Appendix F.  Package org.openiptvforum.service

Interface ServiceCreator

package org.openiptvforum.service;

import javax.tv.locator.Locator;

import javax.tv.service.Service;

import javax.tv.locator.InvalidLocatorException;

/**
* This interface extends javax.tv.service.SIManage r with overloaded methods
* for creating IPTV services.
*
public interface ServiceCreator {
/**
* Get a service from a locator for the streaming component
*and an XML AIT fragment for the application co mponent.
* This permits service bound applications to be u sed without
* application signalling in-band in the A/V conte nt.
* @param locator A locator identifying a service
* @param ait An XML AIT fragment
* @return a Service
* @throws InvalidLocatorException If locator does not identify a valid
* Service.
* java.lang.SecurityException If the caller does not have
* javax.tv.service.ReadPermission(locator).
*
public abstract Service getService( Locator locato r, String ait );
/**
* Get a service from a piece of SDP information d escribing some AV
* content.
* @param sdp the piece of SDP information
* @return a Service
* @throws InvalidLocatorException If locator n th e SDP information
* does not identify a valid Service.
* @throws java.lang.SecurityException If the call er does not have
* javax.tv.service.ReadPermission for the locator in the SDP information
*
public abstract Service getService( String sdp );
/**
* Get a service from a piece of SDP inform ation describing some A/V content.
*and an XML AIT fragment for the applicat ion component.
* This permits service bound applications to be used without
* application signalling in-band in the A/ V content.
* @param sdp the piece of SDP information
* @param ait An XML AIT fragment
* @return a Service
* @throws InvalidLocatorException If locat or n the SDP information does not
* identify a valid Service.
* @throws java.lang.SecurityException If t he caller does not have
* javax.tv.service.ReadPermission
* for the locator in the SDP information
*
public abstract Service getService( String sdp, String ait );
}
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Appendix G. Package org.openiptvforum.auth
Class HTTPDigestCredentials

package org.openiptvforum.auth;

/**

* Credentials to be used

*

public class HTTPDigestCredentials extends UserCred entials

{

/**
* Create an HTTPDigestCredentials.

* @param domain the domain

* @param realm the realm

* @param username the username

* @param password the password

*/

public HTTPDigestCredentials( String domain, Strin g realm, String username,

String password ) {super(domain);}

/**

*

*

public String getRealm(){return null;}

/**

*

*

public String getUsername() {return null;}

/**

*

*

public String getPassword() { return null;}

}
Class UserAuthenticationPermission

package org.openiptvforum.auth;

/**

* This class represents a Permission to access use r authentication information

* for a particular domain.

* The name string is a fully qualified domain name . The actions string is unused.

*

public final class UserAuthenticationPermission ext ends java.security.BasicPermission {

/**

* Creates a new DRMAgentPermission.
*/

public UserAuthenticationPermission()
{super("toto");}

/**

* Creates a new DRMAgentPermission.

* The actions string is currently unused and shou Id be null.

* The name string shall be a fully qualified doma in name.

* @param name the name of the permission

* @param actions the actions string

*

public UserAuthenticationPermission(String name, S tring actions)
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}

/**

{super(name);

}

* Returns the list of actions that had been passe
* constructor - it shall return null.

*

* @return a null String.

*

public String getActions() { return null;}

/**
* Checks if this UserAuthenticationPermission obj
* permission.
* @param permission the specified permission to ¢
* @return true if and only if the specified permi
* UserAuthenticationPermission
* and the domain in this object domain-matches the
* permission as defined by RFC2965.
*
public boolean implies(java.security.Permission pe

/**
* Checks for equality against this UserAuthentica
* @param obj the object to test for equality wit
* object.
* @return true if and only if obj is an UserAuthe
* domain names are equal.
*
public boolean equals(Object obj) { return true;}

/**

* Returns the hash code value for this object.
* @return the hash code value for this object.
*

public int hashCode() { return 0 ;}

Class UserAuthenticationManager

package org.openiptvforum.auth;

/**

*

*/

public class UserAuthenticationManager {

/*
*/
private UserAuthenticationManager() {}

/**

* Return a UserAuthenticationManager

* @return a UserAuthenticationManager

*

public static UserAuthenticationManager getUserAut
return null;}

/**

* Get credentials which authenticate the current

d to the

ect "implies" the specified

heck.
ssion is an instanceof

domain in the specified
rmission) {return true;}
tionPermission object.

h this UserAuthenticationPermission

nticationPermission and the two

henticationManager(){

user to the specified
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* domain.
* @param domain the domain
* @return an array of credentials objects

* @throws SecurityException if the calling applic ation does not have
* UserAuthenticationPermission for the domain

*

public UserCredentials[] getCredentials( String do main ) { return null;}
/**

* Set credentials
* @param credentials the credentials to set

* @throws SecurityException if the calling applic ation is not permitted
* to set credentials for the domain

*/

public void setCredentials( UserCredentials creden tials ){}

}
Class UserCredentials

package org.openiptvforum.auth;

/**

* Base class for different kinds of credentials
*

public abstract class UserCredentials

{

/**
* Create a UserCredentials
* @param domain the domain to which the credentia Is apply
*
public UserCredentials( String domain ){}
/*
* Return the domain for which a set of credential s apply
* @return a domain
*
public String getDomain() { return null ; }
}

Class CookieCredentials

package org.openiptvforum.auth;
import java.util.Date;

/**

* Represents a HTTP Cookie.

* This class is purely a container for the informa tion passed in
* through the constructor. No checking of the info rmation is
* performed. The accessor methods return the value s passed in
* through the constructor.
*
public class CookieCredentials extends UserCredenti als
{
/**

* Construct a cookie

* @param domain the domain to which the cookie is sent
* @param path the path within the domain

* @param name the name of the cookie

* @param value the value of the cookie

* @param expiry the expiry date of the cookie or null if none is set
*
public CookieCredentials( String domain, String pa th, String name,

String value, Date expiry )
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super(domain);

}

/**
* return the name of the cookie
* @return the name as passed to the constructor
*
public String getName() { return null;}
/**
* return the value of the cookie
* @return the value as passed to the constructor
*
public String getValue() { return null;}
/**
* return the expiry date of the cookie
* @return the expiry date of the cookie or null i
*/
public Date getExpiry() { return null;}
/**
* return the path of the cookie
* @return the path as passed to the constructor
*
public String getPath() { return null;}

f none is set
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Appendix H.  org.openiptvforum.uiserver

class UlServerManager

package org.openiptvforum.uiserver;
/**
* Enables applications to register as providing a
* This class is intended to be used as follows;<ul
* <|i>The application starts listening on one or m
* <li>For each service offered, the application co
* from the IP address of the device, the port numb
* path element used by the application.
* <li>For each service offered, the application co
* fragments as specified by CEA-2014.
* <i>The remote Uls provided by all registered ap
* into a single remote Ul listing as defined by CE
* <li>The results are made available to remote Ul
* by CEA-2014.
* <ful>
*
public class UlServerManager {

/*

remote Ul.<p>
>

ore ports.
nstructs URLs
er and any

nstructs XML
plications are combined

A-2014.
clients as defined

* Private constructor to stop javadoc generating one.

*
private UlServerManager() {}

Vid

* Obtain a UlServerManager

*

public static UlServerManager getManager(){ return null;}

Vid

* Register as providing a remote Ul service.

Vi Vi vai
* @param desc the entry for the service or servic es available on

* this port formatted according to CEA-2014.

* @throws lllegalArgumentException if there are e rrors in the

* descriptions provided
*

public void registerUIServer( String desc[]){}

Viid

* Unregister from providing a remote Ul service

*

public void unregisterUlServer(){}
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Appendix .  org.openiptvforum.drm
Class DRMAgentEvent

package org.openiptvforum.drm;

/**

* The <code>DRMAgentEvent</code> class reports eve nts from
* a DRM system.
* @since Release 1
*
public class DRMAgentEvent extends java.util.EventO bject{

/**

* ID indicating the cause of the event was

* success of a message sent to a DRM agent.

*

static public final int SUCCESS = 0;

/**

* |D indicating the cause of the event was

* failure of a message sent to a DRM agent

*

static public final int FAILURE = 1;

/**

* ID indicating the cause of the event

* was something other than a message sent

*to a DRM Agent using this package.

*

static public final int OTHER = 2;

/**

* Reason for failure events - cannot process r equest.

* The request failed because the DRM agent was unable to

* complete the necessary computations in the t ime allotted.
*

static public final int TIMEOUT = 1;

/**

* Reason for failure events - Unknown MIME typ e.

* The request failed because the specified Mim e Type is

* unknown for this DRM system.

*

static public final int UNKNOWN_TYPE = 2;
/**

* Reason for failure events - User Consent Nee ded.

* The request failed because user consent is n eeded for that action.
*
static public final int USER_CONSENT = 3;
/**

* Reason for failure events - other unspecifie d reason

* The request failed because an unspecified er ror occurred.
*

static public final int UNSPECIFIED = 4;

[x*

* Create a new DRMAgentEvent object.

* <p>

* @param cause ID indicating the cause of the event being sent

* @param reason For FAILURE events, the reason for the failure, otherwise 0.
* @param source the DRM agent which is the sou rce of the event
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* @param msglD for SUCCESS or FAILURE events,

* when the corresponding message was sent to t
*null.
*

public DRMAgentEvent(DRMAgent source, int msgl

{super((Object)source);}

/**

* gets the message ID

* @return the message ID as passed to the clas
*

public int getMsgID(){return 0;}

/**

* gets the cause of the event

* @return one of the cause constants as define
*/

public int getCause(){return 0;}

/**

* gets the reason for a failure

* @return one of the reason constants as defin
*

public int getReason(){return 0;}

}

Class DRMAgentPermission

package org.openiptvforum.drm;

/**

* This class represents a Permission to exchange m
* The name string can be either a comma separated
* or ", The actions string is unused.

*

public final class DRMAgentPermission extends java.

/**

the message id returned

he DRM agent otherwise

D, int cause, int reason )

S constructor

d in this class

ed in this class

essages with a DRM system.
list of DRM system names

security.BasicPermission {

* Creates a new DRMAgentPermission.

*/
public DRMAgentPermission()
{super("toto");

}

/**

* Creates a new DRMAgentPermission.
* The actions string is currently unused and shou Id be null.
* The name string shall be either a comma separat ed list of DRM

* system names or "*".

* @param name the name of the permission

* @param actions the actions string

*

public DRMAgentPermission(String name, String acti ons)

{super(name);

}

Vi
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* Returns the list of actions that had been passe d to the
* constructor - it shall return null.

*

* @return a null String.

*/

public String getActions() { return null;}

/**

* Checks if this DRMAgentPermission object "impli es" the specified permission.
* @param permission the specified permission to ¢ heck.
* @return true if and only if the specified permi
* DRMAgentPermission
*/
public boolean implies(java.security.Permission pe

ssion is an instanceof

rmission) {return true;}

/**

* Checks for equality against this DRMAgentPermis sion object.

*

* @param obj the object to test for equality wit h this DRMAgentPermission object.
* @return true if and only if obj is an DRMAgentP ermission

*/
public boolean equals(Object obj) { return true;}

/**

* Returns the hash code value for this object.

*

* @return the hash code value for this object.
*/
public int hashCode() { return 0 ;}

Interface DRMAgentListener

package org.openiptvforum.drm;

import java.util.*;

/**
* The <code>DRMAGgentListener</code> class allows a n
* application to be told about asynchronous events relating
* to a DRM system. When a message is sent to a DRM agent,
* success is always reported asynchronously and er rors which
* cannot be detected immediately are also reported asynchronously.
*
* @since Release 1
*/
public interface DRMAgentListener extends EventList ener{
/**
* An operation triggered by a message sent thr ough
* the DRMAgent has succeeded.
* @param msgID the message ID provided when th e message

* which triggered this operation was sent to t
*
public void success( String msgID );

he DRM agent
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/**

* An operation triggered by a message sent thr ough the
* DRMAgent has failed.

* @param reason the reason for the failure

* @param msglD the message ID provided when th e message

* which triggered this operation was sent to t he DRM agent
*

public void failed( String reason, String msgID );

/**

* An event has happened unrelated to a message sent through

* the DRMAgent.

* @param evt the event

*

public void receive( DRMAgentEvent evt );
}

Class DRMAgent

package org.openiptvforum.drm;
import java.io.lOException;
/**
* Represents a generic DRM Agent.
*
public class DRMAgent {
/*
* private constructor
*/
private DRMAgent(){}
/**
* Obtain a DRM agent
* @param name the name of the DRM system to obtai n an agent for
* @return a DRMAgent or null if the named DRM sys tem is not supported
* @throws SecurityException if the DRM system is
* calling application does not have either DRMAge
* the name of the system or with "*"
*/
public static DRMAgent getAgent(String name){ retu

supported but the
ntPermission with

rn new DRMAgent(); }

/**

* Obtain the list of supported DRM systems.

* @return an array of DRM system names. If no DRM
* then an array of length zero shall be returned.

*/

public static String[] getAgents() { return null ; }

/**

systems are supported

* Send a message to a DRM agent.

* @param msgType A globally unique message type a
* system. For example:- application/vnd.marlin.dr

* (i.e. MIME-type of Marlin Action Token)

* @param message The message to be provided to th

s defined by the DRM
m.actiontoken+xml

e underlying DRM agent

* formatted according to the message type as indi

* @throws DRMAgentException If the message cannot
* can be determined immediately without any netwo

* a syntax error in the message.

* @return an ID which SHALL be part of all events

*

public int sendMessage(String msgType, String mess

throws DRMAgentException { return 0O;
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}

/**

* Fetch a message from the network and send it to

* Failure to process the message is reported asyn

* @param message the URL of the message to fetch
* @param msgID A unique ID to identify the messag
* part of all events posted as a consequence of t

* @throws java.io.lOException if the message cann
*/

public void fetchAndSendMessage(java.net.URL messa

throws IOException {

}

/**

* Add a listener for DRMAgent events.

* |f the listener is already added then this meth

* @param | the listener to add

*/

public void addListener( DRMAgentListener 1) {}
/**

* Remove a listener for DRMAgent events.

* |f the listener is not added then this method h

* @param | the listener to remove

a DRM agent.
chronously.

e, to be provided as
his message

ot be fetched

ge, String msglD)

od has no effect.

as no effect.

*

public void removelListener( DRMAgentListener ) {}

}
Class DRMAgentException

package org.openiptvforum.drm ;

/**

* The <code>DRMAgent</code> exception is thrown if
* message to be sent to a DRM agent contains an er

* be immediately detected. For example, a syntax e

*
* @since Release 1
*/

public class DRMAgentException extends Exception {

/**

* Construct a DRMAgentException with no detail m
*

public DRMAgentException()

{

}

/**
* Construct a DRMAgentException with a detail me
* @param s detail message
*
public DRMAgentException(String s)
{
}
}

a
ror and this can

rror.

essage

ssage
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Appendix J.

org.openiptvforum.pvr

Class RecordingAccessPermissions

package org.openiptvforum.pvr;

/**

* This class encapsulates permissions to access re
* World means all applications authorised to acces
* Owner means the application which created the fi
* as applications with the same organisation id as
* present document.

* Additionally other organisation_ids may be permi

cordings.

S persistent storage.

le. Organisation is defined
defined elsewhere in the

tted without providing world access.

*
public class RecordingAccessPermissions extends org

/**

* This constructor encodes all the file access pe
*
* @param readWorldAccessRight read access for all
* @param writeWorldAccessRight write access for a
* @param readOrganisationAccessRight read access
* @param writeOrganisationAccessRight write acces
* @param readApplicationAccessRight read access f
* @param writeApplicationAccessRight write access
* @param readWhiteList read access for application
* @param writeWhiteList write access for applicat
*
public RecordingAccessPermissions(boolean readWorl
boolean writeWorldAccessRight,
boolean readOrganisationAccessRight,
boolean writeOrganisationAccessRight,
boolean readApplicationAccessRight,
boolean writeApplicationAccessRight,
int[] readWhiteList, int[] writeWhi
{ super(readWorldAccessRight, writeWorldAccessRigh

.dvb.io.persistent.FileAccessPermissions {

rmissions as a set of booleans.

applications
Il applications
for organisation
s for organisation
or the owner
for the owner
s from these organisations
ions from these organisations

dAccessRight,

teList)
t,

readOrganisationAccessRight, writeOrganisationAcc essRight,
readApplicationAccessRight, writeApplicationAcces sRight); }

/**

* Query whether this permission includes read acc

* @param org_id the organisation

* @return true if applications in this organisati
*otherwise false.

*

public boolean hasReadOrganisationAccessRight(int

/**
* Query whether this permission includes write ac
* @param org_id the organisation
* @return true if applications in this organisati
* otherwise false.
*/
public boolean hasWriteOrganisationAccessRight(int
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org_id) {return false;}

cess for the organisation

on can have read access,

org_id) {return false;}
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Class RecordingProperties

package org.openiptvforum.pvr;

/**
* Encapsulates the details about how a recording i s to be made.
*

public class RecordingProperties extends org.ocap.s hared.dvr.RecordingProperties {

/**

* Constructor

* @param expirationPeriod the period in seconds a fter the initiation of
* recording when leaf recording requests with thi s recording

* property are deemed as expired.

* @param validityPeriod the period in seconds aft

* RecordingRequest before which recordings which

* successfully shall not be discarded.

* @param requestedRecording the recording access
* requests

* @param completedRecording the recording access
* recordings

er the registration of the
have not been completed

permissions for recording

permissions for completed

* @param priority the priority of this recording request

* @throws lllegalArgumentException if the expirat ionPeriod or the validityPeriod
* is negative

*/

public RecordingProperties(long expirationPeriod,
long validityPeriod, RecordingAccessPermissions r equestedRecording,
RecordingAccessPermissions completedRecording, in t priority)
throws lllegalArgumentException

{
super(expirationPeriod);
}
/**
* Return the period in seconds after the registra tion of
* the <code>RecordingRequest</code> after which r ecordings which have
* not been completed successfully should be disca rded.
* Implementations may impose a upper bound on the validity period and
* cap the validity period requested to that upper bound.
* @return the validity period that will be used f or the recording
* after capping to any implementation defined upp er bound

*

public long getValidityPeriod() {return 0;}

/**

* Return the recording access permissions for rec
* @return the recording access permissions for re
*

public RecordingAccessPermissions getRequestedReco

/**

* Return the recording access permissions for com
* @return the recording access permissions for co
*/

public RecordingAccessPermissions getCompletedReco

/**

* Return the priority for this recording request.
* @return the priority for this recording request
*

public int getPriority(){return 0;}

ording requests.
cording requests

rdingPermissions(){return null;}

pleted recordings
mpleted recordings

rdingPermissions() {return null;}
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