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Foreword

This Technical Specification (TS) has been produmethe Open IPTV Forum.

This specification provides multiple options fons® features. The Open IPTV Forum Profiles speitica
complements the Release 1 specifications by defitiia Open IPTV Forum implementation and deploynpeotiles.
Any implementation based on Open IPTV Forum spegtifbns that does not follow the Profiles spectfaracannot
claim Open IPTV Forum compliance.

Introduction

The Open IPTV Forum Release 1 Specification comsisseven Volumes:
¢ Volume 1 - Overview,
e  Volume 2 - Media Formats,
*  Volume 3 - Content Metadata,
e Volume 4 - Protocaols,
e Volume 5 - Declarative Application Environment,
e Volume 6 - Procedural Application Environment,
* Volume 7 — Authentication, Content Protection aedviee Protection (the present document).

The present document, the Authentication, Contewtieetion and Service Protection Specification (Woé 7), specifies
the Authentication, Content and Service Protedtimttionality of the OIPF Release 1 solution.

The requirements for this functionality are derifiesin the following sources:
e Open IPTV Forum Service and Platform RequiremenRfb, see [OIPF_SPREQ1];

e Open IPTV Forum Functional Architecture for R1, fo&PF_ARCH1.2].

Copyright 2009 © Members of the Open IPTV Forum e.V.
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1 Scope (Informative)

For the system-wide scope, refer to [OIPF_OVIEWtt®n 1.

The scope of the present Volume is content pratectiervice protection, service access protectiser, identification,
user authentication, and user authorisation.

The following sections contain features for whibh triteria that determine under which circumstaribese features are
implemented are out of the scope of the presenirdeat or contain conditional normative statemeefsrring to other
volumes of the Open IPTV Forum specifications:

. 4.1 Terminal-Centric Approach

. 4.1.4 Protected File Formats

. 4.1.5 Protection of MPEG-2 Transport Streams
. 4.2.3 Cl+ based Gateway

. 4.2.3.6 Protected Streaming and File Formats
. 4.2.3.7 Personal Video Recorder

. 4.2.3.8 Time Shifting

. 4.2.4 DTCP-IP based Gateway

. 4.2.4.5 Protected Streaming and File Formats
. 5.4.4 GBA Authentication used by OITF

Copyright 2009 © Members of the Open IPTV Forum e.V.
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[[EC62455] IEC, IEC 62455, “Internet protocol (IP) and trangpiream (TS) based service access”.

[ISO/IEC 13818-1]

ISO/IEC, ISO/IEC 13818-1, “Information technologyseneric coding of moving pictures and associal
audio information: Systems”.

[MRL BBTS] Marlin Developer Community, “Marlin Broadband Trangp®tream Specification”, Version 1.0.1,
July 2008.

[MRL BNSP] Marlin Developer Community, “Marlin — Broadband Netk@&ervice Profile Specification”, Version 1.(
July 2008.

[MRL CORE] Marlin Developer Community, “Marlin - Core Systeme$jjication”, Version 1.3, latest Marlin Errata:
Marlin Core System v1.3

[MRL FF] Marlin Developer Community, “Marlin — File Formatp&ification”, Version 1.1, and latest version of
“Marlin Errata: Marlin — File Formats Specificati®fi.1".

[OMARLIN] Marlin Developer Community, “OMArlin Specification¥/ersion 1.0.1, July 2008.

[RFC2109] IETF, RFC 2109, “HTTP State Management Mechanism”.

[RFC2119] IETF, RFC 2119, “Key words for use in RFCs to Indidaegjuirement Levels”.

[RFC2617] IETF, RFC 2617, “HTTP Authentication: Basic and Digkstess Authentication”.
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[RFC3261] IETF, RFC 3261, “SIP: Session Initiation Protocol”.
[SAMLCORE] OASIS, “Assertions and Protocols for the OASIS SiggMarkup Language (SAML) V2.0".
[SAMLPROF] OASIS, “Profiles for the OASIS Security AssertioraMup Language (SAML) V2.0".

2.1.2 Open IPTV Forum References

[OIPF_ARCH1.2] Open IPTV Forum, “Open IPTV Forum, Functional Atelcture — VV1.2”, January 2009.

[OIPF_AVC] Open IPTV Forum, “Open IPTV Forum — Release 1 Sqmadibn, Volume 2 — Media Formats”, V1.1,
October 2009.

[OIPF_DAE] Open IPTV Forum, “Open IPTV Forum — Release 1 Sptibn, Volume 5 — Declarative Application
Environment”, V1.1, October 2009.

[OIPF_META] Open IPTV Forum, “Open IPTV Forum — Release 1 Spwetibn, Volume 3 — Metadata”, V1.1,

October 2009.

[OIPF_PROT] Open IPTV Forum, “Open IPTV Forum — Release 1 Symdibn, Volume 4 — Protocols”, V1.1,
October 2009.

[OIPF_SPREQ1] Open IPTV Forum, “Open IPTV Forum Service and Blaitf Requirements”, V1.1, July 2008.

2.2 Informative References

| [OIPF_OVIEW] | Open IPTV Forum, “Open IPTV — Release 1 Specificatdolume 1 — Overview”, V1.1, October 2009
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3 Terminology and Conventions (Normative)

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbfuction”, are normative, unless they are exgiiéndicated to be

informative.

3.2 Definitions

Term

Definition

Business Token

collection of information defined in [MRL BNSP] theontains the service specific informatid
for a given business model

Content and Service
Protection Gateway

optional gateway function that provides a convergiom a (proprietary) content and service
protection solution in the network to one thatupported by an OITF, as defined in this
specification

Client Function

function that interacts with the Marlin Client Fiiom in a Content and Service Protection

Content and Service
Key Management
Function

entity responsible for storing and providing SeeyiBrogram, Content Keys and ECM attach
information

This function MAY be physically co-located with ethfunctions (e.g. the Content Delivery
Network Controller for Content on Demand servicesg [OIPF_ARCH1.2].

This entity has been identified in release 1 jastitistrate informatively the separation betwe
content encryption which is part of content prefiaraand content delivery.

Content on Demand
Encryption
Management Function

back office Content on Demand function in charg&ahching Content on Demand
encryption.

This entity has been identified in release 1 jastitistrate informatively the separation betwe
content encryption which is part of content prepareand content delivery.

Content and Service
Protection

function that handles service protection and cdmgestection for the client in the OITF

CSP-G Server

functional entity in the network that handles comtgrotection and service protection for the
Content and Service Protection Gateway (CSPG)dnekidential network

CSP-T Server

functional entity in the network that handles seevprotection and content protection for the
CSP-T client in the OITF

Marlin Action Token

token defined in [MRL BNSP] that is used to triggiee Marlin Protocols from the Marlin
Client Function in CSP, and from which some infofiora (e.g., business token) is used in th
Marlin protocols

)

Marlin Client
Function

compliant implementation of the Marlin Client thaidefined in [MRL BNSP] and that enable
secure communications (Marlin Protocols) with tharlih Server Function in a CSP-T Serve

n

Marlin Configuration
Token

token defined in [MRL BNSP] that includes the ldoatinformation of the Marlin Server
Function in CSP-T Server with which the CSP commoatas

Marlin Server
Function

compliant implementation of the Marlin Server tisatlefined in [MRL BNSP] and that enablé
secure communications (Marlin Protocols) with tharlih Client Function in a CSP

S

Output Control
Information

Output Control Information as defined in [MRL BNS&jd [MRL BBTS]
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Program Key

symmetric key defined in [IEC62455] that encryptsEECM

Scheduled Content

an IPTV service where the playout schedule is fixg@n entity other than the User. The
content is delivered to the user for immediate aomgtion

Scramble Key

symmetric key that scrambles the content

Server Function

function that interacts with the Marlin Server Ftioc in a CSP-T Server

serviceBaseCID

the part of the Content ID that is the same focatitent in a service

Service Key

symmetric key defined in [IEC62455] that encryptsE2CM or a Program Key

Single Sign On

method of service access control that enablesgbeta authenticate once and gain access t
the resources of multiple services
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3.3 Abbreviations

Abbreviation Definition

3GPP Third Generation Partnership Project

AG Application Gateway

AKA Authentication and Key Agreement

AKE Authentication and Key Exchange

APDU Application Protocol Data Unit

API Application Programming Interface

AS Application Server

ASM Authentication and Session Management

BBTS Broadband Transport Stream — MPEG-2 transportrstasadefined by [MRL BBTS]
BCG Broadcast Content Guide

BNS Broadband Network Service

BSF Bootstrapping Server Function

bslbf bit string, left bit first

B-TID Bootstrapping Transaction Identifier

CA Conditional Access

CAD Content Access Descriptor

CAT Conditional Access Table

CE-HTML Consumer Electronics — HTML

Cl Common Interface

COD Content on Demand

CSKMF Content and Service Key Management Function
CSPG Content and Service Protection Gateway
CSPG-Cl+ CSPG - CI+ based

CSPG-DTCP CSPG — DTCP-IP based

CSP-T Content and Service Protection — Terminal-Centppach
DAE Declarative Application Environment

DCF DRM Content Format

DRM Digital Rights Management

DTCP Digital Transmission Content Protection
DTCP-IP Digital Transmission Content Protection over |Pweks
DTLA Digital Transmission Licensing Administrator
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DvB Digital Video Broadcasting

ECM Entitlement Control Message

EMM Entitlement Management Message

FQDN Fully Qualified Domain Name

GBA Generic Bootstrapping Architecture
HDCP High-bandwidth Digital Content Protection
HN Home Network

HNI — INI Home Network Interface — IMS Gateway Interface
HTML HyperText Markup Language

HTTP Hypertext Transfer Protocol

ID Identity

IEC International Electrotechnical Commission
IG IMS Gateway

IGMP Internet Group Management Protocol
IMPI IP Multimedia Private Identity

IMPU IP Multimedia Public Identity

IMS IP Multimedia Subsystem

P Internet Protocol

IPMC IP Multicast

IPMP Intellectual Property Management Protocol
IPTV Internet Protocol Television

ISIM IP Multimedia Services Identity Module
ISO International Organization for Standardization
KDF Key Derivation Function

KSM Key Stream Message

M-CID Marlin Content ID

MP4 MPEG-4

MPEG Moving Pictures Experts Group

NAF Network Application Function

NPI Network Provider Interface

OIPF Open IPTV Forum

OITF Open IPTV Terminal Function

OMA Open Mobile Alliance
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PCMCIA Personal Computer Memory Card International Asdinzia
PCP Protected Content Packet

PDCF Packetized DRM Content Format
PES Packetized Elementary Stream

PID Packet Identifier

PIN Personal Identification Number

PKI Public Key Infrastructure

PMT Program Map Table

PVR Personal Video Recorder

QoS Quality of Service

RTP Real-time Transport Protocol

RTSP Real-Time Streaming Protocol

SAA Service Access Authentication
SAML Security Assertion Markup Language
SAS Specific Application Support

SDP Session Description Protocol

SD&S Service Discovery and Selection

SIP Session Initiation Protocol

SRM System Renewability Message

SSL Secure Sockets Layer

SSO Single Sign On

TEK Traffic Encryption Key

TISPAN Telecoms & Internet converged Services & Prototmishdvanced Networks
TLS Transport Layer Security

TLV Type Length Value

TS Transport Stream

uimsbf unsigned integer most significant bit first
UPnP Universal Plug and Play

URL Uniform Resource Locator

VOD Video On Demand

WAN Wide Area Network

XML eXtensible Markup Language
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4 Content and Service Protection

This section specifies the Content and Serviceeptimn functionality for OIPF Release 1.

It consists of a specification of

e the Terminal-Centric Approach, see section 4.1, and
« the Gateway-Centric Approach, see section 4.2.

4.1 Terminal-Centric Approach

This section specifies the functionality for thePBITerminal-Centric Approach to Content & Servicetection. In
order to do this, this section provides a mappiogfall relevant functions and interfaces from [BIRRCH1.2] to
specific sections of Marlin specifications [MRL BRE

All normative statements in this section and its-sactions apply only in case the Terminal-Cemipproach is
supported by the OITF.

OITFs that support the OIPF Terminal-Centric Apmtoto Content & Service Protection SHALL be compliaith
[MRL BNSP].

NOTE: The criteria that determine under which ainstiances the Terminal-Centric Approach is implee@iaire out of
the scope of the present document.

NOTE: The criteria that determine under which anstiances the support for Marlin metering for contenrights
owner settlement is implemented in the OITF areaftihe scope of the present document.

4.1.1 Interfaces for CSP and CSP-T Server

This section describes the interfaces related@8R and CSP-T Server in the Functional Architeatieéscribed in
[OIPF_ARCHL1.2].

4.1.1.1 Scope

The main scope of this section is to describe CE#Rfaces (CSP-1, UNIS-CSP-T) and CSP-T Serverfates
(NPI-CSPx, x =1, 2, 3). CSP-1 is the interfacenaetn CSP and OITF Functions. NSP-CSPx, x = 1, &ethe
interfaces between the CSP-T Server and Providetwdik Functions. This section informatively toushgon the
Marlin License Evaluation and Content Encryption.

Only the UNIS-CSP-T interface and the interfac®&E in CSP-1 are normative. The other interfacesiafiormatively
described for comprehension.

Figure 1 shows the message flow overview.

OITF Providers Network
CSP OITE Eunction CSP-T Providers
Server Network Functio
CSF-1 NPI-CSPx, x=1,2,.

I UNIS-CSF-T I

Figure 1 CSP-T System Overview
The four functional entities in Figure 1 are ddsed below:
e CSP in this document consists of Marlin Client Riorcand a part of the Client Function which deaith Marlin

elements.
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e CSP-T Server in this document consists of Marlinv&eFunction and a part of the Server Functionciiteals
with Marlin elements.

. OITF Function is the function in the OITF that irgtets with the CSP. The OITF Function also interadth a
Providers Network Function to acquire the necessdoymation for the CSP. How the Providers Netwbtaction
is called in this document depends on the proaebs performed.

. Providers Network Function is the function in threwders Network that interacts with the CSP-T &ertHow the
Providers Network Function is called in this documtngepends on the process to be performed.

Note that the OITF Function with which the CSP caminates is not limited as described in this doaura@d may
vary depending on the implementation of the OITF.

4.1.1.2 Interface CSP — CSP-T Server (UNIS-CSP-T)

When requested from a native application or from@AE application to handle a Marlin Action Tokeneo
MIPPVControlMessage, see section 4.1.7.3, the GHRLE act as a Marlin DRM Client and SHALL performavlin
Protocols as specified in [MRL BNSP]. Furthermdrthere are no available rights when trying to cgstent, the CSP
SHALL comply with [MRL BBTS] and [OMARLIN] and SHAL try to use the URL specified in the content tquice
new rights.

In both cases, the CSP-T Server SHALL comply withrlvh Protocols as specified in [MRL BNSP].
These protocols are:

- Marlin registration: Node acquisition and Link agsjtion.

- Marlin de-registration.

- Marlin License acquisition.

Marlin Protocols are described in section 4.1.1.4.

4.1.1.3 Interface CSP-OITF Function (CSP-1)

The DAE DRM Agent API, as defined in [OIPF_DAE] Seo 7.6.1, triggers handling of DRM Message, &grlin
Action Token, MIPPVControlMessage or Marlin Liceng¢hen the sendDRMMessage API is called for a
DRMSystemID set to the value defined for Marlin,JGISHALL forward the DRM Message to the CSP functibhe
result of calling sendDRMMessage is notified thriotige onDRMMessageResult event handler.

Typical DRM events SHALL be triggered by CSP to D#ig A/V or video/broadcast object when contentredrbe
played, recorded or time shifted, due to a lackgsfts (no license, invalid license) or parentattcol locking (cf. 4.1.3).
These events are defined in [OIPF_DAE] sections&@ 28d 7.14.6. The DRMSystemID of these events SHé set
to the value defined for Marlin.

A DAE application or native application MAY use DRMntrolinformation, defined as an extension to Raseltem in
[OIPF_META], present in the BCG and SD&S retrievmdthe metadata client. SilentRightsURL, PreviewRstyRL
and RightslssuerURL in DRMControlinformation MAY hised to get updated rights. If the DRMSystemID in
DRMControlinformation is set to the value defined Marlin, the application SHALL forward the DRMRateData, if
present, to the CSP. A DAE application SHALL usedi@RMMessage, defined in [OIPF_DAE] section 7.6.102
forward the DRMPrivateData.

All objects defined in [OIPF_DAE] that are requekte handle a content-access descriptor, definf@IiRF_DAE]
SHALL check if the content-access descriptor ine@®RMControlinformation. These objects or the ulyitey
functions SHALL forward the available DRMPrivateBah the DRMControlinformation to the CSP if the
DRMSystemID is set to the value defined for Marlin.

NOTE: The DRMSystemID is defined in section 4.1 foriMarlin.
4.1.1.4 Marlin Protocol Sequences (Informative)
4.1.1.4.1 Marlin Registration (Informative)

Marlin Registration provides functions which enabl®arlin Client Function in CSP to register to arth domain.
Marlin Registration consists of Node Acquisitiorddrink Acquisition.
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4.1.1.4.1.1 Node Acquisition (Informative)

Node Acquisition provides an Octopus Node Objemtfia Marlin Server Function in CSP-T Server to ali&Client
Function in CSP.

Note that Node Acquisition is performed prior te fiespective Link Acquisition to provide the Octepiode Objects
necessary for the Link Acquisition.

Marlin Node Acquisition Protocol is triggered byarlin Action Token for Node Acquisition (hereaftsode
Acquisition Action Token) from CSP. The OITF Fumetiacquires the Node Acquisition Action Token amehtthe
OITF Function feeds it to CSP. After CSP acquimsesponding Marlin Configuration Token from CSFs@&rver, CSP
executes Marlin Node Acquisition Protocol with CERServer. Note that Marlin Node Acquisition Protbisoto provide
one Octopus Node Object per its request and respons

The message flow in case of Node Acquisition isnshim Figure 2.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Serve Applications Profile
1. UNIS-6 ~
N
) 1. NP-17 )
1. UNIS-6 < L
< \ "4
c
2. UNIS-6 N 3.NP-17 __
Node Acquisition Action Token Acquisitign 4. NPI-17 (Bujinjess Token,
. L 9. NP-CSPY % ser informatior
6. UNIS-6(Node Acquisitio |
7. CSK1 Action Token) ~
8. UNIS-CSF-T A~ n
Marlin Configuration Token Acquisition )
8. UNIS-CSF-T (Marlin Configuration Toker
< A\ 4
9. UNIS-CSF-T .
lreques! P 10. NP-CSF-1a (Business Tokg
Marlin Node AcquisitigrPiotoco o ): 11. Check
13. UNIS-CSF-T [recnnnee ) %2. NPI-CSP-1a (Authentman\og gSUlf)isiness Token
A4

Figure 2 Node Acquisition Sequence

In Node Acquisition Sequence, the following steps @erformed:

1. The OITF Function (e.g. DAE) communicates with IPAplications and IPTV Service Profile function via
UNIS-6 and NPI-17 for Node Acquisition

2. Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in step 1), the OITF Fandg.g.
DAE application) sends the request for the Nodeufsition Action Token to the IPTV Applications byNIS-6.

3. When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEwWige
Profile function via NPI-17 to get the necessargiimation to generate the Node Acquisition Acticok&n.

4. Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokwmh @ser
information to IPTV Applications.

! Note that, although NPI-17 is assumed as thefatterfor communication between IPTV Applicationsl 4ATV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.
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© N

10.

11.
12.

13.

Given the information from the IPTV Applicationshen there is no Octopus Node for the given userintion,
the CSP-T Server generates Octopus Node and deselser information with the Octopus Node, so @&P-T
Server can check for the existence of the OctomdeNext time from the user information. Then tI8&PET Server
correlates the Business Token with Octopus Nodaaitthe CSP-T Server can provide the correspor@disigpus
Node from the Business Token included in the (MaKlbde Acquisition Protocol) request.

IPTV Applications sends the Node Acquisition Actibaken to the OITF Function by UNIS-6.

The OITF Function sends the Node Acquisition Acfiamken to the CSP by CSP-1.

When the CSP does not have a corresponding Madifiguration Token, the CSP gets the Marlin Confégion
Token from the CSP-T Server by referring to the UiRkcified in the Node Acquisition Action Token.

Given the Node Acquisition Action Token, the CSRdsea (Marlin Node Acquisition Protocol) reques€®P-T
Server by UNIS-CSP-T.

To check the request from the CSP, the CSP-T Sserets the Business Token (and possibly othertdata such
as client version, model, etc... extracted from #guest) to the IPTV Service Profile function.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service return€&P-T Server the data necessary to fulfil the @&BRest. If
validation fails, an error is returned to the CSBéfrver.

The CSP-T Server sends a Marlin (Node Acquisitr@sponse message to the CSP. This response inglitldes
the Octopus Node correlated to the Business Toéenis the original CSP request, or an error messagiefined
in [MRL BNSP].
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4.1.1.4.1.2 Link Acquisition (Informative)

Link Acquisition provides an Octopus Link from MiarlServer Function in CSP-T Server to Marlin Cli€uainction in
CSP.

Note that this sequence assumes that the corresigoNdde Acquisition has already been performeaben the CSP
and CSP-T Server.

Marlin Link Acquisition Protocol is triggered byMarlin Action Token for Link Acquisition (hereaftdink Acquisition
Action Token) from CSP. The OITF Function acquites Link Acquisition Action Token, and then the GlFunction
feeds it to CSP. After CSP acquires correspondiagiMConfiguration Token from CSP-T Server, CSBaites
Marlin Link Acquisition Protocol with CSP-T Server.

The message flow in case of Link Acquisition iswhan Figure 3.

OITF Providers Network
CSP OITE Eunction CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 ~
L
) 1. NP-17 )
1. UNIS-6
A\ >4
2. UNIS-6 ~ 3.NP-17 __
i isiti i isiti 4. NPI-17 (Bugipess Token,
Link Acquisition ,zct:j)'::l;?:ilr_li:kcqulsmon 5. NP-CSP;’ < — iﬁlfc'n'r)matior
Acquisition Action Tokegn) ~
. 7.CSF1
8. UNIS-CSF-T A~
Marlin Configuration Token Acquisition
8. UNIS-CSF-T (Marlin Configuration Toker
- \V
9. UNIS-CSF-T N .
10. NPI-CSP-14 (Business Toke
[request MessagelD)
L i 11. Check
Marlin Link AcquisitionProtoco Business Token
12. NPI-CSP-14 (Authenticationfresult)
13. UNIS-CSF-T [response J
14. UNIS-CSF-T [confirmation 15. Check Protocbl Inf
16. NPI-CSP-14| (resultCode, MessagelD)
17. Store the

resul

Figure 3 Link Acquisition Sequence

In Link Acquisition Sequence, the following stepe aerformed:

1. The OITF function (e.g. DAE) communicates with IPRgplications and IPTV Service Profile function WiNIS-
6 and NPI-17 for Link Acquisitioh

2 Note that, although NPI-17 is assumed as thefaderfor communication between IPTV Applicationsl 4ATV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.
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10.

11.
12.

13.

14.
15.

16.
17.

Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in step 1), the OITF Fandi.qg.
DAE application) sends the request for the Link isgion Action Token to IPTV Applications by UNIG-
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWige
Profile function by NPI-17 to get necessary infotima to generate the Link Acquisition Action Token,
Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokah aser
information to IPTV Applications.

Given the user information from the IPTV Applicatfy the CSP-T Server finds the information of Ouspode
which corresponds to “From Node” and “To Node”. fitke CSP-T Server correlates the Business Tokdm wi
“From Node” and “To Node” so that the CSP-T Seman check the information in (Marlin Link Acquisiti
Protocol) request.

IPTV Applications sends the Link Acquisition Actidoken to the OITF Function by UNIS-6.

Given the Link Acquisition Action Token, the OITRifkction sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguiration Token, the CSP gets the Marlin Confegion
Token from the CSP-T Server by referring to the Wpkcified in the Link Acquisition Action Token fNIS-
CSP-T.

Given the Link Acquisition Action Token, the CSPde a (Marlin Link Acquisition Protocol) requesttte CSP-T
Server.

To check the request from the CSP, when the rednestles the correct combination of Business ToKErom
Node”, and “To Node”, the CSP-T Server sends arBassi Token and MessagelD to the IPTV Service Rrofil
function by NPI-CSP-1a. The MessagelD is a unigiyamnd the same MessagelD is set among requgsbss
and confirmation, so that IPTV Service Profile ftion can use the MessagelD to correlate requesiprse, and
confirmation.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service Profiladtion returns to CSP-T Server the data necessduyfil the
CSP request. If validation fails, an error is read to the CSP-T Server.

The CSP-T Server sends a Marlin (Registration)aoesp message to the CSP. This response incluties gie
registration agent correlated to the Business Taken in the original CSP request, or a fault ngsse defined in
[MRL BNSP].

The CSP sends a (Marlin Link Acquisition Protoddfnfirmation to the CSP-T Server by UNIS-CSP-T.

The CSP-T Server checks the resultCode (i.e. ss@regilure for registration in CSP), and therrasathe “From
Node” and “To Node” information by correlating withe user information so that CSP-T Server can ggna
Marlin domain information for the user.

The CSP-T Server sends the resultCode and the N850 the IPTV Service Profile function by NPI-ESa.
The IPTV Service Profile function stores the reSolle in connection with the user information fraeps4.
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4.1.1.4.2 Marlin Deregistration (Informative)

Marlin Deregistration provides functions which eleablarlin Client Function in CSP to deregister franMarlin
domain.

Note that this sequence assumes that the corrésgoNdde Acquisition and Link Acquisition have aldy been
performed between the CSP and CSP-T Server.

Marlin Deregistration Protocol is triggered by aritaAction Token for Deregistration (hereafter Bgistration Action
Token) from CSP. The OITF Function acquires theeDestration Action Token, and then the OITF Funtfieeds it to
CSP. After CSP acquires corresponding Marlin Canfigion Token from CSP-T Server, CSP executes Marli
Deregistration Protocol with CSP-T Server.

The sequence of deregistration messages is shokigure 4.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 .
P
) 1. NP-17 ’
| 1. UNIS-6
<« A4
<
2. UNIS® oy 3.NP17 _ |
istrati i isiti 4. NPI-17 Bughess Token,
Deregi tra:;olrJlljlcstl-cgn Token Acquisitign 5 NP-CSP) <« inforngé'ﬂor
h (Deregistration Action Tokef) N~
_ 7.CSF1
8. UNIS-CSF-T A L
Marlin Configuration Token Acquisition )
8. UNIS-CSF-T (Marlin Configuration Toker
9. UNIS-CSF-T N
10. NPI-CSP1a|(Business A\
[request Token, Messagkll
Marlin DeregstrationHrotoco 11. .ChECk
Business Token
12. NPI-CSP-14 (Authenticationfresult)
13. UNIS-CSF-T [response J
14. UNIS-CSF-T [confirmatior] l

15. Check Protocpl Inf
V 16. NPI-CSP-1a (resultCode, MessagelD)

17. Store the
resul

Figure 4 Deregistration Sequence

In this deregistration sequence, the following stere performed:

1. The OITF function (e.g. DAE) communicates with IPRgplications and IPTV Service Profile function WiNIS-
6 and NPI-17 for Marlin Deregistratiin

% Note that, although NPI-17 is assumed as thefaterfor communication between IPTV Applicationsl 4ATV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.
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10.

11.
12.

13.

14.
15.

16.
17.

Given the Marlin Action Token URL (e.g. embeddetbithe web page obtained in step 1), the OITF Fonde.qg.
DAE application) sends the request for the Deregfisin Action Token to the IPTV Applications by USH6.
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWige
Profile function by NPI-17 to get necessary infotima to generate the Deregistration Action Token.
Receiving the request from IPTV Applications, tR§V Service Profile function sends Business Tokah @ser
information to IPTV Applications.

Given the user information from the IPTV Applicats the CSP-T Server finds the information of Ouspode
which corresponds to “From Node” and “To Node”. fitke CSP-T Server correlates the Business Tokdm wi
“From Node” and “To Node” so that the CSP-T Seman check the information in (Marlin Deregistration
Protocol) request.

IPTV Applications sends the Deregistration Actiook&n to the OITF Function by UNIS-6.

Given the Deregistration Action Token, the OITF E&limn sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguration Token, the CSP gets the Marlin Confégion
Token from the CSP-T Server by referring to the Wipkcified in the Deregistration Action Token.

Given the Deregistration Action Token, the CSP sem@arlin Deregistration Protocol) request to @&P-T
Server by UNIS-CSP-T.

To check the request from the CSP by the IPTV $erRirofile function, when the request includescieect
combination of Business Token, “From Node”, and Nade”, the CSP-T Server sends a Business Token and
MessagelD to the IPTV Service Profile function b INCSP-1a. The MessagelD is a unique id and the sam
MessagelD is set among request, response, androatibn so that IPTV Service Profile function cae uhe
MessagelD to correlate request, response, androwifon.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service Profiladtion returns to CSP-T Server the data necessduyfil the
CSP request. If validation fails, an error is read to the CSP-T Server.

The CSP-T Server sends a Marlin (Deregistratiospaase message to the CSP. This response inditdesthe
deregistration agent correlated to the Businesei@kent in the original CSP request, or an err@sage as
defined in [MRL BNSP].

The CSP sends a (Marlin Deregistration Protocohffmation to the CSP-T Server by UNIS-CSP-T.

The CSP-T Server checks the resultCode (i.e. ss@rdgilure for deregistration in CSP) and Mesdégeand then
stores the “From Node” and “To Node” information doyrrelating it with the user information, so t@8P-T
Server can manage Marlin domain information foruker.

The CSP-T Server sends the resultCode and the N&sé0 the IPTV Service Profile function by NPI-ESa.
The IPTV Service Profile function stores the reSolle in connection with the user information fraeps4.
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4.1.1.4.3 Marlin License Acquisition (Informative)

License Acquisition provides functions which enaldlerlin Client Function in CSP to obtain a Marlircense.

Marlin License Acquisition Protocol is triggered &warlin Action Token for License Acquisition (leafter License

Acquisition Action Token) from CSP. The OITF Fumetiacquires the License Acquisition Action Tokemd ¢hen the
OITF Function feeds it to the CSP. After CSP aapizorresponding Marlin Configuration Token fromPCE Server,
CSP executes Marlin License Acquisition Protocahv@SP-T Server.

The sequence of license acquisition messages vensimoFigure 5.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service CSKMF
(e.g. DAE) Server Applications Profile
1. UNIS-6 ~ .
w N
) 1. NP-17 ’
1. UNIS-6
“‘ \ "4
2. UNIS6 Ayl 3.NPHL7
License Acquisition] Action Token Acquisitign 5 NP CSPl) 4. NPI-17 (Bugirless Token,
6. UNIS-6 (License : 1 user informatior
“Acquisition Action Tokgn) A
_ 7.CSK1
8. UNIS-CSF-T A~ o
Marlin Configuration Token Acquisition ’_)
8. UNIS-CSF-T|(Marlin Configuratiory Toker
< >4
9. UNIS-CSF-T| . .
Ny 10. NP-CSF-1a (Business oken,
[request >
' 11. NPI-CSP-1a|(M-CID, Usage)lrformation)
il N
Marlin License AcquisitiorProtoco 12. NP-CSPB (M-CID) .
_13. NPI-CSH3 (Content Key, M-CID) )
14. UNIS-CSF-T [response < ~
\Y}

Figure 5 License Acquisition Sequence

In this sequence, the following steps are performed

1.

2.

The OITF Function (e.g. DAE) communicates with IPApplications and IPTV Service Profile function via
UNIS-6 and NPI-17 for License Acquisitin
Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in stepl), the OITF Fundiog.
DAE application) sends the request for the Licehsguisition Action Token to the IPTV Applicationy UNIS-6.
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWige
Profile function by NPI-17 to get the informatioaagssary to generate the License Acquisition AcTioken.
Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokwmh @ser
information to IPTV Applications. This user infortian for License Acquisition also indicates “BoutadNode” of
the Marlin License.

“ Note that, although NPI-17 is assumed as thefatterfor communication be tween IPTV Applicatiomsl dPTV

Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 26 (88)

5. Given the information from the IPTV Applicationbet CSP-T Server correlates the Business Tokentkgth

“Bound to Node” so that the CSP-T Server can ctlibeknformation in a (Marlin License Acquisitiond@ocol)

request.

IPTV Applications sends the License AcquisitionidotToken to the OITF Function by UNIS-6.

Given the License Acquisition Action Token, the ®GlFunction sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguration Token, the CSP obtains the Marlin

Configuration Token from the CSP-T Server by refgrto the URL specified in the License Acquisitidation

Token.

9. Given the License Acquisition Action Token, the C&#ads a (Marlin License Acquisition Protocol) resfuto the
CSP-T Server by UNIS-CSP-T.

10. To check the request from the CSP, when the reduastles the correct combination of Business T cdaoh
“Bound to Node”, the CSP-T Server sends a Busifiegen to the IPTV Service Profile function by NPER-1a.

11. The IPTV Service Profile function validates thealegceived from the CSP-T Server. If validatiofsfaén error is
returned to the CSP-T Server. If validation sucee#te IPTV Service Profile function returns to CEBerver the
data necessary to generate the Marlin Licensejstorgsat a minimum of:
e M-CID (Marlin Content ID)
e Usage Information which includes the content usatgs

12. To get the corresponding Content Key, the CSP-Te8exends the M-CID to the CSKMF by NPI-CSP3.

13. When receiving the information, the CSKMF looks fioe corresponding Content Key (*) by M-CID, anérth
sends the Content Key (*) and M-CID to the CSP-Tv8eby NPI-CSP3.

14. The CSP-T Server sends a Marlin (License) resporessage to the CSP. This response includes #ither
License correlated to the Business Token senteimtlginal CSP request, or an error message asedkiin [MRL
BNSP].

* When the content is protected by Scramble Key &adiice Key (or Program Key), the Service KeyRosgram Key)
is provided from CSKMF to CSP-T Server instead ohtent Key. See section 4.1.3, for a brief explanadf such
encryption scheme.

©~No

4.1.2 Protected Content Usages
Protected content usages include: playback, rengydime shifting.

Protected content can be played from a native egin or from a DAE application using A/V plug-on
video/broadcast object as defined in [OIPF_DAE]

Protected content can be time-shifted from a natp@ication or from a DAE application using videaadcast object
as defined in [OIPF_DAE]

Protected content can be recorded from a nativicagipn or from a DAE application video/broadcabject as defined
in [OIPTV_DAE]

CSP SHALL control protected content usages as e@fin [MRL BNSP] for License evaluation and [MRL BB] for
ECM control. See also section 4.1.3 for an overview

If usages are not allowed, CSP SHALL block the comstion of program (i.e. stop descrambling) and EHAenerate
the appropriate event (no rights, parental comtreting) to the calling application, i.e. nativepdipation or DAE object.
The DAE AV or video/broadcast object SHALL triggbe event to the calling DAE application as spedifin 4.1.1.3.

For MPEG-2 TS, usages SHALL be controlled at ea€CMEhange. For other file formats, usages are otlett only
when requesting the usage.

4.1.2.1 Marlin License Evaluation (Informative)

4.1.2.1.1 License Evaluation (for (P)DCF [OMARLIN] or Marlin IPMP [MRL FF]) (Informative)

This section describes the informative overvievin@iv Marlin data objects acquired via Marlin Protiscare used for
consumption of protected contents, such as rengleriexporting.

Figure 6 shows the message flow of License Evalnati
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OITE

CSP Stream Session DAE Decrypt
Mgmt. and Contrd|

|_1. Content URL, (M-CID), Operation
1. M-CID, Operation bl

2. Check license

'S

3. Conten Key, AttachedUsagelpformatior

4., Content, Contel Key, AttachedUsagelpformatior

Figure 6 License Evaluation Sequence
In order to gain access to a protected contermissielow are performed:

1. OITF Function such as DAHriggers the evaluation of a corresponding Malkiitense at CSP via Stream Session
Management and Control by providing following infaation:

« Content URL: the protected content to be accessed.

e Optionally, M-CID (Marlin Content ID): Id of the ptected content to be accessed. The M-CID canbaso
retrieved from the content, ContentAccessDescrifiddf VF_DAE], BCG, or SD&S [OITVF_META].

e Operation: operation to perform with the proteatedtent (e.g., render, export).

2. The Marlin Client Function in CSP is required tech the following:
*  The PKI signatures on the Marlin data objects eeldb the protected content are validated. Fot trus
management of Marlin, see section 9 of [MRL CORE].
*  The usage rule specified in the Marlin data objémtshe protected content is valid for CSP.
3. Ifthe license evaluation succeeds, the CSP rethmsorresponding Content Key and attached usdgenation

such as Output Control Information (if any) to Bieeam Session Management and Control. Othentiee; EP
responds with an error.

4. The Stream Session Management sends the receivadnfaContent Key and attached usage informatiothe
Decrypt function.

®> Note that, although DAE is used as a functiomigmyer the License Evaluation, this is only foustrative purposes and
other OITF function can be used, such as OITF eche@pplication depending on the design of the OITF
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4.1.2.1.2 License Evaluation (for MPEG-2 Transport  Stream) (Informative)

Figure 7 shows the message flow of License Evalnatith Scramble Key Decryption.

2. Check Iicengf A

5. Decrypt
Scramble key (

OITF

CSP Stream Session DAE Decrypt
Mgmt. and Contrd|

1. Content URL, (IM-CID), Operation

1. M-CID, Operation

3. Attached Usage Informati

A\ 4

4. ECM

6. Scramble Key, Attached Usage and ECM
Information

7. Content, Scrample Key, Attached Usage and
ECM information "

Figure 7 Scramble Key Decryption Sequence

When the content is encrypted by Scramble Key,nseeEvaluation and Scramble Key Decryption sequbatmwv is
followed:

1.

OITF Function such as DAHriggers the evaluation of a corresponding Mallitense at CSP via Stream Session
Management and Control by providing following infaation:
»  Content URL: the protected content to be accedserh( or remote URL).
e Optionally, M-CID (Marlin Content ID): Id of the ptected content to be accessed. The M-CID canbaso
retrieved from the content, ContentAccessDescrifiddf VF_DAE], BCG, or SD&S [OITVF_META].
e Operation: operation to perform with the proteatedtent (e.g., render, export).
The Marlin Client Function in CSP is required tack the following:
*  The PKIl signatures on the Marlin data objects eeldb the protected content are validated (sigeafukK.
and certificate chain is successfully chained ugnéoMarlin Trust Anchors).
*  The usage rule specified in the Marlin data objémtshe protected content is valid for CSP.
If the license evaluation succeeds, the CSP reattashed usage information such as Output Colmtfotmation
(if any) to the Stream Session Management and Gloftherwise, the CSP responds with an error.
The Stream Session Management and Control progid&CM to the CSP. The ECM includes a Scramble Key
encrypted by a Service or Program key and attaBl@d information including the Encryption Algorithfirype,
Parental Control Information, recording controldmhation and Output Control Information.
The CSP checks the ECM on integrity. If this is Qe CSP decrypts encrypted Scramble Key with pipecpriate
key, and, based on the combined Output Controlinébion in the ECM and license, the CSP determipetated
Output Control Information as specified in [MRL BBT.
The CSP sends Scramble Key and attached usageGividriformation to the Stream Session Management and
Control.
The Stream Session Management sends the receivednt,aScramble Key and attached usage and ECM
information to the Decrypt.

Note that the sequence assumes that Stream Sé&simgement and Control is trusted by the CSP aatdtitle
Scramble Key, permission to perform the requespetaiion and attached usage information are trenesf@ver a
secure channel.

® Note that, although DAE is used as a functiomigmyer the License Evaluation, this is only foustrative purposes and
can be performed by another OITF function, suc®Ed$ embedded application, depending on the desfigine OITF.
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4.1.3 Content Encryption (Informative)

This section contains an informative overview oh@mt Encryption to clarify sequences related tot€ot Key, Service
or Program key, and Scramble Key in section 4.131aad 4.1.2.1.

Figure 8, Figure 9 and Figure 10 show the mesdages of Content Encryption.

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) ]
42. NP-U (Content Key) -
X \

3. Content
encryptio

Figure 8 Content on Demand Encryption Sequence uginContent Key (for (P)DCF [OMARLIN] or Marlin IPMP
[MRL FF])

4. NP-T (M-CID, protected content)

»
»

When (P)DCF [OMARLIN] or Marlin IPMP [MRL FF] Conté On Demand is encrypted using Content Key, the
following steps are performed in Content Encrypsequence:

1. The Content on Demand Management requests fortaertaspecified by M-CID (Marlin Content ID), the Gtent
Key to use.
2. The Content and Service Key Management functiaurmstthe Content Key.

3. The Content on Demand Encryption Management Fumd¢dionches encryption of the content in the cleamgithe
M-CID (Marlin Content ID) and Content Key. The peoted content is generated.

4. The Content on Demand Management stores the pedteontent in the Content Storage.

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) 7

2. NP-U (Content Key, ECM attached infofnjation)

3. ECM generatio \\
and insertion, C

possibly partial

stream encryption 4. NP-T (M-CID, protected content)

A 4

Figure 9 Content on Demand Encryption Sequence uginContent Key (for MPEG-2 TS)

When MPEG-2 TS Content on Demand is encrypted uSomgent Key, the following steps are performe@antent
Encryption Sequence:

1. The Content on Demand Management requests fortttermt item specified by M-CID (Marlin Content IDhe
Content Key and ECM attached information, includiing Encryption Algorithm, Parental Control Infortioa and
Output Control Information, to use.

2. The Content and Service Key Management functiaurmstthe Content Key and ECM attached information.

3. The Content on Demand Encryption Management Fumd¢dionches encryption of the content in the cl8aramble
Keys are generated and the content is encrypted tisese Scramble Keys. The Scramble Keys are gteciysing
the Content Key. ECMs that include Scramble Key$@novided ECM attached information are inserted the
protected content.

4. The Content on Demand Encryption Management Fumstiores the protected content in the Content §¢ora
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Multicast Content Content and Service Key Transport Processing
Delivery Function ManagemenfEunction Function

1. NP-K (M-CID, Service and Program kegCM attached |nformation)

2. ECM generatior
and insertion, stegam
encryption 3. UNIT-17M (protected scheduled content)

Figure 10 Content Encryption Sequence using ScramblKey (for Scheduled MPEG-2 TS Content)

When MPEG-2 TS Scheduled Content is encrypted bgrfftlale Keys then the Scramble Keys are encrypteal by
Service or Program key, the following steps aréguered in Content Encryption Sequence:

1. The Content and Service Key Management functiodséme M-CID (Marlin Content ID), Service key and
possibly a Program key, ECM attached informatiaruding Encryption Algorithm, Parental Control Infeation
and Output Control Information to the Multicast @amt Delivery Function.

2. The Multicast Content Delivery Function generatesa8ible Keys and then encrypts clear content ubiese
Scramble Keys. Then the Multicast Content Deliieapction encrypts the Scramble Keys using the Berey
or Program Key. When the Program Key is used forygation of Scramble Keys, the Multicast Contentiey
Function encrypts the Program Key using the SeiEg An ECM that includes the encrypted Scrambdy&and
provided ECM attached information is inserted itite protected content.

3. Protected scheduled content is sent to the TranBpocessing Function through UNIT-17M.

4.1.4 Protected File Formats

The protected file formats supported in the prespatification are:

e the OMA (P)DCF file formats, including Marlin spéciextensions in an OMA compatible way, as defimed
section 4 of [OMARLIN],

« the Marlin IPMP file format as specified in sectid13 of [MRL FF],
« the MPEG-2 TS file format as specified in sectioh.3.

NOTE: this section lists three different protechiéel formats supported by this specification. Thitecia that determine
under which circumstances which one or more ofgli@émplemented are out of the scope of the pteksmument.

4.1.5 Protection of MPEG-2 Transport Streams

If the OITF falls under the criteria in [OIPF_AV&r mandatory support of the unprotected MPEG-Zar8iat, the
OITF SHALL support the Marlin protected MPEG-2 T@rhat, as defined in this section and its sub-gasti
Otherwise, the support of the Marlin protected MPEGS format as defined in this section and its-settions is
OPTIONAL.

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of the unprotected time sedndPEG-2 TS
format, the OITF SHALL support the Marlin protectiéie stamped MPEG-2 TS format, as defined ingbistion and
its sub-sections. Otherwise, the support of theliklarotected time stamped MPEG-2 TS format asmaefiin this
section and its sub-sections is OPTIONAL.

4.1.5.1 Context

Transport of conditional access messages in MPHG-B defined by DVB. CA_descriptors (Conditionatass
descriptor) are used to signal the presence ofitondl access information in the stream. Condaicaccess messages
are transported in short MPEG-2 TS private sedsetion_syntax_indicator = 0). Two types of messaaye
considered:

— ECM messages, which are linked to descramblinggszccriteria and Control Words (TEK). These message
signalled in the CA_descriptor in the PMT. ECM Magss should have a high repetition rate in ordefltav quick
programme access.
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— EMM messages, which are linked to rights managenidr@se messages are signalled in the CA_deschiptbe
CAT. These messages’ repetition rate should batdetad end level in order to comply with the ofmr®oS
requirements.

PAT (PID=0x00)
Program 1: PID=0x82 L
Program 2: PID=0x87 |
PMT (PID=0x82)
ProgramiD=144342
Video: PID=0x32 ECMs (PID=0x35)
Audio: PID=0x33 B
CA-Info1: PID=0x34. Not Specified
CA-Info2: PID=0x35
CAT BID=0x01) > | EMMs (PID=0x74)
CA-Info1: PID=0x73 -
CA-Info2: PID=0x74 Not Specified

Figure 11 Conditional Access Descriptors SignallingECM and EMM Messages

This specification uses Marlin to protect MPEG-2f3port Streams and time stamped Transport Strasusysecified in
[MRL BBTS]. If an OITF supports Marlin protected M&-2 TS, the OITF SHALL implement the functionstioé
DRM Client as specified in [MRL BBTS]. For Marlir@ected MPEG-2 TS the Content Delivery functionA&H
deliver Transport Streams or Time-stamped Transpoeams that are formatted as specified in [MRIITBB

If an OITF supports Marlin protected MPEG-2 TS, @dF SHALL support the Parental_rating
access_criteria_descriptor as specified in [I[EC&24the recording control access_criteria_descriptospecified in
section 4.1.5.2 and SHALL support at least thengatiype 0 in these criteria, which maps to the pateating system in
DVB Systems [DVB-SI].

For the recording control, refer also to sectidh3L2, the OITF SHALL compare the required operatidgth the allowed
operations (PVR and time shifting) in the recordaogtrol criteria and refuse the requested oparatidhe calling
application (native or DAE) if the requested opierais not allowed.

For the parental rating control, the OITF SHALL quare the program's rating from the parental rating
access_criteria_descriptor with the current pateatag criterion set in the OITF by the applicati(either native
application or DAE) and SHALL block the consumptioinpprogramme (i.e. stop descrambling), if the ptakrating
system is supported by the OITF and the programnagiisg does not meet the parental rating crite@g. rating is at
or above a certain threshold, for a rating systeahis ordered from lower viewer age to higher wewage). The OITF
SHALL raise an event to the application controllthg playback or other operation, whenever a pareating is
discovered for the A/V content that does not meetarental rating criterion that is set for theepgal system in use,
which has lead to blocking of the consumption eftbntent. The event SHALL provide the programmadisg. In case
the application is a native application and if MBEG-2 TS stream provides a Parental Control URLdefined in
section 4.1.5.4, the native application SHOULD lguthe DAE with the Parental Control URL for managat of
parental control. In case the application is a Cejplication, the event is called onParentalRatiray@le and is defined
in sections 7.13.5 and 7.14.5 of [OIPF_DAE].

If the OITF does not support the particular parerating system used in the program, the OITF SHA&ise an event
to the application controlling the playback or atbperation. The event SHALL provide the prograngmating. In case
the application is a DAE application, the eventdafied onParentalRatingError and is defined inisast7.13.5 and
7.14.5 of [OIPF_DAE]. The event MAY be managed thia DAE application (see section 4.5 of [OIPF_DAd&]more
information). In case the application is a natipplaation, the event is managed through an OlTielee dependent
user interface. In both cases, consumption MAY fig@acked by setting a new parental rating threshblds threshold
setting is usually restricted to privileged userg, parents and a successful PIN input by a uagrta used to control
the parental rating threshold setting. The OITF SHO continue monitoring the MPEG-2 TS, taking irgocount
parental rating criteria changes in ECM streamseov settings for the parental rating thresholdh&®ITF, and SHALL
unblock consumption (i.e. re-start descramblinghéf current programme's rating becomes lower tih@mcurrent
parental rating threshold.
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When no valid rights are available for the MPEG<, The OITF SHALL block the consumption of the piagme

(i.e. stop descrambling) and SHALL raise an everhé application controlling the playback or otbperation. In case
the application is a DAE application, the evertaled onDRMRightsError and is defined in secti@rs3.6 and 7.14.6
of [OIPF_DAE]. The OITF SHOULD continue monitoritige MPEG-2 TS, taking into account criteria changdsCM
streams or rights changes in OITF and SHALL unbloaksumption (i.e. re-starting descrambling) ifréhare valid
rights for the requested operation.

For the avoidance of doubt, the OITF SHALL suppbet presence of descriptors (for a general de smnijof
descriptors, see [ISO/IEC 13818-1] which are ndingé in this specification) but SHALL ignore thedescriptors. In
particular, to allow DVB-SimulCrypt with other CA/stems as defined in [DVB-SC] and gateway-centpisraach, the
presence of following descriptors SHALL be suppdr&A descriptor for other CA systems than Mariahan CA
systems supported in a CSPG, scrambling descfipiB-Sl], and copyright descriptor [ISO/IEC 13818-1

4.1.5.2 Recording Control Access Criteria

This section defines an access_criteria_descrip&arMAY be present in the IEC62455 ECM as defiimed
[MRL BBTS].

recording control information Tag Length Type
access_criteria_descriptor (in bits)
recording_control_information_byte  0x010 8 bslbf

Table 1 Recording Control access_criteria_descripto

Bit # 7 6 5 4 3 2 1 0

Assignment| rsvd rsvd | rsvd | rsvd | rsvd | rsvd | DNTS | DNR
Table 2 Bit Assignments of recording_control_infornation_byte

The DNR (Do Not Record) bit signals that a BBT&a$ allowed to be stored for PVR function. The OISIRALL NOT
store for PVR function the TS packets of a BBTS #re received after receipt of a BBTS packet éagran IEC62455
ECM that includes a recording control access_daitelescriptor in which the DNR bit is set to 1.

The OITF MAY store for PVR function the TS packefsa BBTS that are received after receipt of a BRESket
carrying an IEC62455 ECM that does not includecamding control access_criteria_descriptor or doelside a
recording control access criteria in which the DbIiRs set to 0.

The DNTS (Do Not Time Shift) bit signals that a BB not allowed to be stored for time shiftingeTdITF SHALL
NOT store for time shifting the TS packets of a BBfhat are received after receipt of a BBTS pacatying an
IEC62455 ECM that includes a recording control asceriteria_descriptor in which the DNTS bit isteel.

The OITF MAY store for time shifting the TS packefsa BBTS that are received after receipt of a BEBcket
carrying an IEC62455 ECM that does not includecamding control access_criteria_descriptor or doelside a
recording control access criteria in which the DNJitSs set to 0.

The time shifting period SHALL not exceed 90 mirsutie case the DNR bit is set to 1 and the DNT Sskskt to 0.
The combination of DNR equals 0 (PVR allowed) aidIT3 equals 1 (time shift not allowed) SHOULD NOT du.

For an overview of the combinations, see Table 3.

DNR DNTS Description

0 0 Time shifting allowed for infinite period; PVé&tlowed
0 1 SHOULD NOT occur

1 0 Time shift limited to 90 minutes; PVR NOT allew

1 1 Time shift NOT allowed; PVR NOT allowed

Table 3 DNR and DNTS Combinations

For this version of the specification, the rsvésémed for future use) bits SHALL be set to 0.
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4.1.5.3 PMT Table

When creating transport streams that are formaisespecified in [MRL BBTS], the Content Delivery SE_ include a
BBTS CA_descriptor [MRL BBTS] in each PMT pointitg a stream protected by Marlin and SHALL include t
serviceBaseCID, see [MRL BBTS], into the BBTS CAschiptor. The socID [MRL BBTS] used by the Content
Delivery SHALL be “marlin” (without the double ques).

4.1.5.4 CAT Table

When creating transport streams that are formatsespecified in [MRL BBTS], the Content Deliverynfition MAY
include a BBTS CA_descriptor [MRL BBTS] in the CAdr streams protected by Marlin, in order to previdarlin
Rights URLs. If several Marlin Rights URL sets grevided for different service operators, the Can@elivery
SHALL include several BBTS CA_descriptor and ea®TB CA_descriptor SHALL include a different
serviceBaseCID.

The Rights Issuer URL section, defined in [MRL BETAY contain a Parental Control URL, as definedhis
section. Use of the Parental Control URL is desttilm section 4.1.5.1.

The coding of the Parental Control URL parametehenTLV format is the following:

Syntax Mnemonic No. of hits

Parental Control URL () {

Parental _Control URL_tag = 0x05 ui nebf 8

Parental _Control URL_I ength ui nebf 8

For (i=0; i<N, i++){

Parental Control URL _data byte bsl bf 8

}

}
Table 4 Parental_Control_URL Parameter Syntax
Parental_Control_URL_tag This specification has defined the value of 0x®5the Parental Control URL

parameter.
Parental_Control_URL_length Specifies the length of the Parental_Control_URIltadayte in bytes (N).
Parental_Control_URL_data_byte The Parental Control URL for this content.

NOTE: The syntax of Table 4 and similar tablestibsequent sections follows conventions outlined in
[ISO/IEC 13818-1] (e.g. mnemonics, use of C-languliige loop descriptors).

Before accessing the Rights Issuer URL specifigMiRL BBTS], the OITF, or the DAE application thagceives an
“onDRMRIightsError” event as defined in sections376land 7.14.6 of [OIPF_DAE], SHALL obtain user sent to
access the web page. When a service receives aR ijLiest to the Rights Issuer URL, the service SHDrespond
with an HTML page and not with a Marlin Action Taker with a Marlin License. This HTML SHALL complyith
CE-HTML. After user interaction via the HTML pageke service MAY return a Marlin Action Token or Ma
License.

Before accessing the Parental Control URL specifidtiis section, OITF SHALL obtain user consenateess the web
page. When receiving an HTTP request to the Pdréotarol URL, the service SHOULD respond with afiML page
This HTML SHALL comply with CE-HTML.

4.1.5.5 System Renewability Messages

In the scope of this specification, DTCP and HD@Bt&n Renewability Messages (SRM) can be transpante
Marlin protected MPEG-2 TS. The signalling and sfaort of SRM in Marlin protected MPEG-2 TS SHALLmaply
with [DVB-SRM] specification.

If an OITF supports HDCP output and receives Mastiotected MPEG2-TS format, the OITF SHALL detéwet t
presence of HDCP System Renewability Messagesrestallithem, as defined in [HDCP].

If an OITF supports DTCP output and receives Marhiotected MPEG2-TS format, the OITF SHALL detdwt t
presence of DTCP System Renewability Messagesretallithem, as defined in [DTCP].
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4.1.6 Operation of Marlin Technologies

This section specifies the operation of Marlin tealogies to support certain type of use cases.

4.1.6.1 Status of Marlin License Support

A usage rule which uses status information (suatoast) is supported in the Marlin License (e.gnusage rule by
allowing Export action to a certain target systeWihen the Marlin License requires status manageimehe client, the
corresponding Marlin License SHOULD also have & aiter’ condition specified in the absolute vatiydperiod. The
value specified by ‘not after’ SHOULD be no lateah 1 month from the issuance of the Marlin Licelrge example,
when the Marlin License issued on 24 November 20080 allows 3 times burn to Blu-ray, this Marlircénse should
only be valid until 24 December 2008 00:00.

4.1.6.2 Subscription Support

A CSP function that implements this specificatiod ST support BNS Extended Topology for Subscriptimdes as
defined in [MRL BNSP]. It means that CSP MUST suppallowing Marlin Protocols for Subscription Nodaéhich are
originally defined as OPTIONAL functions in [MRL B®P]:

* Marlin License Acquisition to bind Marlin License Subscription Node

e Marlin Deregistration from a domain representedsipscription Node where a corresponding Subscriptio
Link SHALL have the following properties:
0 LinkFrom: Personality Node or User Node

0 LinkTo: Subscription Node

The CSP MUST signal this support of the BNS Exteh@epology by using the mechanism defined in [MRUEP],
section 6.2.

4.1.7 DRM Data

4.1.7.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, isided in [OIPF_META]. DRMSystemID is used in metaalat

structures, defined in [OIPF_META], in APIs definedOIPF_DAE] and in protocols defined in [OIPF_OR]. For
Marlin, since the DVB CA_System_ID is assigned x4AF4, the value for the DRMSystemID SHALL be sethie
following value: “urn:dvb:casystemid:19188".

4.1.7.2 Metadata — DRM Control Information

A DRM Control Information structure to hold DRM dapdant control parameters is defined in [OIPF_ME&éjn
extended element included in Content Access Désctrigefined in [OIPF_DAE] and extension of Purakéam
element of BCG and SD&S metadata, defined in [ONRETA].

For Marlin protected content, the element of DRM@olinformation SHALL be mapped as specified in folowing
table:
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Element / Attribute Name

Element / Attribute Mapping for Marlin

DRMControlinformation

DRMSystemID

SHALL be set to the value defined toe Marlin System ID, in section 4.1.7.1].

DRMContentID

SHALL be set Marlin Content ID. In easf scheduled content over IP, the
content ID is derived from the soclID; together vatrviceBaseCID as defined
in [MRL BBTS].

RightslssuerURL

SHOULD be set to the RightslssudrpgResent in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5.

SilentRightsURL

SHOULD be set to the SilentRightdUstesent in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5. Whemressing to this
SilentRightsURL, Marlin Action Token or MIPPVContkdéessage MAY be
returned.

PreviewRightsURL SHOULD be set to the PreviewRighR& present in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5.

DoNotRecord SHOULD be set to the same value abiig (Do Not Record) bit in recording
control access criteria defined in section 4.1.5.2.

DoNotTimeShift SHOULD be set to the same valuehasONTS (Do Not Time Shift) bit in
recording control access criteria defined in secidl.5.2.

DRMGenericData Placeholder element for which cutyam mapping is defined.

DRMPrivateData DRMPrivateData SHALL be an instanta MarlinPrivateDataType structure
see B.1.

mimeType SHALL be set to the mime type of the DRM&eData. For Marlin, it SHALL

therefore be set to MIME type of a Marlin Licensee [MRL BNSP] or to the
MIME type of a Marlin Token, see [MRL BNSP].

Table 5 DRMControlinformation Mapping for Marlin

Both MarlinPrivateDataType and HexBinaryPrivateOafge extend DRMPrivateDataType, defined in
[OIPTVF_META]; and so the element DRMPrivateData te substituted by either MarlinPrivateData or
HexBinaryPrivateData as defined below:
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Figure 12 Outline of DRMControlinformationType with MarlinPrivateData
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The XML schema for the MarlinPrivateDataType isidedl in section B.1.

Element / Attribute Name Element / Attribute Deption

MarlinPrivateData

MarlinLicense A Base64 encoded XML Document contajran instance of a Marlin
License, typically used for channel preview.

MarlinToken A Base64 encoded XML Document contajram instance of a Marlin
Token, to be used for triggering Marlin Protocol.

Table 6 MarlinPrivateData Structure

4.1.7.3 DAE Marlin Messages

The CSP SHALL support receiving the following megsavia the sendDRMMessage API defined in [OIPF_DAE
section 7.6.1.

e Marlin Action Token, format and mime type definedMRL BNSP].
« MIPPVControlMessage, format and mime type defimeddction 4.1.7.3.1
e Marlin License, format and mime type defined in [MBNSP].

For these messages, the DRMSystemID SHALL be gbetoalue defined for the Marlin System ID in geet4.1.7.1.

4.1.7.3.1 MIPPVControlMessage Format

This section describes the usage of MIPPVControfidgs, which is used for pay per view case, andhelethe message
structure of MIPPVControlMessage. MIPPVControlMegs# used in a pay per view use case where atangéer of
users try to acquire Marlin License just beforeag per view program begins. To avoid such simuliaseaccesses to
CSP-T (DRM Server), a service can apply MIPPVCdMsessage which includes common Marlin License iaanmon
for OITFs), Marlin Action Token, and Marlin Licensequisition timing information. These three dadaris are used as
follows in a typical pay per view case:

1. When an OITF Function (e.g. DAE application) reesia MIPPVControlMessage, the OITF Function (e.g.
DAE application) passes the MIPPVControlMessagé3®. CSP uses common Marlin License embedded in
MIPPVControlMessage to play a pay per view progtantil it gets the Marlin License that is valid orftyr that
OITF. Since a common Marlin License is valid foy@ITF, the common Marlin License expires during th
pay per view program.

2. By following the timing information in MIPPVContrMessage, the client executes the Marlin Action Toke
MIPPVControlMessage, and then it acquires the Madricense for the OITF.

3. After acquisition of the Marlin License for the (HTthe OITF can play the pay per view program eafter the
expiration of the common Marlin License.

The MIPPVControlMessage includes Marlin Licenseialths common among clients, Marlin Action Tokerjigh is
used to acquire the unique Marlin License, andrigminformation, which indicates the timing to iat& Marlin License
Acquisition protocaols.
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MIPPVControlMessage $—(*E—1 [E asttributes |

- ins:MarlinActionToken [} ! 3PsoluteAcquisitionTiming ;

Figure 13 Outline of MIPPVControlMessage
The XML schema for the MIPPVControlMessage is dadiim section B.2.

Each element has the following semantics:

Element / Attribute Name Element / Attribute Deption

MIPPVControlMessage

MarlinLicense A Base64 encoded XML Document corntajran instance of a
Marlin License.

MarlinActionToken A Base64 encoded XML Document i@ining an instance of a
Marlin Action Token.

absoluteAcquisitionTiming License acquisition timing in absolute time

—

relativeAcquisitionTiming License acquisition timing in relative time fronethtart of the conten

Table 7 MIPPVControlMessage Format

MIME type of MIPPVControlMessage is defined asdalk:

application/vnd.oipf.mippvcontrolmessage+xml

4.2 Gateway-Centric Approach

This section specifies the functionality for thePRBlGateway-Centric Approach to Content and Seicgection. It
elaborates on the CSPG functional entity and UNERG, HNI-CSP, HNI-AGC reference points introdudethe
Functional Architecture described in [OIPF_ARCH1.2]

4.2.1 Capabilities

DAE SHALL signal which CA_System_ID values [ISO/IE3818-1] and optionally the type of CSP Gateway ar
supported in the OITF including those available@&teway-Centric Approach as defined in sectiofi[DtPF_DAE]
document.

The list of supported CA_System_ID values and aygtily the type of CSP Gateway SHALL also be reeby the
Service Platform provider using one of the follogzimethods:

e The OITF remote management interface [OIPF_PROT]
» As part of the Service Provider Discovery SUBSCRIB&ssage [OIPF_PROT]

4.2.2 CSPG-DAE Interface

When a DAE application uses the DRM Agent AP| avelnt, sendDRMMessage and onDRMMessageResult, define
[OIPF_DAE] section 7.6.1, to handle a DRM Message (section 7.6.1 in [OIPF_DAE]) for a given CA_8ys ID
that is supported by a CSPG, the OITF SHALL forwdnese messages to the appropriate function, CESBG.
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When protected content is used (played, time-shiftecorded) from a DAE application, the OITF SHAIdrward
events (no rights or parental control locking) frtive CSPG to the DAE application via the A/V oredadbroadcast
object. The DRM events onDRMRightsError, onParé&tasingChange and onParentalRatingError are defimed
[OIPF_DAE] sections 7.13.5, 7.13.6, 7.14.5 and 51%he DRM events (No rights or Parental Cont8HALL include
the CA_System_ID information.

4.2.3 Cl+ based Gateway

All normative statements in this section and its-sactions apply only in case the Cl+ based Gate®extric Approach
is supported.

NOTE: The criteria that determine under which anstiances the Cl+ based Gateway-Centric Approaichplemented
are out of the scope of the present document.

4.2.3.1 Overview

The CSPG-CI+ is an optional entity handling seguiot the OITF. It SHALL make any specific contgmbtection
solution transparent to the OITF. This is achiebgdhe use of a standard secure channel betweddlTteand the
CSPG-CI+. The CSPG-CI+ acts as a bridge betweeedfie protection solution and one standard secbasmnel. Once
the OITF and the CSPG-CIl+ are mutually authentebatee OITF is seamlessly able to receive any cartait was
initially secured by the different content proteactisolutions that the CSPG-CI+ handles.

The protected content stream is sent from the @bTthe CSPG-CI+ and then sent back to the OITFepted in such a
way that only authenticated OITF can gain acce#s lacoming and outgoing streams format are baseMPEG-2
Transport Stream. Protected file formats based Bd file format (i.e. OMA (P)DCF and Marlin IPMP)eanot
supported.

The definition of the interfaces is based on theBOM specification ([DVB-CI]) and the Cl+ specifitan ([CI+]).

Figure 14 presents an overview of the functionsiatatfaces of the CSPG-CI+.

—— Key path
Scrambled once

—— Usage Rules .
for all terminals

— ——- secure path

C——> Media path

Descrambling keys stay in
CSP Gateway

Incoming stream

Descrambling

|
¥
Desc. Key ’;/Z I

Management 7 ik

OITF Authentication ! : :
) (i
(W4

W

- Scramb. Key
Management =i~
Outgoing stream %:}
- = Scrambling
/ CSPG-Cl+

Scrambled for
authenticated OITF

Figure 14 CSPG-CI+ Overview

In order to provide seamless behaviour to the esed (e.g. for service selection operation), themninig stream in
Figure 14 must be delivered through the UNIT-12refice point as for the Terminal-Centric Approdggure 15
describes CSPG-CI+ in the home network contextraags interfaces from Figure 14 to Home Networkrfates
defined in [OIPF_ARCH1.2].
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Figure 15 CSPG-CIl+ Context
The OITF and CSPG-CI+ SHALL comply with Cl+ speciétions ([CI+]).

4.2.3.2 CSPG-CI+ Connectivity

The physical interface is based on a PCMCIA slatpezified by the DVB-CI specification ([DVB-Cl]nd the Cl+
specification ([CI+]).

4.2.3.3 CSPG-CI+ Discovery

The CSPG-CI+ discovery SHALL be performed at OlT&tsup and CSPG-CI+ initialization. Once the sa$$0 the
[CI+] Specific Application Support (SAS) resoursegistablished, the OITF SHALL connect to the Opg&€rM Forum
private application (see section 4.2.3.4.1.1). écessful connection means that a CSPG-Cl+ hasdiseovered.

4.2.3.4 Residential Network Interfaces

4.2.3.4.1 HNI-CSP

HNI-CSP is an interface to exchange control infdioraand media between the CSPG-CI+ and the OITF.
4.2.3.4.1.1 Control Channel

OITF controls the CSPG-CI+ using resources defind®VB-Cl] as well as resources as defined in imeci 1 of [Cl+].

OITF and CSPG-CI+ SHALL use the SAS resource, éefim [Cl+], section 11.4, to handle APDUs as sipettiin this
section.

The CSPG-CI+ SHALL create one session to the SABuree as soon as it has completed its Applicatiformation
phase of initialization. The OITF SHALL sendAS connect_rgst() APDU [Cl+] to the CSPG-CI+ with the specific
Open IPTV Forum private_host_application_ID defired'able 8. The CSPG-CI+ SHALL acknowledge thereriion
by sending back 8AS_connect_cnf() APDU [CI+].

private _host_application_ID Value (64bits)
OIPF_APPLICATION_ID 0x0108113101190000
Table 8 Open IPTV Forum private_host_application_ID
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4.2.3.4.1.1.1 Specific APDUs
The OITF and CSPG-CI+ SHALL support the following@BUs:

APDU Tag Tag Valug Direction
(hexadeci
send_DRM_msg 0x9F8034 >
send_DRM_msg_reply 0x9F8035 <
parental_control_info 0x9F8036 <
parental_control_req 0x9F8037 >
parental_control_reply 0x9F8038 <
rights_info 0x9F8039 <
is_access_granted 0x9F803A >
is_access_granted_reply 0x9F803B <

Table 9 OIPF Specific APDUs

For all the APDUs defined in the following subsens the length_field() means the length of APDUIpay as defined
in [DVB-CI], section 8.3.1.
4.2.3.4.1.1.2 Mapping of APDUs to DAE API or Events

The OITF SHALL map the specific APDUs listed in T@® to DAE API or Events as described in
Table 10:

APDU DAE API or Event
send_DRM_msg sendDRMMessage
send_DRM_msg_reply onDRMMessageResult
parental_control_info onParentalRatingChange,

onParentalRatingError
parental_control_req setParentalControlEnable
parental_control_reply -
rights_info onDRMRightsError
is_access_granted -
is_access_granted_reply -

Table 10 Mapping to DAE API or Events

For messages to be forwarded to the CSPG-Cl+ seindDRMMessage defined in [OIPF_DAE], the msgTyihébate
in sendDRMMessage SHALL be set to the MIME typeglagation/vnd.oipf.cspg-hexbinary”. When msgTypeés to
"application/vnd.oipf.cspg-hexbinary", the msgibatite in sendDRMMessage SHALL be an array of bgtesoded in a
string using a hexadecimal representation, as efior xs:hexBinary type used in XML schemas. THEFOSHALL
decode the msg attribute to bytes before passtogéhd DRM_msg() APDU in the ca_vendor_specific_information
field.

When receiving @end DRM_msg_reply() APDU, the OITF SHALL map status to resultCode htité in
onDRMMessageResult, defined in [OIPF_DAE], and SHAIncode ca_vendor_specific_information in a stismg a
hexadecimal representation, as defined for xs:heitype used in XML schemas, mapped to the resibute.

4.2.3.4.1.1.3 send_ DRM_msg

A native application or DAE application SHOULD use send DRM_msg() APDU to provide DRM specific messages
to the CSPG-CI+.

When requested by either a native or DAE applicatibe OITF SHALL send theend DRM_msg() APDU to the
CSPG to exchange DRM messages. Examples of usage ar

« Service Provider handles the purchase of contaheaterver side and then usesstrel DRM_msg() APDU via a
DAE application to ask the CSPG-CI+ to retrieve @ssociated license.
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« Service provider sends teend_ DRM_msg() APDU via a DAE application to the CSPG-CI+ to fothe CSPG-Cl+
to purchase a specific program.

Syntax No. of Bits Mnemonic

send_DRM nsg() {

send_DRM nsg_t ag 24 ui msbf

I ength_field()

transaction_id 8 ui nsbf

for (i=0; i<N, i++) {

ca_vendor _specific_information 8 ui msbf

}

}

send_DRM_msg_tag

transaction_id

ca_vendor_specific_information

Table 11 send_DRM_msg APDU Syntax

0x9F8034

An 8-bit value, generated by the OITF, that willreéurned in the corresponding
send DRM_msg_reply() APDU from the CSPG-CI+. The transaction_id allows
the OITF to match the CSPG-CI+’s replies with tberesponding requests. The
OITF SHOULD increment the value, modulo 256, wittely message it sends.

Vendor specific information. The maximum lengti6&000 bytes.

4.2.3.4.1.1.4 send DRM_msg_reply

The CSPG-Cl+ SHALL send theend DRM_msg_reply() APDU to the OITF to provide the send_DRM_msg ®atu

Syntax No. of Bits Mnemonic

send_DRM nsg_reply() {

send _DRM nsg_reply_tag 24 ui nsbf

I ength_field()

transaction_id 8 ui msbf

st at us 8 ui nsbf

for (i=0; i<N, i++) {

ca_vendor_specific_information 8 ui nsbf

}

}

send_DRM_msg_reply_tag

transaction_id

status

Table 12 send_DRM_msg_reply APDU Syntax

ca_vendor_specific_information

NOTE: A service provider should not provide a DRM$dage in metadata (BCG, SD&S, CAD) and exped@orese
in ca_vendor_specific_information sénd DRM_msg_reply() APDU, if these metadata may are handled by a native
application. The native application sending the DRiglssage to the CSPG-CI+ will not know how to hardtesponse.

0x9F8035

The same 8-bit transaction_id that was used imtlygnal send DRM_msg()
APDU.

If equal to 0, thesend DRM_msg() APDU has been successfully handled by the
CSPG-CI+ and a ca_vendor_specific_information mapvailable.

If equal to 1, thesend DRM_msg() APDU failed because an unspecified error
occurred.

If equal to 2, thesend DRM_msg() APDU failed because the CSPG-CI+ was
unable to complete the necessary computationitirtie allotted.

If equal to 3, thesend DRM_msg() APDU failed because
ca_vendor_specific_information has a wrong format.

Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.

Vendor specific information. The maximum lengti6&000 bytes.
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4.2.3.4.1.1.5 parental_control_info

The CSPG-Cl+ SHALL sendparental_control_info() APDU to advise the OITF that the selected progratamating
does not meet the parental rating criterion (@tng is at or above a certain threshold, for mgasystem that is ordered
from lower viewer age to higher viewer age). Th@ ®BEHALL forward the event to the application catitng the
playback of the content, i.e. a native applicaboiDAE application. In case the controlling apptioa is a DAE
application, the event onParentalRatingChangeefiset! in [OIPF_DAE] sections 7.13.5 and 7.14.5A8H be sent to
the DAE application. The controlling applicatiomtive or DAE, SHOULD usegarental_control_req() APDU, defined

in section 4.2.3.4.1.1.6 to change the parentaigatiterion. A DAE application MAY use a propréey method using
send DRM_msg() APDU to unlock parental control.

If the program is descrambled again, the OITF SHOUlisplay the program again. If the program isarager being
descrambled, the OITF MAY decide to stop the progra

The OITF SHALL support at least the parental rasggtem identified by the rating_type 0, which mapthe parental
rating system in DVB Systems [DVB-SI]. If the pat@rating system supported by the CSPG-CI+ iimtisrface with
the OITF (rating_type provided through tberental_control_info() APDU) is not supported in the OITF, the event
onParentalRatingError, as defined in [OIPF_DAElises 7.13.5 and 7.14.5, SHALL be sent to the DARligation.

If a parental_control_url is provided, the OITF SHIKD launch the DAE with the parental_control_urhtimight allow
to unlock parental control in the CSPG-CI+. If #hé no response from the parental_control_urlptitéeve application
MAY try unlocking parental control usingarental_control_req() APDU.

Syntax No. of Bits Mnemonic
parental control info() {
parental control info_tag 24 ui nsbf
I ength_field()
rating_type 7 ui nsbf
country_code_fl ag 1 ui nsbf
rati ng_val ue 8 ui nsbf
i f(country code flag==1) {
nunber _of country_codes 8 ui nsbf
for(i=0;i<nunber_of _country_codes;i++) {
country_code 16 ui nsbf
}
}
pi n_code_request ed 1 ui msbf
pi n_code_max_| ength 7 ui msbf
parental control _url _length 8 ui nsbf
for(i=0;i< parental control _url _length;i++) {
parental control _url 8 ui nsbf
}
}
Table 13 parental_control_info APDU Syntax
parental_control_info_tag 0x9F8036
rating_type Rating_type as defined in the parental_rating acag#ieria_descriptor in
[[EC62455].
country_code_flag This 1-bit flag indicates whether the country codksk is present or not.
rating_value Rating_value as defined in the parental_rating ssagriteria_descriptor in
[[EC62455].
number_of _country_codes The number of following country codes
country_code The optional list of country_codes as defined i plarental_rating

access_criteria_descriptor in [IEC62455].

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 44 (88)

pin_code_requested 1-bit flag indicating whether a pin_code is reqadshparental_control_req()
APDU.

pin_code_max_length Maximum number of digits of the pin to be preseriteparental _control_req()
APDU. This field is meaningful only if pin_code_nespted is setto 1.

parental_control_url_length Parental_control_url length in bytes. If equal tm0 parental_control_url is
provided.

parental_control_url Optional parental_control_url for connecting to seevice provider, for

unlocking the parental control.

4.2.3.4.1.1.6 parental_control_req

A native application SHOULD use tiparental_control_reg() APDU to unlock parental control. A DAE application
MAY use theparental_control_req() ADPU or MAY use a proprietary method \send DRM_msg() APDU to unlock
parental control.

When requested from a native or DAE applicatior,GHTF SHALL send garental_control_req() APDU to change
parental control rating criterion for the programthie CSPG-CI+.

Syntax No. of Bits Mnemonic
parental control _req() {

parental control req_tag 24 ui nsbf
I ength_field()

transaction_id 8 ui nsbf
rati ng_type 7 ui nsbf
country_code_fl ag 1 ui nsbf
rating_threshol d 8 ui nsbf

i f(country_code_flag==1) {

nunber _of country_codes 8 ui nsbf
for(i=0;i<nunber_of country_codes;i++) {
country_code 16 ui nsbf
}
}
pi n_code_fI ag 1 ui msbf
pi n_code_l ength 7 ui msbf

i f(pin_code flag==1) {
for(i=0;i< pin_code_|length;i++) {

pi n_code_digit 8 ui nsbf
}
}
}
Table 14 parental_control_req APDU Syntax

parental_control_req_tag 0x9F8037

transaction_id An 8-bit value, generated by the OITF, that willreéurned in the corresponding
parental_control_reply() APDU from the CSPG-CI+. The transaction_id allows
the OITF to match the CSPG-CI+’s replies with tberesponding requests. The
OITF SHOULD increment the value, modulo 256, wittely message it sends.

rating_type Rating_type as defined in the parental_rating acag#ieria_descriptor in
[[EC62455].

rating_threshold The current parental rating threshold for thismgtscheme. Values are the one

defined for rating_value in the parental_ratingessc criteria_descriptor in
[[EC62455]. Programs whose parental rating doesneatt the parental rating
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country_code_flag
number_of country_codes

country_code

pin_code_flag

pin_code_length

pin_code_digit

4.2.3.4.1.1.7 parental_control_reply

criterion (e.g. rating is at or above a certair#told, for a rating system that is
ordered from lower viewer age to higher viewer agdl)be blocked by the
parental control subsystem if the parental ratygjesn is supported by the
CSPG-CI+.

This 1-bit flag indicates whether the country codieek is present or not.
The number of following country codes.

The optional list of country_codes as defined i plarental_rating
access_criteria_descriptor in [IEC62455].

This 1-bit flag indicates whether a pin code isspré or not.

Number of pin code digits. If pin_code_flag is &0, pin_code_length SHALL
be set to 0.

One digit of the optional pin code. The pin_codagtd and pin_code_digits
together represent the optional pin code. The pptipin code is used for
unlocking the parental control. The pin code SHAld provided if
pin_code_requested is set to Jparental_control_info() APDU.

The CSPG-Cl+ SHALL send thmarental_control_reply() APDU to the OITF to provide a parental controtisgt

status.

Syntax No. of Bits Mnemonic
parental control _reply() {
parental control _reply tag 24 ui nsbf
I ength_field()
transaction_id 8 ui msbf
st at us 8 ui nsbf
}

Table 15 parental_control_reply APDU Syntax

parental_control_reply tag

transaction_id

status

4.2.3.4.1.1.8 rights_info

O0x9F8038

The same 8-bit transaction_id that was used imtlynal
parental _control_req() APDU.

If equal to 0, thgparental _control_req() APDU has been successfully handled
by the CSPG-CI+.

If equal to 1, the parental_control_req has begstred because native parental
control is not allowed by the CSPG-CI+.

If equal to 2, the parental_control_req has bepttred because the parental
rating system (rating_type) is not supported byGIE#G-Cl+.

If equal to 3, the parental_control_req has begtted because the pin_code is
incorrect or has not been provided and was reqdieste

If equal to 4, the parental_control_req has begattred because the pin_code is
incorrect and/or the function is locked becaus®ofmany incorrect pin
presentations.

Unspecified status values SHOULD be considereéd@BU failed because an
unspecified error occurs.

The CSPG-CIl+ SHALL sendraghts info() APDU to advise the OITF that access conditionsgits changed and that
the CSPG-CI+ is no longer able or is able agaitetecramble all requested elementary streams. @isxcAPDU is
received and if a DAE application is launched, rilevant event onDRMRIightsError, as defined in [BIPAE]
sections 7.13.6 and 7.14.6, SHALL be sent to th&RAplication.
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If the program is descrambled again,

descrambled, the OITF MAY decide

the OITF SHOUlisplay the program again. If the program isanagler being
to stop the progaad SHOULD use the rights_issuer_url, which mayide for

the CSPG-CI+ information to let it retrieve missimghts.

rights_issuer_url

Syntax No. of Bits Mnemonic
rights_info() {
rights_info_tag 24 ui nsbf
rights_status 8 ui nsbf
rights_issuer_url _length 8 ui msbf

for(i=0;i<rights_issuer_url_length;i++) {

8 ui s bf

rights_info_tag

rights_status

rights_issuer_url_length

rights_issuer_url

4.2.3.4.1.1.9 is_access_granted

Table 16 rights_info APDU Syntax

0x9F8039

If equal to 0, the program is no longer being dasted, access conditions to
the program are no longer being met. A rights_issut may be provided.
If equal to 1, the program is descrambled again.

Rights_issuer_url length in bytes. If equal to @ rights_issuer_url is provided.

Optional rights_issuer_url for connecting to thevase provider.

A native application SHOULD use this APDU to chedhether rights are available for a content refeedrio metadata

by its DRMContentID. This may be u

sed for filterinfContent Guide information to show different amts of detail

according to whether the user has access righketoontent item or not.

An OITF SHALL decode the DRMContentID provided iretadata, as if it would have xs:hexBinary type befrassing
tois access granted() APDU in the ca_vendor_specific_information field.

Syntax No. of Bits Mnemonic

is_access_granted() {

i s_access_granted_tag 24 ui msbf

I ength_field()

transaction_id 8 ui nsbf

for (i=0;i<Ni++) {

ca_vendor_specific_information 8 ui nsbf

}

}

Table 17 is_access_granted APDU Syntax

is_access_granted_tag

transaction_id

ca_vendor_specific_information

Ox9F803A

An 8-bit value, generated by the OITF, that willreéurned in the corresponding
is_access granted reply() APDU from the CSPG-CI+. The transaction_id
allows the OITF to match the CSPG-CI+'s repliegwtite corresponding
requests. The OITF SHOULD increment the value, nm@66, with every
message it sends.

Vendor specific information. The maximum lengtl6&000 bytes. Specifies the
content for which the access is checked.
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4.2.3.4.1.1.10is_access_granted_reply

The CSPG-CI+ SHALL send the access granted_reply() APDU to the OITF to provide the_access granted()
APDU result.

Syntax No. of Bits Mnemonic
is_access _granted reply() {
is_access _granted reply tag 24 ui nsbf
I ength_field()
transaction_id 8 ui nsbf
st at us 8 ui nsbf
i s_access_granted 1 ui msbf
reserved 7 ui msbf
}
Table 18 is_access_granted_reply APDU Syntax
is_access_granted _reply tag 0x9F803B
transaction_id The same 8-bit transaction_id that was used imtiggnalis_access granted()
APDU.
status If equal to 0, thes access granted() APDU has been successfully handled by
the CSPG-CI+ and a ca_vendor_specific_informatiary tve available.
If equal to 1, thes access granted() APDU failed because an unspecified error
occurred.
If equal to 3, thes access granted() APDU failed because
ca_vendor_specific_information has a wrong format.
Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.
is_access_granted if equal to 0, access is not granted for the cdrgpacified in

ca_vendor_specific_information.
If equal to 1, access is granted for the conteatigipd in
ca_vendor_specific_information.

4.2.3.4.1.2 Media Channel
Media are exchanged as defined in the [Cl+] speatifon.

For streamed content, in either Scheduled Contes® or Content on Demand case, the transmissithve girotected
content from the OITF to the CSPG-Cl+ is perforrhgdusing MPEG-2 Transport Stream.

For downloaded content, the OITF SHALL stream thetent to the CSPG-CI+ at consumption time.
4.2.3.4.2 UNIS-CSP-G

This reference point is used to exchange with #tevork. Since the CSPG-CIl+ does not have netwonkectivity, it
uses the OITF to reach the network.

4.2.3.4.2.1 Low-Speed Communication Resource

The OITF SHALL support the Low-Speed Communicaticesource with IP extension as specified in [Csglction
14.1.

4.2.3.4.3 HNI-AGC

In case there is an Application Gateway, contmifls handled through the OITF, via HNI-INI* and HESP control
channel. The HNI-AGC reference point introduce@@iPF_ARCH1.2] is not used.

4.2.3.5 Provider Network Interfaces

The scrambler on network side SHALL have an intsrfaith the CSP-G Server functional entity so #8@Ms can be
provided during content encryption. This interfésaot described in the present specification.
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4.2.3.6 Protected Streaming and File Formats
The CSPG-CI+ supports the MPEG-2 Transport Streamdt.
The CSPG-CI+ does not support time stamped MPE@@sport Stream format.

However, in the case content is received by theFQlider a time stamped MPEG-2 Transport Streamabamd if the
OITF falls under the criteria in [OIPF_AVC] for mdatory support of the unprotected time stamped MRES
format,

« the OITF MAY first use the timestamps provided tigh the 4 additional bytes of each time stamped GIR2E'S
(as defined in [OIPF_AVC]) packet to eliminate netiwjitter and restore the original packet arritrades before
sending the content to the CSPG-CI+,

¢ and the OITF SHALL remove the 4 additional bytemireach time stamped MPEG-2 TS (as defined in
[OIPF_AVC]) packet before sending the content ® @SPG-Cl+.

If the OITF does not fall under the criteria in fH_AVC] for mandatory support of unprotected tirtegped MPEG-2
TS format, the support of the above two operatisf3PTIONAL.

4.2.3.6.1 Protection of MPEG-2 Transport Streams

MPEG-2 Transport Stream can be streamed or dowatbdhsed on the CA_descriptor found in the PMTetahe
OITF knows if it can handle the stream or if it hasend it to the CSPG-Cl+.

If the CA_descriptor found in the PMT is a Marlid\Cdescriptor (with CA_system_ID value assignedNtarlin) and
the Terminal-Centric Approach is supported by thi€F)then the OITF SHALL manage the content withRd8nction
described in section 4.1.

If the CA_descriptor found in the PMT is a Marli\Cdescriptor and the Terminal-Centric Approachas supported
by the OITF, then the OITF SHALL ignore it unlesaiin is supported by a CSPG-CI+ in which caseQhEF SHALL
provide the protected content to the relevant CERP6G-

If the CA_descriptor found in the PMT is not a MatCA_descriptor, then the OITF SHALL compare the
CA_system_ID value with the CA_system_ID suppotigdhe CSPG-CI+. A CSPG-CI+ might support more tbae
CA_system_ID. If a CA_system_ID value matches tienOITF SHALL provide the protected content to @PG-
Cl+. In case several CSPG-Cl+ gateways are conmhéatie OITF, the OITF SHALL provide the protectamhtent to
only one CSPG-CI+.

If there are several CA_descriptors in the PMT., rie¢erring to different content protection systeidsirlin and/or those
offered by the CSPG-CI+ gateways), and if the isaiready granted with a valid right or licensetigh one of these
content protection systems, the OITF SHALL selbetdorresponding content protection system asoaityri

NOTE: If simulcrypting with the Terminal-Centriclstion is desired, the algorithm used for conterdrgption in the
Gateway-Centric Approach has to be the same ahdoFerminal-Centric Approach.

The scrambling algorithm SHALL be signalled in ®#IT at program loop level by the scrambling_degorigpecified
in [DVB-SI]. Within the scrambling_descriptor, tldgorithm is specified by the scrambling_mode fidlte following
scrambling_modes are referenced by the Open IPTWRo

scrambling_mode Description

0x01 DVB-CSAl

0x02 DVB-CSA2

0x80 AES 128-bit key using the Cipher Block Chain(€BC)
encryption mode with the residual termination blpcicess as
specified in [IEC62455] section 6.4.6.

Table 19 Scrambling Modes

4.2.3.6.2 Downloaded Content Usage
Downloaded content SHALL be stored locally as itdseived by the OITF not going through the CSP&:-CI

Downloaded content SHALL be provided to the CSP&-&llconsumption time only. Consequently, any cosive
from e.g. time stamped MPEG-2 TS as defined in FOWVC] to TS is performed at consumption time adl.we
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4.2.3.7 Personal Video Recorder

PVR functionality is supported by using either P&Rource as defined in [Cl+], section 15, or UR$dge Rule
Information) as defined in [CI+], section 5.7.

For the PVR functionality using PVR resource, witen OITF is asked to store content, the OITF SHAise the PVR
resource. When recorded content is played ba8tALL be sent to the CSPG-CI+ by the OITF and pssee by the
CSPG-CI+ in the same manner as when the contestdered without having been recorded first.

For the PVR functionality using URI, when the OliErasked to store content, it SHALL send the canieiCSPG-ClI+.
The content is returned from CSPG-CIl+ and recomdedcordance with the URI associated with the eoint

NOTE: The criteria that determine under which ainstiances the PVR resource based PVR functionaldyttze URI
based PVR functionality are implemented in an O&f& out of the scope of the present document.

4.2.3.8 Time Shifting

Time Shifting functionality is supported by usinther PVR resource as defined in [Cl+], sectiond5URI (Usage
Rule Information) as defined in [Cl+], section 5.7.

For the Time Shifting functionality using PVR resoe, when the OITF is asked to time shift a contda OITF
SHOULD use the PVR resource and SHALL store theardrbefore asking the CSPG-CI+ to process it. Whee-
shifted content is played back again, it SHALL batgo the CSPG-CI+ by the OITF and processed &¥BPG-Cl+ in
the same manner as when the content is renderbduwitaving first been recorded.

For the Time Shifting functionality using URI, whéme OITF is asked to time shift content, it SHA&lore the content
returned from CSPG-CI+ before rendering in accocdamith the URI associated to the content.

NOTE: The criteria that determine under which ainstiances the PVR resource based time shift furadttgrand the
URI based time shift functionality are implemenbe@dn OITF are out of the scope of the present ohexd.

4.2.3.9 Cl+ Specification Usage
4.2.3.9.1 Module Deployment

As the network offered in the Open IPTV Forum cahte a bi-directional communication channel, tipgianal
Registered Service Mode (RSM) in the Cl+ specificafCl+] is made mandatory in the CSP specifiaatibhe RSM
SHALL be supported by OITF and CSPG-Cl+.

4.2.3.9.2 Host Service Shunning

As no DVB-CI backward compatibility is needed, BE'F SHALL make the CSPG-CI+ operate in a Cl+ m{ciie-]
only (thus preventing CSPG-CI+ gateways from opegatvith the unencrypted DVB-CI link). Cl+ ProtedtService
Signalling defined in section 10.1 of [Cl+] is nated.

4.2.3.10 DRM Data

4.2.3.10.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, isided in [OIPF_META]. DRMSystemID is used in metaalat
structures in APIs defined in [OIPF_DAE] and in foeols defined in [OIPF_PROT]. For CSPG-CI+, the®®DV
CA_System_ID in DRMSystemID SHALL be the one of #eecific content protection solution in the CSP3-C

4.2.3.10.2 Metadata — DRM Control Information

A DRM Control Information structure to hold DRM damlant control parameters is defined in [OIPF_ME&agjn
extended element included in Content Access Déscrigefined in [OIPF_DAE] and extension of Purakéam
element of BCG and SD&S metadata, defined in [ONRETA].

For specifically protected content, the elemeriDBMControlinformation SHALL be mapped as specifiedhe
following table:
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Element / Attribute Name

Element / Attribute Mapping for CSPG-CI+

DRMControlinformation

DRMSystemID

SHALL be set to the value defined foe specific protection system in the
CSPG-CI+, in section 4.2.3.10.1

DRMContentID

Vendor specific information. This imfoation SHALL be the same as the one
provided to the ca_vendor_specific_informationdigl theis_access granted()
APDU defined in section 4.2.3.4.1.1.9.

RightslssuerURL

SHOULD be set to the RightslssudrWRich is provided in theights info()
APDU defined in section 4.2.3.4.1.1.8.

SilentRightsURL

MAY be set to an URL allowing retvial of a message to be forwarded to the
CSPG-CI+ in order to silently get updated rightse MIME type or the HTTP
response SHALL be "application/vnd.oipf.cspg-hekasmd the body of the
HTTP response SHALL be an hexadecimal string asrites in section
4234.1.1.2.

D

js2

PreviewRightsURL MAY be set to an URL allowing ietral of a message to be forwarded to the
CSPG-CI+ in order to get preview rights. The MIMipé¢ or the HTTP respons|
SHALL be "application/vnd.oipf.cspg-hexascii" atétbody of the HTTP
response SHALL be a hexadecimal string as desciibselction 4.2.3.4.1.1.2.

DoNotRecord Vendor specific mapping

DoNotTimeShift Vendor specific mapping

DRMPrivateData DRMPrivateData structure SHALL bégtituted by the HexBinaryPrivateDat
structure.

mimeType SHALL be set to the mime type of the DRM&eData. For CSPG-CI+, it

SHALL therefore be set to the following MIME type:
"application/vnd.oipf.cspg-hexbinary"

Table 20 DRMControlinformation Mapping for CSPG-Cl+

Both MarlinPrivateDataType and HexBinaryPrivateOafge extend DRMPrivateDataType which is defined in
[OIPF_META], and so the element DRMPrivateData barsubstituted by either MarlinPrivateData or
HexBinaryPrivateData as described in DRMControlinfation outline in Figure 12.

The XML schema for HexBinaryPrivateData is defimedection B.3.

Element / Attribute Name

Element / Attribute Deption

HexBinaryPrivateData

Message

A hexadecimal encoded sequence of bytesgent to the CSPG-Cl+
usingsend_DRM_msg() APDU

Table 21 HexBinaryPrivateData Structure
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4.2.4 DTCP-IP based Gateway

All normative statements in this section and its-sactions apply only in case the DTCP-IP base@vat-Centric
Approach is supported.

NOTE: The criteria that determine under which anstiances the DTCP-IP based Gateway-Centric Apprgach
implemented are out of the scope of the presenirdeat.

4.2.4.1 Overview

The CSP Gateway based on DTCP-IP (CSPG-DTCP) éptional entity handling security for the OITF. The
CSPG-DTCP resides in the residential network ankesiany specific content protection solution tramept. This is
achieved by transforming a service proprietary eonprotection format into standard protection fatsnwhich are sent
by a secure channel. OITF and CSPG-DTCP mutuathyeaticate each other, and CSPG-DTCP transfergoband its
usage rule information to OITF in a secure manhnke definition of this interface is based on DTQPT({CP]) and
DTCP over IP ([DTCP-IP]).

Browsing interactions are executed between DAEIRAY Applications.

OITF discovers CSPG-DTCP in a home IP network leyube of the UPnP device discovery protocol asifsgaddn
[OIPF_PROT], section 10.1.1.3.

For managed network, CSPG-DTCP is co-located v@tkol share session management information betwgemd
CSPG-DTCP. If it supports Scheduled Content sepitide co-located with WAN Gateway to intercept\iB
messages from OITF.

CSPG-DTCP acts as an HTTP proxy or RTSP proxy. GBFGP identifies the location of the content thrbwm
input URL from OITF.

CSPG-DTCP transforms service specific content ptimbe formats and usage information format to DT&@/er IP
content protection format and usage informatiommirrespectively.

— IPTV
Applications
OITF <
CSPG- Content
< b onten
DTCP-IP DTCP

CSP-G Server

Figure 16 CSPG-DTCP Overview
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HNI-INT* AG

—

OITE HNI-INI

HNI-IGI G/ HNI-AMNI
— CSPG-
DTCP
HNI-CSP UNIS-CSP-G

NOTE: HNI-AGC and HNI-AGI are not involved for tt@SPG-DTCP.
Figure 17 Overview of Involved Reference Points

4.2.4.2 CSPG-DTCP Connectivity

The CSPG-DTCP is an IP connected device, and hsesamme physical interface used for other IP de\soeh as IG,
AG or home router.

4.2.4.3 HNI-CSP

The main functionalities of the HNI-CSP are to pdev

e CSPG-DTCP discovery as described in [OIPF_PROT]),
e Content access through CSPG-DTCP,

« DTCP AKE, content stream and usage rule transmissio
4.2.4.3.1 Content Access Through CSPG-DTCP

When an OITF determines, e.g. by inspecting thermétion in the DRMType element, see [OIPF_META]the
content guide, content access descriptor or SDB&&,the content is protected by a service spegifitection scheme, it
SHALL access the content through the CSPG-DTCPghvhcts as an HTTP proxy or RTSP proxy. CSPG-DTCP
receives content and SHALL transform the protecsicimeme to DTCP-IP. When OITF receives error cda¥8 from
CSPG-DTCP, the error code is interpreted as DRMtsigrror. Then a DAE application accesses the Bendling web
page as an action of onDRMRightsError event defind®IPF_DAE], or a native application accesses th
RightslssuerURL described in BCG or SD&S metad@ti®F_ META].

Refer to Appendix E for examples of session setgpiences with a CSPG-DTCP.

For HTTP streaming and download, the OITF SHALL&EeITTP GET request through the HTTP proxy in CSPG-
DTCP. Note that other HTTP transactions SHALL net the HTTP proxy in CSPG-DTCP.

4.2.4.3.2 DTCP AKE, Content Streaming and Usage Rul e Transmission

DTCP AKE (Authentication and Key Exchange), DTChtenmt stream and DTCP usage rule are defined ifCpJTand
[DTCP-IP]. The usage rule is provided to the OITéni the CSPG-DTCP considering appropriate mappitigh
depends on the service provider’s business mo@eistent type of HTTP response/request SHALL becxsBXTCP
application media type as defined by [DTCP-IP].

4.2.4.4 UNIS-CSP-G

This interface is out of scope because of appkdice specific protection scheme.
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4.2.4.5 Protected Streaming and File Formats

The CSPG-DTCP supports either or both of the falgwormats protected by DTCP-IP encryption on HD8P. The
supported format depends on the CA system suppbytéite CSPG-DTCP. Media format on UNIS-CSP-Gusal
scope of this specification.

e MPEG-2 TS and/or time stamped MPEG-2 TS

« MP4 File Format

If the OITF falls under the criteria in [OIPF_AV&r mandatory support of unprotected MPEG-2 TS,QiEF SHALL
support the DTCP-IP protected MPEG-2 TS formatjefned in this section and its sub-sections. Qifss, the support
of the DTCP-IP protected MPEG-2 TS format as defiimethis section and its sub-sections is OPTIONAL.

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of unprotected time stamp&ER-2 TS
format, the OITF SHALL support the DTCP-IP protettane stamped MPEG-2 TS format, as defined ingbigion
and its sub-sections. Otherwise, the support oDth€P-IP protected time stamped MPEG-2 TS formatedimed in
this section and its sub-sections is OPTIONAL.

If the OITF falls under the criteria in [OIPF_AV®&r mandatory support of the unprotected MP4 filefat, the OITF
SHALL support the DTCP-IP protected MP4 file formas defined in this section and its sub-secti®tkerwise, the
support of the DTCP-IP protected MP4 file formatiafined in this section and its sub-sections iFQMNAL.

4.2.4.5.1 Protection of MPEG-2 Transport Streams

An MPEG-2 Transport Stream can be streamed or dwageld through CSPG-DTCP. CSPG-DTCP SHALL trandmait t
content in the DTCP PCP format. The DTCP PCP foenatpsulates the MPEG-2 Transport Stream fornfachws
defined by [OIPF_AVC]. For the avoidance of doulriansport Stream level scrambling or PES levelrabieng are not
used. Both transport_scrambling_control bits ar&l perambling control bits SHALL be set “00".

For content with parental rating control, CSPG-DTEHPALL transmit MPEG-2 Transport Stream with CA ciéstor
and KSM table as specified in 4.2.4.5.1.1and 46214€. The access_criteria_descriptor carries iméion for parental
rating control.

If the OITF supports the DTCP-IP based Gateway-@eApproach, the OITF SHALL support the parentting
access_criteria_descriptor, specified in [[EC62488H SHALL support at least the rating_type O inithese criteria,
which maps to the parental rating system in DVBt&ys [DVB-SI]. Other descriptors in the key stresm@ssage
SHOULD be ignored.

For the parental rating control, the OITF SHALL quare the program's rating from the parental rating
access_criteria_descriptor with the current pateatag criterion set in the OITF by the applicati(either native
application or DAE) and SHALL block the consumptiafithe programme if the parental rating systesuigported by
the OITF and the programme’s rating does not nieeparental rating criterion (e.g. rating is aabove a certain
threshold, for a rating system that is ordered flower viewer age to higher viewer age). The OI'HAEL raise an
event to the application controlling the playbaclother operation whenever a parental rating ferAfV content is
detected that does not meet the parental ratiteyion that is set for the parental system in asd, which has lead to
blocking of the consumption of the content. Then¢\&HALL provide the programme's rating. In casedpplication is
a DAE application, the event is called onParentatig&€hange and is defined in sections7.13.5 and.5 4f
[OIPF_DAE].

If the OITF does not support the particular pareratting system used in the programme, the OITF BH#sise an
event to the application controlling the playbaclother operation. The event SHALL provide the pamgme's rating.
In case the application is a DAE application, thier# is called onParentalRatingError and is defiineskections 7.13.5
and 7.14.5 7.7.3 of [OIPF_DAE]. The event MAY benaged via the DAE application (see section 4.50PF DAE]
for more information). In case the application isaive application, the event is managed throug®& F vendor
dependent user interface. In both cases, consumigtfoY be unblocked by setting a new parental ratimgshold, the
setting of which is usually restricted to privilehesers, e.g. parents. A successful PIN input bses MAY be used to
control the parental rating threshold setting. Ti&éF SHOULD continue monitoring the MPEG-2 TS, takinto
account parental rating criteria changes in ECMastrs or new settings for the parental rating tlulelsin the OITF, and
SHALL unblock consumption if the current programaiing becomes lower than the current parentaigatireshold.
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4.2.45.1.1 CA_descriptor

Content with parental rating control SHALL incluttee CA descriptor in PMT with the following restimns:

Syntax No. of bits | Mnemonic Value
CA descriptor() {
descriptor_tag 8 ui msbf 9
descriptor _length 8 ui nsbf
CA system ID 16 ui nsbf 0x0007
MPEGR2_Reserved 3 bsl bf
CA PID 13 ui msbf
for (i=0; i<N, i++) {
private_data_byte 8 ui msbf
}
}
Table 22 CA_descriptor
descriptor_tag MPEG has defined the tag value of 9 for the CAediptor.
descriptor_length The length of the descriptor.
CA_system_ID 0x0007
CA_PID The PID on which the KSM table can be found
MPEG2_reserved Bits reserved by [ISO/IEC 13818-1].
private_data_byte Not used and SHALL be ignored.

4.2.45.1.2 Key Stream Message and KSM Table

Content with parental rating control SHALL includey Stream Message in KSM table ([IEC62455], [DVB{L
Key Stream Message is defined in section 7.2 dE@E455] and the following usage restrictions SHAid applied:
e access_criteria_flag is set to KSM_FLAG_TRUE far tontent with parental rating control.

« traffic protection protocol is set to KSM_ALGO_MPBGTS_CRYPT.

- traffic_authentication_flag is set to KSM_FLAG_FAEStraffic authentication is not used).

e next_traffic_key flagis setto KSM_FLAG_FALSE.

e timestamp_flag is set to KSM_FLAG_FALSE.

e programme_flag is set to KSM_FLAG_FALSE.

« service flagis setto KSM_FLAG_FALSE.

« content_key index MAY be set to any value definefilEC62455]. The OITF SHALL ignore this field.

« odd_even_flag MAY be set to any value defined E(J62455]. The OITF SHALL ignore this field.

e cipher_mode MAY be set to any value defined in [(2@55]. The OITF SHALL ignore this field.

e encrypted_traffic_key material_length is set to 0.

- traffic_key_lifetime is set to 0.

For content with parental rating control, the ascesiteria_descriptor loop in the Key Stream MessafALL have at
least one parental_rating access_criteria_descriph® OITF SHALL ignore other access_criteria_ digsors.
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4.2.45.2 Protection of MP4 File Format

MP4 file format can be downloaded through CSPG-DTCEPG-DTCP SHALL transmit the content in DTCP PCP
format which encapsulates MP4 file format whicklédined by [OIPF_AVC].

4.2.4.6 Downloaded Content Usage

For downloaded content, content SHALL be transfatnweDTCP-IP protection by CSPG-DTCP when conteriging
downloaded. Content SHALL be stored and played lgo®ITF in a manner compliant to DTCP compliandes
[DTCP-AA].

4.2.4.7 PVR Usage

For PVR usage for scheduled content service, co®idALL be transformed to DTCP-IP protection by GSPTCP

when content is being streamed or multicast. CargetALL be stored and played back by OITF in a nearecompliant
to DTCP compliance rules [DTCP-AA].

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 56 (88)

5 User Identification, Authentication, Authorisatio n and
Service Access Protection

For the syntax of the messages mentioned in sestisee Volume 4 Protocols.

5.1 General Principals

This section presents the general principles thaén Service Access Protection and User authdiaticdn this section
therequested servicaepresents for example Service Provider Disco(®BD), Service Discovery (SD), or IPTV
Application.

This section also applies to services on the IGestgd from the OITF over the HNI-IGI interface gfied in
[OIPTFV_PROT], section 5.5.1. In this case theiegjent of SAA function and Service Function arelgcated on the

IG.
- N

1. HTTP Request for Service

A 4

2. Service decides if Authentication is needed

3. The Service checks for existing valid authentication session

4. Authentication (method selected by SAA)

5. HTTP Resnonse with “200 OK” includina reauested Service Information

<
<

Figure 18 General Message Flow for Service Accessection and User Authentication
1. The OITF requests a service.
2. The requested service decides whether the reqaedsro be authenticated or not.
= If not, the service directly serves the requestiogstep 5.
= If so, go on with step 3.

3. The requested service checks if the request isgparm existing valid authenticated service seséee section 5.6,
Session Management).

= If so, it directly serves the request, go to step 5
= If not, go on with step 4.

4. The requested service triggers SAA authenticafitvere are two cases: the SAA function is co-locatih the
requested service or the SAA function is standa(see section 5.3, Service Access Protection).Stk decides
what authentication mechanisms it uses (see sestninterfaces, and section 5.4, OITF Autheniticat
Mechanisms).

= If the authentication is successful, go on witlpsie
= If not, the OITF may e.g. retry step 4 or displayesror message, or return an HTTP error.

5. The requested service serves the request.
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Therequested servicalecides what security is needed for the servitigedg: Authentication needed or not,
Confidentiality needed (TLS/SSL) or not.

The SAA decides what authentication mechanisms it usesvaiati security is needed for the performed authatitin:
TLS/SSL or not.

5.2 Interfaces

This section describes the impact of User Idemtifon, Authentication, Authorisation and Servicec@ss Protection on
the HNI-INI and HNI-IGI interfaces.

5.2.1 HNI-INI

The following authentication mechanisms are suggobfor HTTP protocol on HNI-INI interface betweehl® and
Network (see section 5.4 for their specification):

* No authentication
e HTTP authentication, see 5.4.1
« Network based authentication (this requires naaabin the OITF), see 5.4.2
*  Web based authentication, see 5.4.3
« GBA based authentication (this requires an IG tpfesent in the home network), see 5.4.4
*  SAML web-based SSO authentication, see 5.4.5
The OITF SHALL support all the mechanisms listedah

The SAA MAY use any of the mechanisms listed above.

5.2.2 HNI-IGI

In this case the equivalent of SAA function andv&er Function are co-located on the 1G. The follogvauthentication
mechanisms are supported for HTTP protocol on HBllihterface between OITF and IG:

* No authentication
e HTTP authentication, see 5.4.1
* Web based authentication, see 5.4.3
The OITF SHALL support all the mechanisms listedah
On the HNI-IGI interface, the IG SHALL support aabkt one of the following authentication mechanisms
* No authentication
e HTTP authentication, see 5.4.1

The IG MAY use any of the above listed mechanisN duthentication, HTTP authentication or Web based
authentication).

The OITF and IG SHALL support and perform IMS réigition as specified in section 5.3.6 in [OIPF_PR@d
described in section 5.5. They SHALL do so prioaty service access attempt in the managed case.

5.2.3 Common Requirements

On both HNI-INI and HNI-IGI interface, th®ITF SHALL support all of the following mechanisms, iredtion, and
security for the HTTP protocol:

= standard HTTP requirements: HTTP redirection, HE®Bkies

= URL parameters
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= HTML forms and HTTP Post in forms
= TLS/SSL

To avoid extra message exchangesQREF SHALL provide in requests, when available (sed¢ise®.6):
= HTTP authentication header (Authorization)

= HTTP cookie header (Cookie)

5.3 Service Access Protection (Informative)
5.3.1 SAA Co-located with Service (Informative)

The following figure describes the sequences wherstAA function is co-located with the requestentise.

OITF Service/
SAA

1. HTTP Request for Service

v

2. Authentication (method selected by SAA)

HTTP Response with “200 OK” including requested Service Information

3.

Figure 19 SAA Co-located with Requested Service
1. The OITF requests a service. Authentication is adexhd there is no valid authenticated servica@ess
2. The service/SAA performs authentication.

3. The requested service serves the request.

5.3.2 SAA Standalone (Informative)

The following figure describes the sequences wherstAA function is standalone, the OITF is redieedio the SAA
for authentication.
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1.

2A.

2B.

3.

4A.

4B.

5.

-

1. HTTP Request for Service

v

2A. OITF requested to redirect to SAA (e.g. using "302 Found" (Location = SAA))

<«

2B. HTTP Request (Request URL = SAA)

v

3. Authentication (method selected by SAA)

. The SAA redirects the OITE back to the service (e.g. by using SAML HTTP-POST binding
or "302 Found" (Location = Service))

4B. HTTP Request for Service

v

5. HTTP Response with “200 OK” including requested Service Information

d
<

Figure 20 Standalone SAA, Redirection Mode
The OITF requests a service. Authenticatioreisded and there is no valid authenticated sereisgian.

The requested service triggers SAA authenticafl he service redirects the OITF to the SAA (asging
"302 Found" (Location = SAA)).

The OITF connects to the SAA, using the redioacobtained in step 2A.
The SAA performs authentication.

The SAA redirects the OITF back to the serfeg. by using SAML HTTP-POST binding or "302 Found
(Location = Service)).

The OITF requests the service again, usingdatiection obtained in step 4A.

The requested service checks that authenticatioceeded and serves the request.

5.4 OITF Authentication Mechanisms
5.4.1 HTTP Basic and Digest Authentication

The OITF SHALL support HTTP basic and digest autivation as specified in [RFC2617]. A possible naggsflow for
HTTP basic and digest authentication is describdeigure 21. When HTTP basic or digest authenticeRFC2617] is
used, it is assumed that user identifier and itsetenformation (e.g. password) are shared bet@@ik and Providers
Network (SAA) in advance of the described sequence.
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-

1. HTTP Request

v

2. HTTP Response with “401 Unauthorized” and www-Authenticate header

d
<«

3. HTTP Request with Authorization Header

v

4. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") and Authenticationinfo header
d

<

Figure 21 HTTP Basic and Digest Authentication

1. The OITF requests a service co-located with the S#x&tion or has requested a service and has leelirected to
SAA function.

2. The SAA responds with a "401 Unauthorized" stabdecwith a WWW-Authenticate header defined in [RECZ].

3. The OITF re-sends the request with an Authorizatieader as defined in [RFC2617]. The user identiel its
secret information are used as username-value assord for the generation of the Authorisationdieea

4. The SAA checks the Authorisation header. If thefication succeeds, the SAA/service serves theesgor
redirects the OITF to the service. The responstagmhan Authenticationinfo header.

If no user and password are available at the GéiTindow may be displayed to the user for entehisgcredentials
between step 2 and 3. This is the standard woiki@gDAE application. As described in general pptes, this situation
shall occur only if no valid authentication sessiorcredentials are available in the OITF.

NOTE: To protect the password that is in the cleai#TTP basic authentication; the SAA may additibneequire
TLS/SSL as stated in the general principles.

5.4.2 Network Based Authentication (Informative)

This section describes the message flows for nétlvased authentication. Network based authenticadia silent
authentication based on network information. Thithantication is transparent to the OITF.

In the case of a managed network, the SAA canaelfproprietary) network specific information, whimformation is
out of scope of this specification, to authentiGtancoming request. The sequences are depictbé iollowing
figure:
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-

1. HTTP Request

v

2. Retrieve network information
to identify user

‘3. HTTP Response with "200 OK" or "301 Moved permanently" or "302 Found"

<«

Figure 22 Network Based Authentication

1. The OITF requests a service co-located with the S4x&tion or has requested a service and has leeirected to
an SAA function.

2. The SAA links the request to the user based onarétimformation.

3. If the operation succeeds, the SAA/service settveseaquest or redirects the OITF to the service. fEsponse may
contain session management information (cookie, [y&lameter).

5.4.3 Web Based Authentication

The calling function in the OITF SHOULD supporteddng a CE-HTML response for a service HTTP re¢aesl
SHOULD launch the DAE for displaying it. If the tiab function does not support receiving an CE-HTMHTML or
HTML compatible response, it SHALL signal it to therver by including its acceptable media typebovit
“application/xhtml+xml”, “application/ce-html+xml"and “text/html” in the request's HTTP "accept” teaexplicitly,
and by also not including CE-HTML/1.0 as part of thser-Agent header. If the calling function doessupport
receiving an CE-HTML, XHTML or HTML compatible respse, the SAA SHALL return a "403 Forbidden" HTTP
error.

As described in general principles, this situasball occur only if no valid authentication sess®available in the
OITF (e.g. no cookie available).

The DAE within the OITF SHALL support CE-HMTL fornand HTTP Post in forms.

The remainder of this section describes the medtags for web based authentication. Web basedeatittation can be
explicit or implicit/silent.

= explicit authentication: the user is prompted vattveb page form to fill-in with a login and passdiathe result
of the authentication can be persistent for lateuse (implicit/silent authentication)

= implicit/silent authentication: the user is not pimted with any form but s/he is silently authertticebased on
persistent data (session management)

Web based authentication mechanisms do not addreetgnts to the OITF besides supporting a DAE. Tdreybased
on optionally HTML forms and HTTP Post, HTTP rediien and HTTP cookies.
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-

1. HTTP Request with accept header containing "application/ce-html+xml" or
User-Aaent string that includes CE-HTML/1.0 (...)

v

HTTP Response with "200 OK" (web form)

2.
<
<

3. Display form in DAE

4. User enters credentials and validates web form

5. HTTP Request (credentials posted in web form)

»
Lt

6. Check credentials

7. HTTP Response with "200 OK" or redirection (e.g. "302 Found") or "403 Forbidden"

<«

Figure 23 Web Based Authentication with Form

1. The OITF requests a service co-located with the S4x&tion or has requested a service and has leeirected to
SAA function.

2. Ifthe HTTP request to the SAA has a User-Agenmgtthat includes CE-HTML/1.0 as defined in [CEAI20A],
or the "accept" HTTP header includes (explicithyraplicitly) a CE-HTML accept header
(“application/ce-html+xml”), the SAA responds withCE-HTML compatible web form for requesting user
credentials. User credentials provisioning areafsicope of this specification.

The web form is displayed in the DAE.
The user enters his credentials and validatesotime. f
The form validation posts the user credentialfiecoSAA.

The SAA checks the credentials.

N oo g kr w

If verification is successful, the SAA/service ses\the request or redirects the OITF to the serVibe response
MAY contain session management information (cooldiel. parameter).

5.4.4 GBA Authentication — Using IMS Gateway

This section specifies optional functionality byiathan OITF can use the ISIM in an IG, if presentlie home network,
for user authentication to services on managedoar&sy This section is based on the principles desdrin
[OIPF_ARCH1.2], Appendix B, but extends that sattio

The IG SHALL signal that it supports GBA Authentiica in its description during UPnP discovery asdfied in
[OIPF_PROT], section 10.1.1.1.3.

NOTE: The criteria that determine under which anstiances the functionality by which an OITF canthgelSIM in a
Gateway Function is implemented in an OITF areddilhe scope of the present document.

5.4.4.1 Initial GBA Registration

When the OITF is powered up or when the user ieisia registration, i.e. when the OITF requestser Registration
from the IG, and if the IG supports GBA Authentioat the OITF SHALL, after the User Registratioarfr the IG,
request a GBA Registration from the IG as descrihd®IPF_PROT]. Receiving this request, the IG StAperform a
GBA registration for the current IMS registered rusavards the GBA Single Sign-On Function, accogdim
[3GPP33.220]. The GBA registration is based oneteghared between the ISIM and the network provitiee result
of a successful GBA run is the establishment ession identifier, B-TID, and a shared key, Ks.sTkey Ks can later
be re-used to derive server side application (Ngxfecific keys. These keys can also be passedtousted applications
in the home network, and can later be used foreatittation based on the GBA authentication, bubeit further need
for 1IG-provider network communication.
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OITF IG ASM GBA Single
Sign On
(BSF)

1. Power-on or User Request

—_—

2. Perform IMS Registration as defined in section 5.5

3. HTTP Request “GBA Registration"

»
»

4. Validate request

5. Perform GBA according to [3GPP33.220] resulting in shared Ks, B-TID, Key lifetime

6. Create a registration state

7, HTTP Response 200 OK

<«

8. Indigation to User

Figure 24 Initial GBA Registration
Figure 24 shows the message sequence for initidl @Bistration. It contains the following steps:
1. The OITF is powered on (automatic default regigirgtor the user requests a personalised registrati
2. The OITF performs a user registration as defineskittion 5.4.5.
3. The OITF sends a GBA registration request to I@efsed in [OIPF_PROT], section 5.3.6.2.1, step 1.
4

The IG validates the request. The IG may requitbattstage any authentication mechanism spedifisdction
5.2.2 and/or any mechanism and security (i.e. TE§)Specified in section 5.2.3. For simplificatiomne of
this mechanism is shown in Figure 24.

5. The IG performs GBA bootstrapping procedure acewydd [3GPP33.220] towards the GBA Single Sign-on
(BSF) function in the provider's network. If sucskes, this results in establishing a shared keyK$oth ends.
The GBA Single Sign-on function also sends thditife of the key Ks and a session identifier B-TtCthe I1G.

6. The IG returns the outcome of the GBA registrapoocess to the OITF as defined in [OIPF_PROT],isect
5.3.6.2.1, step 2.

7. If the result of the registration procedure is ®83ful, a registration state is created and maiedtkin |G.

8. An indication is sent to the user that includesdhtcome of the registration process.

5.4.4.2 Re-use of GBA Authentication — Using HTTP D igest Authentication

The key Ks that was established during the GBAstegfion MAY be used later on for authenticatiotwesen OITF
functions and services (i.e., Application ServeEsich time an OITF needs to access a service dffaran AS (i.e.,
NAF) that requires GBA Authentication, a specifeykks_NAF SHALL be derived by the IG and the serside GBA
Single Sign-on function (the BSF). This generategd RHALL be conveyed to the OITF function in thsidential
network by the 1G, and to the AS by the server &8 Single Sign-on function (the BSF). The key K&\F SHALL
then be used for authentication between the OITEtfon and the AS, using HTTP Digest authenticatierspecified by
[3GPP24.109].

If the OITF has registered to an IG which supp@BA Authentication, the OITF SHALL act as a Useuignent in
[3GPP24.109] and therefore SHALL signal in its UAgent that it supports GBA Authentication.

When a SAA (acting like a NAF in [3GPP24.109]) regts GBA Authentication, the OITF SHALL retrieve GB
Credentials for the specified NAF_ID from the IGsapecified in [OIPF_PROT], and SHALL perform HTTRgBst
authentication as specified by [3GPP24.109].
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As a pre-requisite to this procedure, the GBA regi®on (cf. 5.4.4.1) MUST have been successfulijpleted.

OITF IG SAA GBA Single
(NAF) Sign On

1. HTTP Request with User-Agent containing "3gpp-gba"

v

2. HTTP Response with “401 Unauthorized” and www-Authenticate header for GBA
d

<«

3. HTTP Request Fetch-GBA-Credentials with NAE_ID
>

Derive Ks_NAF

4_HTTP Response B_TID, Ks_NAF
-

5. HTTP Request with Authorization (Digest) Header using B_TID as login and Ks_NAF as pﬁsword
6. NAF ID,B TID

»

Derive Ks_NAF

7. Ks NAF
d

<«

8

% HTTP Response with "200 OK" or "301 Moved permanently" or "302 Found"

Figure 25 Authentication between an OITF and an SAMased on GBA Keys

Figure 25 shows the message sequence for auth@nib&tween an OITF function and an SAA basedherpreviously
established GBA key. It contains the following step

1. OITF function sends a request for a resource (gegvjce) to the SAA (NAF). It is assumed here that
resource requires authentication. The User-Ageimigsin the HTTP request contains "3gpp-gba" intiigato
the SAA that it supports GBA authentication.

2. The SAA (NAF) returns a 401 Unauthorized messagerdalm indicates that 3GPP bootstrapping is asdd
provides the NAF FQDN as defined in [3GPP24.109].

3. OITF sends a request including the NAF_ID to théd@etrieve GBA credentials, and IG generates K&-N
Note: according to [3GPP33.220], the NAF_ID is damted as follows: NAF_ID = FQDN of the NAF || Ua
security protocol identifier. The identifier for W&curity protocol HTTP Digest authentication adaag to
[3GPP24.109] is (0x01,0x00,0x00, 0x00,0x02). Thyuesst format is specified in [OIPF_PROT], section
5.3.6.2, step 1.

Ks_NAF is computed as Ks_NAF = KDF (Ks, "gba-meAND, IMPI, NAF_ID), where KDF is the key
derivation function as specified in Annex B of [3&33.220], and the key derivation parameters confiste
user's IMPI, the NAF_ID and RAND.

4. IG returns Ks_NAF, B-TID and the lifetime of theykks_NAF to OITF. The lifetime indicates the exptime
of the key Ks_NAF and is equal to the lifetime lo¢ tkkey Ks (which was specified by the BSF durirg@BA
bootstrapping procedure). The response formatasied in [OIPF_PROT], section 5.3.6.2, step 2.

5. The OITF function repeats the request with an Atffation header, using B-TID as username and Ks_B#\F
password.

6. SAA (NAF) sends B-TID and its NAF_ID to the GBA $ie Sign-on function in provider network, the GBA
Single Sign-on function retrieves Ks and calculétesNAF.

7. The GBA Single Sign-on function in provider netwaeturns Ks_NAF, together with its lifetime, to SAA
(NAF).

Note the key lifetime returned by the GBA Singlgrsbn function is equal to the lifetime of the @sponding

Ks. But the SAA (NAF) may choose a shorter keptilifee based on local policy and/or application-sfieci
needs.
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8. If Ks_NAF has expired, the SAA (NAF) shall senduitable bootstrapping renegotiation request toQhEF,
according to [3GPP33.220]. Otherwise the SAA (NABgs Ks_NAF to authenticate the request. Upon
successful authentication, the SAA (NAF)/serviceree the request or redirects the OITF to the senfihe
response may contain session management inform@takie, URL parameter).

The message format for steps 3 and 4 are spedifitne section 5.3.6.2 of [OIPF_PROT].

5.4.4.3 Binding Between GBA User Authentication and DRM Device Authentication
(Informative)

GBA authenticates ISIM/IMPI, not the device. On tiiber hand, DRM (e.g. Marlin) relies on devicehauitication; the
device must have a valid certificate issued byORM trust authority. To avoid security issues @lipwing a legitimate
(from a DRM point of view) device that is howevertiin fact authorised by a user accessing servinesGBA (user)
authentication and the DRM device authenticaticedn® be securely linked together.

5.4.5 SAML Web-based SSO Authentication

This section specifies the functionality and pogsihessage flows for basic SAML web-based singja-sin
authentication.

SAML Web-based single sign-on authentication SHAddhere to section 4.1 of [SAMLPROF], whereby thevBA
HTTP POST binding of a SAML <Response> message frenSAA SHALL use MIME-type
“application/ce-html+xml” as defined in [CEA-2014}AA standard CEA-2014-A compatible browser is abl&andle
the SAML HTTP redirect and POST bindings definethis section, without requiring any extension€®A-2014-A.
This profile of SAML therefore does not add requiemnts to the OITF besides supporting DAE functiiyal

The remainder of this section describes sequerfdesoSAML Web-based single sign-on authenticat®ohandled
between the different relevant entities, i.e. thevise, the SAA, and the OITF.

The sequences assume that the SAA and servicedprahare a logical identification of the userdwance of the
described sequence. The user is known to the SAA.SIAA maintains knowledge of the user’s authetitioa
credentials.

-

1. HTTP Request for Service

»
»

2. Redirect request using SAML HTTP Redirect binding (i.e. HTTP Response with HTTP "302 Found" or
;303 See Other” (Location = SAA), with a SAML <AuthnRequest> message).

2. HTTP Request (Request URL = SAA), with the SAI\AL <AuthnRequest> message

3. Authentication (method selected by SAA). methods vary, details not shown.

HTTP Response with SAML HTTP POST binding (Location = Service), with SAML <Response> message

4.
P
<«

4. HTTP POST Request for Service, with SAML <Response> message

v

5. HTTP Response with “200 OK” including requested Service Information

P
<

Figure 26 SAML Web-based SSO Authentication
1. The OITF requests a service. Authentication is adexhd there is no valid authenticated servicd@ess

2. The requested service triggers SAA authenticatipisduing a redirect request using SAML HTTP Redtitending,
i.e. an HTTP Response with HTTP "302 Found" or “S@&& Other” (Location = SAA) , with a SAML
<AuthnRequest> message (as defined in section 8143SAMLCORE])).
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3. The SAA authenticates the user. Various methods &xi this. Valid methods include the authentmatmethods as
defined in Sections 5.4.1 through 5.4.4 of thiswient.

4. The SAA responds with a SAML HTTP POST binding @AML <Response> message (as defined in sectio 3.3
of [SAMLCORE]). Since the browser of the OITF is €H ML compliant, the SAA response message must use
MIME-type “application/ce-html+xml” as defined i€CEA-2014-A]. The CE-HTML browser will load the
CE-HTML page with the SAML POST binding, after whiit issues an HTTP POST request to the targetcgerv
with the SAML <Response> message as payload.

5. The requested service checks the SAML <Responsasage to see if authentication succeeded. If sdede¢he
service serves the request.

5.5 IMS Registration — OITF

This section specifies the message flows for IM§i&eation using SIP Dige'sauthentication or IMS AKA
authentication by means of which Service Platforovilers and IMS Gateways located in Residentialgeks can
authenticate each other. These message flows seel loa [3GPP33.203] and [3GPP24.229] (stage 3faaditin).

5.5.1 Relevant Functional Entities and Reference Po ints

Figure 27 extracts the functional entities andrasfee points relevant for IMS Registration from @& F Provider and
Residential Network Architectures (see Figuresén@ 5-3 in [OIPF_ARCH1.2]):

Residential Network Provider Network

OITF IG User
Database
HNI-IGI Auth/Session UNIS-8 NPI-12
Management
Client/Server

Figure 27 OIPF Functional Entities and Reference Fats Involved in IMS Registration

SIP Digest authentication, and respectively IMS Akuthentication is interlaced into the IMS Registramessage
exchange between the IMS Gateway (IG) and the Atittetion and Session Management (ASM) functiondities.
IMS Registration occurs either when the |G is p@sleup or when the IG receives a corresponding sdrgm an
OITF. The User Database supplies the ASM with auttbation vectors needed for SIP Digest authentinaand
respectively IMS AKA authentication.

5.5.2 Prerequisites

Prior to the first IMS Registration (and hence ptmthe first SIP Digest or IMS AKA) protocol exgon, the following
parameters MUST be provisioned:

" This section specifies authentication-related itbetd certain_SIPmessages. Elsewhere, for example at ETSI TISPAN,
this SIP authentication method is often called “HPTDigest” as SIP Digest [RFC3261] is identical f6THP Digest
[RFC2617] — despite the fact that the protocoluesgion is SIP and not HTTP. The authenticatiornottreated in this
section is referred to as “SIP Digest” since the@dHTTP Digest” might lead to the wrong impresstbat the protocol
in question is HTTP.
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+ totheIG:
o for SIP Digest:
= one or more IP Multimedia Private Identities (IMPI)
= one or more IP Multimedia Public Identities (IMP@gch associated to one or more IMPIs,
= one or more passwords, each assigned to one anpomalof the IMPIs provisioned to the IG,
* a home network (HN) domain nafe

o for IMS AKA, an ISIM or a USIM application shallahys be used for authentication , as described in
[3GPP33.203]. For the purpose of this document| 3t is a term that indicates a collection of IMS
security data and functions on a UICC.

= The ISIM SHALL include :
e one IMPL.
e one or more IP Multimedia Public Identities (IMP@}sociated with the IMPI
e aHome Network Domain Name
e Support for sequence number checking in the conteti!S Domain
« An Authentication key
e The same framework for algorithms as specifiedf8{M
= There shall only be one ISIM for each IMPI.
* and to the User Database, the IMS subscriptiorrimétion comprising:
o the IMPI(s) and IMPU(s) provisioned to the IG,
o the association of the IMPU(s) to the IMPI(s),

o and for SIP Digest the password(s) provisionedéolG. The User Database stores each passwordsagain
the IMPI it is assigned to.

o And for IMS AKA the Authentication Key containeddprotected within the UICC in the IG. The User
Database stores each Authentication Key againgMRe it is assigned to.

Methods for provisioning these parameters to I1G dser Database functional entities are out of sadpkis
specification.

8 In case of IMS AKA, these parameters are in a Ui@th an ISIM or USIM application.

° The home network domain name identifies a Serlegform Provider network. It does ridentify anything on the
Residential Network side.
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5.5.3 SIP Digest Message Flows

Figure 28 shows the message flow for SIP Digedtemiication, which is interlaced into IMS Regiswatmessages:

OITF IG ASM User

Database

0. IG powered uE

1. Registration Request

2. SIP REGISTER

HIN, IMPI, IMPU >
3. DIAMETER MAR |
IMPI '
4. DIAMETER MAA
5. SIP 401 Unauthorized IMPI, gop, algorithm,

A

realm, H(A1)
IMPI, realm, nonce,

gop, algorithm

6. SIP REGISTER

HN, IMPI, realm,
nonce, response,
cnonce, gqop, nonce-
count, algorithm

v

7. SIP 200 OK

8. Registration Response | fesponse digest

Figure 28 SIP Digest Message Flow Interlaced intdMS Registration
0. The IG is powered up. This can initiate the exien of steps 2 — 7.

1. OITF to IG: Registration Request
The OITF sends a request for registration to th8 Iateway (IG), when needed (the end user explicigs
on for personalized services).

2. IG to ASM: SIP REGISTER
This request contains the home network domain rtdkhef the 1G’s IMS home network, an IMPI and an
IMPU. If the ASM has a valid SIP Digest authentigatvector (SD-AV) for the specific IMPI, steps8and
5 are omitted.

3. ASM to User Database: DIAMETER MULTIMEDIA AUTH REQ UEST (MAR)
The ASM requests a SD-AV from the User Databask wispect to the IMPI received in step 2.

4, User Database to ASM: DIAMETER MULTIMEDIA AUTH ANS WER (MAA)
Along with the IMPI, the User Database sends a SDi#\the ASM containing the following data: qop wal
(quality of protection), the authentication algbnit, realm, and a hash value H(A1) of the IMPI, meand
password. [RFC2617] provides additional informatiomthe values in the authentication vector for SIP
Digest based authentication. Upon reception oMB&\ message, the ASM stores the H(A1) value and
generates the nonce value needed to challeng&the |

5. ASM to IG: SIP 401 Unauthorized
The ASM denies the IG authentication but sendsPad8ll Unauthorized message to the IG in order to
challenge the IG. This message contains the IMiInbnce, the authentication algorithm, and therread
gop values.

6. IG to ASM: SIP REGISTER
After reception message 5, the IG generates atalimmce (cnonce) and calculates an authenticagisponse
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value using this cnonce and other values receivetep 5 (see [RFC2617]). The IG sends a new SIP
REGISTER request to the ASM, this time with thehaumtication response along with the parameters JMPI
realm, nonce, response, cnonce, qop, nonce-cauhglgorithm.

7. ASM to IG: SIP 200 OK (successful case)
After reception of the SIP REGISTER message coingithe authentication response value, the ASM
calculates thexpected response value using the previously stored H(At)the stored nonce value together
with other parameters (see [RFC2617]). If the respovalue received from the IG equals the expected
response value, the IG has been authenticatecharlPU is registered in the ASM. In this succekséase,
the ASM sends the SIP 200 OK from ASM to the IGtdimg the IG to authenticate the HN. This SIP 200

OK message contains a response digest calculategithe cnonce value generated by the I1G prioetalisg
message 6.

8. IG to OITF: Registration Response
The IG informs the OITF about the result of theisggtion procedure (when step 1 was executed).

The details of the messages 2 — 7 are specifif@GRrP24.229].

5.5.4 IMS AKA Message Flows

To support IMS AKA, a UICC with an ISIM or USIM afipation must be integrated into the IMS Gatewdy)(IFrom
the IMS point of view, the IG thereby takes theerof an IMS Subscriber. The UICC stores a long-teegret key K
which is shared between the ISIM or USIM applicatismd a User Database belonging to the networlatqrethat

provides the ISIM or the USIM. Figure 29 shows high-level message flows for user identificationl authentication
based on the IMS AKA procedure

User
OITF 1G ASM Database

1. Registration Request

2. SIP REGISTER <HN>

»

To: <IMPU>

From: <IMPU> 3. DIAMETER MAR >
Contact: <IP Address> <IMPI>

Authorization:

username=<IMPI>

4. DIAMETER MAA

. SIP 401 Unauthorized <IMPI>
- AV=<RAND, AUTN,
WWW-Authenticate: XRES, IK, CK>

nonce=<RAND, AUTN>

6. SIP REGISTER <HN>

To: <IMPU> "

From: <IMPU>

Contact: <IP Address>

Authorization:
username=<IMPI|>
response=<RES>

. SIP 200 OK

“01

‘8. Registration Response

Figure 29 User Identification and Authentication based on the IMS AKA procedure
0. The IG is powered up. This can initiate the exien of steps 2 .7

1. OITF to IG: Registration Request

The OITF sends a request for registration to th& Wateway (IG), when needed (the end user explicits
on for personalized services)
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2. IG to ASM: SIP REGISTER
This request contains the home network domain rtdihef the IG's IMS home network, the IMPI and the
IMPU. All this data is read from the ISIM.

3. ASM to User Database: DIAMETER MULTIMEDIA AUTH REQ UEST (MAR)
ASM requests authentication data from the User lizeta with respect to the IMPI received in step 2.

4, User Database to ASM: DIAMETER MULTIMEDIA AUTH ANS WER (MAA)
The User Database sends an Authentication Veci$tp the ASM containing the following data: rarmdo
challenge RAND, answer XRES expected by the 1Gap 6, network authentication token AUTN, integrity
key IK, and ciphering key CK. The authenticatiokelo AUTN contains a message authentication code
(MAC) enabling the IG to authenticate the HN (sep S8).

5. ASM to IG: SIP 401 Unauthorized
At this point in time, the ASM denies the IG auttieation. Instead, it sends a SIP Unauthorized aggss
with a WWW-Authenticate header to the IG. This lmatbntains RAND and AUTN. After reception of this
message, the IG verifies the message authenticatid® contained in AUTN thereby authenticating its
Residential network.

6. IG to ASM: SIP REGISTER
ISIM computes the value RES on input of its versibthe secret key K stored on the UICC of the TGe
IG sends a new SIP REGISTER request to the ASM tifme with RES as response to the challenge the
ASM initiated in step 5.

7. ASM to IG: SIP 200 OK
If RES = XRES (successful case), ASM considerd@as authenticated, and binds IMPU to the IP aidre
<IP address>.

8. IG to OITF: Registration Response
The IG informs the OITF about the result of theisggtion procedure. (when step 1 was executed)

In case of success, the ISIM of the IG is ableetlam its knowledge of the secret key K and thbeenitcation token
AUTN, to calculate the same values of the integkity IK and the ciphering key CK as those thatAB received in
step 4 from the User Database. The IG and the AS8MK and CK to establish IPSec Security Assoqietimr
protecting SIP signaling messages over the |G — ASfigrence point

The details of the messages 2 -7 are specifieBGirP24.229].

5.6 Session Management

User authentication does not need to be perfornmrdeach request. In order to avoid re-authenticedit each request,
a Service (and/or SSA) can rely on authenticatession management. The following authenticatiosisas
management can be used: cookies, URL parametedd R authentication session, if HTTP or GBA autieation
has been used.

5.6.1 Cookie Session

The OITF SHALL support HTTP session managementgusgokies as described in [RFC2109]. The cookapeque
data to the OITF.

Persistent cookies SHALL be stored in non-volatiemory (Flash, HDD, etc.) in the OITF.

All OITF applications using HTTP (not only DAE) SHA be able to create, read and deletesistentcookies with
respect to domain restriction as specified in [RECH. Persistent cookies SHOULD be shared betwkeomponents
in an OITF.

User SHALL have the possibility to delgiersistentcookies in OITF.

The following figure shows an example of sequertzs®d using cookie session:
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OITF SAA or
Service

1. HTTP Request

»
»

2. Authentication (method selected by SAA)

‘3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with Set-cookie Header

<

4. HTTP Request with Cookie Header

»
»

5. Check Cookie

6. HTTP Response with "200 OK" or “301 Moved Permanently” or "302 Found" with Set-cookie Header
gl

<

Figure 30 Session Management Using Cookie
The OITF requests a service with no valid cookie.
The service triggers the SAA authentication and3A& performs the wanted authentication.

The service or SAA sets a cookie using Set-Coddgpanse header as specified in [RFC2109].

P w NP

The OITF requests a service. Applicable cookiepaogided in each HTTP request as specified in [REGD]
(domain-match, port-match, path-match, Max_Age-magdc.).

o

The service checks the cookie. Cookie checkingiisobscope of this specification.

6. The service optionally refreshes the cookie anslis@igain using Set-Cookie response header affisddn
[RFC2109].

Steps 4 to 6 are performed for each new HTTP requesrding to cookie matching.

5.6.2 URL Parameters (Informative)

An alternative to cookies for passing session tatlae use of hidden input fields in forms or URAr@meters in requests
passed to the server. These mechanisms are transpathe OITF. Below is an example message flsimgiURL
parameters. Note that the use of hidden inputdielth also be achieved with HTTP POST. The mecimamigising
HTTP POST is not described in this section.

OITF SAA or
Service

1. HTTP Request

»
|

2. Authentication (method selected by SAA)

‘3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with URL parameter

<«

4. HTTP Request with URL parameter

»
»

5. Check URL parameter

_6. HTTP Response with "200 OK"
al

Figure 31 Session Management Using URL Parameters

1. The OITF requests a service with no valid authetibn session.
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The service triggers the SAA authentication and3A& performs the wanted authentication.
The service or SAA redirects to the service witheav URL parameter for session data.

The OITF requests a service with the URL parameter.

g M w N

The service checks the session data in the URLnpetea. Session data is opaque data and out of st¢dpis
specification.

6. The service serves the request.

NOTE: URL parameters are often used to pass sesdgmmation from an HTTP session to a sessionguaimother
protocol (e.g. RTSP).

NOTE: a web server (service or SAA) can maintaitdaiTP session using this technique. But the sasvasponsible
for modifying every link URL, so that the sessiaatalis posted in a form or appended to the request.

NOTE: Passing information through URL parametelsghly insecure.

5.6.3 HTTP Authentication Session

When using HTTP authentication, a server can reliA®d TP authentication session as specified in [RFAC2.

The User MAY be prompted to allow OITF to store HT&uthentication parameters, i.e. username ansvpeksn
non-volatile memory.

All OITF applications using HTTP (not only DAE) SHIDD have access to HTTP authentication parameiters,
username and password.

All OITF applications using HTTP (not only DAE) SHIDD share the current HTTP authentication sessiog. B-TID,
Ks_NAF, nonce, cnonce, nonce-count and opaque sialue

If username and password can be stored, the uskkISkave the possibility to change stored username passwords
in OITF for a given protection space as specifiefRFC2617].

The following figure shows an example of sequer@esed on HTTP authentication session:

OITF Service/
SAA

1. HTTP Request

v

2. HTTP or GBA Authentication (method selected by SAA)

HTTP Response with "200 OK" with Authenticationinfo header

3.

4. HTTP Request with Authorization Header

»
»

5. Check Authorization Header

6. HTTP Resnonse with "200 OK" with Authenticationinfo header
d

<«

Figure 32 HTTP Authentication Session
1. The OITF requests a service with no valid HTTP entitation session.
2. The service/SAA performs HTTP or GBA authentication

3. The service/SAA serves the request including arhéaticationinfo header as specified in [RFC2617].
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4. The OITF requests again a service. Appropriate HAUfhorisation headers are provided in each HT TRiest
within the protection space (specified by domampecified in [RFC2617].

5. The Service/SAA checks the Authorisation header.
6. The Service/SAA serves the request including arhéunticationinfo header.

Step 4 to 6 can be performed for each new HTTPawtquithin the protection space.
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Appendix A.  Link of User Authentication and DRM Device
Authentication (Informative)

This section describes the generic mechanism kauer authentication result with device authetitcain OITF.
Although the device authentication mechanism ivigied by Marlin, the user authentication mechanismes
depending on the system environment.

The mechanism described in this section uses HTigBsDAuthentication [RFC2617] and assumes thatidsatifier
and its secret information (e.g. password, Ks_Nat€)shared between OITF and Providers Networkwamck of the
sequences between CSP and CSP-T Server.

The sequence below explains how the user authéoticand device authentication are securely caedlaith each
other by Marlin Action Token Acquisition and MarlRrotocol.

OITF Provider Network
CSP CSP-T
Serve
1. Reque: N

2. Response incl. WWW-Authenticate header

A

Marlin Action Token
3. Recues incl. Authorization head: Acquisition

\4

4. Response incAuthenticationInfo header (Marlin Action Token) }

<

5. Request incl. Authorization hea —~

Marlin Protocol
6. Responsincl. AuthenticationInfcheade

Figure 33 User Authentication for CSP, CSP-T Servecommunication

1. The CSP requests a Marlin Action Token to the CSEeifiver.

2. When the CSP-T Server receives the request fromf@3Re Marlin Action Token, the CSP-T Server m@sqis
with a "401 Unauthorized" status code with a WWWH#anticate header defined in [RFC2617].

3. When the CSP receives the response, the CSP $mnojuest which includes an Authorisation headéned in
[RFC2617]. The user identifier and its secret infation are used as username and password for ¢jenevathe
Authorisation header.

4. When the CSP-T Server receives the Authorisatiauée
o The CSP-T Server verifies the Authorisation header.

0 When the verification succeeds, the CSP-T Serveemgges user information to be included into the
Business Token, and stores the combination ofidsetifier from the Authorisation header and user
information to be included into the Business Token.

o0 The CSP-T Server then sends Marlin Action Tokerctvimcludes the Business Token with
AuthenticationInfo header defined in [RFC2617]he CSP as the response.

5. Given the Marlin Action Token, the CSP sends a {(Marotocol) request to CSP-T Server which inckide
Authorisation header calculated from its usernantegassword, and the Business Token.
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6. When the CSP-T Server receives the Authorisati@aéein the (Marlin Protocol) request, which indadhe
Business Token,

o The CSP-T Server verifies the Authorisation header.

o When the verification succeeds, the CSP-T Serveclchthe combination of user identifier and Busines
Token in the request with its stored combination.

o If the check succeeds, the CSP-T Server sends dilf\¢aiotocol) response and correlates user identif
and its secret information (i.e. user authentiegtigith device identifier (i.e. device authenticet).
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Appendix B. XML Schemas (Normative)

This appendix contains XML schemas relating to rmgss described in previous sections.

B.1 XML Schema for MarlinPrivateDataType Structure

This is the XML schema for MarlinPrivateDataTypeusture (see section 4.1.7.2):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<I-- schenma filename is csp-MrlinPrivateData.xsd -->
<xs:include schemaLocati on="csp- DRVPri vat eDat aType. xsd"/ >
<xs: conpl exType nanme="MarlinPrivat eDat aType" >
<xs: conpl exCont ent >
<xs:ext ensi on base="DRMWPri vat eDat aType" >
<Xs:sequence>
<xs: choi ce>
<xs: el ement nanme="MarlinLi cense" type="xs:base64Bi nary"/>
<xs:el ement name="MarlinToken" type="xs:base64Bi nary"/>
</ xs: choi ce>
<xs:any nanespace="##any" processContents="lax" m nQccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schema>

The DRMPrivateDataType structure is defined initteduded file “csp-DRMPrivateDataType.xsd” as

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" el enment For nDef aul t =" qual i fi ed"
attribut eFor nDef aul t =" unqual i fi ed" >

<xs:conpl exType name="DRMWPri vat eDat aType" abstract="true">
<xs:attribute nane="m neType" type="xs:string" use="optional"/>
<l-- NOTE: DRWPrivateDataType is an abstract type that can be extended and repl aced
by a specific instance type to carry nessages for a particul ar DRM system
Derived types of <DRMPrivateData> should include an <any>
construct to be prepared for future extensibility, as is done for
exanpl e for <MarlinPrivateData> -->
</ xs: conpl exType>
</ xs: schena>
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B.2 XML Schema for MIPPVControlMessage Format

This is the XML schema for MIPPVControlMessage (seetion 4.1.7.3.1):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema target Namespace="ur n: oi pf: csp: M PPVCont r ol Message: 2008"
xm ns: tns="urn: oi pf: csp: M PPVCont r ol Message: 2008" xm ns: xs="htt p://wwmv. wW3. or g/ 2001/ XM_Schema"
el enent For nDef aul t =" qual i fi ed" attri buteFornDef aul t ="unqualified">
<I-- schema filename is csp-M PPVControl Message. xsd -->
<xs: el ement nanme="M PPVContr ol Message" >
<xs: conpl exType>
<Xs:sequence>
<xs:el ement name="MarlinLi cense" type="xs:base64Bi nary" m nCccurs="0"/>
<xs: el ement name="MarlinActionToken" ni nCccurs="0">
<xs: conpl exType>
<xs: si mpl eCont ent >
<xs: ext ensi on base="xs: base64Bi nary" >
<xs:attribute name="absol uteAcquisitionTimng" type="xs:dateTi me"
use="optional "/ >
<xs:attribute nane="rel ativeAcqui sitionTi m ng" type="xs:duration"
use="optional "/ >
</ Xxs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conmpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schena>

B.3 XML Schema for HexBinaryPrivateDataType Structu  re

This is the XML schema for HexBinaryPrivateDataTgteucture (see 4.2.3.10.2):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<I-- schena filename is csp-HexBinaryPrivateDataType.xsd -->
<xs:include schenmalLocati on="csp- DRVPri vat eDat aType. xsd"/ >
<xs: conpl exType nanme="HexBi naryPri vat eDat aType" >
<xs: conpl exCont ent >
<xs:ext ension base="DRWri vat eDat aType" >
<Xs:sequence>
<xs: el ement nanme="Message" type="xs:hexBinary"/>
<xs:any nanespace="##any" processContents="lax" m nQccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schena>

The DRMPrivateDataType structure is defined inittiduded file csp-DRMPrivateDataType.xsd and isveian
section B.1.
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Appendix C. DRM Messages used in DAE (Informative)

The following table summarizes the DRM messagestiagid MIME-types used in sesndDRMMessageAP| defiimed
[OIPF_DAE].

Mime-type Description
application/vnd.marlin.drm.actiontoken+xml Marlin Action Token defined by [MRL BNSP]
application/vnd.oipf.mippvcontrolmessage+xml MIPPVControl Message as described in section 4.1.7.3.1
application/vnd.oipf.cspg-hexbinary CSPG-Cl+ message as described in section 4.2.3.4.1.1.2, “Mapping of

APDUs to DAE API or Events”

Table 23 DRM Messages used in DAE
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Appendix D. CSPG-CI+ Usage Examples (Informative)

Cl+ Host is the function in the OITF responsible fitanaging the dialog with the CSPG-Cl+. CSPG-Glteferred to
as Cl+ CAM in [CI+] specifications. It is an inteinfunction in OITF, not identified in [OIPF_ARCHI is shown on
the following sequence diagrams to help understandf interaction with other identified functions.

Management of content protection using CSPG-Cl+ngaisnpact on the protocols used for service disogvScheduled
Content or COD session establishment and manageawedéfined in [OIPF_PROT]. CSPG-CI+ protectedises can
be scheduled content services on managed netwofB®D streaming or download services on managed and
unmanaged networks. Following sequence diagramsrdyeexamples of services.

D.1 CSPG-CI+ Initial Power-on (Informative)

During initial power-on, the CSPG-CI+ and the Olfiitually authenticate each other using the Cl+entibation
mechanism. Figure 34 is an overview of the mechmankor further detail, please refer to [Cl+], sentb.

AlV or video/
Cl+ Host broadcast DAE Service
object

CSPG-CI+
(Cl+ CAM)

Power — on

<

No Stqred

Authentigation
Ke)

iertificate Verification & DH
Key Exchange

< Authentication Key >
Verification

First Power - on

Store Store
Authentication Autheftication
Key Hey

< SAC establishment >

Figure 34 CSPG-CI+ First Power-on

D.2 CSPG-CI+ Normal Power-on (Informative)

During initialization, if the CSPG-CI+ has storaatlzentication information, it only verifies thai$hauthentication
information is shared with the OITF. Figure 35isaverview of the mechanism. For further detaibgsle refer to [Cl+],
section 6.

A/V or video/
Cl+ Host broadcast DAE Service
object

CSPG-CI+
(Cl+ CAM)

> Power-on

Get Stored
S Authentication
! Key

1

g " Authentication Key >
° Verification

o < SAC establishment >

Figure 35 CSPG-CI+ Normal Power-on
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D.3 Live Session Example (Informative)

CSPG-Cl+ AN or video/
Cl +Host broadcast DAE Service
(Cl+ CAM) object
g Power-on
)
5 Get Stored
. lAuthentication
[ Ke
s Y
no_ < Authentication Key >
Verification
< SAC establishment >
Get SP&S (Broadcast Discovery record) N
Ll
SD&S
«— - — —|— == — — — — —
Browse () N
Ll
e «— — — — — — — —
o g igtChanneIConfig (..)
® < Play request
9%
o2 "
S © setChannel (...)
-3
Initiate Schedule Content Session (See [OIPF_ PROT])
Content Content Content
[t - -t
ca_pmt
|t _pmt()
| _ca pmt_reply () —
Content Content Content
[t - -t
| ClI+ protected Content > _unprojcted_Conteni PlayStateChange
{P/ayState=PIayingP

Figure 36 CSPG-CI+ Live Session Example
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Parental Control Management Example (Informativ = e)

CSPG-Cl+ AN or video/
Cl+ CAM Cl +Host broadcast DAE Service
( ) object
Power on
Live s¢ssion establishmept
*g‘ - Content - Content - Content
I.I>J | CI+ protected Content > | unprotected Contenh
©
S
€
o arental_control_info OnParentalRatingCh
o . - - : > > ge(..) . %
s ) .
k= Informatipn analyzed in
g | Stop DAE
adegcrambling Hide yideo/mute
Get page N
Ll
—_ HTML Page
5 «— — — T
€ o Request PinCode
o .=
% § < parental_control_req () _ | - setParentalCqntrolEnable ()
- =
c arental_control repl, (0/:4
§ 5 |- Lorental controLreply gt _K______ >
™
© Restart
o .
degcrambling
- Content - Content - Content
Cl+ protected Content unprotected Conten PlayStateChange
(PlayState=Playing,
Show vjdeo/unmute

Figure 37 Parental Control Management Example
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D.5 No Rights Event and Purchase Example (Informati  ve)
A/V or video/
CSPG-Ch Cl +Host broadcast DAE Service
(Cl+ CAM) .
object
Power on
Live s¢ssion establishment
g Content - Content - Content
g | Cl+ protected Content > _unpitected_Conteni
1
..E, rights_info() - - OnDRMRightsError (v‘
S
2 | stop Informatipn analyzed in
descrambling DAE
| __|_____ Hide yideo/mute  _ _ _ _ _ _ _ _ _ _ | -
Get to Rights Issuer URL () N
c Ll
2 | g H™L Page or CA_vendor_specific message
g -t Send_DRM_msg() - SendDRMMessage ()
g License Request -
2] Optional Commuhication using Cl+ Lpw Speed Communication resource with IP extension
L .
'n%, - License
L EEM_BRM_i’SG__@/Y_O> ________ 9K_ _ _ _ _ _ -
Restart
_ _descrambling_ _ _ _ _ | _ _ _ _ _ _ _ | ___ _ ___|_____ ___________ L
-t Content - Content - Content
Cl+ protected Content unprotected Contenh PlayStateChange
— = = (P/aysrare=PlayingP
Show [video/lunmute

Figure 38 No Rights Event and Purchase Example

Copyright 2009 © Members of the Open IPTV Forum e.V.



Page 83 (88)

D.6 VOD Session Example (Informative)

CSPG-Cl+ AN or video/
Cl +Host broadcast DAE Service
(Cl+ CAM) .
object
Power on
Get BCG metadata N
3 >
E <_____BC&meta_data_____
e BCG presentation N
=]
o
=) __ __CEHTMLPage __ _
[©] Select Gontent to Purchasge in BC )
> Connect to PurchasingURL i
CE-HTML Page
«— — — = — —
- YT 1" "7="7"""""7"7"/"¥"/"”"”"""\"” ™"~ Getservice specificinformation |
(XML HTTP request) N
c CA_vendor_specific message
S lg— ——"-Yendorspecliomessage
i < Send_DRM_msg( e SendDRMMessage ()
=]
g -
- License Request -
g Optional Commuhication using Cl+ Lpw Speed Communication resource with IP extension
(=] License
v [
| Send DRM msg replyyl _ _ _ _ _ _ _ k______ >
< Play (URL
Initiate Content On Demand Session (See [OIPF_PROT])
9 Content Content Content
g | -} -}
> ca_pmt
E g _pmt()
o
ca_pmt_repl
| _capmireply() _ )
Content Content Content
- - -
| ClI+ protected Content > | unprotected Conteni PlayStateChange
{P/ayState=PIayingP

Figure 39 VOD Session Example
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Appendix E.  CSPG-DTCP Session Setup Sequence Examples
(Informative)

This appendix describes session setup sequende€&RG-DTCP for following use cases:

* Scheduled Content service (Managed Model),

e COD streaming (Managed Model),

e COD streaming (Unmanaged Model), and

e HTTP streaming and download.

Note that SIP messages over HNI-IGI (between OIidFI&) are delivered over HTTP as specified in [BIPROT].
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E.1 Scheduled Content Service (Managed Model) (Info  rmative)

Figure 40 describes session setup sequence fod@eleContent service:

OITF CSPG-DTCP WAN [€] Service
-GW
P DTCP-AKE Interactions betwegn CSPG-DTCP , WAN-
N GW and IG are ngt standardised.
INVITE (SDP incl. mcast-addr) ~
Pass SDP, chegk rights INVITE (SDP
< d > ( )
If no rights to view this channel, 403 Forbidden will ,
be returned. P OK (SDP)
Pass SDP’
_ OK (SDP") < »
ACK R ACK
IGMP Join a
JQequest to Join .
IGMP Join
RTP with DTCP-IP
(multicast) RTP (multicast)
IGMP Leave & Join

Request to change
channel

<

IGMP Leavel& Join

RTP with DTCP-IP

l (multicast) l RTP (multicast)

Figure 40 Session Setup Sequence for Scheduled GmttService in Managed Networks
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Figure 41 describes CSPG-DTCP initiated teardowgniesece for Scheduled Content service. Note thaFQ@iid
Network initiated teardown sequences are the sandefned in [OIPF_PROT]:

OITF CSPG-DTCP WAN IG Service
-GW
) Interactions between CSPG-DTCP|
RTP with DTCP-IP WAN-GW and IG are not standardised.
(multicast)

RTP (multicast)

If required rights is changed in the middle of stream (e.g.,
Pay Per View) and CSPG-DTCP does not have the rights,
terminate a session with SIP BYE (403 Forbidden).

Notify to terminate

>
BYE

A

BYE

OK

OK

Figure 41 CSPG-DTCP Initiated Teardown Sequence foBcheduled Content Service
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E.2 COD Streaming (Managed Model) (Informative)

Figure 42 describes session setup sequence forst®&ming in Managed Network:

OITF CSPG-DTCP IG Service
P DTCP-AKE | Interactions between CSPG-DTCP
B | and IG are not standardised.
OPTIONS R OPTIONS
OK (SDP) _ OK (SDP)
INVITE (SDP) R

Pass Request-URI,SDP
Check rights

Get SDP’ (with updated IP addrgss and port)

¢ P INVITE (SDP")
If CSPG-DTCP does not have the rights to view OK (SDP")
this content, 403 Forbidden will be returned. <
Pass SDP”
¢ >
OK (SDP™ incl. RTSP URL , session ID)
ACK ACK

\ 4
A 4

CSPG-DTCP acts as
RTSP proxy.

RTSP PLAY RTSP PLAY

\4
\ 4

OK OK

<
<

lRTP with DTCP-IP l RTP

&
<«

Figure 42 Session Setup Sequence for COD StreamiimgManaged Networks
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E.3 CoD Streaming (Unmanaged Model) (Informative)

Figure 43 describes session setup sequence forsi@&ming in Unmanaged Networks:

OITF

A

DTCP-AKE

CSPG

-DTCP

CSPG-DTCP acts as RTSP proxy.

Service

RTSP DESCRIBE

RTSP DESCRIBE

A 4

v

A

 SDP’ P SDP
RTSP SFTUP _ RTSP SFTUP _
, OK P OK
If CSPG-DTCP does not have the rights to view this
content, 403 Forbidden will be returned.
RTSP PI AY _ RTSP PIL AY _
OK OK

Figure 43 Session Setup Sequence for COD StreamiimgUnmanaged Networks

' RTP with DTCP-1P

&
<

E.4 HTTP Streaming and Download (Informative)

Figure 44 describes session setup sequence for ildf&&ming and download:

OITF

A

DTCP-AKFE

CSPG-DTCP

RTP—

CSPG-DTCP acts as HTTP proxy.

Service

HTTP GET

A 4

HTTP GET

L

‘ DTCP-1P ‘ DATA

If CSPG-DTCP does not have the rights to view
this content. 403 Forbidden will be returned.

Figure 44 Session Setup Sequence for HTTP Streamiagd Download

[
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