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Foreword

This Technical Specification (TS) has been produne®pen IPTV Forum.

This specification provides multiple options fons® features. The Open IPTV Forum Profiles speitica
complements the Release 2 specifications by defitiia Open IPTV Forum implementation and deploynpeotfiles.
Any implementation based on Open IPTV Forum speatifbns that does not follow the Profiles spectfaracannot
claim Open IPTV Forum compliance.

Introduction

The Open IPTV Forum Release 2 Specification cansibhine Volumes:

Volume 1 - Overview,

Volume 2 - Media Formats,

Volume 2a — HTTP Adaptive Streaming

Volume 3 - Content Metadata,

Volume 4 - Protocols,

Volume 4a — Examples of IPTV Protocol Sequences,
Volume 5 - Declarative Application Environment,
Volume 6 - Procedural Application Environment, and

Volume 7 - Authentication, Content Protection amsivie Protection.

The present document, the Declarative ApplicatiomiEnment Specification (Volume 5), specifies IW&E
functionality of the Open IPTV Forum Release 2 $olu
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1 Scope

The Open IPTV Forum has developed an end-to-endigolto allow any consumer end-device, compliarthe Open
IPTV Forum specifications, to access enriched ardgnalized IPTV services either in a managedrmramanaged
network.

Its functional architecture specification [OIPF_ARZ] defines a block called OITF which resides imesilde residential
network. The OITF includes the functionality reauairto access IPTV services for both the unmanagédre managed
network.

Part of these functionalities is tBeclarative Application Environment (DAE): a declarative language based
environment (browser) based on CEA-2014 [CEA-20]4eApresentation of user interfaces and includingpting
support for interaction with network server-sidglégations and access to the APIs of the other GUFEtions.

The DAE is the focus of this specification.
The requirements for specifying this functionabig derived from the following sources:
e Open IPTV Service and Platform Requirement for QIPF_REQS2];

e Open IPTV Functional Architecture for R2 [OIPF_ARZH

Copyright 2010 © Open IPTV Forum e.V.



Page 12 (356)

2 References

2.1 Normative references

[3GPP TS 24.229]

3GPP, TS 24.229, “IP Multimedia Call Control Protobaked on Session Initiation Protocol (SIP) and
Session Description Protocol (SDP) Stage 3 (Rel@gse

[CEA-2014-A]

CEA, CEA-2014-A, (Including the August 2008 Errats)yéb-based Protocol Framework for Remote
User Interface on UPnP Networks and the Interneti¥CE)”,

[TS 102 539]

ETSI TS 102 539, “Digital Video Broadcasting (DVB); i@age of Broadband Content Guide (BCG)
information over Internet Protocol (IP)

[TS 102 809]

ETSI TS 102 809 “Digital Video Broadcasting (DVB)g8alling and carriage of interactive applicatior
and services in Hybrid broadcast/broadband enviemsi

%]

[TS 102 851]

ETSI TS 102 851, “Digital Video Broadcasting (DVB)nifbrm Resource Identifiers (URI) for DVB
Systems”

[DVB-IPTV]

ETSI TS 102 034.V1.4.1, “DVB-IPTV 1.3: TransportMPEG-2 TS Based DVB Services over IP Bas
Networks (and associated XML)”

[EN 300 468]

ETSI EN 300 469, “Digital Video Broadcasting (DVB}p&ification for Service Information (Sl) in
DVB Systems”

[TISPAN] ETSI TS 183 063, “Telecommunications and Intermeiverged Services and Protocols for Advanced
Networking (TISPAN);IMS-based IPTV stage 3 specifion”

[I[EC62455] IEC, IEC 62455, “Internet protocol (IP) and transpgiream (TS) based service access”

[RFC1321] IETF, RFC 1321, “The MD5 Message-Digest Algorithm’rih 1992.

[RFC2109] IETF, RFC 2109, “HTTP State Management Mechanismbylrary 1997.

[RFC2119] IETF, RFC 2119, “Key words for use in RFCs to Indidaggjuirement Levels”, March 1997.

[RFC2326] IETF, RFC 2326, “Real Time Streaming Protocol (RTSRril 1998.

[RFC2616] IETF, RFC 2616, “Hypertext Transfer Protocol -- HTTR/, June 1999.

[RFC3550] IETF, RFC 3550, “RTP: A Transport Protocol for Real-€ispplications”, July 2003.

[RFC3840] IETF, RFC 3840, “Indicating User Agent Capabilitieghie Session Initiation Protocol (SIP)”, August
2004.

[RFC3841] IETF, RFC 3841, “Caller Preferences for the Sessidiation Protocol (SIP)”, August 2004.

[MPEG-T7] ISO/IEC 15938-5, “Multimedia Content Description Iritee - Part 5:Multimedia description schemes”
May 2003"

[JFIF] JPEG File Interchange Format, Version 1.02, Erimhtan, C-Cube Microsystems, September 1, 1992

[PRES] OMA, OMA-TS-Presence_SIMPLE_XDM-V1_1-20080627-AréBence XDM Specification”

[IM] OMA, OMA-TS-SIMPLE_IM-V1_0-20080820-D, “Instant Msaging using SIMPLE".

[CSS3 U] W3C, “CSS3 Basic User Interface Module”, May 2004.

[CSS3 BG] W3C, “CSS Backgrounds and Borders Module Level 3", vy Draft 10 September 2008.

[DOM 2 Core]

W3C, “Document Object Model (DOM) Level 2 Core Spieeifion - Version 1.0”, November 2000

[DOM 2 Events]

W3C, “Document Object Model (DOM) Level 2 Events Sifieation - Version 1.0”, November 2000

[DOM 2 HTML]

W3C, “Document Object Model (DOM) Level 2 HTML Spécation - Version 1.0", January 2003

[DOM 2 Views]

W3C, “Document Object Model (DOM) Level 2 Views Sjieation - Version 1.0”, November 2000

[DOM 3 Events]

W3C, “Document Object Model (DOM) Level 3 Events Sifieation - Version 1.0", December 2007

[HTML5]

W3C, “HTMLS5 - A vocabulary and associated APIs forML and XHTML, Working Draft 25 August
2009”

[SVG Tiny 1.2]

W3C, “Scalable Vector Graphics (SVG) Tiny 1.2 Speation”, August 2006

[Web-Storage]

W3C, “Web-Storage”, Last Call Working Draft 22 Decean2009

Copyright 2010 © Open IPTV Forum e.V.



Page 13 (356)

[Widgets-Access]

W3C, “Widgets 1.0: Access Requests Policy”, Last @&rking Draft, 8 December 2009

[Widgets-APIs]

W3C, “Widgets 1.0: Widget Interface”, Candidate Recandation, 22 December 2009

[Widgets-DigSig]

W3C, “Widgets 1.0: Digital Signature”, Candidate Recoendation, 25 June 2009

[Widgets-Packaging]

W3C, “Widgets 1.0: Packaging and Configuration”, Gdate Recommendation, 1 December 2009

[Window Object]

W3C, “Window Object 1.0", April 2006

[XHR]

W3C, "The XMLHttpRequest Object", April 2008

[DLNA]

DLNA Networked Device Interoperability Guidelinesigust 2009

2.2 Open IPTV Forum references

[OIPF_SERV?]

Open IPTV Forum, “Services and Functions for Rededs V1.0, October 2008.

[OIPF_REQS?]

Open IPTV Forum, “Open IPTV Forum Service and Blatf Requirements”, V2.0, December 2008.

[OIPF_ARCH2]

Open IPTV Forum, “Open IPTV Forum, Functional Atelsture — VV2.0”, September 2009.

[OIPF_MEDIAZ2]

Open IPTV Forum, “Release 2 Specification, Volume\2edia Formats”, V2.0, September 2010.

[OIPF_HAS2]

Open IPTV Forum, “Release 2 Specification, Volume-24TTP Adaptive Streaming”, V2.0, Septembe
2010.

=

[OIPF_META2]

Open IPTV Forum, “Release 2 Specification, Volume Gontent Metadata”, V2.0, September 2010.

[OIPF_PROT2]

Open IPTV Forum, “Release 2 Specification, VolumeRrotocols”, V2.0, September 2010.

[OIPF_PROT2_EX]

Open IPTV Forum, “Release 2 Specification, Volume-&xamples of IPTV Protocol Sequences”, V2
September 2010.

[OIPF_PAEZ2?] Open IPTV Forum, “Release 2 Specification, VolumeRsocedural Application Environment”, V2.0,
September 2010.
[OIPF_CSP2] Open IPTV Forum, “Release 2 Specification, VolumeAuthentication, Content Protection and Servic

Protection”, V2.0, September 2010.

D

Copyright 2010 © Open IPTV Forum e.V.



Page 14 (356)

3 Terminology and conventions

3.1 Conventions

All sections and annexes, except “Scope” and “bhition”, are normative, unless they are expliditigicated to be

informative.

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

In sections of the present document whose predsiigdicated by one of the capabilities define®ettion 9.3, use of
the [RFC2119] terms “MUST", “SHALL”" or “REQUIRED” pplies only when the capability is made availabl®AE
applications. They do not have the effect of makhag section mandatory.

In this document, “application” means “declaratamplication” (browser based application) throughtbet DAE
specification, as opposed to the “procedural appbias” (Java based applications) defined in th& pkatform

specification.

In the documented APIs ECMAScript attributes amdrarrite unless otherwise specified.

The type Integer” is not a valid Javascript type as is. It is uasd short hand notation for a subset of typenber”
which includes only the numbers that can be writtithout a fractional or decimal component.

3.2 Definitions

Term

Definition

Audio from memory

Audible notifications and audio clips intended tofayed from memory.

Broadcast related
application

Interactive application associated with a televisio radio channel, with part of a television chalr(e.g.
a particular program or show) or other televisiontent. Often referred to as “red button” applicas in
the industry, regardless of how they are actualisted by the end user.

Broadcast independent
application

Interactive application not related to any TV chalror TV content or to the currently selected sevi
provider.

ne

Control Ul The Remote Ul that controls DAE applications in @@F, sent from an IPTV Applications server via t
OITF or pre-stored in the OITF, and rendered inDh&lA RUIC on the Remote Control Device.

DLNA RUIC A DLNA device with the role of finding and loadimgmote Ul content exposed by a DLNA RUIS
capability and rendering and interacting with tHecbintent.
Note: This terminology references the DLNA RUI sfieation.

DLNA RUIS A DLNA Function in the OITF with the role of expogj and sourcing Ul content.

Note: This terminology references the DLNA RUI sfieation.

Embedded object

A software module that extends the capabilitiehefOITF browser. Features provided by an embedd
object are made available to DAE applications tgtothe methods and properties of a specific jaygisc
object.

HTML document

An XHTML document and associated style and sciips ftonforming to the restrictions and extension
defined in the present document.

Uy

Key Event Event sent to a DAE application in response to friimm the end-user. This input is typically gerleda
in response to the end-user pressing a buttonconentional remote control. It may also be gereraty
some other mechanism on alternative input devigels as game controllers, touch screens, wands or
drastically reduced remote controls.

Mandatory The feature is an absolute requirement of the 8pation (a “MUST” as defined by RFC 2119).

Non-visual embedded
object

A non-visual embedded object is an embedded otfjathas no visible representation and cannot get
input focus

Optional

The feature is truly optional (a “MAY” as definegt RFC 2119).

Remote Control Device

A mobile or portable device which has the functidpaf the DLNA RUIC.
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Remote Ul

The display of a Ul from one device on a seconth{te) device across a network.

Service provider related
application

Interactive application related to the service jtew selected through the service provider selactio
process.

Trick Mode

Facility to allow the User to control the playbaxkContent, such as pause, fast and slow playback,
reverse playback, instant access, replay, forwaddraverse skipping.
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3.3 Abbreviations

In addition to the Abbreviations provided in Volurhgthe following abbreviations are used in thituwee.

Abbreviation Definition

AJAX Asynchronous JavaScript and XML
CRID Content Reference Identifier

CSSs Cascading style sheets

DOM Document object model

GIF Graphics Interchange Format
HE-AAC High Efficiency AAC

JPEG Joint Photographic Experts Group
PNG Portable Network Graphics

PSI Public Service Identifier

RCF Remote Control Function

SVG Scalable Vector Graphics

TLS Transport Layer Security

WAVE Waveform audio format
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4 DAE overview

This specification builds on the capability modefided in CEA-2014 [CEA-2014-A] in order to expdsean IPTV
service provider the capabilities of any particdiF.

In addition to what is defined in CEA-2014, othembinal capabilities are defined in Section 9.3erovg most of the
features defined in this specification. This docotdoes not define whether these capabilities anedatory or not.
Other documents or specifications need to addhe¢sA small minimum set of capabilities are defifie Section 9.2.

Section 3.1 of this document defines how to interiRFC2119] terms like "SHALL" in sections of tldscument
included in a capability. In sections of this doamnwhich are not covered by capabilities, tertks ISHALL" apply as
used in each section.

4.1 Architecture of DAE

This section will introduce the basic conceptshia &rchitecture of the DAE specification and thelationships. [CEA-
2014-A] is the baseline technology for the DAEphrticular the following requirements hold:

e The OITF SHALL support the i-Box model as definadCEA-2014-A] with the changes described in AnBesf
this document, in particular all requirements fori-8ox remote Ul client as defined in Section 8,1Sections 5.2
through 5.8 and Section 5.10 of CEA-2014-A (i.eRamote Ul client requirements inside the subsestihat are
marked as either “Mandatory for every RUIC” or “M#atory for i-Box” except where modified by AnnexoBthis
document). This also includes (through referena@exes C, F, G, H, | of [CEA-2014-A]. The OITF SHARIso
support the following features which are not maadator the i-box model.

o 5.6.1 Multicast notifications
o 5.7.1 Streamed A/V Content
o 5.7.3 Full-screen video

e The OITF MAY support the 2-box and/or 3-box modidddined in [CEA-2014-A]. Note that by default thedrface
with the AG and IG deviates from CEA-2014’s 2-bosdal and 3-box model. An overview of these diffeeis
given in Section 4.1.1.

* A mandatory requirement in CEA-2014-A remains maoigafor the OITF, and recommended and optional
requirements in CEA-2014-A remain recommended artibioal for the OITF, unless explicitly specifiedfdrently
inside this DAE specification. A detailed desciptiof these differences can be found in Annex B.

« In case of a conflict between a CEA-2014 requireraed a normative statement in the DAE specificattbe
normative statement in the DAE specification SHAbdve priority.

4.1.1 Remote Ul and box models (Informative)

The architecture overview from Section 4.1 of [CE®14-A] defines various box models. Next to theoxBnodel for
accessing IPTV service providers or 3rd party imteservices, it defines a 2-Box and 3-box modeirfdhome remote
Ul. Box Models are divided by not only where thevee resides but also where the Ul control poistde to perform
discovery and setup of a remote Ul connectionaseof the 2-Box and 3-box model the Ul controhpa a UPnP
control point that discovers in-home servers. dsecof the 2-box model, there is a UPnP Remotebtral point inside
the OITF. If the UPnP remote Ul control point residn an external device (e.g. web pad, remoteaiter), whereby
the external device lists the Remote Ul serverssatsl up a Ul connection between the OITF and RetdbBerver this
is called the 3-box model. An OITF that suppores 3dbox model must be discoverable through UPreH,isnd expose
the profile information of a Remote Ul client teethome network.

For the OITF, only the CEA-2014-A i-Box model is naatory. The 2-box and 3-box models are optionlaé default
interaction with the Application Gateway (AG), théS Gateway (IG) and the CSP gateway (CSPG) deuiatiee
following manner. However, it is not precluded &r AG, IG, CSPG or other devices in the home ndtwmexpose
themselves as a regular UPnP Remote Ul serveistbatnpliant with CEA-2014, for example to servieemote Ul of
its configuration screen to the OITF.

e« The AG is similar to a level 1 remote Ul servedafined in Section 5.1.1.2 of [CEA-2014-A], withetdifference
that [Req. 5.1.1.2.d] is replaced with a differdavice description. The device description of ti& i& defined in
Section 10.1.1.2 of [OIPF_PROTZ2]. The requirem@Rex. 5.1.1.2.b] and [Req. 5.1.1.2.c] are now oyativa URL
to the XML Ul Listing is provided by element <agldiSerURL> of the AG Description XML document. Ndtet
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the UPnP Device description of the AG MAY offer E&2014-A compatible level 1 or level 2 remote Bheer in
its UPnP device hierarchy that point to the samel )M listing.

e The IG enables the discovery of IPTV services thhotihe HNI-IGI interface as defined in [OIPF_PROTBhis is
quite different from a level 1 or level 2 remote 4éirver. The details of the device discovery ofilthare defined in
Section 10.1.1.1 of [OIPF_PROT2].

Irrespective of the box models, and the discoveegtmanism used, the OITF performs the following gelngteps to set
up a connection to any internet or in-home service:

1) Setup & Connect phase:

a) The OITF connects to a URL of a DAE applicatioreoéd by a server over an HTTP connection. The QITF’
capability profile is conveyed to the server, uding “User-Agent” HTTP header, to enable the setwexdjust
the contents to the DAE capabilities of the OITIR. @ITF that supports additional content formatg.(Elash)
can also convey these extensions to the server.

b) After setting up the connection, the XHTML and/&fG contents that constitute the DAE application are
downloaded to the OITF.

¢) This connection can also be set up by a separa@obiirol Point in case of an OITF that supportste$
model.

2) Presenting web content:

a) After downloading the XHTML and/or SVG contentsg tAAE application may become active and display a
user interface as defined by the XHTML and/or S\t¢@&tents.

3) Controlling the UI:

a) Remote control, keyboard and mouse events canrzdthwithin scripts.

b) Native control for web forms and spatial navigatioust be supported.

c) Client-side scripting control for the playback aVAcontent must be supported.
4) Dynamic Ul Updates:

a) User interfaces can be dynamically updated by ¢hees using a persistent TCP connection (NotifStake
through XML updates over an HTTP connection (AJAX).

5) 3rd Party Notifications:

a) Notification messages linked to Ul content canvaron the OITF outside of an active Ul interactimtween
the OITF and the server.

4.1.1.1 i-Box model

The i-Box Model supports the remote presentatiah@mtrol of Uls that reside on a server on therimt (WAN). The
client (OITF) resides within the home domain, aséither non-discoverable and has a built-in “Catina setup and
control” to perform connection management relatgerations, or is discoverable by an external seddll Control
Point within the home domain that allow the conitecmanagement related operations to be contro§eahother
device. This configuration is depicted in the dagrbelow.
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OITF/DAE Remote Ul Server

(Non-Discoverable or (Internet)
Discoverable

____________________

! Connection ! s :
! Setupand ! i Ukcopitel
i control | Point s o

optional

___________________

Figure 1: i-Box Model

4.1.1.2 2-Box model

The 2-Box Model describes a configuration in whilsl server is discoverable in the home networkcéthe client
is not discoverable, it must have a Ul Control Pairorder to be functional in the network to béeato discover an
AG device description (as defined in Section 10aiPF_PROT?2]), or a Remote Ul server descriptiodescribed
in Section 5.1 of [CEA-2014-A].

OITF/DAE Application
: Gateway (AG)
(Non Discoverable) < q and/or RUI Server
Ul Control (Discoverable)
Point

Figure 2: 2-Box Model

4.1.1.3 3-Box model

When both the Remote Ul Server and the Remote léh€Care discoverable, the configuration can beritesd by
the 3-Box Ul Model. This configuration has no rigion on the location of the Ul Control Point fitre discovery
and connection management, as illustrated in thgrdim below.

Application Gateway

OITF/DAE (AG) and/or RUI
Server
(Discoverable)
e VR i > (Discoverable)
i Ul Control :
i Foirt i Ul Control i Ul Control :
""""""""" ; Point N Point !

Figure 3: 3-box Model

Copyright 2010 © Open IPTV Forum e.V.



Page 20 (356)

4.2 Gateway discovery and control

This section describes how DAE applications discole information of the gateway and subsequentigracts with the
gateway. The discovery of the IG and AG by the O#F& defined in Section 10.1 of [OIPF_PROT?Z2]. Tleeavery
takes place prior to the DAE application beingiatited. The information about the discovered gatgsis made
available to DAE applications through thppTication/oipfGatewayInfo embedded object. DAE applications
can use this gateway information to interact whih discovered gateways (e.g. IG, AG, CSP gatewdysaron). The
application/oipfGatewayInfo embedded object SHALL be made accessible thrdugDOM with the interface
as defined in Section 7.7.1.

Access to the functionality of trepp1ication/oipfGatewayInfo embedded object is privileged and SHALL
adhere to the security requirements defined ini@ed0.1

4.3 Application definition

This section defines what is meant by the concept'DAE application’; which files and assets amnsidered to be part
of a DAE application and how this relates to DABlagation security and lifecycle.

A DAE application is an associated collection ofdiments (typically ECMAScript, CSS and HTML or SVG
documents) from the same fully-qualified domainiesa specified differently in Section 5.1.1.3 anthwhe exception
of Widgets as specified in Section 4.3.9. Whilgt ttocument is loaded within the browser, an adustitbrowser object
(theoipfApplicationManager object), defined in Section 7.2.1 may be instaeddy a DAE application. The
AppTlicationManager object provides access to thpp1ication class defined in Section 7.2.2.

The difference between a DAE application and aititathl web page is that web pages are stand-alatheno formal
concept of a group of pages or a context withincila group of pages are loaded and execute. Forgason, the
definition and details of a DAE application focusasthe application execution environment and tditenal
capabilities provided to DAE applications. The nexbsections describe some of the differences.tibddi details
about the DAE application lifecycle can be foundgction 5.1

4.3.1 Similarities between applications and traditi  onal web pages

DAE applications are comprised of pages which areeptually no different from traditional web pagBeth pages in
a DAE application and traditional web pages cafuihe the contents of other documents. These indlddeuments can
have a variety of types, including Cascading SBHeets (CSS), ECMAScript, SVG, JPEG, PNG and GIF.

A dynamic DOM, combined with XMLHttpRequest, persnRJAX-style changes to the current page in a DAE
application or web page without necessarily repig¢he entire document.

4.3.2 Differences between applications and traditio  nal web pages

A DAE application provides shared context and statemon to a number of pages — a concept whichntddesmally
exist in the web. Loading and unloading pages withe context of a DAE application is the sameoasling and
unloading web pages. The application context iretlidformation about the state of an applicatiomfthe platform’s
perspective — permissions, priority (for exampléjoh to terminate first in the event of insuffictaesources) and
similar information that spans all documents witamapplication during the lifetime of that apptioa.

An OITF MAY support the execution of more than application simultaneously. Applications MAY shahe same
screen estate in a defined and controlled fasHibis. differs from multiple web pages, which areitgtly handled
through different browser “windows” or “tabs” ancagnnot share the same screen estate concurreltitigygh the
details of this behaviour are often browser-depat)dé his also differs from the use of frames, whiapart from
iframes, do not support overlapping screen estdteere simultaneous execution of more than one egiin is
supported, both foreground and background appdincatSHALL be supported simultaneously.

Where simultaneous execution of more than one egijdn is supported, applications SHALL be recordétin a
hierarchy of applications. Each object represergimgpplication possesses an interface that preadeess to methods
and attributes that are uniquely available to aapilbns. For example, facilities to create andrdgstpplications can be
accessed through such methods.
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4.3.3 The application tree

Where simultaneous execution of more than one egijpdn is supported, applications are organisealariree structure.
Using thecreateApplication() method as defined in Section 7.2.2.2, applicat@arseither be started as child
nodes of the application or as a sibling of theliappion (i.e. added as an additional child of taggplication’s parent).
The root node of an application tree is createchdpading an initial application URI or by creatiagibling of an
application tree’s root node. An OITF MAY keep tkaaf multiple application trees. Each of these widlial application
trees are connected to a hidden system root nodeaimed by the OITF that is not accessible by ppplications.

Applications created while the DAE environmentuaming (e.g. as a result of an external notifiggtidnat are not
created throughreateApplication() SHALL be created as children of the hidden systeot node.

4.3.4 The application display model
Applications SHALL be displayed on the OITF in asfeethe application visualization modes as defire&éction 4.4.6.

The mode used SHALL be determined prior to iniiafion of the DAE execution environment and shatbjst until
termination or re-initialization of the DAE exeauti environment. The means by which this mode éseh is outside
the scope of this specification.

Each application has at least one associated @®hdiow object and DOMocument object that represents the
document or documents that are currently loadethtrapplication. Even “windowless” applicatiohat are never
made visible have an associated D@fvhdow object.

4.3.4.1 Manipulating an application’s DOM Window ob  ject

Standard DOMvindow methods are used to resize, scroll, position andss the application document (see Section
4.4.6). Many browsers restrict the size or locatibwindows; these restrictions SHALL NOT be enfmdor windows
associated with applications within the browseaarmy area of the display available to DAE appla@s may be used
by any application. Thus, ‘Widget'-style applicat®can create a small window that contains onhafi@ication
without needing to be concerned with any minimure sestrictions enforced by browsers.

4.3.5 The security model

Each application has a set of permissions to parf@rious privileged operations within the OITF €lfrermissions that
are granted to an application are defined by ttersection of three permission sets:

1) The permissions requested by the application, usiegnechanism defined in Section 10.

2) The permissions supported by the OITF. Some psioms may not be supported due to capability gins (e.qg.
thepermission_pvr permission will never be granted on a receiver diogs not support PVR capability).

3) The permissions that may be granted, as deternbipeder settings or configuration settings spetifig the
operator (e.g. blacklists or whitelists; see Secfi6 for more information). This is a subset 9f ghd may be
different for different users.

4.3.6 Inheritance of permissions

Applications created by other applications (e.@gnaishe methods described in Sections 5.1.1.2101 8) SHALL NOT
inherit the permissions issued to the parent agiidin. The permissions granted to the new apptinatiill be defined by
the mechanism specified in Section 10.

When an application uses cross-document messagidgfimed in [HTML5] to communicate with anothgpéication,
any action carried out in response to the messkigd_ 5 take place in the security context of the apation to which

the message was sent. Applications SHOULD take ttaensure that privileged actions are only tdkeesponse to
messages from an appropriate source.

4.3.7 Privileged application APIs

The privilege model implemented with applicatiosdased upon requiring access toAhe11ication object
representing an application in order to accesgtivéleged functionality related to applicationddycle management and
inter-application communication.
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4.3.7.1 Compromising the security

Since applications have accesa\pp11ication objects, it is possible for applications to compige the security of the
framework by passing these objects to untrusteé.dedr example, an application could raise an eweratn untrusted
document and pass a reference tap 11 cation object in the message. Where simultaneous execafimore than
one application is supported, any calls to mettadanApp1ication object from pages not running as part of an
application from the same provider SHALL throw aroe as defined in Section 10.1.1.

4.3.8 Active applications list

Where simultaneous execution of more than one egijpin is supported, the OITF SHALL maintain a ééapplication
nodes ordered in a “most recently activated” ordthre active applications list. This list is ussdtie cross-application
event dispatch algorithm as defined in Section74aéhd is not directly visible to applications.

An application is activated through calling thetivateInput() method of the application node. This marks an
application as active and SHALL insert the applaragt the start of the active application lisinfaring it from the list
firstif it is already present).

An application is deactivated through theactivateInput() method of the application node. This marks an
application inactive and SHALL remove it from thetige application list.

The currently active application is the applicatairthe start of the active application list.

This specification does not define any behavioundfe than one copy of the browser is executing.

4.3.9 Widgets

DAE Widgets are a specialization of DAE applicai@s defined in Section 4.3 of this document &iadesaspects with
W3C Widgets.

W3C Widgets are standardized by the “Widgets 1ndilfaof specifications” as described in Section &f4[Widgets-
Packaging]. Section 11 of this document specifieglwparts of W3C Widgets specifications are ingarped by DAE
Widgets. From here on, when using the word “Widget"will refer to DAE Widgets as defined in thisesffication.

Widgets can be primarily seen as packaged DAE egipdins. Since they are packaged, it is possiblate a single
download and installation on an OITF. Widgets mizp &e installed on an OITF via non-HTTP distribatchannels
and even over off-network channels (e.g. a USB thdnive). Packaging also provides an easy way jpogeand/or
update applications on the OITF when it is insthllethe home. The packaging and configuration DRA&E Widget is
described in Section 11.1.

Since DAE Widgets are DAE Applications everythihgttis defined for a DAE Application is also applite to a
Widget unless specified. Furthermore Widgets smxeral specific features as defined in Section 11.

4.4 Resource Management

This section describes how resources (includinggramular resources such as memory and display areshared
between multiple applications that may be runningutaneously. Applications SHOULD be able to takerthe loss of
scarce resources if they are needed by anotheicafh, and SHOULD follow current industry besagtises in order
to minimize the resources they consume.

This specification is silent about the mechanisnmsfaaring resources between DAE applications aner@tpplications
running on the OITF. In the remainder of this sactind this document, the term application refeksly to DAE
applications

4.4.1 Application lifecycle issues

Where simultaneous execution of more than one egjin is supported, if an application attemptstést and not
enough resources are available, the applicatidm tivé lowest priority MAY be terminated until sufiént resources are
available for the new application to execute oilumtt applications with a lower priority are runginApplications
without a priority associated with them (e.g. apgiions started by the DRM agent, see Section B)ISHALL be
assumed to have a priority of Ox7F.
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Applications may register a listener fopp1icationunloaded events (see Section 7.2.1.4) to receive notificatif
the termination of a child application where simokous execution of more than one applicationppated.

Failure to load an asset (e.g. an image file) d8 @& due to a lack of memory SHALL have no effentthe lifecycle of
an application, but may result in visual artefdetg. images not being displayed). Failure to laadHTML file due to a
lack of memory MAY cause the application to be t@ated.

4.4.2 Caching of application files

Application files MAY be cached on the receiveomer to improve performance; this specificatiosiient about the
use of any particular caching strategy.

4.4.3 Memory usage

Applications SHOULD use current industry best pesct to avoid memory leaks and to free memory vithiemo
longer required. In particular, applications SHAuhregister all event listeners before terminataord SHOULD
unregister them as soon as they are no longerrestjui

Where available, applications SHALL use explicistlactor functions to indicate to the platform thedources may be
re-used by other applications.

Applications MAY use thgc () method on thapplication/oipfApplicationManager embedded object to
provide hints to the OITF that a garbage collectipale should be carried out. The OITF is not memflito act on these
hints.

The LowMemory event described in Section 7.2.1.4 SHALL be gaeedravhen the receiver is running low on memory.
The amount of free memory that causes this evelne tpenerated is implementation dependent. Agfita may
register a listener for these events in order tall@low-memory situations as they choose best.

4.4.4 Instantiating embedded objects and claimings  carce system
resources

The objects defined in Section 7 of this specifaraare embedded objects. These are typicallyntisted through the
standard DOM 2 methods for creating HTML objectsheroipfobjectFactory as defined in Section 7.1.

All embedded objects as defined in Section 7 SHAIQT claim scarce system resources (such as a hiybmét) at the
time of instantiation. Hence, instantiation SHALION fail if the object type is supported (and suéfit memory is
available).

For each embedded object for which scarce resmanti#icts may be a problem, the state diagram hegitcompanying
text define how to deal with claiming (and releg$iacarce system resources.

NOTE: instantiated embedded objects do not hawe tadded to the DOM tree in order for their ECMASICAPI to be
usable.

4.4.5 Media control

If insufficient resources are available to pregbatmedia, the attempt to play the media SHOULDefatept for the
specific case of starting to play audio from mem(@ae below). For the video/broadcast object,shédl be indicated by
acChannelchangeError event with a value of 11 for the error state. &oA/V Control object, therror property
shall take the value 3.

Instantiation of asideo/broadcast or A/V Control object does not cause any scarseures to be claimed. Scarce
resources such as a media decoder are only cldotieding a call to thesetChannel (),

bindToCurrentChannel (), nextChannel() orprevChannel () methods on &ideo/broadcast object or
thepTay () method on an A/V Control object. By implicationstantiating asideo/broadcast or A/V Control

object does not cause the media referred to bglifect’'s data attribute to start playing immedigt&ee Section
7.13.1.1 for details of when scarce resourcesadeased by &ideo/broadcast object and Section 7.14.1.1 when
scarce resources are released by an A/V Contretbbj
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In the specific case of a request to play audimfrmemory while broadcast or broadband streamingdsdeing
played and where the terminal does not supportngittie audio from memory with the already playindia, the
following shall apply;

e The audio from memory shall have priority and sh@brrupt the already playing audio.
e The interrupted presentation shall be resumed aattoally by the terminal when the interrupting audinds.

When audio from memory is interrupted by a resolwes, or when streaming video or audio presemtasionterrupted
by a resource loss caused by another requestréamsing audio or video presentation, the presemtati cancelled and
SHALL NOT be restored automatically by the OITF.

This specification is intentionally silent aboutlaéing of resource use by embedded applicatiorisdimg scheduled
recordings.

4.4.6 Use of the display

A compliant OITF SHALL support at least one of foowing application visualization modes for managthe display
of applications:

1) Multiple applications may be visible simultaneoysiyth the OITF managing focus between applicatidmg with
DAE applications managing their own size, positém visibility. In this mode the following holds:

a) Many browsers restrict the size or location of vaing; in this application visualization mode thesstrictions
SHALL NOT be enforced for windows associated wipipléications within the browser area. Any area @&f th
display available to DAE applications may be usgaiby application, and no minimum size is enforfoed
applications. An application may choose to resizdisplay its DOMw1indow as appropriate, using properties
and methods on the DO ndow object. If this application visualization modesigpported, the following
properties and methods SHALL be supported on timelew object in addition to what is stated in [CEB32-
A]: resizeTo(), moveTo(), andscreen.

Note that the display of applications exceedingmfaimum size of the browser area or of applicatipartially
positioned outside the browser area may be cropped.

b) applications from the same service provider thatigended to run simultaneously SHOULD take careot
ordinate their use of the display in order to eaghat important Ul elements are not obscured.

2) Multiple applications may be visible simultaneoysijth the OITF managing the size, position, viiipiand focus
between applications. In this case methpelsizeTo() andmoveTo() are either not supported on thiendow
object, or have no effect whilst the OITF rendgrglizgations in this mode.

3) Only one application is visible at any time; switanto a different application either hides thereutly-visible
application (where simultaneous execution of mbemtone application is supported) or terminatestineently
visible application (where simultaneous executibmore than one application is not supported). eehanism
for switching between applications is implementatttependent. In this case, thieow(), hide(),
activateInput() anddeactivateInput() methods of thepplication object provide hints to the
execution environment about whether the user shoeildotified that an application requires attentibime
mechanism for notifying the user is outside thepscof this specification.

Applications SHALL be created with an associatedVD®i ndow object, that covers the display area made availapl
the OITF to a DAE application. The size of the D@Nhdow can be retrieved through propertieaherwidth’ and
‘innerHeight’ of the DOMwindow object.

Any areas of the browser area outside the DiDiMdow that become visible when it is resized SHALL tsnsparent —
any video (if the hardware supports overlay asiperoverlay*> elements defined in Section 9.2 for the capability
profiles) or applications (if multiple applicatiosan be visible simultaneously) with a lower Z-irdell be visible
except where the application has drawn Ul elements.

Broadcast-related and service provider relatediegtidins SHALL initially be created as invisible dvoid screen flicker
during application start-up. Once loaded (as migghindicated through an onload event handler)padwast-related

Copyright 2010 © Open IPTV Forum e.V.



Page 25 (356)

application then typically calls thehow() andactivateInput() methods of its parent Application object.
Broadcast-independent applications SHALL initiddly created as visible and need not call these migtho

If the application does not ever need to be visitiien its DOMw1indow object will never be shown. In that case, the
application should take steps to avoid being fotedbto reduce computation and memory overheads.i$ typically
accomplished by setting the default CSS style efdbcument’g®opy element talisplay: none.

Because all applications have associated D@Mlow objects, it is possible to make any applicatiaible even if it is
not normally intended to be visible. This is oftgarar benefit during debugging of hidden senvigge applications.

The DOMwindow for an application cannot interact with other D@fhdow objects of other applications in the system
except through the application API. In other wosisjpts that are part of the document being diguldnside a DOM
window object cannot discover other applications withging through the application API, which acts asngle point

of security control.

The default background color of the root of theutoent (i.e. the <html> rendering ‘canvas’) SHALL &aon-
transparent color and SHOULD be white as most beosysinless explicitly overriden with the followifgr an
equivalent) CSS construct to allow the underlyifdpwe to be shown for those areas of the screerathatot obscured
by overlapping non-transparent (i.e. opaque) childf the <body> element:

html { background-color: transparent; }

body { background-color: transparent; }
Changing the visibility of an application by cafiimethodshow() orhide() on theApplication object SHALL
NOT affect its use of resources. The applicatidhk&teps running and listens to events unlessapiication gets
deactivated (see Section 4.3.8) or destroyed (se&o@ 5.1.2).

4.4.7 Cross-application event handling

As defined in [DOM 2 Events], standard DOM evenesised on a specific node within a single doauniehis
specification extends the event capability of th€Fothrough cross-application events handling,dngs not change the
DOMZ2 event model for dispatching events within doemts. Where simultaneous execution of more than on
application is supported, an OITF SHALL implemerd tross-application events and cross-applicatrentehandling
model described in this section.

1) An OITF SHALL implement the following cross-applt@an event handling model. Cancelling the propagatf an
event in any phase SHALL abort further raisinghaf €vent in subsequent phases: If an event ibkifpr cross-
application event handling (see below for morerimfation) and is targeted at a node in the mosntbcactivated
application, then dispatch the event to that naleguthe standard DOM 2 bubbling/capturing of esebiefault
actions normally taken by the browser upon recgfigin event SHALL be carried out at the end of 8tep, unless
overridden using the existing DOM 2 methods (igng methogreventbefault()).

2) If the cross-application event is not preventednfitmeing propagated beyond the document root notieeof
application by using the exist DOM 2 methods, thent is dispatched to other active applicationtheapplication
hierarchy using the active applications list ddssdiin Section 4.3.8. The OITF SHALL iterate oves applications
in the active application list, from most recerdlytivated to least recently activated, dispatchiirggevent to the
Application object of each application in turn. Note thatéwent SHALL NOT be dispatched to the document,
and default browser action SHALL NOT be carried dutting this phase. Cancelling the propagatiomoéeent in
this phase SHALL abort further raising of the eviargubsequent applications.

Event listeners for cross-application events agéstered and unregistered using the same mechasisar DOM2
events. Listeners for cross-application events begegistered on thpp11ication object as well as on nodes in the
DOM tree.

The following events are valid instances of crggghliaation events and are applicable for crossieatibn event
handling:

System Description
event
KeyPress Generated when a key has been pressed by the user. May also be generated when a key
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ngé(;rtn Description
is held down during a key-repeat.
KeyUp Generated when a key pressed by the user has been released.
KeyDown Generated when a key has been pressed by the user.

Table 1: Events applicable for cross application eant handling

TheKeyPress, KeyUp andkeyDown events are all targeted cross-application evéitts.events are targeted at the
node that has the input focus.

All events dispatched using the standadidpatchEvent () method are normal DOM events, not cross-applinatio
events. As defined in Annex B bullet “Changes #'5the OITF SHALL support theindow. postMessage ()
method for cross-document messaging as definddTML5]. The method takes two arguments; a messafygy/jie
String) to be dispatched and the targetOrigin, Wiiefines the expected origin (i.e. domain) oftdrget window, or “*”
if the message can be sent to the target regarofiéssorigin. The target of the event is the “daw” of a specific
application. Applications can use this methoddidsevents to other applications. The receivindiegipon MAY
receive those events and interpret them, or MAYatich them in its DOM using standard DOM dispataht()
methods.

The visibility of an application SHALL NOT affeché cross-application event handling algorithm d8dd above — an
active application SHALL receive cross-applicat@mrents even when it is not visible.

Incoming key events are dispatched using the appsieation event handling algorithm as definedvabo

NOTE: This event dispatch model enables key evertte dispatched to multiple applications. Applizas wishing to
become the primary receiver for key events SHOUBDAppTication.activateInput(). Even though
Application.activateInput() is called, another application may subsequentlgdiizated. In order to ensure
that sensitive key input (e.g. PINs or credit agethils) is limited only to the application it i#€nded for, applications
SHOULD check that they are the primary receivethefkey events (using te@plication.isPrimaryReceiver
property and/or thapplicationPrimaryReceiver andApplicationNotPrimaryReceiver events defined in
Section 7.2.6) and SHOULD ‘absorb’ key events Hiirgathe stopPropagation() method on the DOMRey
event.

4.4.7.1 Behaviour of the BACK key

If a remote features a “back” or “back up” key,ome offering similar functionality, the OITF SHALhandle this key as
described below:

1) A VK_BACK key event SHALL be dispatched to applicationsowihg the normal key handling process described in

Section 4.4.7

2) If the default behaviour of the key event is nojpgted by an application usipgeventbefault(), then the
OIPF MAY load the previous page in its history fiest DAE applications.

4.5 Parental access control

The present document permits a number of diffeapptoaches to parental access control.
a) Enforcement in the network.

An IPTV service provider MAY manage parental acaassrol completely in the network. Applications
running on application servers back in the netwdY decide to block access to content or arranfA&
application to ask for a PIN code as necessarys dpproach can apply to any kind of content - stieg on-
demand content, IP broadcast content and to dodetbaontent.

No specific support is needed for this approadénspecification.
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b) Enforcementin the OITF CSP / CSPG for protectedER2 TS content

IPTV service providers MAY use the content protaetmechanism for protected content to enforce acces
control to protected content. If used, this enfareat will happen in the OITF and in some casehénGSP
Gateway as well. In this approach, the contentgatain mechanism in the OITF would ask for PIN cde
needed.

The OITF CSP/CSPG-based enforcement of this appraad link to DAE API and events are defined in:
= Section 4.1.5.1 of [OIPF_CSP2], for CSP terminaltde approach,
= Sections 4.2.2,4.2.3.4.1.1.5 and 4.2.3.4.1.1[®@FF_CSP2] for Cl+ CSP Gateway centric approach
= Sections 4.2.2 and 4.2.4.5.1 of [OIPF_CSP2] for BIIR CSP Gateway centric approach

¢) enforcementinthe OITF

OITFs MAY enforce parental access controls theneseliZxamples include embedded applications offering
access to:

= |P delivered content based on information delivaethe metadata CG client.
= classical broadcast content in hybrid OITFs
= content delivered to the OITF (either streamingawnloaded)

In approaches b) and c), PIN dialogs would be g#adrby code forming part of the OITF implementatidhe APIs in
Section 7.9 provide some control over these dialdge PIN would typically be configured by an emtbed application
but MAY also be configured by a DAE applicationngsthe optional APIs defined in Section 7.3.2 &f phesent
document.

These approaches b) and c) are reflected in a nuofiiglure modes as defined in the following $@es$ of the
specification;

e For broadcast channels (both IP and hybrid), irni@e@.13.1, seenChannelChangeError where errorState 3 is
defined as "parental lock on channel"

< Parental rating errors and parental rating chadgaag playback of A/V content through the CEA-204/4/
embedded object and thé deo/broadcast object are reported according to the mechanisrorides! in 7.14.6
and 7.13.5 respectively.

NOTE: Due to the variation in regulatory requirensesgind deployment scenarios, the present documértentionally
silent about which of these approaches or comluinaif approaches is used.

4.6 Content download

This requirements in this section apply if the <dt@d> element has been given vatuaie in the OITF’s capability
profile as specified in Section 9.3.4.

4.6.1 Download manager

An OITF SHALL support a native download manages.(iContent Download” component) to perform theuatt
download and storage of the content, and whiclwallilhe user to manage (e.g. suspend/resume, canckefonitor the
download, in a consistent manner across differentice providers. The download manager SHALL cargin
downloading as a background process even if thedeodoes not have an active session with the isthaeoriginated
the download request anymore (e.g. has switchaddther DAE application), even if the OITF restant®ven if the
OITF suffers a network failure. The download mamagtinues with the download as a background mocatil it
succeeds or the user has given permission to tatenthe download. (see Section 4.6.4 on HTTP Rangport to
resume HTTP downloads after a power/network fajlure

The native download manager SHALL be able to adfersualization of its status through the
application/oipfstatusview embedded object as defined in Section 7.15.2.1.
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If the attributemanageDownloads of the<download> element in the client capability capability deptian is
unequal to hone”, the native download manager SHALL offer contookr the active downloads through the Javascript
API defined by thepp1ication/oipfDownloadManager embedded object in Section 7.4.3.

NOTE 1: Once (sufficient data of) the content hasrbdownloaded, the content MAY be played backguainative
application, and MAY be played back using an A/\Mittol object. In the latter case, see methadSource() in
Section 7.14.8 for more information.

NOTE 2: Annex D clarifies the content download wsagenario in more detail

4.6.2 Content Access Download Descriptor

An OITF SHALL support parsing and interpretatiortloé Content Access Download Descriptor documemdid with
the specified semantics, syntax and MIME type &si§ipd in Annex E.

4.6.3 Triggering a download

An OITF SHALL support a non-visual embedded objedlypeapp1ication/oipfbownToadTrigger, with the
Javascript API as defined in Sections 7.4.1 an®7altrigger a download.

The following subsections define some details abioeidifferent ways of triggering a download.

4.6.3.1 Using the registerDownload() method

Theregisterbownload() method takes a Content Access Download Descrggt@ne of its arguments and passes it
to the underlying native download manager in otddrigger a download. The following requiremengply:

e The Content Access Download Descriptor MAY be @danh Javascript or MAY be fetched using
XMLHttpRequest. To this end the OITF SHALL pass the data inside@ontent Access Download Descriptor
into theXMLHttpRequest.responseXML property in Javascript for further processingh& OITF encounters an
HTTP response message with the Content-Tayel i cation/vnd.oipf.ContentAccessDownload+xml,
as the result of an XMLHttpRequest.

NOTE: The behaviour in other cases when the OlTdoenters an HTTP response message with the Conhyget-
application/vnd.oipf.ContentAccessDownload+xml, for example whilst following a link as specified
by an anchor element (<a>), is not specified ia tticument.

e Ifthe OITF supports a DRM agent with a matchimyISystemID as per Section 9.3.10, the OITF SHALL pass
included DRM-information as part of tk@®@RMControlInformation> elements of a Content Access Download
Descriptor to the DRM agent.

< If the Content Access Download Descriptor contamatiple content items to be downloaded, thentaths are
considered to belong together. Therefore, the doachbf each individual content item has the sanventtad
identifier in that case (whereby thententID may be used for differentiation). The order by eththe items are
downloaded is defined by the OITF.

4.6.3.2 Using the registerDownloadURL() method

TheregisterbownloadURL () method takes a URL as one of the arguments arsmpitsto the underlying native
download manager in order to trigger a downloade URL MAY point to any type of content. The URL MAafso
point to a Content Access Download Descriptor (ug¢h argumentontentType having value
“application/vnd.oipf.ContentAccessbDownload+xm1”). In that case, the method returns a download
identifier. The OITF will then fetch the Content @&ss Download Descriptor, after which the same tmagpen as if
methodregisterbownload () as defined in Section 4.6.3.1 with the given Confeccess Download Descriptor as
argument was called.

4.6.3.3 Using the optional registerDownloadFromCRID () method

TheregisterbownloadFromCRID() method is an optional method as defined in Sedtidr? and takes a Content
Reference Identifier (CRID) as one of its argumehéd is passed to the underlying native downloadawer in order to
trigger a download.
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4.6.3.4 General behaviour regarding triggering ado  wnload
The following are general behavioural requiremexmgly to triggering downloads:

1) Fetching the content will typically be initiated nmediately. However, the OITF MAY defer the downldad later
time.

2) An OITF SHOULD offer an easy way to continue theititeraction with the server from which a downldes
been initiated, e.g. allowing him/her to continuevissing on the page that triggered the download.

3) An OITF SHOULD inform the user if the content-typfa content item being retrieved cannot be inttgat by the
OITF.

4.6.4 Download protocol(s)

The OITF SHALL support the HTTP protocol for dowatbas specified in Section 5.2.3 of [OIPF_PROT2hddition,
the OITF SHALL support the following requirements:

1) As specified in Section 5.2.3 of [OIPF_PROT?Z2], gexver offers a content item for download usinglRTthe
server SHALL make sure that HTTP Range requestefised in [RFC2616] are supported for HTTP GETuesis
to the URI of that downloadable content item, idearto be able to resume downloads (e.g. after poweetwork
failure).

2) Ifthe OITF receives an HTTP 404 “File Not Foundttsis code, the OITF SHALL stop its attempts tanes the
download, and go to a “Failed Download” state. ihadling of other error codes is implementationethejent.

3) If after downloading a content item the size of desvnloaded content item does not match the inglitaize
parameter or the value for the optional attribum&Hash of the givencContentURL> does not match the hash of
the downloaded content, the OITF SHOULD removeditvnloaded content item.

Integration with download protocols other than HPTdre not specified in this document.

4.7 Streaming CoD

This section defines the content-on-demand streqimierfaces for both DRM-protected and non-DRMtected
content.

4.7.1 Unicast streaming

An OITF SHALL support unicast streaming by settthgdata property of the CEA-2014 A/V Control object to amiy
the following three types of value:

1) A Public Service Identifier (PSI) as defined in | Specification [OIPF_PROT2].
2) The HTTP or RTSP URL of the content to be strearSee. [Req. 5.7.1.f] of [CEA-2014-A] for details.

3) The URL of a Content Access Streaming Descriptothé manner as defined in Section 7.14.2. Indhse the
application SHALL set th&ype attribute to ‘application/vnd.oipf.ContentAccessStreaming+xml”.
Example:

<object id="d1” data=http://www.openiptv.org/fetch?contentID=25
type="application/vnd.oipf.ContentAccessStreaming+xml” width="200" height="100"/>

In the first two cases, the application SHALL dettype attribute to the MIME type of the content refertedy the
value of thedata attribute to provide a hint about the expectedetrtype, in order for the browser to instantifie
proper CEA-2014 A/V Control object.

In order to support method 3, an OITF SHALL suppgntsing and interpretation of the Content Accessating
Descriptor document format with the specified seticansyntax and MIME type as specified in Annef.E.

Support for Unicast streaming through the CEA-2B81A#V Control object SHALL be indicated as definedSection
9.3.11.
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For more details about setting up the A/V strearaubh a Content Access Streaming Descriptor, setoBer.14.2,
Section 8 and Annex D.

4.7.2 Multicast streaming

If an OITF has indicated support for IPTV channbl®ugh a<video/broadcast> element with type ID_IPTV_* (as
defined in Section 7.13.12.1) the OITF SHALL suggaassing a content-access descriptor through the
‘contentAccessDescriptorURL’ argument of thesetChannel’-method of thevideo/broadcast object (as
defined in Section 7.13.1.3). If the content-acakEsscriptor includes DRM information, the OITF SHApass this
information to the DRM agent.

4.8 Scheduled content

If an OITF has indicated support for playback aadtml of scheduled content, then it SHALL suppb#
video/broadcast embedded object defined in Section 7.13.1. Intamdiit SHALL adhere to the requirements for
conveyance of the channel list as specified inl4.Bo protect against unauthorized access to ther fuinctionality and
people’s personal favourite lists, the OITF SHALdhare to the security model requirements as spédifi Section
10.1, in particular the tuner related security regmaents in Section 10.1.4.1.

NOTE: This section and Section 7.13 are focusedomtrol and display of scheduled content receiwezt tocal tuner
functionality available to an OITF. The term “tuhér used here to identify a piece of functionatityenable switching
between different types of scheduled content sesvibat are identified through logical channelsgsTitcludes IP
broadcast channels, as well as traditional broadteasnels received over a hybrid tuner.

NOTE 2: The APIs in this section allow for deploymewhereby the channel line-up and favourite fistdbroadcasted
content are managed by the client, the server noixture thereof.

4.8.1 Conveyance of channel list information

To enable an application to control the tuner finmality on an OITF, the OITF needs to convey tharmel list
information that is managed by native code on tHEFQlevice to the application (either the chanrstlihformation is
provided locally on the OITF via Javascript, or thennel list is communicated directly to a servEhjis information
includes the list of uniquely identifiable chann#at can be received by the physical tuner oftaritlydevice, including
information about how the channels are orderedvdrether or not these channels are part of zeroooe ffavourite lists.
It also includes the channel line-up and the faitelists that MAY be managed by an OITF for IP d&doast channels.

The API supports two methods of conveying the cbalist information to an application:
1) Method 1: through Javascript, by using the methhetdChannelconfig(), as defined in Section 4.8.1.1.

2) Method 2: through an HTTP POST message that isugat the first connection to a service that resgituner
control, as defined in Section 4.8.1.2.

An OITF SHALL support method 1, and SHOULD supposgthod 2.

If an OITF conveys the channel list informationngsthe HTTP POST message defined in method 2 tHeegerver
SHALL, if it supports method 2, receive the convgygbannel list information and SHOULD rely on thiformation for
the purpose of exerting tuner control. If a sengapports using the channel list information sbradgh the HTTP
POST method to exert tuner control , the server BHiadicate this compatibility with method 2 usitige postList
attribute specified in Section 9.3.1 (i.eyideo_broadcast postList="true”>true</video_broadcast>),
in the server capability description.

If the server does not support method 2, the serSIdALL rely on thegetChannelcConfig() method defined in
Section 7.13.1.3 to access the channel list infiomalf an OITF does not support method 2, the RTmessage of the
first connection to the service that requires twr@trol SHALL be an HTTP GET message with an enpatyload and
the service SHALL instead rely on thetChannelcConfig() method defined in Section 7.13.1.3 to access the
channel list information. If support for methods2ndicated by both the OITF and the server (tgtrotespective
capability exchanges), the OITF SHALL convey tharatel list information using method 2.

If an OITF does not manage/maintain the channellip (i.e. does not have a locally stored charinelup), the
getChannelconfig() method described in Section 7.13.1.3 SHALL retwii 1, and the HTTP message described
in Section 4.8.1.2 SHALL be an HTTP GET messagé @it empty payload. In that case, the applicatidtYMise the
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createChannelobject () method as defined in Section 7.13.1.3 to cread@mdl objects that can be used on
subsequendsetChannel () requests, and in this way can manage/maintaowitschannel list.

NOTE: conveyance of the channel list SHALL adheréhe security model requirements as specifieckirtiSns
10.1.4.1 and 10.1.4.1.1.

4.8.1.1 Method 1: Javascript method “getChannelConf  ig()”

The OITF SHALL support methogetChannelConfig() as defined in Section 7.13.1.3 for thiedeo/broadcast
embedded object. This method returréhanne1Conf1ig object as defined in Section 7.13.8.

4.8.1.2 Method 2: HTTP POST message

If an OITF supports sending the channel list thtobllJ TP POST and a server has indicated that it theeposted
channel list information to exert control of the¢w functionality of an OITF (i.e. using attribygestList="true” in
the server capability description) for a particudarvice, then the OITF SHALL issue an HTTP POST dkcides to
connect to that service. The body of the HTTP P@&jliest SHALL contain the Client Channel Listindiieh SHALL
adhere to the semantics, syntax and XML Schematieadefined for the Client Channel Listing in Arr@. The
interaction SHALL be secured using Transport La§ecurity (TLS). The server SHALL silently ignorekunown
elements and attributes that are part of the Clidvannel Listing.

The server SHALL return a HTML document.

If the favourite lists are not (partially) manadgedthe OITF, the Client Channel Listing SHALL nedticontain the
FavouriteLists nor theCurrentFavouriteList element.

4.8.2 Conveyance of channel list and list of schedu led recordings

This section and the following sections SHALL apfyOITFs that have indicated
<recording>true</recording> as defined in Section 9.3.3 in their capabilitgfie.

To enable a service to schedule recordings of abtitat is to be broadcasted on specific chanttesQITF needs to
convey the channel list information that is manalggthe native code on the OITF. This informatigpitally includes
the channel line-up of the tuner of a hybrid devitiee conveyance of channel list information arftesiiled recordings
is based on the same two methods of conveyingttherel list information to a service as define®éction 4.8.1:

1) Method 1: through Javascript, by using the methhetdChannelconfig(). To this end, the OITF SHALL support
methodgetChannelcConfig() as defined in Section 7.10.1.1 for the
application/oipfRecordingScheduler object.

2) Method 2: through an HTTP POST message as defin8éddtion 4.8.1.2 that is sent upon the first cotioe to a
service that has indicated that it requires contifahe recording functionality and that has intkchcompatibility
with method 2 using the postList attribute spedifie Section 9.3.3 (i.esrecording
postList="true”>true</recording>), in the server capability description for a pautar service.

An OITF SHALL support method 1, and SHOULD suppuosgthod 2. If support for method 2 is indicated byhithe
OITF and the server (through respective capalehtyhanges), the OITF SHALL convey the channeltifsirmation

using method 2. Otherwise, the HTTP message dfrfteconnection to the service that requires twaatrol SHALL
be an HTTP GET message with an empty payload.

If a server has indicated that it requires cortfddoth the tuner functionality and the recordingdtionality available to
an OITF (i.e. by including bothvideo_broadcast> and<recording> with valuetrue in the OITF's capability
description), the body of the HTTP POST message ISH#ontain a single instance of the Client Charitisting
whereby thecRecordab1e> element defined in Annex G SHALL be used to intBoghether channels that can be
received by the tuner of the OITF can be recordetba

If an OITF does not manage the channel line-upgthteChannelConfig() method described in Section 7.10.1.1
SHALL returnnul1, and the HTTP message described in Section 4.8H4 L be an HTTP GET message with an
empty payload.

In addition, the OITF SHALL also support methgelttScheduledRecordings() as defined in Section 7.10.1.1.
This method returns &cheduledRecordingCollection object, which is defined in Section 7.10.3.
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Note that the conveyance of the channel listingtAedscheduled recordings is subject to the seconitdel
requirements specified in Section 10.1, and inipagr the recording related security requiremémtSection 10.1.4.2.

4.9 DLNA RUI Remote Control Function

This section describes the DLNA RUI RCF (Remote t@ar-unction) and the interactions between théedint entities
involved. It builds on the RUI feature defined g tDLNA Networked Device Interoperability Guidelsy@August
2009) [DLNA] and shows how the DLNA RUI can be igitated into an OITF and used by DAE applications.

The DLNA RUI RCF is the feature that enables a Reen@ontrol Device to be able to control the OITFRRdDAE
application running on it, from that Remote Confavice. To support this feature, a Remote Codmlice SHALL
support the DLNA RUIC function and an OITF SHALLpport the DLNA RUIS function (as defined in Secti®i7).

The DLNA RUI RCF provides two main features:

« Providing a Control Ul to the Remote Control Device

o The Control Ul is a CE-HTML document through whittte user will control the OITF directly or a DAE
application on the OITF. There are two options Hamethe origin of the Control Ul for sourcing & #ollows:

= Sourcing the Control Ul from the OITF itself.
= Sourcing the Control Ul from an IPTV Applicationsrger via the OITF.

« Interactions to exchange control messages andsesul

0 The Control Ul in the DLNA RUIC sends control megsa to the OITF or DAE application and receives the
corresponding results.

The following sections will introduce the interfadeetween the entities that support the DLNA RUFRC

4.9.1 Interfaces used by the DLNA RUI Remote Contro | Function

This section describes interfaces related to thARUI RCF. There are three entities (Remote Cdidevice, OITF
and IPTV Applications server) that communicate veitith other through the interfaces described iarEig.
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Figure 4 - OIPF architecture with DLNA RUI RCF scerario

Figure 4 shows the entities in the OIPF Architeetimvolved in the DLNA RCF and the interfaces betwéhem.

The dotted line “d)” between the RCF embedded dlged the DLNA RUIS indicates that it is a locakirface and
hence not defined by this specification. The dethlehaviour of each interface is defined as fatow

1)

2)

3)

4)

5)

Interface a)

This interface is used to retrieve a Control Uhfran IPTV Applications server by using XMLHttpReguebject
(the Control Ul retrieved through interface a) vai# delivered to DLNA RUIC via interfaces c), aidee),
sequentially).

Interface b)

This interface is used by the DAE browser to rg&ia DAE application containing an RCF object wienDLNA
RUIC requests a DAE application to execute in theFO

Interface c)

The DLNA RUI RCF APIs use this interface to enadlBAE application to get the request originatingnirthe
DLNA RUIC, through an event dispatched by the Ol@Rd send the corresponding response or any other
information to the DLNA RUIC via the DLNA RUIS.

Interface d)

This is a local interface that is used to pass agEsbetween an RCF object in a DAE applicationta@dLNA
RUIS.

Interface e)

This is a DLNA RUI compatible interface which prdes device discovery, sending/receiving HTTP messagd
notifications.
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When the DLNA RUIC is activated by a user, the DLRAIC searches for a DLNA RUIS and does a capabilit
exchange. Then, the DLNA RUIC retrieves the XMLIBting from the DLNA RUIS and displays it to thear.
When the user chooses one of the Control Uls, tHeARUIC retrieves the selected Control Ul from theNA
RUIS in the OITF.

The Control Ul may send an HTTP request to delvaressage (for example, plays an AV content) aceive a
response from the DLNA RUIS.

This interface is also used for the DLNA RUIS toda 3rd party notification defined in Section %.6f [CEA-
2014-A].

6) Interface f)

This interface is used by the selected ControlCE{HTML document) to retrieve resources (For exanjphages,
CE-HTML documents, or css or javascript files) dibg from the IPTV Applications server.

4.10 Power Consumption

The power states described in this section retastates exposed to the DAE application. There Ineagther states
supported by the OITF which are not described here.

The OITF will be in one of a number of power statesdefault state is “off” which consumes no powkhe OITF
SHALL support an “on” state where it is runningniormal operation. The OITF SHALL support at least standby
state where nothing is being output to the displatypower is consumed. There MAY be two types ahdby states: an
“active standby” and a “passive standby” state O\ in the “passive standby” state has the smigliessible power
consumption (for example, average under 1W) whig\¥NMbe in line with European Commission Code of Cactl US
Energy Star or other regional requirements. Instase the IR listener and wakeup clock MAY bewachut no DAE
application is active. The IR listener allows tleeuto turn on the OITF using a remote control. AHDapplication

MAY use the wakeup clock to schedule the OITF etiter“active standby” state, for example to perfermecording.

Note there may be different levels of “active stayidstate but the assumption is that, at leastjingtis being output to
the display and one or more DAE applications magcate in the background.

The following explanation describes the behaviduthe OITF when transitioning between the mentiosedes and how
a DAE application is affected.

A DAE application SHALL be able to execute in then" and “active standby” states but SHALL NOT béeaiio
execute in the “off” or “passive standby” states.

When an OITF is turned “on” from an “off” state aAB application has to be explicitly selected by tiser to be
executed or the OITF has identified a DAE applmatio be auto-started. A DAE application has nedticontrol if it
shall auto-start or not and this is left for thelT®lto manage. A DAE application MAY auto-starthietService
Discovery and Selection has taken place and thehaseselected a service provider.

When an OITF changes to an “off” or “passive stafiditate from an “on” or “active standby” stateetBAE
application SHALL get ampp1icationDestroyRequest event. The DAE application has an opportunityaketa
final action and gracefully quit or it shall bel&i forcibly.

4.10.1 DAE application wake-up support

The OITF MAY support wake-up requests from a “passtandby”. There are two types of wake-up regueste on an
individual DAE application and one on the OITF. Tdupported wakeup is indicated in the power comgiom
capability information.

4.10.1.1 Single DAE application wakeup

The OITF MAY support wake-up requests for individD&E applications when in “passive standby”. Semito a
scheduled recording, a DAE application may neegkute at a predetermined time. At the wake-uptpgbe DAE
application executes and when it completes itstekgkns to a “passive standby” state by exiting.
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There SHALL only be one wake-up request per DAHiagfion. There MAY be multiple wake-up requesisnr
different DAE applications which SHALL execute imdently. The OITF SHALL silently ignore all wakg-requests
whose timers expire when it is not in the “passitandby” state.

When the DAE application terminates and the OITanges to an “active standby” or “on” state for otteasons than a
wake-up request the OITF SHALL NOT change poweiesta

Through capability information it is possible totelenine if wake-up and standby modes are suppostedi TF.
This is an example of how a DAE application maypet wake-up request in OITF.

Precondition: The DAE application is actively rumgiand the OITF is either in “on” or “active staptistates.
1) End user selects to go into “passive standby” ehtiv

2) AnApplicationDestroyRequest eventis generated

3) The DAE application calls thereparewakeupApp1ication() method and sets a token, time for wake-up and
URI associated with the DAE application. The DABpkgation then quits, e.g. by calling
destroyApplication() onits parenhpplication object..

4) The OITF goes into “passive standby” state.

5) When the wake-up time triggers, the OITF changéadtive standby” and the DAE application is ini&d with the
URI specified in the prior call tpreparewakeupApplication().

6) The DAE application then rursl earwakeupToken () to get the token set in the prior call to
preparewakeupAppTlication().

7) DAE applications executes.

8) Once the DAE application completes execution itlshat. The OITF changes automatically to a “passitandby”
state.

If the OITF is turned “on” while in this mode thd T SHALL NOT enter “passive standby” state.

4.10.1.2 OITF wakeup

The OITF MAY support wake-up requests for the Ol¥tken in “passive standby”. The application whereigag an
event onApplicationRequest may request to wakeragtITF at a set time using methpeparewakeupOITF().

OITF SHALL silently ignore all wake-up requests vgedimers expire when it is not in the “passivagdhy” state.

4.10.2 OITF hibernate support

The OITF MAY support a hibernate mode which alldW&E applications and their state to be stored imay when
in a “passive standby” state. The support of arhidie mode greatly reduces the start-up time foERAplications (for
example, start-up times of 3 seconds may be reached

When the OITF resumes from the hibernate modéail sestore all of the previous DAE applicationishwheir
previous state and SHOULD assign the same resotot¢ke DAE applications as they had prior to theeimate mode.
If this is not possible, the regular callback fuoos SHALL be used to inform the affected DAE apation.

If hibernate mode is supported the evepp1icationHibernateRequest is generated instead of
ApplicationDestroyRequest when the OITF enters a “passive standby” state.

If the OITF supports hibernate mode only the OlTdkerup request is supported. The single DAE appdicavake-up
SHALL NOT be supported. The reason for this limdatis due to the difficulty to support both option

A wake-up support SHALL NOT make the OITF resunwarfrthe hibernate mode. The wake-up support SHALL be
supported independently.

The OITF SHALL indicate support for hibernate mahiugh the capabilities information.
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4.10.3 State diagram for the power state

The following state machine provides an overviewhef power state changes that may occur relatipgueer
consumption. The transitions in the state machireetdsetPowerState() may be also be triggered by user
generated events handled natively by the OITF.

OFF

Power provided to OITF
Note1

PASSIVE_STANDBY ]

Expired timer from
prepareWakeupApplication() or
prepareWakeupOITF()

Power provided to OITF

Note1

setPowerState("OFF”)

User generated event
handled natively

setPowerState("ON")

ON PASSIVE_STANDBY_HIBERNATE]

setPowerState(
"PASSIVE_STANDBY")

setPowerState("ON")

DAE application exits

setPowerState(
"PASSIVE_STANDBY_HIBERNATE”")

setPowerState("ACTIVE_STANDBY”)

setPowerState(
"PASSIVE_STANDBY_HIBERNATE”")

l ACTIVE_STANDBY L

Figure 5 - State diagram of OITF power states

Expired timer from
prepareWakeupOITF()

Notel — The transition from the OFF state toRA6SIVE_STANDBY or ON states is manufacturer dependent.

4.11 Display Model

Annex H describes the logical display model of dfifoand the relationship between DAE applicatioapirics and

video.
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5 DAE Application Model
5.1 Application lifecycle

This section describes the lifecycle of a DAE agadion, including when an application is launchgben it is
terminated and the behaviour when a DAE leavebthimdary of one application and enters another.

APIs related to DAE applications are describedeant®n 7.2.
5.1.1 Creating a new application
5.1.1.1 General

The present document defines a number of diffeapptication lifecycle models. These include;

e Applications started through an OITF-specific uségrface

e Using theApplication.createApplication() API call

e CE-HTML third party notifications

e Service-related applications (from SD&S signalling)

» Broadcast-related applications (either from SD&halling or from broadcast signalling in a hybrigvite)
e Applications started by the DRM agent

e Applications provided by the AG through the remdte

* Broadcast independent applications

* Widgets started through tid@p1ication class

All HTML, ECMAScript and SVG files that comprise application SHALL be retrieved from sites withhretcurrent
application boundary of that application (see %#ch.1.3) . If the application attempts to accéss bf these types from
outside the application boundary, this access SH#fillas if the content did not exist. Files witther MIME types
supported by OITF may be retrieved from outsideaghglication boundary.

If the document of an application is modified (oel replaced entirely by other pages loaded frothimihe application
boundary), thespp1ication object is retained. This means that the permiss@mranted when the application is
created applies to all “edits” of the document tireo pages in the application, until the applicaimdestroyed.

5.1.1.2 Applications started through an OITF-specif  ic user interface

These SHALL be presented as broadcast-indepengplitations.

5.1.1.3 Using the Application.createApplication API call

Creating a new application is accomplished by angat newApp1ication object via the
Application.createApplication() method. Calling this method will create a newligapion and add it to the
application tree in the appropriate location.

// Assumes that the application/oipfApplicationManager object has the ID
// “applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appmgr.getOownerApplication(window.document);

// create the application as a child of the current application
var child = self.createApplication( url_of_application, true );

The URL passed to thereateApplication() method SHALL be one of the following;
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e AnHTTP or HTTPS URL referring to an XHTML page @afined by Section 6.1 of this specification.
e AnHTTP or HTTPS URL referring to an XML AIT as deéd by Section 5.2.8 of this specification.

« The DVB URI for launching service provider relaiggplications signalled through SD&S as definedeant®n 8.3
of this specification

e The DVB URI for launching broadcast-related applmas from the current service signalled through&Stas
defined in Section 8.3 of this specification. WhareOITF supports the MPEG-2 encoding of the AlTesned in
Section 5.2.7.2, this form of the DVB URI SHALL albe supported for launching broadcast-relatedieatjmns
from the current service when that service incluale$1PEG-2 AIT.

5.1.1.4 CE-HTML third party notifications

The lifecycle of these is defined by [CEA-2014-Ajdassummarised in Section 5.3.1 of the present deatm

5.1.1.5 Starting applications from SD&S Signalling

These are described in Section 5.2. All applicatistarted by SD&S signalling are treated as sibliavgd are children of
the hidden system root node (see Section 4.3.3).

5.1.1.6 Applications started by the DRM agent

These SHALL be presented as broadcast-indepengplitations.

5.1.1.7 Applications provided by the AG through the remote Ul

OITFs MAY include the capability to start these kgations from an embedded application. OITFs SHALtlude the
ability for applications to discover these as dedity theapp1ication/oipfGatewayInfo embedded objectin
Section 7.7.1.

5.1.2 Stopping an application

ThedestroyApplication() method (as specified in Section 7.2.2.2) SHALItieate the application. An
application may register a listener on 11 cationDestroyRequest event in order to do some clean-up before
being destroyed completely. After tHestroyApplication() method returns, further execution of the specified
application SHALL NOT occur.

When an application is terminated, all associadsturces SHALL be freed (or marked available fobgge collection).
Any active network connections will be terminateshy media content being presented by the apptinat stopped,
although recordings or content downloads initidigdhe application will not be affected.

Note that terminating an application does not ingly effect on the state of the DAE execution envinent.

Additional requirements are defined for stoppinigsied service provider applications and applicatipart of
scheduled content services in Sections 5.2.4.%ah8.2 respectively.

5.1.3 Application Boundaries

All of the pages that make up an application argaiaed within its application boundary. This i tHully qualified
domain name” (FQDN) of the initial page of the aggiion in the absence of an application_boundagcdptor.

If anapplicationBoundary element is present in the SD&S signalling for ppleation as defined in [TS 102 809],
the application boundary SHALL also include the R@Disted in theapp1icationBoundary element. Note that this
element also defines the protocols over which tR&3BNs may be accessed.

For files requested witkMLHt tprRequest, the Same-Origin Policy SHALL be extended usingapplication domain;
i.e. any domain in the application domain SHALLdmmsidered of same origin.

Extending the origin of XMLHttpRequest is potenfalangerous, and may lead to undesired leakimyicéte
information. To make sure that the integrity of tiger is not compromised, the OITF SHOULD includaechanism
which allows the user to exclude domains from ayapion boundaries of applications.
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5.2 Application announcement & signalling
5.2.1 Introduction

This specification defines 3 basic types of appiica

e Applications related to one or more broadcast TYadio channels. These MAY run while one of therttes
which they are related to is being presented byDfid-. These are signalled through the SD&S brostdoa
package discovery records or included in an apjidicaliscovery record which is referenced fromlin@adcast or
package discovery record.

< Applications related to the service provider selddhrough the service selection process. These M#iYat any
time until the service provider selection procesepeated and a different service provider seledteese are
signalled through the SD&S service provider disegvecord or included in an application discovesgard which
is referenced from the service provider discovenord.

< Applications independent of either of the aboveeSEhMAY run at any time. These are started by atpptications
and are not signalled anywhere.

Each of these types is described in more detailvinel

5.2.2 General

Section 4.3.3 of this specification describes how application may start another application eid®ea sibling or as a
child. All applications started via SD&S signalliag described in this section SHALL be startednildren of the
hidden system root node, as described in Sectibi.5.

Any application may be signalled as AUTOSTART orHSENT (see Table 3 below and Section 5.2.4.3 of [0S
809]). Applications signalled as AUTOSTART are imded to be automatically started by the OITF. Aggilons
signalled as PRESENT are intended to be startgdignbther applications. Broadcast related apptcatmay
alternatively be signalled as KILL (see below) ®EFETCH.

It is up to the OITF manufacturer to ensure a ggaality of experience concerning;

« Navigation within a DAE application.

e Accessing the available DAE applications, both ladé for launch, and those already running.
* Managing the life cycles of all DAE applicationdeato be used concurrently.

It is outside the scope of this specification wieetthere are dedicated keys on a remote contigl tfee "menu”,
or "guide” key), there is an entry in an on-screemu or there are some other mechanism.

home"

Itis OPTIONAL for the OITF to support an exit mectism directly accessible by the end-user. If srsupported, it is
outside the scope of this specification whethes thechanism is a button on a remote control, amiibean on-screen
menu or something else. If such a mechanism isastggbthen it SHALL only stop the application thedeuser is
currently interacting with and any children. Thegra application and any siblings SHALL NOT be gteg.

Additionally any application MAY be stopped undbke tfollowing circumstances;

* The application itself exits.

e The application's parent exits.

» ltis stopped by the application which startedrianother application which has a reference t@pjslication object.

* Inresponse to changes in the application sigriafisdefined below for broadcast related applioatand service
provider related applications.

In all these above cases except the first (wheapatication itself exits) when an application ismied by the OITF, an
ApplicationDestroyRequest event (as defined in Section 7.2.6) SHALL be rcise the application. In the
following error conditions, an application beinggbed SHOULD have atpp1icationDestroyRequest event
raised if this is possible.
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e The OITF runs out of resources for applications laasito stop some of them in order to keep operatinrectly.

e The OITF has determined that an application is responsive or has crashed.
5.2.3 Broadcast related applications
5.2.3.1 General

Providers of broadcast TV channels may signal lrasttrelated applications as part of the SD&S hbrasiddiscovery
record (see Section 3.2.3 of [OIPF_META2], alsoti®es 4.2.1 and 5.4.3.2 of [TS 102 809]). As anrosation,
broadcast related applications which are associaittda group of channels may be signalled as @fatie SD&S
package discovery record (see Section 3.2.3 of fOMETAZ2], also Section 5.4.3.1 of [TS 102 809])oBdcast related
applications may be included in the SD&S broadoagtackage discovery records or included in aniegipbn
discovery record which is referenced from the boaatldiscovery record.

Broadcast-related applications can also be sighaildine in an MPEG-2 transport stream using thHeEB-2 encoding
of the AIT as defined in Section 5.2.7.2 below.

When a broadcast TV channel starts being presetitedI TF SHALL follow the “Procedure for Startilmgd Stopping
Broadcast Related Applications on Channel Changéhed below.

While a broadcast TV channel is being presentedO#TF SHALL monitor for changes in the SD&S infation as
defined by Section 4.1.1.3 of [OIPF_METAZ2]

When changes are detected, the OITF SHALL folloav"tArocedure for Starting and Stopping BroadcatitRe
Applications When Signalling is Updated” defineddve

NOTE: The typical “red button” behaviour can beiagkd by having the first page of an AUTOSTART ltcast
related application be full screen and transpaenideo except for an image showing a red butfamly when the user
generates a “red” key event does the applicatisplaly more of its user interface.

OITFs MAY include the capability to start and s@proadcast-related DAE application instead of @y teletext
services as part of a scheduled content servichannel. Typically this would re-purpose the saneemanism used to
start an analogue teletext service — for examplexd’ button on a remote control. These are idediusing the
application usage mechanism defined in [TS 102 808 Section 5.2.7 below.

5.2.3.2 Stopping
In addition to what is stated in 5.2.2, broadcekited applications are stopped when

* Changing between channels as defined in the “Pwoeddr Starting and Stopping Broadcast Relatedliéaions
on Channel Change” below.

e The OITF detects an update to the signalling fourmently presented channel as defined in “Proaeéur Starting
and Stopping Broadcast Related Applications Whegnd&ling is Updated” below.

e The OITF stops presenting any broadcast channel.

5.2.3.3 Procedure for starting and stopping broadca st related applications on
channel change

When a scheduled content service is selectedptloaving SHALL apply;

* The OITF shall determine if there are any applaaisignalled as part of the service as definefidufions 3.2.3.1
and 3.2.3.2 of [OIPF_METAZ2].

» Applications which are related to that schedulesteot service and which are signalled with a cdruode of
AUTOSTART SHALL be started if not still running fneany previously presented linear TV service. TEEMLL
be started commencing with the highest priorityliapgion working downwards in priority while resaas in the
OITF permit.

« Applications which are related to that scheduleateot service, which are signalled with a contade of
AUTOSTART and which are already running from a jwesgly presented scheduled content service SHALL
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a) continue to run uninterrupted if t®@rviceBound element of thepp1icationDescriptor in their
signalling has valu€éalse.

b) be stopped and re-started if therviceBound element of thepp1icationbescriptor in their signalling
has valuetrue.

» Applications which are related to that schedulesteot service and which are signalled with a cdrode of
PRESENT SHALL continue to run if already running BIHALL NOT be started if not already running.

* Running applications from any previously presergetteduled content service which are not part ohdve
scheduled content service SHALL be stopped asgbdine change of presented service.

The following flowchart shows the behaviour that/BH apply when the selected channel changes:
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Figure 6: Behaviour when the selected channel chaag

5.2.3.4 Procedure for starting and stopping broadc  ast related applications when
signalling is updated

When the application signalling for a scheduledtennservice is updated, the following apply;
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e Applications which are added to the service wittoatrol code of AUTOSTART SHALL be automaticallyaged
when their addition is detected by the OITF. TB&ALL be started commencing with the highest ptyori
application working downwards in priority while mgces in the OITF permit. Applications added t® $krvice
with any other control code SHALL NOT be automdticatarted.

e Applications which are part of the service whosetaa code changes to AUTOSTART from some otheueal
SHALL be automatically started unless already ragni

< An application which is removed from the servicemiose control code changes to KILL SHALL be stappe

» If application signalling is removed from a seryie#l running broadcast-related applications SHAld stopped
(i.e. the same behaviour as signalling an empty) AIT

The following flowchart shows the behaviour that/8H apply when the application signalling for theroently
selected service changes, or when a running breadsglated application exits:
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Figure 7: Behaviour when the application signallingor the currently selected channel changes or whearunning
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5.2.4 Service provider related applications
5.2.4.1 Signalling

Service providers may signal service provider eglagpplications as part of their SD&S service mtewidiscovery
record (see Section 3.2.3 of [OIPF_METAZ2], alsot®es 4.2.3 and 5.4.3.3 of [TS 102 809] where theyreferred to
as “unbound applications”). Service provider redaagplications may either be directly includedhia SD&S service
provider discovery record or included in an apgiaadiscovery record which is referenced fromdbevice provider
discovery record.

Service providers MAY label one of the applicatiamsheir SD&S service provider discovery recorithgshe
application usage values defined in Section 3.Z38[OIPF_METAZ2] as follows;

* A service discovery application using the ApplicaUsage identifier
“urn:oipf:cs:ApplicationUsageCS:2009:servicedisag¥eAn application labelled in this way SHOULD lItee
highest priority AUTOSTART application signalled.

« An EPG application using the ApplicationUsage idfanrt“urn:oipf.cs:ApplicationUsageCS:2009:epg”.
« A VoD application using the ApplicationUsage idéieti “urn;oipf:cs:ApplicationUsageCS:2009:vod".

* A communication service application using the ApationUsage identifier
“urn:oipf:cs:ApplicationUsageCS:2009:communication”

« An application implementing non-native HNI-IGI ugithe ApplicationUsage identifier
“urn:oipf.cs:ApplicationUsageCS:2009:hni-igi”.

5.2.4.2 Starting
Service provider related applications are startedtuthe following circumstances;

*  When a service provider is selected, the OITF SHAtdrt the AUTOSTART applications signalled by thatvice
provider starting with the highest priority one img downwards in priority while resources in thEre permit.

* By the end-user using a mechanism provided by 1i& O
« By other service provider related applications.

The OITF SHALL include a mechanism to show the erdiscovery application and MAY include mechargsim
show the EPG, VoD and the communication servicdiegifpns. These mechanisms;

e SHALL load the application into the browser if radteady loaded.
e SHALL show this application to the end-user.
* SHALL work at all times when the currently selectemtvice provider has an application labelled ia tmay.

It is outside the scope of this specification wieetihese mechanisms are buttons on a remote caterok in an on-
screen menu or something else. If a button is ukédmechanism SHALL work regardless of which &milon has
focus and the key event corresponding to the butsad SHALL NOT be delivered to DAE applications.

5.2.4.3 Stopping
In addition to what is stated in 5.2.2, servicevidter related applications are stopped when
* The service provider selection process is re-ruhaadifferent service provider is selected.

* The selected service provider updates the lisppfieations in their SD&S service provider discovegcord, an
application is removed and the OITF detects thdatg (see Section 4.1.1.3 of [OIPF_METAZ2]).

5.2.5 Broadcast independent applications

Applications which are independent of both broatkrasand the currently selected service provideistarted and
stopped as described in Section 5.2.2 above. Theywtrequire any signalling. If they are signaltkdn this shall be
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done using the XML encoding of the AIT as define®ection 5.4 of [TS 102 809]. The XML file shadirtain an
application discovery record containing exactly apelication. The XML file shall be delivered withT TP or HTTPS
using the appTlication/vnd.dvb.ait+xml” MIME type as defined in Section 5.4 of [TS 102080

I
5.2.6 Switching between applications

Two cases of switching between applications amveeit in this specification;
»  Switching between visible applications and invigibhes.

NOTE: Switching between a visible application andravisible one is conceptually a little like chamgbetween
tabs in a PC browser however without any implicatid a particular user interface.

«  Switching between simultaneously visible applicasiovhere this OPTIONAL feature is supported.

A number of possible mechanisms exist for switchirtwveen visible applications and invisible onesng examples
include the following;

* Hard coded mechanisms in the terminal for switching specific application (e.g. to the servicedigry
application, the content guide, the communicatenvise application).

« An OPTIONAL terminal specific Ul showing availadBAE applications which the user can switch to.

5.2.7 Signalling format

5.2.7.1 XML Encoding

The following table defines how the signalling aefil in [TS 102 809] SHALL be interpreted when ugedignal DAE
applications.

Table 2: Application signalling

Descriptor or Element Summary Status in this specif ication
5.4.4.1 ApplicationList List of Required
applications
5.4.4.2 Application Name, identifier, Required
type specific
descriptor
5.4.4.3 Applicationldentifier 2 numbers Required
5.4.4.4 ApplicationDescriptor Numerous Required
application
attributes The serviceBound element is only
applicable to broadcast related
applications and SHALL be ignored for
other applications.
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Descriptor or Element Summary Status in this specif ication

5.4.4.5 VisibilityDescriptor Attribute — Optional. If this element is not present,
indicate if OITFs SHALL use a default value of
application can VISIBLE_ALL.
be visible to
users and/or
other
applications

5.4.4.6 IconDescriptor Icon for The filename in the IconDescriptor
application SHALL be an HTTP URL. Use of the

icon signaled here by the OITF is
OPTIONAL.

5.4.4.7 AspectRatio

Preferred aspect
ratio for icons

Only relevant if the OITF uses the
IconDescriptor.

5.4.4.8 MhpVersion Specification As defined in Section 3.2.3.3.2 of
version [OIPF_METAZ2].
5.4.4.9 StorageCapabilities Can the Ignored
application be
stored or cached
5.4.4.10 StorageType Enumeration As 5.4.4.9
used in 5.4.4.9

5.4.4.11 ApplicationType

Application type

For DAE and PAE applications, the
appropriate value from the
ApplicationTypeCS scheme from
[OIPF_METAZ2] SHALL be used.

5.4.4.12 DvbApplicationType

Enumeration for
5.4.4.11

Ignored

5.4.4.13 ApplicationControlCode

Enumeration for
5.4.4.4,

See below

5.4.4.14 ApplicationSpecificDescriptor

Container

Ignored

5.4.4.15 AbstractIPService

Supports
grouping of
unbound
applications

Only one group SHALL be signalled

5.4.4.16 ApplicationOfferingType

Used as part of
application
discovery record

Required
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Descriptor or Element

Summary

Status in this specif ication

5.4.4.17 ServiceDiscovery

Used as part of
application
discovery record

Required

5.4.4.18 ApplicationUsageDescriptor

Indicates that an
application
provides a
specific service

Required

5.4.4.19
TransportProtocolDescriptorType

Abstract base
type

Required

5.4.4.20 HTTPTransportType

Type for
applications
accessed by
HTTP

Required

5.4.4.21 OCTransportType

Type for
applications
accessed by
DSM-CC object
carousel

Ignored

5.4.4.22 ComponentTagType

Encodes a DVB
component tag

Ignored

5.4.4.23
SimpleApplicationLocationDescriptorT

ype

Encodes the
location of the
start page of an
application
relative to one of
the transport

types.

Required

5.4.4.24
SimpleApplicationBoundaryDescriptor

Type

Encodes an
application
boundary.

Required

FLUTESessionDescriptor as defined
by Section B.13 of [OIPF_METAZ2]

Support for
distributing
applications
through
multicast.

SHALL be supported if OITFs support
FLUTE.

Elements and descriptors marked as ‘Ignored’ SHAIQT be processed for DAE applications. Servers MAMude

these in application signalling.

The application control code SHALL be interpretadallows for DAE applications:
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Value Description

AUTOSTART The application is eligible to be started automatically. Sections 5.2.3.2 and
5.2.4.1 above define the order in which AUTOSTART applications are started if
more than one is signalled.

PRESENT The OITF SHALL take no action. The OITF MAY provide a mechanism to
allow the end-user to start applications signalled as PRESENT. However since
there is no requirement for such a mechanism, an IPTV service provider who
signals applications with this control code SHALL provide an application able
to start them.

KILL The application SHALL be terminated (see ApplicationDestroyRequest
in Section 7.2.6).

PREFETCH The OITF MAY start fetching files, data or other information needed to start
the application but SHALL NOT start the application. Implementations MAY
consider this control code to be the same as PRESENT.

Table 3: DAE application control codes

The other control codes from [TS 102 809] are redingd for DAE applications. Other control codes aot required to
be supported but MAY be supported if required bgther specification. The OITF SHALL discard anyTAdntry
containing an unsupported control code.

5.2.7.2 MPEG-2 Encoding

In a hybrid device where the broadcast channehseth on DVB network technologies and uses DVB-Shasified in
[EN300468], the OITF SHALL support the MPEG-2 enicadof the AIT from [TS 102 809] as defined in tledlowing
table. This encoding MAY be supported in other desi

Section Status Notes
5.2.2 Application types M The application type shall be 0x0011.01
5.2.3 Application identification M Applications which only need the default

permissions SHALL be signalled using
application_ids from the range for
unsigned applications.

Applications which need more
permissions than the default SHALL be
signalled using application_ids from the
range for signed applications.

The range of application_ids for privileged
applications SHALL NOT be used.[]

5.2.4 Application control codes M The following control codes shall be
supported:

0x01 AUTOSTART
0x02 PRESENT
0x04 KILL

0x07 DISABLED
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The application life cycle shall follow the
rules defined in TS 102 809 [TS 102 809]
and in this specification.]

5.2.5 Platform profiles

The encoding of the
application_profileis not defined in
this specification.

The version fields shall be set as follows:
version.major = 2

version.minor = 1

version.macro = 0

5.2.6 Application visibility

5.2.7 Application priority

5.2.8 Application icons

The icon locator information shall be
relative to the base part (constructed from
the URL_base_bytes) of the URL as
signalled in the
transport_protocol_descriptor.

5.2.9 Graphics constraints

5.2.10 Application usage

Usage type 0x01 shall be supported as
described in Section 5.2.3.1 of the present
document.[]

5.2.11 Stored applications

5.2.12 Application Description File

5.3.2 Program specific information

5.3.4 Application Information Table

See [AVC] for MPEG-2 system related
requirements and constraints.

5.3.5.1 Application signalling
descriptor

5.3.5.2 Data broadcast id descriptor

The value to be used for the
data_broadcast_id field of the
data_broadcast_id_descriptor for OIPF
carousels shall be 0x0150.

By supporting this optional feature,
terminals can reduce the time needed to
mount a carousel.

5.3.5.3 Application descriptor

5.3.5.4 Application recording
descriptor

Copyright 2010 © Open IPTV Forum e.V.




Page 51 (356)

5.3.5.5 Application usage descriptor M Usage type 0x01 shall be supported as
described in Section 5.2.3.1.1]

5.3.5.6 User information descriptors M

5.3.5.7 External application M

authorization descriptor

5.3.5.8 Graphics constraints -

descriptor

5.3.6 Transport protocol descriptors M The following protocol_ids shall be
supported:
0x0001 object carousel over broadcast
channel (as defined in [AVC])
0x0003 HTTP over broadband
connection

5.3.7 Simple application location M

descriptor

5.3.8 Simple application boundary M Only strict prefixes starting with "dvb://",

descriptor

"http://" or "https://" shall be supported.

Only prefixes forming at least a second-
level domain shall be supported.

Path elements shall be ignored.

5.3.9 Service information

5.3.10 Stored applications

Table 4: Supported application signalling features

Status Description
M MANDATORY
The signalling may be restricted to a subset specified in the "Notes" column. In that case
all additional signalling is optional.
@] OPTIONAL

- NOT INCLUDED

The referenced signalling is not included in this specification.

Table 5: Key to status column
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5.2.8 Widgets lifecycle

As Widgets are packaged as ZIP archives, theymujyire a single download and installation on amFfobefore being
executed. Widgets can also be downloaded over rnorPHistribution channels and even over off-netwedtknnels
(USB drives, CD/DVD, etc.).

The Widget lifecycle has 3 main steps:

1) Installation: The Widget is installed on the OITF

2) Execution: The Widget is executed (end eventuatipsed)
3) Removal: The Widget is uninstalled from the OITF

Step 1, installation, is only needed before that fixecution of the Widget or if its version is olete and the user or the
OITF want to update it (see Section 5.2.8.4).

Step 2, execution, may be performed at any tiner #fe Widget has been installed. It can be trigdydry an action from
the user, or it may be done automatically by th&Fogither through a DAE application or a native laggion in the
OITF. Note that it is not possible to have twoning instances of a single Widget simultaneously.

Step 3, removal, is performed if the user wantsniostall the Widget from the OITF. An uninstalfidget needs to be
reinstalled by a user to be executed again.

Detail descriptions of each step above are providékie following sections.

5.2.8.1 Widget installation

In order to be able to execute a Widget, we fiestehto acquire a Widget package and install ithenQ@ITF. Steps for
acquiring and processing a Widget package and iassd@rocessing rules are described in Sectioi\@iolgets-
Packaging]. In this specification the expressioridyét installation succeed” means that the aforetiored procedure
is completed successfully.

Although [Widgets-Packaging] does not limit or matelany specific data transfer protocol or distidruchannel
through which Widgets are delivered, an OITF SHAdLpport the use of HTTP and HTTPS as the transédoqols.
Support for other transfer protocols is OPTIONALidgkt installation is done through the
ApplicationManager.installwidget() API call. After a call to this function, if thestallation succeeds, the
installed Widget SHALL be available in the listioktalled Widgets that can be retrieved using
ApplicationManager.widgets. The application installing the Widget is notifiadout the installation
success/failure through the “Widgetinstallation&atas specified in Section 7.2.1.2 and 7.2.1.4.

When installing a Widget, the OITF SHOULD notifyetliser if there is already an installed Widget i same “id”
value (where “id” is defined in Section 7.6.1 @figets-Packaging] along with the extension defime8ection 11.1 of
this specification). In this case the OITF SHALlopeed as specified in the descriptioniatallwidget () method
in Section 7.2.1.3.

5.2.8.2 Widget execution

In order to be executed, a Widget needs to beliedtas described in the previous section. Afteritistallation, a
Widget can be started either using MppT1ication.createApplication() API call or through the
ApplicationManager.startwidget() API call. The behaviour of these two methods isiegjent.
startwidget() is the preferred methodreateApplication() is kept for consistency with other DAE
applications. A list of installed Widgets can b&ieved usingApp1icationManager.widgets. Note that only one
running instance per Widget at time is allowed. Algét can be stopped usiagplication.stopwidget() or
Application.destroyApplication(). stopwidget() is the preferred methodestroyApplication() is
kept for consistency with other DAE applications.

If the installed Widget has been run on the OITfol any “storage areas” associated with the \atidas defined in
[Widgets-APls], SHALL be restored. Saved data iseasible through the preferences attribute of tidg@t object as
defined in Section 11.3 of this specification.

See related sections in Section 7 for more dedhitait the above mentioned API calls.

Copyright 2010 © Open IPTV Forum e.V.



Page 53 (356)

5.2.8.3 Uninstalling a Widget

An installed Widget can be uninstalled from an Otffough theapp1icationManager.uninstallwidget()
API call. Calling this method on a running Widgetlwause the Widget to be stopped before the Widgeninstalled.
The application uninstalling the Widget is notifialdout the uninstallation success/failure throudmgh t
“WidgetUninstallation” event as specified in Seati.2.1.2 and 7.2.1.4. Any storage areas assoamthdhe
uninstalled Widget SHALL be deleted.

5.2.8.4 Widget updates

An installed Widget can be updated by installingeav version of it.

5.3 Event Notifications

This section describes 4 different notificatiomfieworks (In-session notification based on the haetevork domain,
In-session notification based on the Internet do@{ Party notification based on home network domaiua, 2° Party
notification based on the Internet domain) defiogdCEA-2014-A]. Moreover, it defines a new notédton framework
for IMS based notifications such as CallerID, IndognCall Message, Chat Invite not only when a DAdplacation is
active but also inactive.

The event notification mechanism allows OITFs toeree important Ul updates or information from IPE¥fvice
provider or home network devices such as IG, AGIONA RUI compatible devices. CEA 2014 mandates #jua
notification models which are dependent on whether server exists on the internet domain or hoeteeork domain.
Each of these domain models have two unique sandeipending on whether or not a DAE applicatiamming. If a
DAE application is active, the in-session notifioas are used to support dynamic Ul interactionveen the server and
the DAE application without the need to reload XtTML page. Otherwise, 3party event notifications should be used
to receive and display a notification message datef the current user session with a DAE applicatin the OITF, for
example an event coming from another server, e gedeive emergency alerts, or events regarding ne@ather, stock
or other information. Generally™3arty event notification creates a new DAE appigcato display notification
information.

IMS event natifications for Caller ID, Messagingda@hatting have different behavior from generalrevetification
defined by [CEA-2014-A] because IMS communicatienv&ce should be accessed by authorized userseaniced
within the approval of IPTV service provider. Cadesiing the issue of user’s privacy, the DAE speatfon not only
adopts the general Event Notification FrameworkefffCEA-2014-A] as defined in Section 5.3.1, bgioadlefines a
new IMS Event Notification Framework in Section 2.3

5.3.1 Event notification framework based on CEA 201 4

An OITF must be capable of displaying various evegtifications from both Internet domain and honeéwork domain.
Event notification can be conveyed through activéntéraction’s channel or out of session. As diesct in the diagram
below, in-session notification is associated wituaning DAE application, whereas 4 Barty event notification is
delivered through an independent communication ehlaif an OITF receives d“arty event after subscribing to a
certain internet url or the OITF receives a mulitea event notification message, the OITF neegetform 3" party
event notification and display its information itsia new DAE application.

The diagram below describes a general overvieweBvent Notification architecture.
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OITF (Remote Ul Client) Remote Ul Server

Internet Domain Home Network Domain
- IPTV Service Provider . Application Gateway
: 3rd Party Internet Server : IMS Gateway (Setup Page)

Events/notification over

3rd Party Notification _— — — — M @ca_st ort HIIP_ _— 3rd Party Notification
Handler Handler

4 A

Event Event
local script Notification - — 4+ — — —|— P Notification
binding N Handler Events/notificatior! over Handler
¢ XMLHttpRequest or t
A NotifSocket A

Userinput |
Handler [~

DAE Application

(XHTML Browser) Web Server

\ 4

local script
binding

Figure 8: General Event Notification Architecture an OITF and Remote Ul Server

In-Session notifications are performed to updattiglaor whole DAE application Ul through tinetifSocket object
and/or thexMLHttpRequest object as defined by [CEA-2014-AYot1ifSocket object creates a persistent TCP
connection between a DAE application and Remotsddier in order to support burst event notificagidn addition, a
DAE application can create amLHttpRequest object to make asynchronous HTTP requests to asemker on the
internet domain. This establishes an independefitfHdonnection channel to support XML updates betvtbe DAE
application and the Remote Ul server.

On the other hand, if the OITF receives an inconmatification outside of an active interaction (isession) with the
server, a8 Party Event Notification must be executed to irv@akDAE application to fetch and render the Ul eant
using the url contained within the notification rsage. This allows servers to “broadcast” importaessages, such as
Emergency alert messages, to an OITF at anytines elen the DAE application would currently notrbening. This
should be done through a push-method with multiceegtsage for the home network domain. and a puloadefor the
internet case.

The next two subsections describe the requirenfentae event mechanisms in more detail.

5.3.1.1 In-session event notification

In-Session notification can be defined as “Dynabliid)pdate.” With this mechanism, a server shouldblke to send a
notification message during a Ul interaction to aggdthe Ul dynamically without the need to reldael XHTML-page.
The OITF SHALL support the two following scriptimdpjects for In-session event notification:

e XMLHttpRequest Scripting Object (as defined in Section 5.5.2@EA-2014-A])

0 TheXMLHttpRequest is an embedded object on the browser and enatriggssto make HTTP request to a
web server without the need to reload the pagearitbe used by ECMAScript to transfer and maniputa¥iL
data to and from a web server using HTTP, estdblishn independent connection channel between a web
server and DAE applications. Whenever a DAE appticaneeds to update the Ul, it sends a requettetaJ|
server, IPTV service provider of*3arty Internet Server, to monitor the change afust or event. In case an
event, the Ul server sends an HTTP response tHeHttpRequest.

* Notifsocket Scripting Object (as defined in Section 5.5.1@ERA-2014-A])

o Even thougXMLHttpRequest object has become more widespread on browseringerdet Portal servers, it
has a difficulty in supporting dynamic Ul updatelomme domain’s devices because it is required tionmked
by the request okMLHttpRequest on DAE application sideNotifSocket creates a persistent TCP
connection between DAE application and Ul serveoritler to support burst event naotifications. Whemethe
Ul server needs to notify the DAE application rurqnbn the OITF of a Ul update, it sends any tydaspdate
message, such as encoded binary or string, thrihegiotifSocket connection. ThélotifSocket object
allows an Ul server to push any event informatimoagh the independent TCP/IP channel at any time.

Copyright 2010 © Open IPTV Forum e.V.



Page 55 (356)

5.3.1.2 Out of session event notification

Out of session event notifications are defined3¥5Party Notifications” in CEA 2014. Since these ficsitions are not
part of an active remote Ul interaction with a Reéendl Server, the OITF must launch a new DAE agpitn to render
the Ul content using the url contained within tludification message.

The OITF SHALL support multicast notifications f8f party event notifications for the home network @mand the
internet domain respectively as defined below. 8upfor polling-based notifications as defined helis OPTIONAL
and support can be indicated through the OITF sibdipy description by using element <pollingNatditions> as
defined in Section 9.3.14 or the +POLLNOTIF nanagfment as defined in Section 9.2.

e Multicast Notifications (as defined in Section 3.6f [CEA-2014-A])

0 The OITF SHALL support receiving of Multicast Nati&itions over multicast UDP, with a UPnP event ragss
format defined by CEA 2014 if the incoming messagmes from home network domain. After interpreting
message, the OITF should create a new notificatidordow with specified ®uiEventURL>. In order to
ensure a reliable transmission of a multicast atifon message, a Remote Ul Server shall trangmisame
notification message, with the same HTTP SEQ heaalee 2 or 3 times, where the time between trassions
should be a random time between 0 and 10 seconds.

« Polling-based Notification (as defined in Sectio6.8 of [CEA-2014-A])

o The OITF SHALL support polling-based®@arty notifications from an IPTV Service Providera 3° Party
Internet Server. To this end, the OITF subscribesertain URIs to display web contents such as newather,
stock or other information from Internet side oreexting thesubscribeToNotifications() method. An
OITF should poll for naotifications even when the -BEML browser is not active. If a new notificatias
received, this MAY be notified to the user in a dendefined way, including direct rendering on thigplay and
using a non-intrusive prompt.

Note that in Annex B we have definedabscribeToNotificationsASync() method to provide a way
of subscribing to polling-based notifications tisahon-blocking.

5.3.2 IMS event notification framework

This section covers the DAE interactions needattitee the message exchanges on the HNI-IGI interfa¢he case
where the Service Provider offers an IMS applicatio

The HNI-IGI framework defines how an OITF interaatith an IMS Gateway (IG) via the HNI-IGI interface
([OIPF_PROT2] Section 5.5.1).

Every message on the HNI-IGI interface SHALL berieakin a HTTP transaction where the OITF senddth&P
request and the IG responds to the request. Thel&@Nh-session framework, in the case of a DAE laggpion, uses the
XMLHttpRequest Script Object, as defined in Sectoh.2 of [CEA-2014-A] .

There are two message directions on the HNI-IGrfate, corresponding to outgoing and incoming amess from and
to the OITF.

5.3.2.1 HNI-IGI transactions for in-session out-goi  ng request messages

This message direction applies to outgoing mesdagesthe OITF on the HNI-IGI interface. The OITémgls a request
and the IG responds to the request. The followiguré illustrates the sequences for in-sessiorséetions for outgoing
requests from DAE application to the IG.
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Outgoing SIP Request from OITF to IG

......................................................................

1. Prepare Call-ID
for the SIP dialog

3. open(POST,
“<IG_URL>/SIP")

4. setRequestHeader(“X-OITF-

Request-Line”, ReqLine) [H1]. HTTP request

POST <IG_URL>/SIP /HTTP 1.1
X-OITF-Request-Line: <RegLine >
HTTP Bodv:<ReauesMsaBodv:

[S1] SIP request
<SIP Request Line>
<SIP Headers>
<RequestMsgBody>

a

a
>

[H2]. HTTP response

200 OK

X-OITF-Response-Line: <RespLine >
Séltljg;izdystateshange HTTP Body: <ResponseMsgBody>

=

[S2]. SIP response
<SIP Response Line>
<SIP Headers>
<ResponseMsgBody>

_———e e e e e —— - = — <t
< <

7. getResponseHeader(“X-OITF-
Response-Line”)

________________ >
8. read
ResponseMsgBody
via responseXML or
responseText
________________ >

................................................................................................

Figure 9: HNI-IGI transaction for outgoing SIP requests from a DAE application

Prepare the Call-ID for a SIP request. The CalBIALL be generated by the DAE application for amgoing SIP

request. This Call-ID SHALL be locally unique acsadl OITFs in a residential network.

NOTE: How uniqueness is achieved is currently refinegd.

XMLHttpRequest()”.

The DAE application SHALL create a nedMLHttpRequest object using the constructoméw

The DAE application SHALL invoke thepen () method to specify the HTTP method and RequestfoRthe

request. In this case, the HTTP POST method wéRbquest-URI of <IG_URL>/SIP SHALL be used as

specified in [OIPF_PROT2].

The DAE application SHALL invoke theetRequestHeader () method to specify the required HTTP headers as

specified in [OIPF_PROT2]. This method SHALL bedked for each required HTTP header. For exampéeXth
OITF-Request-Line HTTP header specifies the SIRasgline for the SIP request. The Call-ID is sfiediin the

X-OITF-Call-ID header.

body is specified in a parameter of this method.

DAE application.

Response Line is specified in the X-OITF-Responise-header.

The DAE application SHALL invoke theend () method to send the HTTP request. The SIP Messagad’t

When the HTTP response is received,dheeadystatechange callback function SHALL be invoked on the

The DAE application SHALL invoke thgetRequestHeader () method to retrieve each HTTP header. The SIP
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8. IfthereadyState property of theXMLHttpRequest object has the value 4, the HTTP response bodylsHk
retrieved via theresponseXML or responseText properties of th&kMLHttpRequest object. The SIP response
body is specified in the HTTP response body.

5.3.2.2 HNI-IGI transaction for in-session incoming request messages

This message direction applies to incoming messtagéhe OITF on the HNI-IGI interface which areateld to an
existing IMS session. An example of this is a SIBTNFY message received from the network in respomseprevious
SIP SUBSCRIBE sent from the IG. The OITF sends @PiTequest and the IG responds to the request ivheceives
an incoming message from the network related texsting session. The following figure illustrate sequences for
in-session transactions for incoming requests fiteen G to the DAE application.
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In-session incoming SIP request

1. Prepare Contact
and Call-ID for the
SIP dialog

3. open(POST,
“<IG_URL>/PENDING_IG")

4. setRequestHeader( X-OITF-
Request-Line, null)

[H1]. HTTP request

POST <IG_URL>/PENDING_IG
HTTP 1.1

X-OITF-Request-Line: null

HTTP Body: <RequestMsgBody>: null

a

6. onreadystatechange
callback

>

[H2]. HTTP response

200 OK

X-OITF-Request-Line: <RegLine >
HTTP Body: <RequestMsgBody>

* HTTP response is pending
until SIP request or time-out

[S1] SIP request
<SIP Request Line>
<SIP Headers>
<RequestMsgBody>

7. getResponseHeader(“X-OITF-

Request-Line”)

8. read ResponseMsgBody via
responseXML or responseText

________________ >
9. new XMLHttpRequest()
10. open(POST,
“<IG_URL>/PENDING_IG")
________________ >

11. setRequestHeader(“X-OIT
Response-Line”, RespLine)

12. send (ResponseMsgBody)

a

= [H3]. HTTP request

POST <IG_URL>/PENDING_IG
HTTP 1.1

X-OITF-Response-Line: <RespLine>
HTTP Body: <ResponseMsgBody>

Pl
«

[S2]. SIP response
<SIP Response Line>
<SIP Headers>
<ResponseMsgBody>

a

________________ »
»

v

=

* HTTP response is pending
until SIP request or time-out

_______________________________________________________________________________________________________________________________

i If further in-session incoming SIP request are etgubfor this call-ID, the same sequence from é)ep step 11) SHOULD be
i followed. This SHALL be done immediately and notitWer a body to be included. In case the DAE agtlon does not need to
1 receive any further incoming in-session SIP reqqiele [H3] HTTP POST in step 11 SHOULD be diredteg|G_URL>/SIP.

Figure 10: HNI-IGI transaction for in-session inconing SIP request

created initially for this session.
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2. The DAE application SHALL create a new XMLHttpRegtebject using the constructonew
XMLHttpRequest()”.

3. The DAE application SHALL invoke thepen () method to specify the HTTP method and the Requ&dtfor the
request. In this case, the POST method with a Reduiel of <IG URL>/PENDING_IG SHALL be used as
specified in [OIPF_PROT2].

4. The DAE application SHALL invoke theetRequestHeader () method to specify the required HTTP headers, as
specified in [OIPF_PROT2]. This method is invoked éach HTTP header that is required. In this dhse,
X-OITF-Request-Line, which specifies the SIP reqlies for the SIP request, is set to the valud 1. The SIP
Call-ID is specified in the X-OITF-Call-ID header.

5. The DAE application SHALL invoke theend () method to send the HTTP request. For the HTTPa=tghat sets
up the initial long poll, no X-OITF headers areoaled for the HTTP request to the PENDING_IG RecuH3t.

6. When the HTTP response is received, the speaifieteadystatechange() callback function is invoked.

7. The DAE application SHALL invoke thgetResponseHeader () method to retrieve each HTTP header. The SIP
Request Line is specified in the X-OITF-Requestel HIT TP header.

8. IfthereadyState property of thexMLHttpRequest object has the value 4, the HTTP response bodylsHk
retrieved via theresponseXML or responseText properties of th&kMLHttpRequest object. The SIP response
body is specified in the HTTP response body.

9. The DAE application SHALL create a neMLHttpRequest object using the constructoméw
XMLHttpRequest()”.

10. The DAE application SHALL invoke thepen () method to specify the HTTP method and the Requ&dtfor the
request. In this case, the POST method with a RedquiRl of <IG URL>/PENDING_IG SHALL be used as
specified in [OIPF_PROT2].

11. The DAE application SHALL invoke theetRequestHeader () method to populate each HTTP header as
specified in [OIPF_PROT2]. This method SHALL bedked for each required HTTP header. For exampée, th
X-OITF-Response-Line specifies the SIP respongeftinthe SIP response. The Call-ID is specifiethi
X-OITF-Call-ID header.

12. The DAE application SHALL invoke theend () method to send the HTTP request. If there is ar&Ponse body,
it is included as a parameter to 8®end () method. The SIP response body message is canrttd HTTP body for
the HTTP request to the PENDING_IG Request-URI.

In the case where the OITF does not need to reesiydurther incoming in-session SIP requests[#3 HTTP POST
in step 11 SHALL be directed to the <IG_URL>/SIPgRest-URI.

5.3.2.3 HNI-IGI transaction for out of session inco  ming request messages

This message direction applies to incoming messagdise HNI-IGI interface which are not relatedatoexisting
session. An example of this is a SIP MESSAGE messaggived from the network, coming e.g. from afiMP
application or from another user. The followinguiig illustrates the sequences of out-of-sessiasaetions for in-
coming requests from the 1G to OITF.

Figure 11 describes what happens when the OITiFsigtdirned on.
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new dialog
requests

OITF
Registration Function IG
DAE app | 1 | = IMS CS
(Java:s,crlpt (native code) ! |
! 1. HNI_IGI (IG, REGISTRATION (user_default, icsi)) |
f;fg;iqfnigg—'e 2 REGISTER (user_default, ICSI)%

3.200 OK

5. HNI"4GI (PENDING_IG, user_default, call_id (null)

6. Perform SD&S and start DAE app.

7. SubscribetolMSNotifications (user_default, icsi(s))

e alog roquaste o <! ﬁ 8. HNI_IGI (IG, REGISTRATION (user_default, icsi(s))

default user

1)
2)
3)
4)
5)

6)

7

8)

9)

Figure 11: What happens when the OITF is first turred on

When the OITF is turned on the OITF SHALL send alHBSI IG registration message to register the di¢éfaser.
The IG Registers the default user in the IMS nekwor

The IMS network returns 200 OK.

a 200 OK message SHALL be returned on the HNI_IGI.

If there are native IMS applications that may reeainsolicited messages the OITF SHALL send a PR®DIIG
message to the IG, for the default user and wighctll_id set towu11. The steps to send PENDING_IG are the
same as steps 8-11 from Section 5.3.2.2.

The OITF performs service selection and discoved/laads the initial DAE page.

DAE IMS applications that desires to receive urgt@d notifications SHALL issue a
subscribetoIMSNotifications() method (as defined in Section 7.8).

When applicable the OITF SHALL send a HNI_IGI I@istration message to re-register the default uselyding
new applications.

The IG re-registers the default user in the IMSvoek.

10) The IMS network returns 200 OK.

11) A 200 OK message SHALL be returned on the HNI_IGI.

Fi

gure 12 describes what happens when a spec#iclogs in using the DAE interface.
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Figure 12: User logs in using the DAE interface

1) When the user desires to login the DAE SHALL dadl tegisterUser() method to register the user.
2) The OITF SHALL send a HNI_IGI IG registration megedo register the user.

3) The IG Registers the user in the IMS network.

4) The IMS network returns 200 OK.

5) A 200 OK message SHALL be returned on the HNI_IGI.

6) If there are native IMS applications that may reeainsolicited messages the OITF SHALL send a PERN®DIG
message to the IG, for the default user and witrctil_id set tawu11. The steps to send PENDING_IG are the
same as steps 8-11 from Section 5.3.2.2.

7) DAE IMS applications for the user that desiresdoeiive unsolicited notifications SHALL issue a
subscribetoIMSNotifications() method (as defined in Section 7.8).

8) When applicable the OITF SHALL send a HNI_IGI I@istration message to re-register the user, inotudew
applications.

9) The IG re-registers the default user in the IMSvoek.
10) The IMS network returns 200 OK.
11) a 200 OK message SHALL be returned on the HNI_IGI.
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Figure 13 describes what happens when an unsdlicisssage arrives from the network. The precomditidhat a DAE
application is already running and subscribed ¢&lMS naotifications (refer to previous sequence nvhser logs in).

OITF Buffer incoming message
with a configurable timeout.
DAE app ‘ Registration Function ‘ PPt
(javagcript) (native code) I e IMS CS

-t Sip_message_x (body) %

| I
I |
I |
| |
| |
| |
| K
| |

2.200 OK (NOTIFICATION_NEW_DIAL, to, call_id, <HTTP hea&ers>,<SIP headers>,[<SIP body>]))

Start new 3 1 i\\\\‘*~\ i
new-dialog Pending-IG ———— Ci_H_T:I'P POST (PENDING_IG, user_defau[t, call_id (null))~~~_ _ - !

| 3 | ™~ Notify Application
3 i 3 registration function that

4. onIMSNotification ((to, from, call_id, [icsi],<HTTP headers>,<SIP headers>,[<SIP body>])) Poer‘“(’:;’l'la'igg request received
e — i -

5. HNI_IGI (IG MESSAGE, call_id, <HTTP headers> <SIP headers>,[<SIP body>])

H 2

Figure 13: Unsolicited message from the network

1) A SIP message arrives from the network.
2) The IG responds to the PENDING_IG request.

3) The OITF SHALL immediately issue a new PENDING riguest after receiving a response on a PENDING_IG
request. The steps to send PENDING_IG are the sameps 8-11 from Section 5.3.2.2.

4) The OITF SHALL call the callback functioonIMSNotif1ication for the corresponding application. This
includes the IMS message.

5) The OITF MAY respond to the network with a new aitgy message. The steps to send PENDING_IG are the
same as steps 8-11 from Section 5.3.2.2.

6) If the OITF sends a message the IG SHALL forwatd the network.
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6 Formats
6.1 CE-HTML

An OITF SHALL support the XHTML profile defined i8ection 5.4 of [CEA-2014-A], with the exceptionsdegined in
Annex B.

NOTE: the list of default embedded objects andteeldavascript APIs are defined in Section 7.

6.2 CE-HTML referenced formats

This section provides more details about formag¢siusy CE-HTML

This section modifies the sections of [CEA-2014wijich reference externally defined formats. Indhsence of
modifications below, those sections SHALL apply.

« JPEG: Support for lossless and hierarchical modes aitlthaetic coding of DCT coefficients is OPTIONALh&
thumbnail feature of [JFIF] is OPTIONAL. OITFs matpporting thumbnails SHALL skip them if presentlan
continue decoding the rest of the image.

6.3 Media formats

This section describes the main requirements fofdlmat and usage of codecs in media referreg RAE
applications. This section also describes memodyoau

6.3.1 Media format of A/V media except for audio fr om memory
This section describes the format and usage oAtflenedia codec except for audio from memory.
* Format and usage of video codec SHALL adhere tti&eb of [OIPF_MEDIAZ2].

* Format and usage of subtitles format SHALL adherg8dction 6 of [OIPF_MEDIAZ2].

« Format and usage of teletext format SHALL adher8dotion 7 of [OIPF_MEDIA2].

* Format and usage of audio codec SHALL adhere ttide8 of [OIPF_MEDIAZ2], except for Section 8.1.181.5
and 8.2.1 which are covered in Section 6.3.2.

6.3.2 Media format of A/V media for audio from memo ry

This section describes the format and usage oAflamedia codec for audio from memory. Usage ofesponding
A/V media object is described in Section 7.14 id ttocument.

For the audio from memory format, HE-AAC SHALL bepported by the OITF and WAVE MAY be supported by t
OITF.

e Format and usage of HE-AAC audio from memory SHAddhere to Section 8.1.1.2 and 8.2.1 of [OIPF_MEDIA2

e Format and usage of WAVE audio from memory SHALbae to Section 8.1.5 and 8.2.1 of [OIPF_MEDIA2].

6.3.3 Media transport

Format and usage of media transports referred @Afy applications SHALL adhere to Section 4 of [BIMEDIA2].

6.4 SVG

This section contains extensions and modificattor{SVG Tiny 1.2] and to [CEA-2014-A].
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6.4.1 Supporting SVG documents

OITF SHALL support [SVG Tiny 1.2] documents withetextensions to [CEA-2014-A] described in this sabisn.
These extensions SHALL be accomplished by meattsedbllowing text:

[Req 5.2.1.a] The following extensions apply:

« A Remote Ul Client Capability Description SHALL ilucle the following element in order to convey suppor
SVG:

<mime-extensions>image/svg+xml</mime-extensions>
[Req 5.2.2.f] The following extensions apply:

* Referenced content SHALL adhere to imeage/svg+xm1 MIME type.
[Req. 5.3.a] The following extensions apply:
e IfanAccept request header is used, then its value SHALL cotite string ‘image/svg+xm1”.

e IfanAccept-Encoding and amccept request header are used, then the value agf¢hept-Encoding
header SHALL contain the string2ip” and “deflate”.

[Req. 5.4.a] The following extensions apply:

A Remote Ul Client SHALL include &onforming Dynamic SVG Viewer as defined by [SVG Tiny 1.2] .
The following applies to item 8):

e Compliant image content SHALL include the MIME typeage/svg+xm1 as defined by [SVG Tiny 1.2] .
[Req. 5.10.b] The following extensions apply:

e SVG viewer SHALL support SVG image content whides logical coordinates greater than the resalutio
supported by the <width> and <height> parameteth@Remote Ul Client capability.

[Annex G, Table 5] The following extensions apply:

e Thetype attribute of arka></a> element tag SHALL specify the valieage/svg+xm] if a link to an SVG
document is defined.

* The<img/> element tag SHALL allow image of content-typeage/svg+xm1 to be used.
e« The<object/> element tag SHALL allow content of content-tyjpeage/svg+xm1 to be used.

* Elements, attributes or properties other than tlefimed in [SVG Tiny 1.2] MAY be ignored.

6.4.2 Supporting DOM access between CE-HTML and SVG
6.4.2.1 Parent CE-HTML access to child SVG

In order to enable scripts in a CE-HTML documena¢oess DOM objects in a child SVG document, tievidng
extensions SHALL be applied to [CEA-2014-A]:

e [5.4.a] XHTML Profile (CE-HTML); The following apiges to item 3) d):

0 TheHTMLObjectETement interface, including theontentbDocument attribute of this interface, SHALL be
supported for SVG documents. If thententbDocument property ofHTMLObjectElement refers to a [SVG
Tiny 1.2] document, then the available methods amgperties for thecontentDocument are limited to the
common subset of the [SVG Tiny 1.2] uDOM and tiement interface defined in [DOM 2 Core].

0 Methodsblur() and focus() SHALL be supported for SVG documents and SHALL hdke same
semantics as specified for interfa¢EMLInputETlement.

« [Annex |, Table 9] The following extensions apply:
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addHTMLObjectETement interface with the following properties and fuicts as defined by [DOM 2 HTML]:
align, border, contentbDocument, data, height, hspace, name, tabindex, type,
vspace, width, blur(), focus(Q);

Scripting Interface
(informative)

Properties and Methods
(informative)

Additional Requirements and
Recommendations (in addition
to that defined above)

HTMLObjectETement

#HTMLEement
align(*)
border (*)
contentbocument (**)
data

height
hspace(*)
name (*)
tabindex
type
vspace(*)
width

blur() (**)
focus () (%)

(*) use of this attribute is
deprecated

(**) at least supported for SVG
content

Table 6: HTMLObjectETlement interface

6.4.2.2 Child SVG access to parent CE-HTML

In order to enable scripts in an SVG document tiess DOM objects in its parent CE-HTML documerg, fibllowing
extensions SHALL be applied to [CEA-2014-A]:

« [5.4.2.a] The following extensions to be addedami1) Properties - jeadonly String name

o If awindow object is associated with an embedded documesn, ttie name property of tha ndow SHALL
match thename property of the element that generated the emizeddeument.

* [5.4.2.a] The following extensions to be addedami1) Properties x):

o x)readonly Element frameElement -PropertyframeElement SHALL resolve to the embedding element

object ornuT11 if there is no such element.
* [Annex |, Table 9] The following extensions apply:

o underwindow object entry, addtead-only propertyframeeTlement;

Scripting Interface
(informative)

Properties and Methods
(informative)

Additional Requirements and
Recommendations (in addition to
that defined above)

window

frameETement(available to
DocumentViews of embedded SVG
documents)
cea2014_protocol_version
cea2014_protocol_subversionNr
document

Additional implementation/authoring
requirements:

The methods and properties SHALL

frames adhere to [Req.5.4.2.a].
history

Innerteight (*) Method download() is only
location mandatory for Remote Ul Clients
id for which <download> is true in
name their capability profile.

on?] ur

onfocus

onkeypress () Method
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onﬁeydown subscribeToNotifications is only
onkeyup - -
httptimeout(x+##) mandatory for i-Box clients.
parent e _
top (***) Property XMLHttpRequest is
maxHei ght (=) only mandatory for i-Box clients.
maxwidth(*

ﬁg?gﬁig( (****) CEA-2027-A specific method
width (s that may not be supported as per
focus() Annex B of this DAE specification.
setTimeout()

clearTimeout()

setRenderMode ()

openURL() (:’::‘:7’:»

reload() (*
r'ep-l ace() (7’::‘:7’:7’:)
requestFocus () (*
sethtpT1meout()("“**
setTimer () (x*#*
c]earT1mer()(
getFrame () (¥*¥%)
escapeBeyondTopmost()(“ )
exitunit() (¥*

downToad () (*)
subscribeToNotifications() (**)
XMLHttpRequest (**%)

Table 7: window interface

Add theDocumentView interface (defined in Table 8) to uDOM defined®VG Tiny 1.2]. It is a subset of [DOM 2
Views]. TheDocumentView interface provides the access to innermdstdow object so that child document can
access to parent document. It dafaultview property described as follows:

interface Documentview defaultVview resolves to the innermost window

{ object into which the Document is presented.
readonly window defaultview; If the window object is CE-HTML based, then the
} available methods and properties for the

defaultview.frameElement are limited to the
common subset of the [SVG Tiny 1.2] uDOM and
DOM Core L2 ETement interface.

Table 8: DocumentView interface to be added to uDOM
ThesvGDocument interface also changes to inherit thecumentView interface.

6.4.2.3 Parent SVG access to child CE-HTML

In order to enable scripts in an SVG document tess DOM objects in a child CE-HTML document, tbkofving
extensions SHALL be applied to [SVG Tiny 1.2] :

e Add SVGForeignETlement interface to uDOM defined in [SVG Tiny 1.2]. Thigerface represents the
‘foreignobject’ element in the SVG document.

interface SVGForeignObjectElement The document this object contains, if there is any

{ and it is available, or nu11 otherwise.
Document contentDocument; If this document is CE-HTML based, then the
} available methods and properties for the document

are limited to the common subset of the [SVG Tiny
1.2] uDOM and DOM Core L2 Element interface.
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Table 9: SVGForeignObjectETlement interface to be added to uDOM

6.4.2.4 Child CE-HTML access to parent SVG

In order to enable scripts in a CE-HTML documena¢oess DOM objects in its parent document, tHeviahg
extensions SHALL be applied to [CEA-2014-A]:

e [5.4.a] XHTML Profile (CE-HTML); The following tde added to item 3) DOM2 - f)

o f) DOM level 2 Views, with at least providing support propedgfaultview which SHALL resolve to the
innermoswindow scripting object into which theocument is presented. Wiindow object is [SVG Tiny 1.2]
based, then the available methods and propertrethéodefaultview. frameElement are limited to the
common subset of the [SVG Tiny 1.2] ubDOM and [DOM@re]ETlement interface.

« [Annex |, Table 9] The following extensions apply:

0 underbDocument interface entry, addead-onTy propertydefaultView;

Scripting Interface Properties and Methods Additional Requirements and
(informative) (informative) Recommendations (in addition to that
defined above)
#Node
Document defaultview Additional implementation/authoring
doctype guideline:

documentETlement

implementation CE-HTML clients MAY not provide full

createAttribute()

createAttributeNs() support for XML namespaces and
createCDATASection() processing instructions, hence methods
createComment() getElementByTagNameNs ()
creaEeE?cumegggragment() createAttributens(),
gpggtéE]iEERth(), createE]ementNS(Land _
createEntityReference() createProcessingInstruction() MAY
createProcessingInstruct not be supported.

ion()

createTextNode()

getElementById()

getElementsByTagName ()
getElementsByTagNameNs ()
importNode ()

Table 10:Document interface

In order to support access from [SVG Tiny 1.2] doeat to the CE-HTML document, the following extems SHALL
be applied to [SVG Tiny 1.2]:

e Addwindow interface to the uDOM defined in [SVG Tiny 1.@findow interface is subset to the ndow object
defined in the W3C WebAPI activity [Window Objecilhewindow interface provides the access to other
documents in a compound document by reference.

interface window . L : :
{ readonly String name; If a window object is associated with an

readonly Element frameElement; embedded document, then the name property of
the window SHALL match the name property of the
element that generated the embedded document.

frameETement property contains reference to
embedded element or nulT if there is no such
element.

Table 11:w1indow interface to be added to uDOM
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6.4.2.5 Event propagation

For documents embedded as children of another dexufa.g. an SVG document embedded in a CE-HTMIuchent),
events targeted at elements in the child docunypitally are not dispatched to nodes in the padlestiment.. However,
events will still be dispatched to other applicati@as defined in Section 7.2.6.

No event listener in parent catches any eventiid document. If user pushes key button when anGSvhy 1.2]
element is focused, theryEvent occurs on the focused [SVG Tiny 1.2] element angpically does not propagate to
the CE-HTML document.

To accomplish setting and moving focus through [SM@/ 1.2] and CE-HTML document, following extensiSHALL
be applied.

* [Req. 5.4.1.m] The following extensions apply:

o If an HTML document includesobject> elements whose type attribute valueiismge/svg+xml, then the
Remote Ul Client SHALL (1) offer a means to setdsdo any SVG element type for which an event ttiste
SHALL be registered, and (2) generate appropridd®I® focus events accordingly.

* [Req. 5.4.1.n] The following extensions apply:

o If an HTML document includesobject> elements whose type attribute valueiigge/svg+xml1, then the
Remote Ul Client SHALL (1) offer a means to moveus away from any SVG element type for which améve
listener SHALL be registered, and (2) generate ameite DOM 2 focus events accordingly.

In order to pass an event that occurred in the TBHdocument to a script in [SVG Tiny 1.2], the lfmling
extensions SHALL be applied to [SVG Tiny 1.2] :

* AddDocumentEvent interface to uDOM defined in [SVG Tiny 1.2]. ltsame a®ocumentEvent in DOM
Level 2 EventssvGDocument interface also changes to inherit thecumentEvent interface.

e AddthedispatchEvent method tcEventTarget defined in [SVG Tiny 1.2]
6.4.25.1 DocumentEvent

TheDocumentEvent interface provides a mechanism by which the uaarcteate aBvent of a type supported by
the implementation.

6.4.2.5.1.1 Methods

Event createEvent( DOMString eventType )

Description Create a specified event. If specified eventType is supported, newly created
Event object is returned. Otherwise, nulT is returned.

Arguments eventType The type of Event interface to be created.

6.4.2.5.2 EventTarget
6.4.25.2.1 Methods

Boolean dispatchEvent( Event evt )

Description This method allows the dispatch of events into the implementations event model.
The return value of dispatchEvent indicates whether any of the listeners which
handled the event called preventbefault. If preventDefault was called the
value is false, else the value is true.
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Arguments evt Specifies the event type, behavior, and
contextual information to be used in
processing the event.

NOTE: The following methods are described in the@ObDdefined in [SVG Tiny 1.2]:

void addeEventListener( String type, EventListener Tlistener, Boolean useCapture )

void removeEventListener( String type, EventListener listener, Boolean useCapture)

void addeEventListenerNS( String namespaceURI, String type, EventListener Tlistener,
Boolean useCapture, DOMObject evtGroup )

void removeEventListenerNs( String namespaceURI, String type, EventListener
Tistener, Boolean useCapture, DOMObject evtGroup )

6.4.3 Attention to DAE application developers
6.4.3.1 Script APIs defined in DAE

The use of any script APIs defined in the DAE sfiegiion in script code inside an SVG documentasdefined. The
script code in [SVG Tiny 1.2] document SHALL bead call functions on DOM nodes in [CEA-2014-égcument
and vice versa. The present document does notedeéiw to include CE-HTML embedded objects dirent{SVG
Tiny 1.2] documents.

6.4.3.2 Codec and connection supporting in SVG
DAE applications SHALL NOT rely upon codec suppfortthe use of audio and video elements from [SMG/TL.2].

DAE applications SHALL NOT rely upon support foreusfConnection from [SVG Tiny 1.2].
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7 APIs
7.1 Object factory API

This section defines the methods to check ande@ainstance of the DAE defined embedded objeittsnwJavascript.

The OITF SHALL support a globally accessible objefttype ‘0ipfobjectFactory” as a static property
"oipfobjectFactory" of thewindow interface with the API as defined in this sectidhe object factory SHALL
ensure that the referenced objects are corredtlypserhis is an alternative to instantiating emdetiobjects (or plug-
ins) outside of Javascript.

The factory object can be accessed as a propetityeafindow object (i.ewindow.oipfobjectFactory or
oipfobjectFactory).

7.1.1 Methods

Boolean OipfObjectFactory.isObjectSupported( String mimeType )

Description This method SHALL return true if and only if an object of the specified type is supported
by the OITF. The method SHALL return false if the MIME type passed as a parameter is
not supported by the client.

Arguments mimeType The mimeType may have any of the MIME types defined in tables 1
to 4 of [OIPF_METAZ2] (for example, “video/mpeg” or “audio/x-
wav”) or any of the DAE defined mime types listed below.

DAE MIME Type

application/notifsocket

application/oipfApplicationManager

application/oipfCapabilities

application/oipfCodManager

application/oipfConfiguration

application/oipfDownloadManager

application/oipfDownloadTrigger

application/oipfDrmAgent

application/oipfGatewaylnfo

application/oipfIMS

application/oipfMDTF

application/oipfParentalControlManager

application/oipfRecordingScheduler

application/oipfRemoteControlFunction
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application/oipfRemoteManagement

application/oipfSearchManager

application/oipfStatusView

video/broadcast

7.1.1.1 Visual objects

The methods in this section all retiHiMLObjectETement objects which can be inserted in to the DOM trde.
objects in Section 7 which have a visual represeman the screen can be created using methdtissisection. Only
for objects defined in Section 7, that are suppbbigthe device (i.e. as indicated through thentloapability
description), a corresponding method name to itisti@the object through theei pfobjectFactory class can be
assumed to be present on thipfobjectFactory object. For any other object, a corresponding nebtlame cannot
be assumed to be present.

HTMLObjectElement oipfobjectFactory.createvideoBroadcastOobject()
HTMLObjectETement oipfObjectFactory.createvideoMpegObject()

HTMLObjectElement oipfObjectFactory.createstatusviewobject()

Description If the object type is supported, each of these methods shall return an instance of the
corresponding embedded object.

Since objects do not claim scarce resources when they are instantiated,
instantiation shall never fail if the object type is supported. If the method name to
create the object is not supported, the OITF SHALL throw an error with the
error.name set to the value "TypeError".

If the object type is supported, the method shall return an HTMLObjectElement
equivalent to the specified object. The value of the type attribute of the
HTMLObjectElement SHALL match the mimetype of the instantiated object, for
example "video/broadcast" in case of method
oipfobjectFactory.createvideoBroadcastobject().

7.1.1.2 Non-Visual objects

The methods in this section all return javascrlgeots which implement the interfaces of their esponding objects.
They can not be inserted in the DOM tree. All oklgén Section 7 which do *not* have a visual reprgation on the
screen can be created using methods in this se@idy for objects defined in Section 7, that aspported by the
device (i.e. as indicated through the client cafgmescription), a corresponding method namentdantiate the object
through thedipfobjectFactory class can be assumed to be present caithé0bjectFactory object. For any
other object, a corresponding method name cannasfiemed to be present.

Object oipfobjectFactory.createApplicationManagerobject()
Object oipfobjectFactory.createcCapabilitiesObject()
Channelconfig oipfobjectFactory.createChannelConfig()

Object oipfobjectFactory.createCodManagerobject()
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Object oipfobjectFactory.createConfigurationobject()

Object oipfobjectFactory.createDownloadManagerobject()
Object oipfobjectFactory.createDownloadTriggerobject()
Object oipfobjectFactory.createDrmAgentObject()

Object oipfobjectFactory.createGatewayInfoobject()

Object oipfobjectFactory.createIMsObject()

Object oipfobjectFactory.createMDTFObject()

Object oipfobjectFactory.createNotifsocketobject()

Object oipfobjectFactory.createParentalControlManagerobject()
Object oipfobjectFactory.createRecordingSchedulerobject()
Object oipfobjectFactory.createRemoteControlFunctionObject()
Object oipfobjectFactory.createRemoteManagementOobject()

Object oipfobjectFactory.createSearchManagerobject()

Description If the object type is supported, each of these methods SHALL return an instance of
the corresponding embedded object. This may be a new instance or existing
instance. For example, the object will likely be a global singleton object and calls to
this method may return the same instance.

Since objects do not claim scarce resources when they are instantiated,
instantiation SHALL never fail if the object type is supported. If the method name to
create the object is not supported, the OITF SHALL throw an error with name
property set to the value "TypeError".

If the object is supported, the method SHALL return a javascript Object which
implements the interface for the specified object.

7.1.2 Examples
This section provides examples of the usage offrtbthods.

The first example shows how to query whether ataince of the A/V Control object for a specified\il type can be
created without the application having to atteroghstantiate the object.
var videoPlayer;
if (window.oipfObjectFactory.isObjectSupported(“video/mpeg”)) {
videoPlayer = window.oipfObjectFactory.createvideoMpegobject();
// append object to document

document.getElementById(‘playerDiv’).appendChild(videoPTlayer);
videoPlayer.data = “rtsp://server/barker_channel”;

If the OITF does not support the created objecOQhiE- SHALL throw an error with therror.name set to the value
"TypeError". The example below shows how this can be useapipjications:

try {
configuration = window.oipfobjectFactory.createConfigurationobject();

catch (error) {
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alert("application/oipfConfiguration object could not be created - error name: "

+ error.name + - error message: + error.message);

7.2 Application Management APIs

An OITF providing DAE application capability SHALImplement the behaviour of the classes definetimdection.

7.2.1 The application/oipfApplicationManager embedd  ed object

An OITF SHALL support a non-visual embedded objdlype “application/oipfApplicationManager”, with
the following Javascript API, to enable applicaida access the privileged functionality relatedpplication lifecycle
and management that is provided by the applicatiodel defined in this section.

If one of the methods on tlappTication/oipfApplicationManager is called by a webpage that is not a
privileged DAE application, the OITF SHALL throw a&nror as defined in Section 10.1.1.

7.2.1.1 Constants

The following constants are defined as propertfab@application/oipfApplicationManager embedded
object:

Name Value Use
WIDGET_INSTALLATION_STARTED 0 The Widget installation has started
WIDGET_INSTALLATION_COMPLETED 1 The Widget installation has completed

successfully

WIDGET_INSTALLATION_FAILED 2 The Widget installation has failed
WIDGET_UNINSTALLATION_STARTED 3 The Widget uninstallation has started
WIDGET_UNINSTALLATION_COMPLETED 4 The Widget uninstallation has completed

successfully

WIDGET_UNINSTALLATION_FAILED 5 The Widget uninstallation has failed
WIDGET_ERROR_STORAGE_AREA_FULL 10 The local storage device is full
WIDGET_ERROR_DOWNLOAD 11 The Widget cannot be downloaded
WIDGET_ERROR_INVALID_ZIP_ARCHIVE 12 The Widget package is corrupted or is an

Invalid Zip Archive (as defined in [Widgets-
Packaging] )

WIDGET_ERROR_INVALID_SIGNATURE 13 Widget's Signature Validation failed

WIDGET_ERROR_GENERIC 14 Other reason

7.2.1.2 Properties

function onLowMemory()

The function that is called when the OITF is running low on available memory for running DAE
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applications. The exact criteria determining when to generate such an event is implementation specific.

function onApplicationLoaded( Application appl )

The function that is called immediately prior to a Toad event being generated in the affected
application. The specified function is called with one argument appT1, which provides a reference to the
affected application.

function onApplicationunloaded( Application appl )

The function that is called immediately prior to an unToad event being generated in the affected
application. The specified function is called with one argument appT1, which provides a reference to the
affected application.

function onwidgetInstallation( widgetDescriptor wd, Integer state, Integer
reason )

The callback function that is called during the installation process of a Widget. The function is called
with three arguments:

. widgetbDescriptor wd: the widgetDescriptor for the installed Widget. Some attributes of
this argument may not have been initialised and may be null when the function is called until the
Widget is successfully installed.

. Integer state: the state of the installation; valid values are:
0 WIDGET_INSTALLATION_STARTED,
0 WIDGET_INSTALLATION_COMPLETED
0 WIDGET_INSTALLATION_FAILED

as defined in Section 7.2.1.4.

. Integer reason: indicates the reason for installation failure. This is only valid if the value of the
state argument is WIDGET_INSTALLATION_FAILED otherwise this argument SHALL be nul1.
Valid values for this field are:

(o] WIDGET_ERROR_STORAGE_AREA_FULL
(o] WIDGET_ERROR_DOWNLOAD

(o] WIDGET_ERROR_INVALID_ZIP_ARCHIVE
(o] WIDGET_ERROR_INVALID_SIGNATURE

0] WIDGET_ERROR_GENERIC

as defined in Section 7.2.1.4.

function onwidgetuninstallation( widgetDescriptor wd, Integer state )

The function that is called during the uninstallation process of a Widget. The function is called with two
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arguments, defined below:
. widgetDescriptor wd: the WidgetDescriptor of the Widget to be uninstalled.
. Integer state: the state of the installation; valid values are:

0 WIDGET_UNINSTALLATION_STARTED,

0 WIDGET_UNINSTALLATION_COMPLETED

0 WIDGET_UNINSTALLATION_FAILED

as defined in Section 7.2.1.4.

readonly widgetDescriptorcCollection widgets

A collection of widgetDescriptor objects for the Widgets currently installed on the OITF.

7.2.1.3 Methods

Integer getApplicationvisualizationMode()

Description Returns the current mode used by the OITF to visualize applications, whereby a return
value:
1 corresponds to the application visualization mode as defined by bullet 1) of

Section 4.4.6, i.e. multiple applications visible simultaneously with DAE
applications managing their own size, position and visibility

2 corresponds to the application visualization mode as defined by bullet 2) of
Section 4.4.6, i.e. multiple applications visible simultaneously with OITF
managing the size, position, visibility of applications

3 corresponds to the application visualization mode as defined by bullet 3) of
Section 4.4.6, i.e. only a single application visible at any time.

Application getownerApplication( Document document )

Description Get the application that the specified document is part of. If the document is not part of
an application, or the calling application does not have permission to access that
application, this method will return nu1T.

Arguments document The document for which the App1ication object should be
obtained.

ApplicationCollection getcChildApplications( Application application )

Description Get the applications that are children of the specified application.

Arguments application The application whose children should be returned.
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void gcQ

Description Provide a hint to the execution environment that a garbage collection cycle should be
initiated. The OITF is not required to act upon this hint.

void installwidget(String uri)

Description Attempts to install on the OITF a Widget located at the URI passed. If the Widget is
stored on a remote server it SHALL first be downloaded. This specification does not
specify where the OITF stores the Widget package, nor does it define what happens
to the original package after the installation process has finished (regardless of
whether it succeeded or failed).

When trying to install a Widget with an “id” that collides with the id of an already
installed Widget (where the “id” is defined in Section 7.6.1 of [Widgets-Packaging]
along with the extension defined in Section 11.1 of this specification), the OITF
SHOULD ask the user for confirmation before installing the Widget. The OITF
SHOULD provide information about the conflict (e.g. the version numbers, if
available) to allow the user to decide whether to proceed with the installation or to
cancel it.

If the user confirms the installation, then the new Widget SHALL replace the one
already installed; any storage area associated with the replaced Widget SHALL be
retained. Note that the user can also choose to downgrade a Widget, i.e. install an
old version of the Widget to replace the installed, more recent, one.

Arguments uri The resource locator in form of a URI, which points to a Widget
package to be installed.

void uninstallwidget(widgetDescriptor wd)

Description Uninstalls a Widget. If this Widget is running it will be stopped. Any storage areas
associated with the uninstalled Widget SHALL be deleted.

Arguments wd A widgetDescriptor object for a Widget installed on the OITF.

7.2.1.4 Events

For the intrinsic events listed in the table bekweorresponding DOM level 2 event SHALL be genetatethe
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onLowMemory LowMemory Bubbles: No

Cancelable: No

Context Info: None

onAppTlicationLoaded ApplicationLoaded Bubbles: No

Cancelable: No

Copyright 2010 © Open IPTV Forum e.V.



Page 77 (356)

Context Info: app

onAppTlicationunloaded Applicationunloaded Bubbles: No

Cancelable: No

Context Info: app

onwidgetInstallation widgetInstallation Bubbles: No

Cancelable: No

Context: wd, state,
reason

onwidgetUninstallation widgetUninstallation Bubbles: No

Cancelable: No

Context: wd, state

NOTE: the above DOM 2 events are directly dispaddioethe event target, and will not bubble nor ae@tApplications
SHOULD NOT rely on receiving the events listed abowring the bubbling or the capturing phase. Awpions that
use DOM 2 event handlers SHALL call taddeEventListener () method on the
application/oipfAppTicationManager object. The third parameter afldEventListener, i.e.
“useCapture”, will be ignored.

7.2.2 The Application class

TheApplication class is used to implement the characteristigsDAE application.

7.2.2.1 Properties

readonly Boolean visible

true if the application is visible, false otherwise. The value of this property is not affected by the
application's Z-index or position relative to other applications. Only calls to the show() and hide()
methods will affect its value.

readonly Boolean active

true if the application is in the list of currently active applications, false otherwise (as defined in
Section 4.3.8).

readonly StringCollection permissions

StringCollection object containing the names of the permissions granted to this application.

readonly Boolean 1isPrimaryReceiver
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true if the application receives cross application events before any other application, false otherwise.

readonly window window

A strict subset of the DOM w1indow object representing the application. No symbols from the window
object are accessible through this property except the following:

. void postMessage( any message, String targetOrigin )

readonly ApplicationPrivateData privateData

Access the current application’s private data object.

If the application accessing the privateData property is not the current application, the OITF SHALL
throw an error as defined in section 10.1.1.

function onApplicationActivated()

function onApplicationbDeactivated()
function onApplicationshown()

function onApplicationHidden()

function onApplicationPrimaryReceiver()
function onApplicationNotPrimaryReceiver()
function onApplicationTopmost()

function onApplicationNotTopmost()
function onApplicationDestroyRequest()
function onApplicationHibernateRequest()function onkKeyPress
function onKeyuUp

function onKeyDown

Each of these event handlers represents a DOM 0 event handler that corresponds to one of the events
listed in Sections 7.2.1.4 and 7.2.6.

7.2.2.2 Methods

void show()

Description If the application visualization mode as defined by method
getApplicationvisualizationMode() in Section 7.2.1.3 is:

1 : Make the application visible.
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2 : Make the application visible. Calling this method from the application itself may
have no effect.

3 : Request to make the application visible.
This method only affects the visibility of an application. In the case where more than

one application is visible, calls to this method will not affect the z-index of the
application with respect to any other visible applications.

void hide(Q)

Description

If the application visualization mode as defined by method
getApplicationvisualizationMode() in Section 7.2.1.3 is:

1 : Make the application invisible.

2 : Make the application invisible. Calling this method from the application itself may
have no effect.

3 : Request to make the application invisible.

Calling this method has no effect on the lifecycle of the application.

void activateInput( Boolean gainFocus )

Description

Move the application to the front of the active applications list. If the application has
been hidden using AppTication.hide(), this method does not cause the
application to be shown.

If the application visualization mode as defined by method
getAppTlicationvisualizationMode() in Section 7.2.1.3 is:

1: The application’s Window object SHALL be moved to the top of the stack of visible
applications. In addition, the application’s window object SHALL gain input focus if
argument gainFocus has value true.

2 : The application’s Window object SHALL be moved to the top of the stack of visible
applications. In addition, the application’s Window object SHALL gain input focus if
argument gainFocus has value true. Calling this method from the application itself
MAY have no effect.

3 : Request to make the application’s Window object visible. Once visible, the
application SHALL be given input focus, irrespective of the value for argument
gainFocus.

void deactivateInput()

Description

Remove the application from the active applications list. This has no effect on the
lifecycle of the application and MAY have no effect on the resources it uses.
Applications which are not active will receive no cross-application events, unless their
Application object is the target of the event (as for the events defined in Section
7.2.6). Applications may still be manipulated via their App1ication object or their
DOM tree.
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Application createApplication( String uri, Boolean createchild )

Description Create a new application and add it to the application tree. Calling this method does
not automatically show the newly-created application.

This call is asynchronous and may return before the new application is fully loaded.
An ApplicationLoaded event will be targeted at the App11ication object when the
new application has fully loaded.

If the application cannot be created, this method SHALL return nul1.

Arguments uri The URI of the first page of the application to be created or the
TocaluRI of a Widget as defined in Section 7.2.8.1.1.

createChild Flag indicating whether the new application is a child of the current
application. A value of true indicates that the new application
should be a child of the current application; a value of false
indicates that it should be a sibling.

void destroyApplication()

Description Terminate the application, detach it from the application tree, and make any
resources used available to other applications. When an application is terminated,
any child applications shall also be terminated.

Application startwidget(widgetDescriptor wd, Boolean createchild)

Description Starts a Widget installed on the OITF. The behaviour of this method is equivalent to
that of AppTication.createApplication().

The Widget is identified by its widgetbDescriptor. To get a list of the
widgetDescriptor objects for the installed Widgets one can check
ApplicationManager.widgets property. If the Widget is already running or fails to
start this call will return nuT1T.

Arguments wd awidgetDescriptor object for a Widget installed on the OITF.

createChild Flag indicating whether the new application is a child of the current
application. A value of true indicates that the new application
should be a child of the current application; a value of false
indicates that it should be a sibling.

void stopwidget(widgetDescriptor wd)

Description Terminate a running Widget. The behaviour of this method is equivalent to that of
Application.destroyApplication().

Calling this method will detach the Widget from the application tree, and make any
resources used available to other applications. When a Widget is terminated, any
child applications shall also be terminated.

Arguments wd A widgetDescriptor object for a Widget installed on the OITF.
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7.2.3 The ApplicationCollection class

typedef Collection<Application> ApplicationCollection

TheApplicationCollection class represents a collectionapp1ication objects. See annex K for the
definition of the collection template.

7.2.4 The ApplicationPrivateData class

7.2.4.1 Properties

readonly Keyset keyset

The object representing the user input events sent to the DAE application.

readonly Boolean wakeupApplication

The wakeupApp1ication property is set if there has been a preparewakeupAppTication() request
by that application.

readonly Boolean wakeupOITF

The wakeupOITF property is set if there has been a preparewakeupOITF().

7.2.4.2 Methods

Integer getFreeMem()

Description

Let application developer query information about the current memory available to the
application. This is used to help during application development to find application
memory leaks and possibly allow an application to make decisions related to its
caching strategy (e.g. for images).

Returns the available memory to the application or -1 if the information is not available.
For example:

debug("[APP] free mem =
appman. get0wnerApp11cat1on(w1ndow document) .privateData.getFreeMem() + "\n");

Boolean preparewakeupApplication( String URI, String token, Date time )

Description

The preparewakeupApplication() method allows the DAE application to set-up
the OITF to wake-up at a specified time. The wake-up is limited to the OITF being in
the PASSIVE_STANDBY at the specified time. If the timer expires while the DAE
application is in a different state it is silently ignored.

Only one wake-up is to be supported for a DAE application. If a previous wake-up
request had been registered it SHALL be overwritten.
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If the wake-up falils to be set-up this operation SHALL return false. Failure may be
due to OITF expecting to change to an OFF power state which would not allow the
wake-up request to survive.

Arguments URI The URI from which the content can be fetched.
token The token is a string which the application may retrieve with
clearwakeupToken().
time The time when the wake-up is to occur.

Boolean preparewakeupOITF(Date time )

Description The preparewakeupOITF() method allows the DAE application to set-up the OITF
to wake-up at a specified time. The wake-up is limited to the OITF being in the

PASSIVE_STANDBY or PASSIVE_STANDBY_HIBERNATE state at the specified time. If
the timer expires while the DAE application is in a different state it is silently ignored.

Unlike preparewakeupApplication() this method applies to all the DAE
applications and not limited to a single DAE application

If the wake-up fails to be set-up this operation SHALL return false. Failure may be
due to OITF expecting to change to an OFF power state which would not allow the
wake-up request to survive.

Arguments time The time when the wake-up is to occur.

String clearwakeupToken( )

Description The clearwakeupToken() method shall return the token set in
prepareWakeupApplication( ) method. The wake-up token should be cleared once it
is read in order to limit usage to only when the DAE application starts up.

7.2.5 The Keyset class

TheKeyset object permits applications to define which kegri¢ they request to receive. There are two mefans o
defining this. Common key events are representecbbgtants defined in this class which are combinedbit-wise
mask to identify a set of key events. Less commendvents are not included in one of the definetstants and form
part of an array.

The supported key events indicated through thelgltyamechanism in Section 9.3 SHALL be the saradte
maximum set of key events available to the browasandicated through this object

The default set of key events available to appbeatwhich do not calkeyset.setvalue SHALL be all those
indicated by the constants in this class whichsapported by the OITF excluding those indicateGHER.

7.2.5.1 Constants

The following constants are defined as propertidh@KeySet class:
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Constant Numeric
Use
name Value

RED 0ox1 Used to identify the VK_RED key event.

GREEN 0x2 Used to identify the VK_GREEN key event.

YELLOW 0x4 Used to identify the VK_YELLOW key event.

BLUE 0x8 Used to identify the VK_BLUE key event.

NAVIGATION | 0x10 Used to identify the VK_UP, VK_DOWN, VK_LEFT, VK_RIGHT
VK_ENTER and VK_BACK key events.

VCR 0x20 Used to identify the VK_PLAY, VK_PAUSE, VK_STOP, VK_NEXT
VK_PREV, VK_FAST_FWD, VK_REWIND, VK_PLAY_PAUSE key events.

SCROLL 0x40 Used to identify the VK_PAGE_UP and VK_PAGE_DOWN key events.

INFO 0x80 Used to identify the VK_INFO key event.

NUMERIC 0x100 Used to identify the number events, 0 to 9.

ALPHA 0x200 Used to identify all alphabetic events.

OTHER 0x400 Used to indicate key events not included in one of the other constants
in this class.

7.2.5.2 Properties

readonly Integer value

The value of the keyset which this DAE application will receive.

readonly Integer otherKeys[]

If the OTHER bit in the vaTlue property is set then this indicates those key events which are available
to the browser which are not included in one of the constants defined in this class, If the OTHER bit in
the value property is not set then this property is meaningless.

readonly Integer maximumvalue

In combination with maximumOtherKeys, this indicates the maximum set of key events which are
available to the browser. When a bit in this maximumvalue has value 0, the corresponding key events
are never available to the browser.

readonly Integer maximumOtherKeys[]

If the OTHER bit in the maximumvaTue property is set then, in combination with maximumvalue, this
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indicates the maximum set of key events which are available to the browser. For key events which are
not included in one of the constants defined in this class, if the VK_* constant representing the key is
not listed in this array then it is never available to the browser. If the OTHER bit in the value property is
not set then this property SHALL take the value undefined.

7.2.5.3 Methods

Integer setvalue( Integer value, Integer otherkeys[] )

Description Sets the value of the keyset which this DAE application requests to receive. Where
more than one DAE application is running, the events delivered to the browser
SHALL be the union of the events requested by all running DAE applications. Under
these circumstances, applications may receive events which they have not
requested to receive.

The return value indicates which keys will be delivered to this DAE application
encoded as bit-wise mask of the constants defined in this class. These key events
are defined using the VK_* constants defined in Annex F of [CEA-2014-A].

Arguments value The value is a number which is a bit-wise mask of the constants
defined in this class. For example;

myKeyset = myApplication.privateData.keyset;

myKeyset.setvalue(0x00000013);
myKeyset.setvalue(myKeyset.INFO | myKeyset.NUMERIC);

otherkeys This parameter is optional. If the value parameter has the OTHER
bit set then it is used to indicate the key events that the application
wishes to receive which are not represented by constants defined in
this class.

7.2.6 New DOM events for application support

New events have been created that are raised @pfiki cation objects in the application tree. These are normal
events, not cross-application events, and are tosidlicate changes in the state of an application.

Event Description

AppTlicationActivated Issued when an application focus change occurs to inform the
recipient of the event that the application is now focussed.

AppTlicationDeactivated Issued when an application focus change occurs to inform the
recipient of the event that the application is now no longer
focussed.

AppTicationShown Issued when an application has become visible.

AppTicationHidden Issued when an application has become hidden.

AppTlicationPrimaryReceiver This event is issued to indicate that the target is now at the front

of the active application list.
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Event Description

AppTlicationNotPrimaryReceiver | This event is issued to indicate that the target is no longer at the
front of the active application list.

ApplicationTopmost This event is issued to indicate that the target is now the topmost
(i.e. it has the highest Z-index and is not obscured by any other
visible applications, for OITFs where multiple applications are
visible simultaneously.

AppTicationNotTopmost This event is issued to indicate that the target is no longer at the
topmost application. For OITFs where only one application is
visible at a time, this event indicates that the application is no
longer visible to the user.

ApplicationDestroyRequest This event is issued to indicate that the target application is
about to be terminated. It is not issued when an application calls
destroyAppTlication() method for itself (i.e. to exit itself).

Non-responsive applications SHOULD be forcibly terminated by
the OITF, including the case where listeners for
ApplicationDestroyRequest events do not return promptly. The
determination of when an application is "non-responsive" is
terminal-specific.

If an application does not register a listener for this event and
there is a need for the system to terminate the application, then
the application SHALL be terminated immediately.

ApplicationHibernateRequest This event is issued to indicate that the OITF is about to enter a
hibernate mode.

The OITF SHALL start a short watchdog timer (e.g. 2 seconds).
During this period the application may take any actions (for
example to store the currently viewed channel in case of an
unsuccessful start-up).

Table 12: New DOM events for application support

These events do not bubble and cannot be cancEleth. of these events has a corresponding DOM it &éaadler
property on theé\pp1ication object.

7.2.7 Examples (informative)
The examples below illustrate some aspects ofipécation model.

7.2.7.1 Locating the Application object

TheApplicationManager class provides thgetownerAppTication() method, which returns the document's
owning application node:

var appMgr = oipfobjectFactory.createApplicationmanagerobject();
var self = appMgr.getownerApplication(wWindow.document);
All other application functionality is availableoim this object.

7.2.7.2 Creating a new application

Creating a new application is a simple matter efting a nevApp1ication object.
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// This example assumes that the application/oipfApplicationManager object

// is already instantiated in the DOM tree with the ID

// ‘“applicationmanager”

var appMgr = document.getElementById(“applicationmanager”);

var self = appMgr.getownerApplication(wWindow.document);

var child = self.createApplication( url_of_application, true );
A typical requirement on an application is to obgcome visible once it has fully loaded. To do,thisan take
advantage ol oad events. Here is an example from a clock applicatichich wants to load an image to become the
background of the clock, upon which it can write thxt of the clock. This example makes use obtigitional window
methodsresizeTo(), moveTo() and propertyscreen’, which are only available in application visuatina mode 1,
as defined in Section 4.4.6.

<script>
function loaded() {

var screen = document.defaultView.screen;
var clock = document.getElementById('clock"');
window.resizeTo( clock.width, clock.height );

// position in bottom left
window.moveTo( clock.width, screen.availHeight - clock.height );

setup_clock( clock.width, clock.height );
// Assumes that the application/oipfApplicationManager object has the ID
// “applicationmanager” ] )
var appMmgr = document.getElementById(“applicationmanager”);
var self = appMgr.getownerApplication(window.document);
self.show();
</script>
<style> * { margin: Ocm } </style>
<body onload="Toaded()">
<img id="cTlock" src="clockbackground.png" style="position: absolute; top: Opx;

Teft=0px">
</body>

7.2.8 Widget APIs

This section defines APIs an author can use todntavith Widgets installed on the OITF. Note ttie Widget lifecycle
is managed through the application manager asetkfinthe previous sections.

7.2.8.1 The WidgetDescriptor class

ThewidgetDescriptor class is used to implement the characteristigsDAE Widget. It extends the Widget
interface defined in Section 11.3 of this spectfmawith the properties below.

7.28.1.1 Properties

readonly String localURI

The URI on the local storage where the Widget has been installed. It can be used as an argument to
AppTlicationManager.createApplication() to run an installed Widget.

readonly StringCollection defaultIcon

A collection of URI strings for all the available default icons. Default icons are defined in [Widgets-
Packaging]. This collection only contains URIs for the icons currently available in the Widget package.

readonly StringCollection customIcons

A collection of URI strings for all the custom icons of the current Widget. Custom icons are defined in
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[Widgets-Packaging].

readonly boolean running

This flag indicates the running state of the Widget.

7.2.8.1.2 Clarifications

ThewidgetDescriptor class is used to identify an installed Widget rdigss of whether it is running or not, and so
some clarification on the attribute values defif@dthe Widget interfaces [Widgets-APIs] is needddhe attributes
height andwidth are defined in [Widgets-APIs] on the "Widget insta’s viewport". When the Widget is not running
those attributes SHALL take the value defined i Widget Manifest (if any) otherwise they SHALL bell. When the
Widget is running these attributes SHALL adherg/hat's defined in [Widgets-APIs].

7.2.8.2 The WidgetDescriptorCollection class
typedef Collection<widgetDescriptor> widgetDescriptorCollection

ThewidgetDescriptorcollection class represents a collectiomwifdgetDescriptor objects.

7.3 Configuration and setting APIs

This section defines the interface to configuratond user settings information. Hardware configarabf the OITF is
managed via an instance of thecalSystem object. This provides access to hardware infoonand provides an
entry point to configure the outputs and netwotkiifaces of the OIF. Settings relating to the ursierface and
behaviour of the platform software are managedamianstance of theonfiguration object.

This section is subject to security control, (seelX4.7) and only applies #configurationChanges> has value
true

7.3.1 The application/oipfConfiguration embedded ob  ject

The OITF SHALL implement thedpplication/oipfConfiguration” object as defined below. This object
provides an interface to the configuration and ssdtings facilities within the OITF.

7.3.1.1 Properties

readonly Configuration configuration

Accesses the configuration object that sets defaults and shows system settings.

readonly LocalSystem localSystem

Accesses the object representing the platform hardware.

7.3.2 The Configuration class
ThecConfiguration object allows configuration items within the syste be read and modified. This includes

settings such as audio and subtitle languagedaglisgpect ratios and other similar settings. UntlieLocalSystem
object, this is concerned with software- and agpiin-related settings rather than hardware cordiipn and control.
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NOTE: The following properties and methods present iiegarevisions of this specification have been md¥o the
application/oipfParentalControlManager embedde@atgescribed in Section 7.9ilsPINEntryLocked,
setParentalcontrolPIN(), unTockwithParentalControlPIN(), verifyParentalControlPIN() and
setBlockunrated().

7.3.2.1 Properties

string preferredAudioLanguage

A comma-separated set of languages to be used for audio playback, in order of preference.

Each language SHALL be indicated by its ISO 639 language code.

Sstring preferredsubtitleLanguage

A comma-separated set of languages to be used for subtitle playback, in order of preference.

Each language SHALL be indicated by its ISO 639 language code.

String countryId

An ISO-3166 three character country code identifying the country in which the receiver is deployed.

Integer regionId

An integer indicating the time zone within a country in which the receiver is deployed. A value of 0
SHALL represent the eastern-most time zone in the country, a value of 1 SHALL represent the next
time zone to the west, and so on.

Valid values are in the range 0 — 60.

Integer pvrPolicy

The policy dictates what mechanism the system should use when storage space is exceeded.

Valid values are shown in the table below.

Value Description
0 Indicates a recording management policy where no recordings are to
be deleted.
1 Indicates a recording management policy where only watched

recordings MAY be deleted.

2 Indicates a recording management policy where only recordings
older than the specified threshold (given by the pvrSavebDays and
pvrSaveEpisodes properties) MAY be deleted.
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Integer pvrSaveEpisodes

When the pvrPoTl1icy property is set to the value 2, this property indicates the minimum number of
episodes that SHALL be saved for series-link recordings.

Integer pvrSaveDays

When the pvrPoTl1icy property is set to the value 2, this property indicates the minimum save time (in
days) for individual recordings. Only recordings older than the save time MAY be deleted.

Integer pvrStartPadding

The default padding (measured in seconds) to be added at the start of a recording.

Integer pvreEndPadding

The default padding (measured in seconds) to be added at the end of a recording.

Integer preferredTimeShiftMode

The time shift mode indicates the preferred mode of operation for support of timeshift playback in the
video/broadcast object. Valid values are defined in the timeShiftMode property in Section7.13.2.2.
The default value is 0, timeshift is turned off.

7.3.2.2 Methods

String getText( String key )

Description

Get the system text string that has been set for the specified key.

Arguments

key A key identifying the system text string to be retrieved.

void setText( String key, String value )

Description Set the system text string that has been set for the specified key. System text strings
are used for automatically-generated messages in certain cases, e.g. parental control
messages.

Arguments key The key for the text string to be set. Valid keys are:

Key Description
no_title Text string used as the title for

programmes and channels where no
guide information is available.

Defaults to “No information”

no_synopsis Text string used as the synopsis for
programmes where no guide
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information is available.

Defaults to “No further information
available”

blocked_title Text string used as the title for

programmes and channels blocked
by parental control settings (if
metadata hiding is enabled).

Defaults to “BLOCKED”

blocked_synopsis Text string used as the synopsis for

programmes blocked by parental
control settings (if metadata hiding is
enabled).

Defaults to “Program blocked by
user”

manual_recording Text string used to identify a manual

recording.

Defaults to “Manual Recording”

value

The new value for the system text string.

7.3.3 The LocalSystem class

TheLocalSystem object allows hardware settings related to thalldevice to be read and modified.

7.3.3.1 Constants

The following constants are defined as propertfah®LocalSystem class:

Name

Value

Use

OFF

The OITF is in the off state and no power is
consumed. This is the case of a power outage or if the
OITF has the ability to be completely turned off.
Scheduled recording is not expected to work.

ON

The OITF is in normal working mode with user
interaction. The DAE applications may render any
presentation graphically.

PASSIVE_STANDBY

The OITF is in the lowest possible power consumption
state (meeting regulations and certifications). The
OITF may support wake-up from a passive standby in
order, for example, to perform a scheduled recording.

ACTIVE_STANDBY

The OITF is in an intermediate power consumption
state. The output to the display shall be inactive. In
this state DAE applications may continue to operate.
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PASSIVE_STANDBY_HIBERNATE 4 The OITF is in the lowest possible power consumption
state (meeting regulations and certifications). If the
platform supports hibernate mode then the OITF
stores all applications in volatile memory to allow for
quick startup.

7.3.3.2 Properties

readonly String devicelID

Private OITF Identifier. Unique identifier which SHALL be the same as Xx-HNI-IGI-OITF-DeviceID in
[OIPF_PROTZ2]. This property SHALL take the value undefined except when accessed by
applications meeting either of the following criteria:

. The application is signalled in an SD&S service provider discovery record with an application
usage of urn:oipf:cs:ApplicationUsageCs:2009:hni-1igi where the SD&S service
provider discovery record was obtained by the OITF through the procedure defined in Section
5.3.1.2 of [PROT].

. The URL of the application was discovered directly through the procedure defined in Section
5.3.1.2 of [PROT].

readonly Boolean systemReady

Indicates whether the system has finished initialising. A value of true indicates that the system is
ready.

readonly String vendorName

String identifying the vendor name of the device.

readonly String modelName

String identifying the model name of the device.

readonly String softwareversion

String identifying the version number of the platform firmware.

readonly String hardwareversion

String identifying the version number of the platform hardware.

readonly String serialNumber
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String containing the serial number of the platform hardware.

readonly Integer releaseversion

Release version of the OIPF specification implemented by the OITF.

For instance, if the OITF implements release 2 version “1.0", this property should be set to 2.

readonly Integer majorversion

Major version of the OIPF specification implemented by the OITF.

For instance, if the OITF implements release 2 version “2.0", this property should be set to 2.

readonly Integer minorversion

Minor version of the OIPF specification implemented by the OITF.

For instance, if the OITF implements release 2 version “2.0", this property should be set to 0.

readonly String oipfProfile

Profile of the OIPF specification implemented by the OITF. Values of this field are not defined in this
specification.

readonly Boolean pvrEnabled

Flag indicating whether the platform has PVR capability (local PVR).

Note: This property is deprecated in favour of the pvrSupport property.

readonly Boolean ciplusEnabled

Flag indicating whether the platform has Cl+ capability.

Boolean standbyState

Get or set the standby state of the receiver. A value of true indicates that the receiver is in standby
mode.

Note - the property is deprecated in favour of the powerState property.

readonly Integer powerState

The powersState property provides the DAE application the ability to determine the current state of the
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OITF. The property is limited to the ACTIVE_STANDBY or ON states.

Note this state deprecates the standbyState property.

readonly Integer previousPowerState

The previousPowerState property provides the DAE application the ability to retrieve the previous
state.

readonly Integer timeCurrentPowerState

The time that the OITF entered the current power state. The time is represented in seconds since
midnight (GMT) on 1/1/1970.

function onPowerstateChange( Integer powerState )

The function that is called when the power state has changed. The specified function is called with the
argument powerstate:

. Integer powerState —the new power state.

Integer volume

Get or set the overall system volume. Valid values for this property are in the range 0 - 100.

Boolean mute

Get or set the mute status of the default audio output(s). A value of true indicates that the default
output(s) are currently muted.

readonly AvoOutputCollection outputs

A collection of Avoutput objects representing the audio and video outputs of the platform.
Applications MAY use these objects to configure and control the available outputs.

readonly NetworkInterfaceCollection networkInterfaces

A collection of NetworkInterface objects representing the available network interfaces.

readonly Integer tvStandard

Get the TV standard(s) for which the system is configured. This enables the user interface to only
display those options relevant to the available TV standard(s).

This property can take one or more of the following values:
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Value Description
1 Indicates platform support for the NTSC TV standard.
2 Indicates platform support for the PAL TV standard.
4 Indicates platform support for the SECAM TV standard.

Values are stored as a bitfield.

readonly Integer pvrSupport

Flag indicating the type of PVR support used by the application. This property may take zero or more of

the following values:

Value Description
0 PVR functionality is not supported. This is the default value if <recording> as
specified in Section 9.3.3 has value false.
1 PVR functionality is supported in the OITF. This is the default value if <recording>

as specified in Section 9.3.3 has value true.

Values are stored as a bitfield.

7.3.3.3 Methods

Boolean setScreenSize( Integer width, Integer height )

Description Set the resolution of the graphics plane. If the specified resolution is not supported by the
OITF, this method SHALL return false. Otherwise, this method SHALL return true.
Arguments width The width of the display, in pixels.
height The height of the display, in pixels.

Integer setPvrSupport( Integer state )

Description Set the type of PVR support used by the application. The types of PVR supported by the
receiver MAY not be supported by the application; in this case, the return value indicates
the pvr support that has been set.

Arguments state The type of PVR support desired by the application. More than one type of PVR

functionality MAY be specified, allowing the receiver to automatically select the
appropriate mechanism. Valid values are:

Value

Description
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0 PVR functionality is not supported. This is the default value if
<recording> as specified in Section 9.3.3 has value false.

1 PVR functionality is supported in the OITF. This is the default
value if <recording> as specified in Section 9.3.3 has value
true.

Values are stored as a bitfield.

Boolean setPowerState( Integer type )

Description The setPowersState () method allows the DAE application to modify the OITF state.
The power state change may be restricted for some values of type, for example OFF and
PASSIVE_STANDBY. A call to setPowerState with a restricted value of type SHALL return
false.

Arguments type The type values that may be specified are defined in Section 7.3.3.1

7.3.3.4 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onPowerStateChange PowerStateChange Bubbles: No

Cancelable: No

Context Info: powerState

NOTE: the above DOM 2 events are directly dispaddioethe event target, and will not bubble nor ae@tApplications
SHOULD NOT rely on receiving the events listed abowring the bubbling or the capturing phase. Awpions that
use DOM 2 event handlers SHALL call taddeEventListener () method on theéocalSystem object. The third
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.

7.3.4 The Networklnterface class

TheNetworkInterface class represents a physical or logical networrfate in the receiver.

7.3.4.1 Properties

readonly String ipAddress

The IP address of the network interface, in dotted-quad notation for IPv4 or colon-hexadecimal notation

for IPv6.
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readonly String macAddress

The colon-separated MAC address of the network interface.

readonly Boolean connected

Flag indicating whether the network interface is currently connected.

Boolean enabled

Flag indicating whether the network interface is enabled. Setting this property SHALL enable or
disable the network interface.

7.3.5 The AVOutput class

TheAvoutput class represents an audio or video output oroited platform.

7.3.5.1 Properties

readonly String name

The name of the output. Each output SHALL have a name that is unique on the local system. At least
one of the outputs SHALL have the name "all" and SHALL represent all available outputs on the
platform.

readonly String type

The type of the output. Valid values are “audio”, “video”, or “both”.

Boolean enabled

Flag indicating whether the output is enabled. Setting this property SHALL enable or disable the
output.

Boolean subtitleEnabled

Flag indicating whether the subtitles are enabled. The language of the displayed subtitles is
determined by a combination of the value of the Configuration.preferredsubtitleLanguage
property (see Section 7.3.2.1) and the subtitles available in the stream. For audio outputs, setting this
property will have no effect.

String videoMode

Read or set the video format conversion mode, for which hardware support MAY be available on the
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device, used when displaying a 4:3 signal on a 16:9 display. Valid values are:

. normal
. stretch
. zoom

The actual effect on the display, for example how bars are introduced when stretching an input video,
depends on the value of this property, the aspect ratio of the display device and the aspect ratio of the
input video (represented by the aspectRatio property of the appropriate instance of the
AVVideoComponent class).

An OITF that does not support its own display (e.g. STB) may also signal over the interface (ex. HDMI
and SCART) to the TV set which may also have effect on the actual display. This specification remains
silent on the actual effect.

The DAE application graphical layer is unaffected by the videoMode.

For audio-only outputs, setting this property SHALL have no effect.

String digitalAudioMode

Set the output mode for digital audio outputs for which hardware support MAY be available on the
device. Valid values are shown below.

Value Behaviour

ac3 Output AC-3 audio.

uncompressed Output uncompressed PCM audio.

For video-only outputs, setting this property SHALL have no effect.

String audioRange

Set the range for digital audio outputs for which hardware support MAY be available on the device.
Valid values are shown below

Value Behaviour
normal Use the normal audio range.
narrow Use a narrow audio range.
wide Use a wide audio range.

For video-only outputs, setting this property SHALL have no effect.

Sstring hdvideoFormat

Set the video format for HD video outputs for which hardware support MAY be available on the device.
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Valid values are:

. 480i

«  480p

. 576i

. 576p

. 720p

. 1080i

«  1080p

For audio-only or standard-definition outputs, setting this property SHALL have no effect.

String tvAspectRatio

Indicates the display aspect ratio of the display device connected to this output for which hardware
support MAY be available on the device. Valid values are:

. 4:3
. 16:9
Other values may be indicated but are not listed.

For audio-only outputs, setting this property SHALL have no effect.

readonly StringCollection supportedvideoModes

Read the video format conversion modes that may be used. See the definition of the videoModes
property for valid values.

For audio outputs, this property will have the value nulT.

readonly StringCollection supportedDigitalAudioModes

Read the supported output modes for digital audio outputs. See the definition of the
digitalAudioMode property for valid values.

For video outputs, this property will have the value nulT.

readonly StringCollection supportedAudioRanges

Read the supported ranges for digital audio outputs. See the definition of the audioRange property for
valid values.

For video outputs, this property will have the value nulT.
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readonly StringCollection supportedHdvideoFormats

Read the supported HD video formats. See the definition of the hdvideoFormat property for valid
values.

For audio outputs, this property will have the value nulT.

readonly StringCollection supportedAspectRatios

Read the supported TV aspect ratios. See the definition of the tvAspectRat1io property for valid
values.

For audio outputs, this property will have the value nulT.

7.3.6 The NetworklInterfaceCollection class

typedef Collection<NetworkInterface> NetworkInterfaceCollection

TheNetworkInterfaceColTlection class represents a collectionN&tworkInterface objects. See annex K for
the definition of the collection template.

7.3.7 The AVOutputCollection class

typedef Collection<AvOutput> AvOutputCollection

TheAvoutputCollection class represents a collectionaafoutput objects. See annex K for the definition of the
collection template.

7.4 Content download APIs

This section defines the content-on-demand downilatedfaces for both DRM-protected and non-DRM pobéd
content.

An OITF and a DAE application which have indicageghport for downloading content by providing vataerue” for
element<download> in their capability profile as specified in Secti®.3.4 SHALL adhere to the following
requirements.

NOTE: Annex D clarifies the purpose and the usthe$e interfaces in more detail.

7.4.1 The application/oipfDownloadTrigger embedded object

An OITF SHALL support a non-visual embedded obffdypeapplication/oipfbownloadTrigger, with the
following Javascript API to enable passing a contatess descriptor to an underlying download manasging
Javascript.

The functionality as described in this sectionubjsct to the security model of Section 10.

7.4.1.1 Methods

String registerDownload(String contentAccessDownloadDescriptor, Date downloadStart)

Description Send contentAccessDownloadDescriptor to underlying download manager as a
String formatted according to the Content Access Download Descriptor XML Schema as
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specified in Annex E.

Returns a String value representing a unique identifier to identify the download, if the
contentAccessbownloadDescriptor is valid and is accepted for triggering a download.
If the OITF supports the application/oipfbDownloadManager as specified in Section
7.4.3, this SHALL be value of the “id” attribute of the associated the bownToad object.

Note that if the Content Access Download Descriptor contains multiple content items to be
downloaded, the associated Down1oad objects for each of these content items SHALL
have the same value for the “id” value. The associated Download objects can be retrieved
through the method getbownToads () as defined in Section 7.4.3.3.

The OITF SHALL guarantee that download identifiers are unique in relation to recording
identifiers and CODAsset identifiers.

The method returns undefined if the contentAccessbDownloadbDescriptor is not
accepted for triggering a download.

Arguments

contentAccessDownloadDescriptor String formatted according to the Content
Access Download Descriptor XML Schema as
specified in Annex E.

downloadStart Optional argument indicating the time at which
the download should be started. If the argument
is not included, or takes a value of nul11 then
the download should start as soon as possible.

String registerDownloadURL( String URL, String contentType, Date downloadStart )

Description

This method triggers the OITF to initiate a download of the content pointed to by the URL
and the given content type.

The contentType attribute SHALL reflect the expected type of content returned by the
content server when connecting to the URL. The contentType can be used to evaluate if
the content type is part of the list of accepted content types of the OITF. For example, if the
OITF does not support content type “video/MP2T”", then the registerbownTloadURL
method could return undefined to indicate this to the application in advance of the
download.

If contentType has value “application/vnd.oipf.ContentAccessbownTload+xml”,
the method SHALL return a download identifier, after which the OITF SHALL immediately
fetch the Content Access Download Descriptor, after which the same SHALL happen as if
registerbownTload() as defined in Section 4.6.3.1 with the given Content Access
Download Descriptor as argument was called. The downloadStart argument only applies to
the individual Download objects described by the Content Access Download Descriptor and
SHALL NOT apply to the retrieval of the Content Access Download Descriptor itself.

Note that if the Content Access Download Descriptor contains multiple content items to be
downloaded, the associated Down1oad objects for each of these content items SHALL
have the same value for the “id” value. The associated Download objects can be retrieved
through method getbownloads () as defined in Section 7.4.3.3.

Returns a String value representing a unique identifier to identify the download, if the
given arguments are acceptable by the OITF to trigger a download. If the OITF supports
the appTication/oipfDownloadManager as specified in Section 7.4.3, this SHALL be
the value of the “id” attribute of the associated DownToad object(s).

The OITF SHALL guarantee that download identifiers are unique in relation to recording
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identifiers and CODAsset identifiers.

The method returns undefined if the given arguments are not acceptable by the OITF to
trigger a download.

Arguments

URL The URL from which the content can be fetched.

contentType The type of content referred to by the URL attribute. The
contentType can be used to evaluate if the content type is part of
the list of supported content types of the OITF.

downloadStart Optional argument indicating the time at which the download should
be started. If the argument is not included, or takes a value of nul1
then the download should start as soon as possible.

Integer checkbownloadPossible( Integer sizeInBytes )

Description Checks whether a download of a given sizeInBytes would be possible at this moment in
time.
Possible return values are:

Value Semantics

0 Successful, i.e. the download could be successfully completed if it would be
started at this moment in time.

1 Insufficient Storage, i.e. the download could be started, but is unlikely to
complete successfully, since insufficient storage capacity is available to fully
store the content to be downloaded.

2 Storage not available, i.e. the download would fail, since the storage is
currently unavailable, e.g. in case of removable storage.

Arguments sizelnBytes Integer value with the given size of the download in bytes.

7.4.2 Extensions to application/oipfDownloadTrigger

If an OITF has indicated support for both BCG matadi.e. by giving elemertc1ientMetadata> value “true”
and atype attribute with valuebcg”), and the download management APIs defined ini&ed.4.3 (i.e. by giving
attributemanageDownloads of the<download> element a value unequal todne”) in the client capability
description, then the following additional methad/A L be supported by the
application/oipfDownToadTrigger object defined in Section 7.4.1

The functionality as described in this sectionubjsct to the security model of Section 10.

String registerDownloadFromCRID( String CRID, String IMI, Date downloadStart )

Description

Send (CRID, IMI) to underlying download manager. Returns a String value representing
a unique identifier to identify the download if the (CRID,IMI) tuple is valid and is
accepted for triggering a download. If the OITF supports the
application/oipfbownToadManager as specified in Section 7.4.3, this SHALL be the
value of the “id” attribute of the associated Down1oad object(s), which corresponds to the
CRID in this case.
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The OITF SHALL guarantee that download identifiers are unique in relation to recording
identifiers and CODAsset identifiers.

The method returns undefined if the given (CRID, IMI) tuple is not accepted for
triggering a download.

The values of the name, description, parentalRating and DRMControl properties
SHALL be based on the metadata provided for the item matching that CRID.

Arguments CRID The TV-Anytime Content reference ID that points to the general
information about the item to download that does not change
regardless of how the content is published or broadcast

IMI The TV-Anytime Instance Metadata ID that points to the specific
information related to the item to download, such as content location,
usage rules (pay-per-view, etc.) and delivery parameters (e.g. video
format).

downloadStart Optional argument indicating the time at which the download should
be started. If the argument is not included, or takes a value of nuT1
then the download should start as soon as possible.

7.4.3 The application/oipfDownloadManager embedded object

In a managed network, privileged applications megchaccess to the download management functiomal@yCoD
system. This access may be required to impleméntia the download manager, to queue a download display the
progress of a specific download. OITFs SHOULD suppn “application/oipfbownloadManager” object with
the following interface.

Clients supporting the download management AP&pasified in this section SHALL indicate this bydatg the
attributemanageDownloads to the<download> element with a value unequal thdne” in the client capability
description as defined in Section 9.3.4.

The functionality as described in this sectionubjsct to the security model of Section 10.
7.4.3.1 State diagram for the application/oipfDownl  oadManager object

The following state machine provides an overviewhef state changes that may occur in the downlcathger. The
states reflect the changes signalled to applicatiistheonbownloadStateChange event handler.
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Figure 14: State diagram for embeddedpp1ication/oipfDownloadManager objects

7.4.3.2 Properties

function onDownloadStateChange( Download item, Integer state, Integer reason )

The function that is called when the status of a download has changed. The specified function is called
with three arguments 1item, state and reason, which are defined as follows:

. Download 1tem—the Download object whose state has changed.
. Integer state —the new state of the download. Valid values are given in Section 7.4.4.1.

. Integer reason. Extended reason code. This is only valid if the value of the state argument is
8. Valid values are given in Section 7.4.4.2. If no error has occurred, this argument SHALL take
the value undefined.

readonly DiscInfo discInfo

Get information about the status of the local storage device. The DiscInfo class is defined in Section
7.16.4.
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7.4.3.3 Methods

Boolean pause( Download download )

Description Pause an in-progress, queued or stalled download and return true. For in-progress
downloads, more data SHALL NOT be downloaded until the download is resumed.
The HTTP request and TCP socket are interrupted and closed.
For completed or failed downloads, this operation SHALL return false.

Arguments download The download to be paused.

Boolean resume( bDownload download )

Description Resume a paused download. If the download is not paused, this operation SHALL
return false.
Arguments download The download to be resumed.

Boolean remove( Download download )

Description

Remove the download and any data and media content associated with it and return
true. Return false if the download attribute does not refer to a valid download.

As a side effect of this method, all properties on downToad SHALL be set to
undefined. Any method calls subsequently performed by an application which pass
downToad as an argument SHALL return false.

If an A/V Control object is currently playing the specified bown1oad object, the A/V
Control object SHALL transition to the error state.

Arguments

download The download to be deleted.

DownloadCollection getDownloads( String id )

Description

Returns a collection of downloads, for which the value of the bownToad.id property
corresponds to the given id parameter. The downloads returned in the collection
SHALL be filtered according to the value of the manageDownloads attribute of the
<downToad> element in the OITF’s capability description (i.e. from the same
application, same domain or from all applications).

For downloads initiated from registerDownloadURL() with a contentType value
“application/vnd.oipf.ContentAccessDownload+xm1” SHALL return null until
the Content Access Download Descriptor has been retrieved and parsed.

If the value of id is nu11, it returns all downloads for the scope indicated by the
manageDown1oads attribute.

Arguments

id Optional argument identifying the downloads to be retrieved. If
present and not nul1, this is an identifier corresponding to the “id”
attribute of zero or more Download objects. If the value of id is nulT,
or the argument is not included, all downloads for the scope indicated
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by the managebownloads attribute in the capability description are
returned.

DownToadCollection createFilteredList( Boolean currentDomain, Integer states )

Description Create a filtered list of downloads. Returns a subset of downloads that are managed
by the receiver.

The currentbomain flag indicates whether downloads from FQDNSs other than the
current page are included in the returned collection. This flag MAY be set to one of
three values:

Value Meaning

true The download is added if and only if it was initiated from the
FQDN of the calling document.

If the application has the permission
permission_downloadmanager (see Section 10.1.5), only
downloads initiated by the calling application shall be added.

false The download is added if and only if it was not initiated from the
FQDN of the calling document.

If the application does not have the permission
permission_downloadmanager_all (see Section 10.1.5), the OITF
SHALL return an empty collection.

undefined The download is added regardless of the domain that the
download was initiated from.

If the application has the permission
permission_downloadmanager (see Section 10.1.5), only
downloads initiated by the calling application shall be added.

If the application has the permission
permission_downloadmanager_samedomain (see Section
10.1.5), only downloads initiated by applications from the same
FQDN shall be added.

The states flag indicates which state(s) of downloads that should be included in the
list. The value of this flag is the arithmetic sum of one or more possible values of the
state property of the Download object; only downloads whose state matches one of
the values included in this sum are included in the returned collection.

Arguments currentDomain Flag indicating whether downloads from other domains SHALL
be added to the list.

states Indicates that states of downloads that should be included in the
returned list.

Boolean updateRegisteredbownload( Download download, string newURL )
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Description The method updateRegisteredbownload() provides a way to update the URL to
be used for a download. The OITF SHALL use the new URL for any future retrieval.

If the download is already in progress or paused (indicated by a state property value
of 4), it SHALL be stopped. The download SHALL continue from the last byte received
during the previous download.

If the state property of the download argument has the value
DownToad.DOWNLOAD_FAILED or Download.DOWNLOAD_STALLED then the OITF
SHALL resume the download from the last byte received during the previous
download but using the new URL.

If the state property of the download argument has the value
Download.DOWNLOAD_NOT_STARTED no further action is taken until the download is
started or resumed.

If the state property of the down1oad argument has the value
Download.DOWNLOAD_COMPLETED then this method SHALL return false. Otherwise
it SHALL return true.

Arguments download The download object to be updated.

newURL The new URL from which the content can be retrieved.

7.4.3.4 Events

For the intrinsic eventdhDownTloadStateChange”, a corresponding DOM level 2 event SHALL be gexted, in the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onDownloadStateChange DownTloadStateChange Bubbles: No

Cancelable: No

Context Info: item, state,
reason

NOTE: the above DOM 2 event is directly dispatctethe event target, and will not bubble nor captépplications
SHOULD NOT rely on receiving aownloadStateChange event during the bubbling or the capturing phase.
Applications that use DOM 2 event handlers SHALL t& addEventListener () method on the
application/oipfDownloadManager object. The third parameter afldEventListener, i.e. “useCapture”,
will be ignored.

7.4.4 The Download class

A Download object being made available by thep1ication/oipfDownloadManager embedded object
represents a content item that has either beenldaded from a remote server or is in the processenfg downloaded.

If the ID of a download is a TV-Anytime CRID, théime values of theame, description andparentalRating
properties SHALL be set by the OITF based on theadata provided for the item matching that CRID.
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In order to preserve backwards compatibility willeady existing DAE content the ECMAScrippString () method
MUST return thebownload. id for Download objects.

7.4.4.1 Constants

The following constants are defined as propertfeh@bownToad class:

Name Value Use

DOWNLOAD_COMPLETED 1 The download has completed.

DOWNLOAD_IN_PROGRESS 2 The download is in progress.

DOWNLOAD_PAUSED 4 The download has been paused (either by an application or
automatically by the platform)

DOWNLOAD_FATILED 8 The download has failed.

DOWNLOAD_NOT_STARTED 16 The download is queued but has not yet started.

DOWNLOAD_STALLED 32 The download has stalled due to a transient failure and the
Download Manager is attempting to recuperate and re-
establish the download.

7.4.4.2 Properties

readonly Integer totalSize

The total size (in bytes) of the download.

readonly Integer state

The current state of the download. When this changes, a bownloadStateChange event SHALL be
generated. Valid values are given in Section 7.4.4.1 above.

readonly Integer reason

The reason property is only valid if the value of the state property iSs DOWNLOAD_FAILED.

Reason Semantics

0 The local storage device is full.

1 The item cannot be downloaded (e.g. because it has not been purchased).
2 The item is no longer available for download.

3 The item is invalid due to bad checksum or length.

4 Other reason.

If no error has occurred, this argument SHALL take the value undefined.(]
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readonly Integer amountDownloaded

The amount of data that has been downloaded returned in bytes, or zero if no data has been
downloaded.

readonly Integer currentBitrate

The bitrate (in bits per second) at which the download is currently transferred. This value is nhon-zero
only when the bownload object is in the DOWNLOAD_IN_PROGRESS state. If this is unknown the value of
this property SHALL be undefined.

String name

The name of the download or undefined if this information is not present. In case the download is
triggered through a Content Access Download Descriptor, this corresponds to the value for the
<Title> element in the Content Access Download Descriptor.

If the Content Access Download Descriptor is not specified the property may be set by the origin site.
Note that the property may only be set by the site that initiated the download. The DAE application may
store data related to the Download. The OITF SHALL support a minimum of 200 bytes for the property.
If DAE application attempts to store a string larger than the available size the OITF SHALL set the
property to NULL. The maximum length of the property value is implementation dependent.

readonly String 1id

The ID of the download as determined by the OITF.

readonly String contentURL

The URL the content is being fetched from, or undefined if this information is not available.

String description

A description of the download or undefined if this information is not present. In case the download is
triggered through a Content Access Download Descriptor, this corresponds to the value for the
<Synopsis> element in the Content Access Download Descriptor, or undefined if this element is not
present.

If the Content Access Download Descriptor is not specified the property may be set by the origin site.
Note that the property may only be set by the site that initiated the download. The DAE application may
store data related to the Download. The OITF SHALL support a minimum of 2000 bytes for the
property. If DAE application attempts to store a string larger than the available size the OITF SHALL
set the property to NULL. The maximum length of the property value is implementation dependent.

readonly ParentalRatingCollection parentalRatings

The parental rating collection related to the downloaded content item, or undefined if this information

Copyright 2010 © Open IPTV Forum e.V.



Page 109 (356)

is not present. In case the download is triggered through a Content Access Download Descriptor, this
corresponds to the value for the <ParentalRating> element in the Content Access Download
Descriptor, or undefined if this element is not present

readonly DRMControlInfoCollection drmControl

The DRMControlInformation object corresponding to the DRM Control information of the
downloaded content item, or undefined if this information is not present. In case the download is
triggered through a Content Access Download Descriptor, this corresponds to the value for the
<DRMControlInformation> element associated with the same DRMSystemID of the selected
<ContentURL>, or is undefined if this information is not present.

The related bRMControlInformation object is defined in Section 7.4.6.

readonly Date startTime

The time that the download is scheduled to start (in the case of scheduled downloads) or undefined if
no start time was set.

readonly Integer timeElapsed

The time (in seconds) that has elapsed since the download of the item was started. The elapsed time
SHALL be based on the time spent in the in-progress and stalled download states. This SHALL NOT
include any time the item spent queued for download.

readonly Integer timeRemaining

The estimated time remaining (in seconds) for the download to complete. The estimated time SHALL
be based on the time spent in the in-progress and stalled download states. The estimate SHALL NOT
includes any time the item spent queued for download or paused. If an estimate cannot be calculated,
the value of this property SHALL be undefined.

readonly String transferType

In case the download was triggered through a Content Access Download Descriptor, this is the value of
property TransferType of the selected <ContentURL>. In the case where the download was not
triggered through a content access descriptor document, the OITF is responsible for returning either
the value “pTlayable_downToad” or “ful1_download”, based on criteria defined by the OITF.

readonly String originsite

In the case where the download was triggered through a Content Access Download Descriptor, this is
the value of element <OriginsSite>. In case the download was not triggered through a content access
descriptor document, this is the FQDN of the site that initiated the download.

readonly String originSiteName

In case the download is triggered through a Content Access Download Descriptor, this is the value of
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element <0riginsiteName>, or undefined if this information is not present. In case the download is
not triggered through a content access descriptor document, this property is undefined.

String contentID

A unique identification of the content item relative to originSite. In case the download is triggered
through a Content Access Download Descriptor, and a <ContentID> element has been defined for the
given content item, this is the value of element <ContentID>. If the download is started using
registerbownloadFromCRID(), this is the TV Anytime CRID. This property shall take the value
undefined if no content ID is available.

If the Content Access Download Descriptor is not specified the property may be set by the originSite.
Note that the property may only be set by the site that initiated the download. The DAE application may
store data related to the Download. The OITF SHALL support a minimum of 2000 bytes for the
property. If DAE application attempts to store a string larger than the available size the OITF SHALL
set the property to NULL. The maximum length of the property value is implementation dependent.

readonly String iconURL

The URL of an image that provides a visual representation of the item that is being downloaded. In the
case where the download was triggered a Content Access Download Descriptor, this is the value of
element <IconURL>, or undefined if this element is not present. In the case where the download was
not triggered through a content access descriptor document, this property is undefined.

7.45 The DownloadCollection class

typedef Collection<Download> DownloadCollection

ThebownloadCollection class represents a collectionbmiwn1oad objects. See annex K for the definition of the
collection template.

7.4.6 The DRMControliInformation class

A DRMControlInformation object represents the DRM Control information stnee defined in 83.3.2 of
[OIPF_METAZ2].

7.4.6.1 Properties

readonly String drmType

URN consisting of the DRM system's DVB CASystemID value (expressed as a decimal integer),
prefixed with the string “urn:dvb:casystemid:”. For example, the value of this property for Marlin is
“urn:dvb:casystemid:19188".

readonly String rightsIssueruURL

A URL used by OITF to obtain rights for this content item.

readonly String silentRightsURL
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A URL used by OITF to obtain rights silently, e.g. a Marlin Action Token.

readonly String drmContentID

DRM Content ID for CoD or scheduled content item, e.g. the Marlin Content ID.

readonly String previewRightsURL

A URL used by OITF to obtain rights silently for preview of this content item, e.g. a Marlin Action
Token.

readonly String drmPrivateData

Private data for the DRM scheme indicated in drmType to be applied for this content item. Private DRM
Data is actually structured as an XML document whose schema is specific to the considered DRM
system. One example is Marlin DRM private data schema defined in [OIPF_CSP2].

readonly Boolean doNotRecord

A flag indicating whether this content item is recordable or not.

readonly Boolean doNotTimeShift

A flag indicating if this content item is allowed for time shift play back.

7.4.7 The DRMControlInfoCollection class

typedef Collection<DRMControlInfo> DRMControlInfoCollection

TheDRMControlInfoColTlection class represents a collectionon®MControlInfo objects. See annex K for the
definition of the collection template.

7.5 Content On Demand Metadata APIs

This section SHALL apply for OITFs that have inded<c11entMetadata> with value “true” and atype attribute
with value ‘bcg” in the capability description and MAY apply fol TFs that have indicatedc11ientMetadata> with
value “true” and atype attribute with valuedvb-si”

7.5.1 The application/oipfCodManager embedded objec  t

OITFs that have indicatedc 11 entMetadata> with value “true” and atype attribute with value bcg” SHALL
implement arf‘application/oipfCodManager” embedded object with the following interface.

Content is organised into catalogues, where edeltogae contains a hierarchy of folders that aeglue organise
individual content items. The structure of the tayae SHALL be determined by the server managiaf ¢tatalogue and
SHALL be reflected in the structure of the metadgstased to the OITF.

The three types of content in a CoD catalogue are:
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e Assets, represented by theDAsset class. ACODAsset is a user-level description of a piece of CoD eaft
and so it is more concerned with information suglth& price, rental period, description and pateatang
rather than detailed technical information aboetakset such as encoding format. A CoD asset MANesent

a single movie, or a bundle of movies offered fairale price.

e Folders, represented by theDFolder class.

« Services, represented by th@DService class.CODService objects are a specific type of container
representing subscription VoD (SVOD) services, whesers purchase a group of assets which may cloaege

time rather than a single movie or TV show.

TheCODAsset, CODFolder andCoDService classes define a type property that allows thizsses to be

distinguished by applications. For each class, phoperty SHALL take the value defined below:

Class Value
CODFolder 0
CODAsset 1
cobService 2

This specification defines the mapping betweendbB APl and BCG metadata. Mappings between the S&8Dand

other CoD metadata sources are not specified sndincument.

7.5.1.1 Properties

readonly ContentCatalogueCollection catalogues

A collection of all available CoD catalogues, as listed in an SD&S BCG Discovery record.

function onContentCatalogueEvent( Integer action )

This function is the DOM 0 event handler for events relating to changes in a content catalogue
collection. The specified function is called with the argument action:

. Integer action - The type of event. For current versions of the specification, this property
SHALL always have the value 0 to indicate a change in the list of available catalogues.

function onContentAction( Integer action, Integer result, Object item,
ContentCatalogue catalogue )

This function is the DOM 0 event handler for events relating to actions carried out on an item in a
content catalogue. The specified function is called with the following arguments:

. Integer action - The type of action that the event refers to. Valid values are:

Value Description

0 An operation to browse a content collection (e.g. getting a page from the collection).
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1 Indicates that more information is available about this item (e.g. that more information has
been retrieved from the server).

. Integer result - The result of the action. Valid values are:

Value Description
0 The operation succeeded.

1 The item no longer exists in the catalogue.

2 The server has not responded in the timeout period.
3 Communication with the server has been interrupted.

Object item- The item in the catalogue that the event refers to.

. ContentCatalogue catalogue - The parent catalogue of the affected object.

7.5.1.2 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onContentCatalogueEvent ContentCatalogueEvent Bubbles: No
Cancelable: No

Context Info: action

oncContentAction ContentAction Bubbles: No
Cancelable: No

Context Info: action,
result, item, catalogue

NOTE: the above DOM 2 events are directly dispaddioethe event target, and will not bubble nor ae@tApplications
SHOULD NOT rely on receiving the events listed abowring the bubbling or the capturing phase. Awpions that
use DOM 2 event handlers SHALL call taddeEventListener () method on theéocalsSystem object. The third
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.

7.5.2 The CatalogueCollection class
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typedef Collection<ContentCatalogue> CatalogueCollection

ThecatalogueCollection class represents a collection@afntentCatalogue objects. See annex K for the
definition of the collection template.

7.5.3 The ContentCatalogue class
A ContentCatalogue represents a content catalogue for a content made service.

To receive events relating to operations on itemss ¢atalogue, applications MAY add listeners fooritentAction”
events to thapplication/oipfCodManager object.

7.5.3.1 Properties

readonly String name

The name of the content catalogue that should be displayed to the user. The value of this property is
given by the Name element in the catalogue's BCG discovery record.

readonly CODFolder rootFolder

The root folder of the content catalogue.

7.5.3.2 Methods

CoDFolder getPurchaseHistory()

Description Get the list of items that have been purchased from the catalogue by the current user,
including currently active rentals.

Items in this list will be derived from children of the BCG UserActionList element
which have an ActionType of buy. If the ActionL1ist element is not present, this
method SHALL return nulT.

7.5.4 The CODFolder class

CoDFolder represents a folder in a CoD catalogue. Foldexg contain other folders, and an asset may be mirese
more than one folder.

Because a content list may contain a large numiiggras, the contents of the list are made avadlail demand using a
paging model. Applications MAY request the consamitthe list in ‘pages’ of an arbitrary size. Tdea SHALL be
fetched from the appropriate source, and applingBidALL be notified when the data is available.

Each folder is described byGroupInformation element in the BCG Group Information Table.

7.5.4.1 Properties
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readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This SHALL always have the value 0 for folders.

readonly String uri

The URI used to refer to the folder. The value of this property is given by the GroupId attribute of the
GroupInformation element representing this folder.

readonly String name

The name of the folder. The value of this property is given by the TitTe element that is a descendant
of the GroupInformation element representing this folder.

readonly String description

A description of the folder, for display to an end user. The value of this property is given by the
Synopsis element that is a descendant of the GroupInformation element representing this folder.

readonly String thumbnailuri

The URI of an image associated with this folder.

For assets whose BCG description contains a RelatedMaterial element indicating a relationship of
Promotional Still Image, the value of this property is given by the MediaURI element that is a
descendant of that element.

For assets without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

readonly Integer Tlength

The number of items in the current page. If getPage () has not yet been called, the value of this
property SHALL be undefined.

readonly Integer currentPage

The page number of the currently-available results, as specified in the last call to getPage(). If
getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer pageSize
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The number of items that were requested from the content catalogue in a call to getPage(). This
MAY be different form the number of items that are available (e.g. the last page in the collection).

If getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer totalSize

The total number of items in the folder. This MAY be undefined until getPage() has been called.

The value of this property may be given by the numofItems attribute of the GroupInformation
element representing this folder.

7.5.4.2 Methods

Object item( Integer index )

Description Return the item at position index in the current page, or undefined if no item is
present at that position. This function SHALL only return objects that are instances of
CODAsset, CODFolder, or CODService.

Applications SHALL be able to access items in the collection using array notation
instead of calling this method directly.

Arguments index The index into the collection.

void getPage( Integer page, Integer pageSize )

Description Retrieve one page of the folder’s contents. The application SHALL be notified by an
event targeted at the folder's parent content catalogue when the data is available.

Calls to this method SHALL cancel any outstanding requests.

Arguments page The number of the page for which data should be retrieved, indexed
from zero.
pageSize The size of the page.

void abort()

Description Abort the current request for a new page of folder contents. Any results for this folder
SHALL be removed (i.e. the value of the Tength property will be 0 and any calls to
the item() method SHALL return undefined),

7.5.5 The CODAsset class

The CODAsset represents a piece of CoD content that can bénpset! and played. @0ODAsset object MAY refer to
a bundle of content items that are purchased tegéilit which can only be played individually.
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Some fields of @ODAsset object MAY not be populated until an applicati@guests them; in this case the data MAY
be fetched asynchronously from a server. Fieldsresthe data has not been fetched from the seALE have a
value ofundefined. Fields for which data is not available on thevee SHALL have a value afull.

7.5.5.1 Properties

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This property SHALL always have the value 1 for CoD assets.

readonly String uri

The CRID of the asset. The value of this property is given by the programid attribute of the BCG
ProgramInformation element that describes the asset.

readonly String name

The title of the asset that will be displayed to the user. The value of this property is given by the BCG
TitTe element that is a child of the asset’s BasicDescription element.

readonly String description

A description of the asset, for display to an end user. The value of this property is given by the BCG
Synopsis element that is a child of the asset’s BasicDescription element.

readonly StringCollection genres

A collection of genres that describe this asset. Genres are represented by the values of any Name
elements that are children of Genre elements in the asset’s description.

readonly ParentalRating parentalRating

The parental rating value of the asset. This information will be read from the ParentalGuidance
element of an asset’s description, if present.

readonly Boolean blocked

Flag indicating whether the asset is blocked due to parental control settings (i.e. whether its parental
rating value exceeds the current system threshold).

readonly Boolean locked

Flag indicating whether the current state of the parental control system prevents the asset from being
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viewed (e.g. a correct parental control PIN has not been entered to allow the item to be viewed).

readonly String thumbnailuri

The URI of an image associated with this asset.

For assets whose BCG description contains a RelatedMaterial element indicating a relationship of
Promotional Still Image, the value of this property is given by the MediaURI element that is a
descendant of that element.

For assets without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

readonly String price

The price of the asset, in a form that can be displayed to the user. The value of this property is the
concatenation of the value of the Price element that is a child of a PurchaseItem elementin the
asset’s description and the value of the Price element’'s currency attribute.

For example, a Price element of

<Price currency="J1PY">500</Price>

would give the value 500 JPY for this field. Implementations MAY replace the currency code with the
appropriate currency symbol (e.g. ¥).

readonly Integer rentalPeriod

The period for which the asset can be rented, in hours.

For assets descriptions containing a Purchase element with a PurchaseType of
urn:tva:metadata:cs:PurchaseTypeCS:2004:playForPeriod, the value of this property is
derived from the QuantityUnit and QuantityRange elements that are children of that Purchase
element. If a Purchase element with the appropriate PurchaseType is not present, the value of this
field SHALL be undefined.

readonly Integer playCount

The number of plays allowed for this asset when it is purchased.

For assets descriptions containing a Purchase element with a PurchaseType of
urn:tva:metadata:cs:PurchaseTypeCS:2004:playCounts, the value of this property is derived
from the Quantityunit and QuantityRange elements that are children of that Purchase element. If
a Purchase element with the appropriate PurchaseType is not present, the value of this field SHALL
be undefined.

readonly Integer duration

The duration of the asset, in seconds. The value of this property is given by the BCG Duration
element that is a child of the asset’s BasicDescription element.
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readonly String previewuri

The URI used to refer to a preview of the asset.

For assets whose BCG description contains a RelatedMaterial element indicating a relationship of
Trailer or Preview, the value of this property is given by the MediaURI element of the
MediaLocator contained in that element.

For assets without an appropriate ReTatedMaterial element, the value of this property SHALL be
undefined.

readonly BookmarkcCollection bookmarks

A collection of the bookmarks set in a recording. If no bookmarks are set, the collection SHALL be
empty.

7.5.5.2 Methods

Boolean isReady()

Description Check whether sufficient information is available to make a purchase or play the
asset. Due to the asynchronous nature of CoD catalogues, not all of the information
required to play or purchase a CoD asset may have been received by the OITF at
any given time. If all of the required information is available, this method SHALL
return true. Otherwise, this method SHALL request the missing information and
return false. When the information is available, the application SHALL be notified
via a ContentActionEvent with the reason code 1.

stringCollection TookupMetadata( String key )

Description Retrieve metadata for the asset. Metadata is stored as key/value pairs - retrieving
the metadata for a specified key SHALL return all values that match that key.

Arguments key The key for the metadata to be returned.

7.5.6 The CODService class

ThecCoDService class is a subclass 0bDFolder that represents a subscription CoD service. Aatution CoD
service is similar to a folder, except that:

e The service SHALL be purchased in its entiretyheathan purchasing individual items from the segvi
* Business rules may prevent browsing of the contéthin a service unless the service has already pbeechased.

A coDService MAY contain a number of assets, folders and sestic

7.5.6.1 Properties

readonly Integer length
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The number of items in the current page of the service.

readonly Integer currentPage

The page number of the currently-available results, as specified in the last call to getPage(). If
getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer pageSize

The number of items that were requested from the content catalogue in a call to getPage(). This
MAY be different from the number of items that are available (e.g. the last page in the collection).

If getPage () has not yet been called, the value of this property SHALL be undefined.

readonly Integer totalSize

The total number of items in the service. This MAY be undefined until getPage () has been called.

The value of this property may be given by the numofItems attribute of the GroupInformation
element representing this folder.

readonly Integer type

The type of the item, used to distinguish between the types of objects that may be contained in a folder
in a CoD catalogue. This property SHALL always have the value 2 for a CoD service.

readonly String uid

An ID for the service.

Folders, CoD services and CoD assets each have an ID which is unique within their parent catalogue.
The value of this property is given by the serviceld attribute of the BCG ServiceInformation
element that describes the service.

readonly String uri

The URI used to refer to the service. The value of this property is given by the BCG ServiceURL
element that is a child of the ServiceInformation element that describes the service.

readonly String name

The name of the service that will be displayed to the user. The value of this property is given by the
BCG Name element that is a child of the ServiceInformation element describing the service.

readonly String description
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A description of the service, for display to an end user. The value of this property is given by the BCG
ServiceDescription element that is a child of the ServiceInformation element describing the
service.

readonly String thumbnailuri

The URI of an image associated with this service. The value of this property is derived from the value
of the first Logo element that is a child of the BCG ServiceInformation element describing the
service. If this element specifies anything other than the URL of an image, the value of this property
SHALL be undefined.

Alternatively, for services whose BCG description contains a RelatedMaterial element indicating a
relationship of Promotional Still Image, the value of this property is given by the MediaURI
element of the MediaLocator contained in that element.

For assets without an appropriate ReTatedMaterial or Logo element, the value of this property shall
be undefined.

readonly String previewuri

The URI used to refer to a preview of the content.

For services whose BCG description contains a ReTatedMaterial element indicating a relationship of
Trailer or Preview, the value of this property is given by the MediaURI element of the
MediaLocator contained in that element.

For services without an appropriate RelatedMaterial element, the value of this property SHALL be
undefined.

7.5.6.1.1 Methods

Object item( Integer index )

Description Return the item at position index in the current page, or undefined if no item is
present at that position. This function SHALL only return objects that are instances of
CODAsset, CODFolder, or CODService.

Applications SHALL be able to access items in the collection using array notation
instead of calling this method directly.

Arguments index The index into the collection.

void getPage( Integer page, Integer pageSize )

Description Retrieve one page of the services contents. The application SHALL be notified by an
event targeted at the services parent content catalogue when the data is available.

Calls to this method SHALL cancel any outstanding requests.

Arguments page The number of the page for which data should be retrieved, indexed
from zero.
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pageSize

The size of the page.

void abort()

Description

Abort the current request for a new page of contents. Any results SHALL be removed
(i.e. the value of the Tength property will be 0 and any calls to the item() method
SHALL return undefined),

Boolean isReady()

Description

Check whether sufficient information is available to make a purchase. Due to the
asynchronous nature of CoD catalogues, not all of the information required to play or
purchase a CoD service may have been received by the OITF at any given time. If
all of the required information is available, this method SHALL return true.
Otherwise, this method SHALL request the missing information and return false.
When the information is available, the application SHALL be notified via a
ContentActionEvent with the action code 1.

stringCollection TlookupMetadata( String key )

Description Retrieve metadata for the service. Metadata is stored as key/value pairs - retrieving
the metadata for a specified key SHALL return all values that match that key.
Arguments key The key for the metadata to be returned.

7.6 Content Service Protection API

The following requirements SHALL apply to OITF aadéerver devices which have indicated supporbDieM
protection by providing one or moxelrm> elements as specified in Section 9.3.10:

7.6.1 The application/oipfDrmAgent embedded object

An OITF SHALL support a non-visual embedded objdlype “application/oipfDrmAgent”, with the following
Javascript API, to enable in-session message egelfaom the web page with an underlying DRM agent.

Access to the functionality of trepp1ication/oipfDrmAgent embedded object SHALL adhere to the security
requirements as defined in Section 10.1

Note: Annex D provides a clarification to the brewmteraction model when dealing with servicegffy protected

content

7.6.1.1 Properties

function onDRMMessageResult( String msgID, String resultMsg,

Integer resultCode )

The function that is called when the underlying DRM agent has a result message to report to the
current HTML document as a consequence of a call to sendDRMMessage. The specified function is
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called with three arguments msgID, resultMsg and resultCode which are defined as follows:

. String msgID — identifies the original message which has led to this resulting message.

. String resultMsg— DRM system specific result message.

. Integer resultCode —result code. Valid values include:

Result Description Semantics
message
0 Successful The action(s) requested by sendbDRMMessage ()
completed successfully.
1 Unknown error sendDRMMessage () failed because an unspecified
error occurred.
2 Cannot process sendDRMMessage () failed because the DRM agent
request was unable to complete the request.
3 Unknown MIME sendDRMMessage () failed, because the specified
type Mime Type is unknown for the specified DRM system
indicated in the DRMSystemld.
4 User Consent sendDRMMessage () failed because user consent is
Needed needed for that action.
5 Unknown DRM sendDRMMessage () failed, because the specified
system DRM System in DRMSystemId is unknown.

function onDRMSystemStatusChange( String DRMSystemID )

The function that is called when the status of a DRM system changes.

The specified function is called with one argument DRMSystemID which is defined as follows:

e String DRMSystemID — argument that specifies the DRM System ID of the DRM system that
generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of

[OIPF_META2].

7.6.1.2 Methods

String sendDRMMessage(String msgType, String msg, String DRMSystemID)

Description

Send message to the DRM agent, using a message type as defined by the DRM
system. Returns a unique ID to identify the message, to be passed as the ‘msgID’

argument for the callback function registered through onDRMMessageResult. This is
an asynchronous method. Applications will be notified of the results of the operation
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via events dispatched to onDRMMessageResult and corresponding DOM level 2
events.

Arguments msgType A globally uniqgue message type as defined by the DRM system,
for example:

application/vnd.marTlin.drm.actiontoken+xm]l
(i.e. MIME type of Marlin Action Token).

Valid values for the msgType parameter include the MIME types
described in Annex C of[OIPF_CSP?2].

msg The message to be provided to the underlying DRM agent
formatted according to the message type as indicated by attribute
msgType.

Valid format for the msg parameter are message formats
described in Annex C of [OIPF_CSP2].

DRMSystemID DRMSystemID as defined by element DRMSystemID in Table 9 of
Section 3.3.2 of [OIPF_METAZ2]. For example, for Marlin, the
DRMSystemID value is “urn:dvb:casystemid:19188".

In the case that parameter msgType indicates a CSPG-CI+
message as described in Section 4.2.3.4.1.1.2 of [OIPF_CSP?2],
the DRMSystemID parameter SHALL be specified. Otherwise, the
value may be nulT.

Integer DRMSystemStatus( String DRMSystemID )

Returns the status of the indicated DRM system.

The specified function is called with one argument DRMSystemID, which is defined as follows:

. String DRMSystemID —argument that specifies the DRM System ID of the DRM system that is
being queried as defined by the element DRMSystemID in Table 8 of Section 3.3.2 of
[OIPF_METAZ2]. For example, for Marlin, the DRMSystemID value is “urn:dvb:casystemid:19188".

The value returned shall be as defined below:

Value Description Semantics
0 READY The DRM system is fully initialised and ready.
1 UNKNOWN Unknown DRM system.
2 INITIALISING The DRM system is initialising and not ready to start

communicating with the application.

3 ERROR There is a problem with the DRM system. It may be possible to
communicate with it to obtain more information.
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7.6.1.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onDRMMessageResult DRMMessageResult Bubbles: No

Cancelable: No

Context Info: msgID, resultMsg,
resultCode

ONnDRMSystemStatusChange DRMSystemStatusChange |« Bubbles: No

=  Cancelable: No

= Context Info: DRMSystemID

NOTE: the above DOM 2 events are directly dispaddioethe event target, and will not bubble nor ae@tApplications
SHOULD NOT rely on receiving these events durimg bubbling or the capturing phase. HuklEventListener()
method SHOULD be called on th@p1ication/oipfDrmAgent object itself. The third parameter of
addEventListener, i.e. “useCapture”, will be ignored.

7.7 Gateway Discovery and Control APIs
Theapplication/oipfGatewayInfo object SHALL provide the information of the gatgwand subsequently
interact with the gateway (e.g. IMS Gateway, Apgiiicn Gateway, CSPG Cl+ Gateway and CSPG-DTCP Ggleas

defined in Section 4.2. The OITF SHALL support gaeway discovery and control though the use ofdhewing
non-visual embedded object:

<object id="gatewayinfo” type="application/oipfGatewayInfo” />

Access to the functionality of treppT1ication/oipfGatewayInfo embedded object is privileged and SHALL
adhere to the security requirements defined ini@ed0.1.

7.7.1 The application/oipfGatewaylnfo embedded obje  ct
7.7.1.1 Properties

readonly Boolean 1isIGSupported

Indicates whether an IMS Gateway is supported or not.

readonly Boolean 1isAGSupported

Indicates whether an Application Gateway is supported or not.
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readonly Boolean 1sCSPGCIPlusSupported

Indicates whether an CSPG-Cl+ Gateway is supported or not.

readonly Boolean 1sCSPGDTCPSupported

Indicates whether an CSPG-DTCP Gateway is supported or not.

readonly Boolean 1isIGDiscovered

Indicates whether an IMS Gateway is discovered or not.

Note: This property was formerly referred to as IGDiscovery.

readonly Boolean 1isAGDiscovered

Indicates whether an Application Gateway is discovered or not.

Note: This property was formerly referred to as AGDiscovery.

readonly Boolean isCSPGCIPlusDiscovered

Indicates whether an CSPG-Cl+ Gateway is discovered or not.

readonly Boolean isCSPGDTCPDiscovered

Indicates whether an CSPG-DTCP Gateway is discovered or not.

Note: This property was formerly referred to as cspGatewayD1iscovery. The former
cspGatewayDiscovery property is now replaced with 1sCSPGCIPTusDiscovered for CSPG-Cl+
case and isCSPGDTCPDiscovered for CSPG-DTCP case.

readonly String iguRL

The URL of the IMS Gateway.

readonly String aguRL

The URL of the Application Gateway.

readonly String cspgDTCPURL

The URL of the CSPG DTCP gateway.
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Note: This property was formerly referred to as cspGatewayURL which was relevant for CSPG-DTCP
case only.

Integer interval

The periodic interval time (in seconds) to discover the gateways. When the interval property is set, a
UPNP Discovery mechanism is executed.

readonly StringCollection CSPGCIPTusDRMType

Indicates the list of CA Systems supported by the CSPG-CI+ Gateway under the form of URN with the
DVB CASystemID (16 bit number) in there. Each element of CSPGCIPlusDRMType shall be signalled
by prefixing the decimal number format of CA_System_ID with "urn:dvb:casystemid:".

function onDiscoverIG()

The function that SHALL be called when an IMS Gateway is discovered or lost by the OITF which uses
a UPnP Discovery mechanism described in [OIPF_PROTZ2] Section 10.1.1.1. The actual status of the
gateway (discovered or not) can be determined by reading the isIGDiscovered property.

The specified function is called with no arguments.

function onDiscoverAG()

The function that SHALL be called when an Application Gateway is discovered or lost by the OITF
which uses a UPnP Discovery mechanism described in [OIPF_PROTZ2] Section 10.1.1.2. The actual
status of the gateway (discovered or not) can be determined by reading the iSAGDiscovered property.

The specified function is called with no arguments.

function onDiscoverCSPGCIPlus()

The function that SHALL be called when a CSPG-CI+ Gateway is discovered or lost by the OITF
(including any change to the DRM systems supported by that gateway). The CSPG-Cl+ Gateway
SHALL be discovered as defined in [OIPF_CSP2]. The actual status of the gateway (discovered or not)
can be determined by reading the isSCSPCIPlusGDiscovered property.

The specified function is called with no arguments.

function onDiscoverCSPGDTCP()

The function that SHALL be called when a CSPG-DTCP Gateway is discovered or lost by the
OITFwhich uses a UPnP Discovery mechanism described in [OIPF_PROT2] Section 10.1.1.3. The
actual status of the gateway (discovered or not) can be determined by reading the
iISCSPGDTCPDiscovered property.

The specified function is called with no arguments.

Note: This property was formerly referred to as onDiscoverCSPG. The former onDiscoverCSPG
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property is now replaced with onDiscoverCSPGCIPlus for CSPG-CI+ case and
onDiscoverCSPGDTCP for CSPG-DTCP case.

7.7.1.2 Methods

Boolean isIGSupportedMethod( String MethodName )

Description Shall return true when the IG supports the method named MethodName. If the
function returns false, it indicates that IG does not support the specified method.

7.7.1.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 even t DOM 2 Ev  ent properties

onDiscoverlG DiscoverlG Bubbles: No

Cancelable: No

onDiscoverAG DiscoverAG Bubbles: No

Cancelable: No

onDiscoverCSPGCIPlus DiscoverCSPGCIPIlus Bubbles: No

Cancelable: No

onDiscoverCSPGDTCP DiscoverCSPGDTCP Bubbles: No

Cancelable: No

NOTE: the above DOM 2 event is directly dispatctethe event target, and will not bubble nor captépplications
SHOULD NOT rely on receiving aiscoverIG, DiscoverAG, DiscoverCSPGCIPIus andDiscoverCSPGDTCP event
during the bubbling or the capturing phase. Appiie that use DOM 2 event handlers SHALL call the
addeventListener() method on thepplication/oipfGatewayInfo object. The third parameter of
addEventListener, i.e. “useCapture”, will be ignored.

7.8 IMS Related APIs

If an OITF has indicated support for the controltefIMS functionality by a server by statirgms>true</ims> as
defined in Section 9.3.9 in its capability desddpt the OITF SHALL support IMS through the usetlud following
non-visual object:

<object type="application/oipfIiImMs”/>
The IMS API provides the necessary javascript medho register new users in the IMS network. Ib gleovides
methods to register usense(gisteruser), along with the supported feature tags, IMS Comication Service
Identifier (ICSI) and IMS Application Reference hdiier (IARI), and de-register userd¢rRegisteruser). A method

getRegisteredusers is also defined to view all the registered usArmethodgetAllUsers retrieves all users
provisioned in the IG. Once registered it is pagsib switch users for using IMS services by usimgthodsetUser.
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A property is defined to view the current user ¢oused for a servicegrrentuser).

In order to handle the out-of-session IMS notificas, namely, the new dialogues, there is a meftwosubscribing to
these eventsstibscribeIMSNotification). All new dialogues are communicated through ébeak function
(onIMSNotification) to the application instance performing the sulpsion.

The IMS APIs apply only to privileged applicatiomsd SHALL adhere to the security model as defime8dction 10.

7.8.1 The application/oipfIMS embedded object
7.8.1.1 Constants

The following constants are defined as propertretheapplication/oipfIMS embedded object:

Name Value Use
STATE_REGISTERED 0 Specifies that the user has been successfully
registered (not subscribed to registration
event).

This also represents the state when the
registration event subscription has been
terminated for some reason by network.

STATE_REGISTERED_SUBSCRIPTION_PENDING | 1 Indicates that user is registered successfully

but the subscription-state for the registration
event indicates a status of "pending".

STATE_REGISTERED_SUBSCRIPTION_ACTIVE | 2 Specifies that the user has been successfully
registered and subscribed to registration
event (i.e. subscription-state for registration
event indicates a status of "active").

STATE_DEREGISTERED 3 Specifies that the user has been successfully
deregistered. This can be result of network
initiated/locally initiated deregistration
request.

STATE_FAILURE 4 Represents a failure condition.

7.8.1.2 Properties

function onIMSNotification( String responseHeaders, String msgText,

Document msgxMmL )

This function is called on the application which called subscribeIMSNotification when an
unsolicited IMS notification arrives. The application will be notified of all IMS notifications corresponding
to any of the subscribed-to feature tags regardless of which application subscribed to it.

The specified function is called with 3 arguments.

. String responseHeaders — The concatenated list of all HTTP headers, as a single string, with
each header line separated by a U+000D (CR) U+000A (LF) pair excluding the status line. In
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absence of HNI-IGI interface, the responseHeaders will be a concatenated list all SIP headers,
as a single string, with each header line separated by a U+000D (CR) U+000A (LF) pair
excluding the status line.

. String msgText — the response entity body as a string, as defined in [XHR].

. Document msgXML — the response entity body as a Document, as defined in [XHR].

function onNotificationResult( Integer resultMsg )

This function is called with return result from the subscribeIMSNotification method.

This function is not invoked in the case when there is no re-registration as part of
subscribeIMsNotification.

The specified function is called with a single argument — resultMsg.

. Integer resultMsg - result message from performing subscribeIMSNotification method.

Result Description Semantics
message
0 Successful The action performed by the underlying functionality was
successful.
1 Unknown error The action performed by the underlying functionality failed

because an unspecified error occurred.

2 Wrong user The user credentials was not accepted by the server.
credentials

3 The user doesn't The user id doesn't exist in the local user table.
exist.

function onRegistrationContextUpdate( String user, Integer state, Integer
errorCode )

This function is called with return result from the methods registeruser and deRegisteruser. In
addition, the function is also called whenever there is an update to the registration status of specified
user.

The specified function is called with 3 arguments — user, state and errorcode.

. String user — The IMPU of the user.

. Integer state — The current state of the registration as indicated using the constant values
defined in 7.8.1.1.

. Integer errorcCode — In case of STATE_FAILED state, provides more information on reason
for failure.

errorCode Description Semantics
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1 Unknown error The action performed by the underlying functionality failed
because an unspecified error occurred.
2 Wrong user The user credentials were not accepted by the server. The DAE
credentials may request from the user a new PIN which can then be used
to call the registeruser () method.
3 The user The user id doesn't exist in the local user table.

doesn'’t exist.

readonly UserbData currentUser

The current user property represents the public user identity which is being used or shall be used for
HNI-IGI communication. If not set then the default user shall be used or indicated. It shall be set to the
default user if a user has not been explicitly set using the setUser () method.

7.8.1.3 Methods

UserDatacColTlection getRegisteredusers()

Description

Return all the users that are currently registered with the IG.

void registeruser( String userId, String pin )

Description This method performs user registration to the IMS network.
Results from this method is sent to the callback method
onRegistrationContextUpdate.

Arguments userld The user identifier represents the public user identity or IMPU.
pin The pin is optional and carries the password to be used towards the IG in

case of HTTP Digest over HNI-IGI interface or SIP Digest if there is no
HNI-IGI. If pin is not specified then the default user password shall be used.

The pin used for digest authentication is limited to the HNI-IGI interface
with the 1G and SHALL NOT impact the HTTP Digest requests from within
the DAE application. Note that for non-native HNI-IGI support is not
applicable.

void deRegisteruUser( String userId )

Description The indicated user is de-registered from IMS. Any sessions that may be open are
closed. De-registration of default user has no effect nor de-registration of any users
registered from a native application in the OITF.

Results from this method is sent to the callback method
onRegistrationContextUpdate.

Arguments userld The user identifier represents the public user identity or IMPU.
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UserDatacolTlection getAllusers()

Description Return all the users that are currently provisioned in the 1G. The first entry in the
collection is the default user. The users are retrieved according to [OIPF_PROT2]
Section 5.3.6.3.

Boolean setUser( String useriId )

Description When invoked, any ongoing sessions for the current user shall be closed.

If setUser is unsuccessful due to user not being registered, it is necessary to first
register the user and wait for a successful response to the
onRegistrationContextUpdate callback function.

If the user gets deregistered (either by the local application or by the network), any
ongoing sessions for the user shall be closed .The default user shall be automatically
assumed for all IMS services until overridden again by setUser method.

Argument userld The user identifier represents the public user identity or IMPU.

void subscribeIMsNotification( FeatureTagCollection featureTagCollection,
Boolean performuserRegistration)

Description This method subscribes for new IMS out-of-session dialogues for the indicated
application for the currently active user. The notification shall be notified using
onIMSNotification callback method.

If the application that made the subscription closes then there is an automatic un-
subscription to new notifications. Otherwise it is possible to perform
unsubscribeIMSNotification.

Any new dialogues shall be notified over the callback method onIMSNot1ification.

Arguments featureTagCollection The FeatureTagCollection object of the DAE
application. The inclusion of featureTag values other
than nul1 indicates which dualogues are reported. The
dialogues that match the featureTag are to be reported.
The inclusion of nu11 indicates that all dialogues are to
be reported.

performUserRegistration If this is true a new user registration is required.
SHOULD be set to false if it is know that other
applications will be registered shortly

This parameter is ignored in the case when the filtering
of IMS notifications is done locally. In this case, the initial
registration for active user will include all feature tags.

void unsubscribeIMsNotification()

Description The DAE application calling this method will be de-registered for IMS notifications.
Associated feature tag(s) for the DAE application are removed from the
featureTagCollection object for the user. A re-registration will be performed for the
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corresponding user if IMS natifications are not locally filtered.

Results from this method is sent to the callback method onNotificationResult.

7.8.1.4 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onNotificationResult NotificationResult Bubbles: No

Cancelable: No

Context Info:
resultMsg

onIMSNotification IMSNotification Bubbles: No

Cancelable: No

Context Info: call1d,
contact, from, to

onRegistrationContextUpdate RegistrationContextUpdate Bubbles: No

Cancelable: No

Context Info: user,
state, errorcode

7.8.2 Extensions to application/oipfIMS for communi cation services

If a client has indicated support for the contrbit®e Communication Services functionality by av&rby stating
<communication_services>true</communication_services> as defined in Section 9.3.9 in its capability
description, the client SHALL support IMS througtetuse of the following non-visual embedded object:

<object type="application/oipfIiImMs”/>
The Communication Services API provides for instaessaging, presence and contact list servicesmmBlssages can

either be in a chat session using MSRP (see [OIRETR]) or page mode messages sent without a se3siersupport
of Communication Services SHALL follow the OMA sjfamation [PRES], [IM].

The Communication Services API SHALL be supporteddmbined OITF and IG deployment cases. It MAY be
supported in other deployment cases. The use dfifHdGl interface is OPTIONAL between the OITF at@ when
these are co-deployed.

7.8.2.1 Properties

function onIncomingMessage( String fromURI, String msg, Integer cid )

The function that is called when an incoming chat message is received for the active user.
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The specified function is called with 3 arguments:

. String fromURI — The sender address of the message.

. String msg — The text message sent by the remote peer.

. Integer cid - chat session identifier. This may be an identifier returned by a call to the
openSession() method if the session was initiated by the current application, a different value if

the session was started by a remote peer. If the message is to be sent outside a chat session,
the value of this argument SHALL be undefined.

function onContactStatusChange( String remoteURI, Integer state )

This function is called when status has changed for a contact in the contact list or a user used with the
method subscribeToStatus.

The specified function is called with 2 arguments:
. String remoteURI — The user address for which the status has changed.

. Integer state — Setto 1 if the user is present, and O if not. Other values may be defined in the
future.

function onNewwatcher( String remoteURI )

This function is called when a remote URI is requesting watcher authorization of the local user’s
presentity.

The specified function is called with one argument:

. String remoteURI — The remote user address which requested watcher authorization.

7.8.2.2 Methods

Integer opencChatSession( String toURI )

Description Opens a chat session with a remote user.

Returns an integer identifier for the chat session to be used when a message is sent
in the chat session or to match when incoming message is received.

Arguments toURI The address of the remote chat user.

void sendMessageInSession( Integer cid, String msg )

Description Sends a new text message in a chat session. The chat can either be started by the
user by calling the method opencChatSession() or can be a session received in the
onIncomingMessage callback function.
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Arguments

cid

The chat session identifier.

msg

Text message to send.

void closeChatSession( Integer cid )

Description

Closes a chat session.

Arguments

cid

The chat session identifier.

void sendMessage( String toURI, String msg )

Description Sends a new text message to a remote peer without starting a session.
Arguments toURI The address of the remote chat user.
msg Text message to send.

void setStatus( Integer state )

Description

Sets the presence state of the local user.

Arguments

State

Set to 1 if the user is present, and 0 if not. Other values may be
defined in the future.

void subscribeTostatus( String remoteURI )

Description

Subscribe to status for a remote user.

Arguments

remoteURI

The address of the remote user.

contactcCollection getContacts()

Description

Get the users contact list.

void allowContact( String remoteURI )

Description

Allows the watcher authorization to subscribe to the local user’s presentity.

Arguments

remoteURI

The address of the remote user.

void blockContact( String remoteURI )

Description

Blocks the watcher authorization to subscribe to the local user’s presentity.

Arguments

remoteURI

The address of the remote user.
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Boolean createContactList( String contactListUri, ContactCollection contacts )

Description

Creates a contact list

Arguments

contactListUri

The public user identity or IMPU of the contact list.

contacts

The collection of contact objects representing the members of the

list.

ContactCollection getContacts( String contactListUri )

Description

Get the users in the specified contact list

Arguments

contactListUri

The public user identity or IMPU of the contact list.

Boolean addToContactList( String contactListUri, Contact member )

Description

Updates the specified contact list by adding a new member to that list

Arguments

contactListUri

The public user identity or IMPU of the contact list
to be updated.

member

The new contact to be added to the list.

Boolean removeFromContactList( String contactListUri, Contact member )

Description

Updates the specified contact list by removing specified member from that list

Arguments

contactListUri

The public user identity or IMPU of the contact list
to be updated.

member

The new contact to be removed from the list

Boolean deleteContactList( String contactListuri )

Description

Deletes the specified contact list

Arguments

contactListUri

The public user identity or IMPU of the contact list
to be deleted

void allowAllContacts( String domain )

Description Allows all watchers belonging to specified domain authorization to subscribe to local
user’s presentity. If nu1T, then all contacts will be allowed.
Arguments domain Watchers belonging to this domain are authorized to

subscribe. If nu1T, then all watchers are authorized
to subscribe irrespective of domain.
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void blockAl1cContacts( String domain )

Description Blocks all watchers belonging to specified domain from subscribing to local user’s
presentity. If nu11, then all contacts will be blocked.

Arguments domain Watchers belonging to this domain are denied
authorization to subscribe. If nu11, then all
watchers are blocked from subscribing irrespective
of domain.

7.8.2.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onIncomingMessage IncomingMessage Bubbles: No
Cancelable: No

Context Info: fromuRI,msg,cid

onContactStatusChange ContactStatusChange Bubbles: No

Cancelable: No

Context Info: remoteURI, present

onNewwatcher Newwatcher Bubbles: No
Cancelable: No

Context Info: remoteURI

7.8.3 The UserData class
7.8.3.1 Properties

readonly String userid

The user identifier represents the public user identity or IMPU.

readonly FeatureTagCollection featureTags

The FeatureTag data is optional (may have a value of nu11) and carries a collection of feature tag
objects associated to an application. For example the feature tag may be an ICSI or IARI or a feature
tag identifying the service for. an incoming instant messages. The object includes feature tags related
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to both DAE and native applications in OITF.

readonly String friendlyName

The friendly name for the user. Used as display name in outgoing messages.

7.8.4 The UserDataCollection class

typedef Collection<UserData> UserbDatacCollection

TheUserbataCollection class represents a collectionusferbata objects. See annex K for the definition of the
collection template.

7.8.5 The FeatureTag class
7.8.5.1 Properties

readonly String featureTag

A string containing a featureTag value associated to an application. The featureTag value may have a
value of nu11 when used with the subscribeImsNotification() method on the
application/oipfIMS object. This indicates that all dialogues are reported.

The feature tag SHALL populate the X-OITF- headers as specified in [TISPAN] Section 5.6.2, [IM],
[3GPP TS 24.229], [RFC3840] and [RFC3841].

7.8.6 The FeatureTagCollection class

typedef Collection<FeatureTag> FeatureTagCollection

TheFeatureTagCollection class represents a collectionr&fatureTag objects. See annex K for the definition of
the collection template.

7.8.7 The Contact class
7.8.7.1 Properties

String contactId

The contact identifier represents the public user identity or IMPU used in communication with the
contact.

string friendlyName

The friendly name for the user. Used as display name in outgoing messages.
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7.8.8 The ContactCollection class

typedef Collection<Contact> ContactCollection

ThecContactCollection class represents a collectionGantact objects. See annex K for the definition of the
collection template.

In addition to the methods and properties defimedyEneric collections, theontactCollection class supports the
additional methods defined below.

7.8.8.1 Methods

Boolean remove( String contactId )

Description Removes the contact represented by contactId from the users IMS contact list.

Returns true on success.

Arguments contactld Contact identifier of the user in the IMS contact list.

Boolean add( Contact contact )

Description Adds the contact represented by the Contact object to the users IMS contact list.

Returns true on success.

Arguments contact Contact object to be added from users IMS contact list.

7.9 Parental rating and parental control APIs
This section defines APIs related to parental gatiand parental control.

Sections 7.9.1 through 7.9.3 define a new Javasemypedded object
application/oipfParentalControlmManager and the relatedarentalRatingScheme and
ParentalRatingSchemeCollection objects, which allows applications to construaeav parental rating scheme
(and a parental rating value using that schemel)t@temporarily enable or disable viewing of ateomitem. These
APIls SHALL be supported if an OITF supports parkobatrols as indicated by valu&fue” for element
<parentalcontrol> (as defined by Section 9.3.5) in its capabilitgfie.

Sections 7.9.4 and 7.9.5 define tterentalRating andParentalRatingCollection objects. These objects are
used/referenced by various other objects, suchessriogramme object as defined in Section 7.16.2 to indicate a
particular parental rating. The support for thelsipcts depends on the support for the sectiondiohwthese are used.

7.9.1 The application/oipfParentalControlManager em  bedded object

If an OITF supports parental controls as indicdtedalue ‘true” for element<parentalcontrol> (as defined by
Section 9.3.5) in its capability profile, the OI'BHALL support the
application/oipfParentalControlManager object with the following interface

The following example shows a possible usage sief@artheapplication/oipfParentalControlManager,
i.e. to add a new parental rating scheme tgptweentalRatingSchemes collection:

//get a reference to the parental control manager object
var pcManager = document.getElementById(“pcmanager”);
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// add a new rating scheme - in this case, the MPAA rating scheme
pcManager.parentalRatingSchemes.addParentalRatingScheme(
“urn:mpeg:mpeg7:cs:MPAAParentalRatingCs:2001”, “G,PG,PG-13,R,NC-17,NR” );

The following example shows a possible usage seef@artheapplication/oipfParentalControlManager,
i.e. to temporarily unblock a blocked content itemy. after asking the user to enter the pareotatral pin):
// If a content item is blocked, the event “onParentalRatingChange” can be captured,
// and the setParentalControlsStatus() method can be used to temporarily unblock the
// content (e.g. after asking the user to enter the parental control pin)

function askForrPin() { .. }

//get a reference to the A/v player object
var avPlayer = document.getElementById(“avPlayer”);

avPlayer.onParentalRatingChange = function() {var )
pin=askForpPin() ;pcManager.setParentalControlstatus(pin, false)};

7.9.1.1 Properties

readonly ParentalRatingSchemeCollection parentalRatingSchemes

A reference to the collection of rating schemes known by the OITF.

readonly Boolean isPINEntryLocked

The lockout status of the parental control PIN. If the incorrect PIN has been entered too many times
in the configured timeout period, parental control PIN entry SHALL be locked out for period of time
determined by the OITF.

7.9.1.2 Methods

Integer setParentalControlstatus( String pcPIN, Boolean enable )

Description As defined in [OIPF_CSP2], the OITF shall prevent the consumption of a programme
when its parental rating doesn't meet the parental rating criterion currently defined in
the OITF. Calling this method with enable setto false will temporarily allow the
consumption of any blocked programme.

Setting the parental control status using this method SHALL set the status until the
consumption of any of all the blocked programmes terminates (e.g. until the content
item being played is changed), or another call to the
setParentalcControlstatus () method is made.

Setting the parental control status using this method has the following effect :for the
Programme and Channel objects as defined in Sections 7.16.2 and 7.13.12, the
bTocked property of a programme or channel SHALL be set to true for programmes
whose parental rating does not meet the applicable parental rating criterion, but the
Tocked property SHALL be set to false.

This operation to temporarily disable parental rating control SHALL be protected by
the parental control PIN (i.e. through the pcPIN argument). The return value indicates
the success of the operation, and SHALL take one of the following values:
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Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too many
times. The number of invalid PIN attempts before PIN entry is locked is
outside the scope of this specification.

Arguments pcPIN The parental control PIN.
enable Flag indicating whether parental control should be enabled.

Boolean getParentalControlStatus()

Description

Returns a flag indicating the temporary parental control status set by
setParentalcControlstatus (). Note that the returned status covers parental
control functionality related to all rating schemes.

Boolean getBlockunrated()

Description

Returns a flag indicating whether or not the OITF has been configured by the user to

block content for which a parental rating is absent.

Integer setParentalControlPIN( String oldPcPIN, String newPcPIN )

Description Set the parental control PIN.

This operation SHALL be protected by the parental control PIN (if PIN entry is

enabled). The return value indicates the success of the operation, and SHALL take

one of the following values:

Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too many
times. The number of invalid PIN attempts before PIN entry is locked is
outside the scope of this specification.

Arguments oldPcPIN The current parental control PIN.
newPcPIN The new value for the parental control PIN.

Integer unlockwithParentalControlPIN( String pcPIN, Object target, Integer
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duration )

Description Unlock the object specified by target for viewing if pcPIN contains the correct
parental control PIN.

This operation SHALL be protected by the parental control PIN (if PIN entry is

enabled). The return value indicates the success of the operation, and SHALL take

one of the following values:

Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too many
times. The number of invalid PIN attempts before PIN entry is locked is
outside the scope of this specification.

Arguments pcPIN The parental control PIN.

target The channel or programme to be unlocked.

duration The length of time (in seconds) for which the item SHALL be

unlocked.

Integer verifyParentalControlPIN( String pcPIN )

Description Verify that the PIN specified by pcPIN is the correct parental control PIN.
This method will return one of the following values:
Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too
many times. The number of invalid PIN attempts before PIN entry is
locked is outside the scope of this specification.

Arguments pcPIN The parental control PIN to be verified.

Integer setBlockunrated( String pcPIN, Boolean block )

Description

Set whether programmes for which no parental rating has been retrieved from the
metadata client nor defined by the service provider should be blocked automatically
by the terminal.
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This operation SHALL be protected by the parental control PIN (if PIN entry is
enabled). The return value indicates the success of the operation, and SHALL take
one of the following values:

Value Description

0 The PIN is correct.

1 The PIN is incorrect.

2 PIN entry is locked because an invalid PIN has been entered too many
times. The number of invalid PIN attempts before PIN entry is locked is
outside the scope of this specification.

Arguments pcPIN The parental control PIN.

block Flag indicating whether programmes SHALL be blocked.

7.9.2 The ParentalRatingScheme class

typedef Collection<String> ParentalRatingScheme

A ParentalRatingScheme describes a single parental rating scheme thathmay use for rating content, e.g. the
MPAA or BBFC rating schemes. It is a collectionstrings representing rating values, which nexhtogroperties and
methods defined below SHALL support the array nioteto access the rating values in this collectieor. the natively
OITF supported parental rating systems the valli#&sL% be ordered by the OITF to allow the rating wes to be
compared in the manner as defined for propertystiolel for the respective parental rating systenmdJa threshold as
defined in this APl may not necessarily be the progay in which parental rating filtering is applien the OITF, e.qg.
the US FCC requirements take precedence for déwibe imported to the US.

The parental rating schemes supported by a recki®éf vary between deployments.

See annex K for the definition of the collectiomfdate. In addition to the methods and propedifted for generic
collections, the ParentalRatingScheme class supfftatadditional properties and methods definedvinel

7.9.2.1 Properties

readonly String name

The unique name that identifies the parental rating scheme. Valid strings include:

. the URI of one of the MPEG-7 classification schemes representing a parental rating scheme as

defined by the uri attribute of one of the parental rating <ClassificationScheme> elements in
[MPEG-7].

. the string value "urn:oipf:GermanyFSKCS” to represent the GermanyFSK rating scheme as
defined in [META].

. the string value “dvb-si”: this means that the scheme of a minimum recommended age encoded
as per [EN 300 468], is used to represent the parental rating values.
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If the value of name is “dvb-si”, the ParentalRatingScheme remains empty (i.e.
ParentalRatingScheme.length == 0).

readonly ParentalRating threshold

The parental rating threshold that is currently in use by the OITF’s parental control system for this rating
scheme, which is encoded as a ParentalRating object in the following manner:

If the value of the name property of the ParentalRatingScheme object is unequal to “dvb-si”, then:

. the value property of the threshold object represents the value for which items with a
ParentalRating.value greater or equal to the value property of the threshold object have
been configured by the OITF’s parental control subsystem to be blocked.

. the TabeTs property of the threshold object represents the bit map of zero or more flags for which
items with a ParentalRating. Tabels property with any of the same flags set have been
configured by the OITF’s parental control subsystem to be blocked.

If the value of the name property of the ParentalRatingScheme object is “dvb-si”, the threshold
indicates a minimum recommended age encoded as per [EN 300 468] at which or above which the
content is being blocked by the OITF’s parental control subsystem

Note that the vaTlue property as an index into the ParentalRating object that defines the threshold
can be 1 larger than the value of ParentalRatingScheme.length to convey that no content is being
blocked by the parental control subsystem.

7.9.2.2 Methods

Integer indexof( String ratingvalue )

Description Return the index of the rating represented by attribute ratingvalue inside the
parental rating scheme string collection, or -1 if the rating value cannot be found in
the collection.

Arguments ratingValue The case-insensitive string representation of a parental rating
value. See property name in Section 7.9.1.1 for more information
about possible values.

String iconuri( Integer index )

Description Return the URI of the icon representing the rating at index in the rating scheme, or
undefined if no item is present at that position. If no icon is available, this method
SHALL return nulT.

Arguments index The index of the parental rating scheme.

7.9.3 The ParentalRatingSchemeCaollection class

typedef Collection<ParentalRatingScheme> ParentalRatingSchemeCollection
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A ParentalRatingSchemeCollection represents a collection of parental rating schemes as returned by
propertyparentalRatingSchemes of the ‘application/oipfParentalControlManager” object as defined
in Section 7.9.1. Next to the properties and methiefined below #arentalRatingSchemeCollection object

SHALL support the array notation to access thegateating scheme objects in this collection.

See annex K for the definition of the collectiomtdate. In addition to the methods and propertafdd for generic
collections, theparentalRatingSchemeColTlection class supports the additional properties and nasthefined

below.

7.9.3.1 Methods

ParentalRatingScheme addParentalRatingScheme( String name, String values )

Description

Create a new ParentalRatingScheme object and adds it to the
ParentalRatingSchemeCollection. Applications MAY use this method to register
additional parental rating schemes with the platform. When registered, the new
parental rating scheme SHALL (temporarily) be accessible through the
parentalRatingSchemes property of the
“application/oipfParentalcControlmanager” object as defined in Section 7.9.1.

The application SHALL make sure that the values are ordered in such a way to allow
the rating values to be compared in the manner as defined for the threshold
property for the respective parental rating system.

This method returns a reference to the ParentalRatingScheme object representing
the added scheme. If the value of the name parameter corresponds to an already-
registered rating scheme, this method returns a reference to the existing
ParentalRatingScheme object. If the newly defined rating scheme was not known
to the OITF, the scheme MAY be stored persistently, and the OITF may offer a Ul to
set the parental rating blocking criteria for the newly added parental rating scheme.

If the OITF has successfully stored (persistently or not persistently) the additional
parental rating scheme, the method SHALL return a non-nuTl1
ParentalRatingScheme object.

Arguments

name A unique string identifying the parental rating scheme to which this
value refers. See property name in Section 7.9.1.1 for more
information about possible values.

values A comma-separated list of the possible values in the rating
scheme, in ascending order of severity. In case the rating scheme
is one of the [MPEG-7] rating classification schemes, this means
that the list of parental rating values contains the values as
specified by the <Name> elements of the <Term> elements in the
order of appearance as they are defined for the classification
scheme, with the exception of the Internet Content Rating
Association (ICRA) based ratings, for which the reverse order has
to be applied. The values must be ordered in such a way to allow
the rating values to be compared in the manner as defined for
property threshold for the respective parental rating system.

ParentalRatingScheme getParentalRatingScheme( String name )

Description

This method returns a reference to the ParentalRatingScheme object that is
associated with the given scheme as specified through parameter name. If the value
of name does not corresponds to the name property of any of the
ParentalRatingScheme objects in the ParentalRatingSchemeCollection, the
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method SHALL return undefined.

Arguments name The unique name identifying a parental rating scheme.

7.9.4 The ParentalRating class

A ParentalRating object describes a parental rating value for g@mmme or channel. TirarentalRating
object identifies both the rating scheme in usd, the parental rating value within that scheme.

In case of a BCG the values of the propertiesisdhject will be read from thearentalGuidance element that is
the child of a programme’s BCG description.

Example usage:

<!-- This example shows a possible usage scenario for the ParentalRating
datastructure, i.e. to create a_new programme to record and set
parental rating to MPAA parental rating to PG-13.

-—>

%ééript type="text/javascript" language="Javascriptl.5">

// get a reference to the recorder object
var recorder = document.getElementById("recorder™);

// create new programme to record )
var myProgramme = recorder.createProgrammeobject();

// add a new parental rating value to myProgramme, in this case the

// programme is rated PG-13 for the US using the MPAA Parental rating scheme.

myProgramme.parentalRatings.addParentalRating(
"urn:mpeg:mpeg7:cs:MPAAParentalRatingCs:2001", ”pG-13”, 2, 0, “us”

L
</script>

ééﬁject id="recorder" type="application/oipfRecordingScheduler"/>

7.9.4.1 Properties

readonly String name

The case-insensitive string representation of the parental rating value for the respective rating scheme
denoted by property scheme.

Valid strings include:
. if the value of property scheme represents one of the parental rating classification scheme names
identified by [MPEG-7]: the string representation of one of the parental rating values as defined

by one of the <Name> elements.

. if the value of property scheme is "urn:oipf:GermanyFSKCS”, the string representation of one
the values for the GermanyFSK rating scheme as defined in [OIPF_METAZ].

. if the value of property scheme is equal to “dvb-si”, the string representation of the minimum
recommended age encoded as per [EN 300 468], which corresponds to rating_type 0 in
[[EC62455].

An example of a valid parental rating value is “PG-13".
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readonly String scheme

Unique case-insensitive name identifying the parental rating guidance scheme to which this parental
rating value refers. Valid strings include:

. the URI of one of the MPEG-7 classification schemes representing a parental rating scheme as
defined by the uri attribute of one of the parental rating <ClassificationScheme> elements in
[MPEG-7]

. the string value "urn:oipf:GermanyFSKCS” to represent the GermanyFSK rating scheme as
defined in [OIPF_METAZ].

. the string value “dvb-si”: this means that the scheme of a minimum recommended age encoded
as per [EN 300 468], is used to represent the parental rating values.

readonly Integer value

The parental rating value represented as an index into the set of values defined as part of the
ParentalRatingScheme identified through property scheme.

If an associated ParentalRatingScheme object can be found by calling method
getParentalRatingScheme() on property parentalRatingSchemes of the
application/oipfParentalControlManager object and the value of property scheme is not equal
to "dvb-si”, then the value property SHALL represent the index of the parental rating value inside the
ParentalRatingScheme object, or -1 if the value cannot be found. If the value of property scheme is
equal to "dvb-si”, then this property SHALL be the integer representation of the string value of
ParentalRating property name.

If no associated ParentalRatingScheme object can be found by calling method
getParentalRatingScheme on property parentalRatingSchemes of the
application/oipfParentalControlManager object, then the value property SHALL have value
undefined.

readonly Integer Tlabels

The labels property represents a set of parental advisory flags that may provide additional information
about the rating.

The value of this field is a 32 bit integer value that represents a binary mask corresponding to the sum
of zero or more label values defined in the table below. If no labels have been explicitly set, the value
for the Tabels property SHALL be O.

Valid labels include:

Valie | (st signicant 16 b1) Description

1 00000000 00000001 Indicates that a content item features sexual suggestive
dialog.

2 00000000 00000010 Indicates that a content item features strong language.

4 00000000 00000100 Indicates that a content item features sexual situations.
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8 00000000 00001000 Indicates that a content item features violence.

16 00000000 00010000 Indicates that a content item features fantasy violence.

32 00000000 00100000 Indicates that a content item features disturbing scenes.

64 00000000 01000000 Indicates that a content item features portrayals of
discrimination.

128 00000000 10000000 Indicates that a content item features scenes of illegal drug
use.

256 00000001 00000000 Indicates that a content item features strobing that could

impact viewers suffering from Photosensitive epilepsy

readonly String region

The region to which the parental rating value applies as case-insensitive alpha-2 region code as
defined in ISO 3166-1. Returns undefined if no specific region has been defined.

7.9.5 The ParentalRatingCollection class

typedef Collection<ParentalRating> ParentalRatingCollection

A ParentalRatingColTection represents a collection of parental rating val@e® annex K for the definition of
the collection template.

In addition to the methods and properties defimedyeneric collections, thearentalRatingCollection class
supports the additional properties and methodsidéfbelow.

7.9.5.1 Methods

void addParentalRating( String scheme, String name, Integer value,

Integer Tlabels, String region )

Description Creates a ParentalRating object instance for a given parental rating scheme and
parental rating value, and adds it to the ParentalRatingCollection for a
programme or channel.

Arguments scheme A unique string identifying the parental rating scheme to which this
value refers. See property scheme in Section 7.9.4.1 for more
information about possible values.

name A case-insensitive string representation of the parental rating
value. See property name in Section 7.9.4.1 for more information
about possible values.

value The parental rating value represented as an Integer. See property
vaTlue in Section 7.9.4.1 for more information about possible
values.
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labels A set of content rating labels that may provide additional
information about the rating. See property Tabels 1in Section
7.9.4.1 for more information about possible values.

region The region to which the parental rating value applies as case-
insensitive alpha-2 region code as defined in ISO 3166-1. Value
must be nul11 or undefined if no specific region has been
identified.

7.10 Scheduled Recording APlIs

This section describes the APIs needed to suppattal by a DAE application of the recording (PViRhctionality
available to an OITF, including time-shift supp@theduled recording and storage of basic metadhatat recorded
items.

This section SHALL apply for OITFs that have irglied<recording> with value “true” as defined in Section
9.3.3 in its capability description.

7.10.1 The application/oipfRecordingScheduler embed  ded object

The OITF SHALL support the scheduling of recording®roadcasts through the use of the following-nisnial
embedded object:

<object type=“application/oipfRecordingScheduler”/>
Note that the functionality in this section SHALUtere to the security model as specified in Secting.

7.10.1.1 Methods

ScheduledrRecording record( Programme programme )

Description Requests the scheduler to schedule the recording of the programme identified by the
programmeID property of the programme. The other data contained in the programme
object is used solely for annotation of the (scheduled) recording. If such programme
metadata is provided, it is retained in the ScheduledRecording object that is
returned if the recording of the programme was scheduled successfully, reflecting the
possibility that not all relevant metadata might be available to the scheduler. If the
recording could not be scheduled due to a scheduling conflict or lack of resources the
value nul1 is returned.

Note that the actual implementation of this method should enable the scheduler to
identify the domain of the service that issues the scheduling request in order to support
future retrieval of the scheduled recording through the getScheduledRecordings
method.

Arguments programme The programme to be recorded, as defined in 7.16.2.

Scheduledrecording recordAt( Integer startTime, Integer duration, Integer
repeatbDays, String channeliID )

Description Requests the scheduler to schedule the recording of the broadcast to be received over
the channel identified by channe1D, starting at startTime and continuing for
duration minutes. If the recording was scheduled successfully, the resulting
ScheduledRecording object is returned. If the recording could not be scheduled due
to a scheduling conflict or lack of resources the value nul1 is returned.
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Note that the actual implementation of this method should enable the scheduler to
identify the domain of the service that issues the scheduling request in order to support
future retrieval of the scheduled recording through the getScheduledRecordings

method.

Arguments

startTime

The start of the time period of the recording measured in seconds
since midnight (GMT) on 1/1/1970.

duration

The duration of the recording in seconds.

repeatDays

Bitfield indicating on which days of the week the recording SHOULD
be repeated. Values are as follows:

Day

Bitfield Value

Sunday

0x01 (i.e. 00000001)

Monday

0x02 (i.e. 00000010)

Tuesday

0x04 (i.e. 00000100)

Wednesday

0x08 (i.e. 00001000)

Thursday

0x10 (i.e. 00010000)

Friday

0x20 (i.e. 00100000)

Saturday

0x40 (i.e. 02000000)

These bitfield values can be ‘OR’-ed together to repeat a recording
on more than one day of a week (e.g. weekdays)

A value of 0x00 indicates that the recording will not be repeated.

channellD

The identifier of the channel from which the broadcasted content is
to be recorded. Specifies either a ccid or ipBroadcastID (as defined
by the Channel object in Section 7.13.12)

ScheduledrRecordingCollection getScheduledRecordings()

Description

Returns a subset of all the recordings that are scheduled but which have not yet
started. The subset SHALL include only scheduled recordings that were scheduled
using a service from the same FQDN as the domain of the service that calls the

method.

Channelconfig getChannelconfig()

Description

Returns the channel line-up of the tuner in the form of a ChannelcConf1ig object as
defined in Section.7.13.8. This includes the favourite lists. The ChannelConf1ig object
returned from this function SHALL be identical to the ChannelConfig object returned
from the getChannelcConfig() method on the video/broadcast object as defined in

7.13.3.
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void remove( ScheduledRecording recording )

Description Removes a scheduled recording.

As with the record method, only the programmeID property of the scheduled recording
SHALL be used to identify the scheduled recording to remove. The other data
contained in the scheduled recording SHALL NOT used when removing a scheduled
recording.

Arguments recording The scheduled recording to be removed.

Programme createProgrammeobject()

Description Factory method to create an instance of Programme

7.10.2 The ScheduledRecording class

ThescheduledRecording object represents a scheduled programme in thersyse. a recording that is scheduled
but which has not yet started. . The values optloperties of &#cheduledRecording (except forstartPadding
andendPadding) are provided when the object is created usingaditiee record () methods in Section 7.10.1, for
example by using a correspondingogramme object as argument for tiecord () method, and can not be changed
for this scheduled recording object (exceptdoartPadding andendPadding).

7.10.2.1 Constants

The following constants are defined as propertfab®scheduledRecording class:

Name Value Use

ID_TVA_CRID |0 Used in the programmeIDType property to indicate that the programme is
identified by its TV-Anytime CRID (Content Reference Identifier).

ID_DVB_EVENT | 1 Used in the programmeIDType property to indicate that the programme is
identified by a DVB URL referencing a DVB-SI event as enabled by Section
4.1.3 of [OIPF_METAZ2]. Support for this constant is OPTIONAL.

7.10.2.2 Properties

Integer startPadding

The amount of padding to add at the start of a scheduled recording, in seconds. This property is
initialised to the value of the Configuration.pvrStartPadding property. The default OITF defined
start padding MAY be changed through property pvrstartpPadding of the Configuration class as
defined in Section 7.3.2.

Integer endPadding

The amount of padding to add at the end of a scheduled recording, in seconds. This property is
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initialised to the value of the Configuration.pvrendpPadding property. The default OITF defined
end padding MAY be changed through property pvrendpPadding of the Configuration class as
defined in Section 7.3.2.

readonly Integer repeatbDays

Bitfield indicating on which days of the week the recording SHOULD be repeated. Values are as
follows:

Day Bitfield Value
Sunday 0x01 (i.e. 00000001)
Monday 0x02 (i.e. 00000010)
Tuesday 0x04 (i.e. 00000100)
Wednesday 0x08 (i.e. 00001000)
Thursday 0x10 (i.e. 00010000)
Friday 0x20 (i.e. 00100000)
Saturday 0x40 (i.e. 01000000)

These bitfield values can be ‘OR’-ed together to repeat a recording on more than one day of a week
(e.g. weekdays)

A value of 0x00 indicates that the recording will not be repeated.

For recordings other than those created using the recordAt () method, the value of this property
SHALL be undefined.

readonly String name

The short name of the scheduled recording, e.g. 'Star Trek: DS9'.

readonly String TongName

The long name of the scheduled recording, e.g. 'Star Trek: Deep Space Nine'. If the long name is not
available, this property will be undefined.

readonly String description

The description of the scheduled recording, e.g. an episode synopsis. If no description is available, this
property will be undefined.

readonly String longDescription
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The long description of the programme. If no description is available, this property will be undefined.

readonly Integer startTime

The start time of the scheduled recording, measured in seconds since midnight (GMT) on 1/1/1970.
The value for the startPadding property can be used to indicate if the recording has to be started
before the startTime (as defined by the Programme class).

readonly Integer duration

The duration of the scheduled recording (in seconds). The value for the endPadding property can be
used to indicate how long the recording has to be continued after the specified duration of the
recording.

readonly Channel channel

Reference to the broadcast channel where the scheduled programme is available.

readonly Boolean 1isSeries

If true, then when a subsequent episode of a programme becomes available it SHOULD be added to
the recording list automatically.

Note: Where several episodes of a season are available, then only the latest scheduled recording will
carry the isSeries flag.

readonly String programmeID

The unique identifier of the scheduled programme or series, e.g. a TV-Anytime CRID (Content
Reference Identifier).

readonly Integer programmeIDType

The type of identification used to reference the programme, as indicated by one of the ID_* constants
defined in Section 7.10.2.1.

readonly Integer episode

The episode number for the programme if it is part of a series. This property is undefined when the
programme is not part of a series or the information is not available.

readonly Integer totalEpisodes

If the programme is part of a series, the total number of episodes in the series. This property is
undefined when the programme is not part of a series or the information is not available.
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readonly ParentalRatingCollection parentalRating

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF. The value of this property is typically provided by a corresponding
“Programme” object that is used to schedule the recording and can not be changed for this scheduled
recording object. If no parental rating information is available for this scheduled recording, this property
is a ParentalRatingCollection object (as defined in Section 7.9.5) with length 0.

Note that if the parentalRating property contains a certain parental rating (e.g. PG-13) and the
broadcast channel associated with this scheduled recording has metadata that says that the content is
rated PG-16, then the conflict resolution is implementation dependent.

7.10.3 The ScheduledRecordingCollection class

typedef Collection<ScheduledRecording> ScheduledRecordingCollection

ThescheduledRecordingColTlection class represents a collectionsaetheduledRecording objects. See annex
K for the definition of the collection template.

7.10.4 Extension to application/oipfRecordingSchedu ler for control of
recordings

The OITF SHALL support the following extensionsth@ app1ication/oipfRecordingScheduler object
defined in Section 7.10.1.

This subsection SHALL apply for OITFs that havei@aded support for the extended PVR managementitunadity by
adding the attributémanageRecordings = true'to the<recording> element in the client capability description
as defined in Section 9.3.3

The functionality as described in this sectionubject to the security model of Section 10.

7.10.4.1 Properties

readonly ScheduledRecordingCollection recordings

Provides a list of scheduled and recorded programmes in the system. This property may only provide
access to a subset of the full list of recordings, as determined by the value of the manageRecordings
attribute of the <recording> element in the client capability description (see Section 9.3.3).

Note: Where a series is being recorded, every recorded episode SHALL exist as an independent entry.
Only the scheduled recording SHALL carry the isSeries property.

readonly DiscInfo discInfo

Get information about the status of the local storage device. The DiscInfo class is defined in Section
7.16.4.

function onPVREvent( Integer state, Recording recording )

This function is the DOM 0 event handler for natification of changes in the state of recordings. See the
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definition of the corresponding DOM 2 PVREvent in Section 1.1.1 for more detalils.
The specified function is called with the following arguments:

. Integer state — The current state of the recording. One of:

Value Description

1 The recording has started.

2 The recording has stopped, having completed.

3 The recording sub-system is unable to record due to resource limitations.

4 There is insufficient storage space available. (Some of the recording may be available).

6 The recording has stopped before completion due to unknown (probably hardware) failure.

7 The recording has been newly scheduled.

8 The recording has been deleted (for complete or in-progress recordings) or removed from the
schedule (for scheduled recordings).

9 The recording is due to start in a short time.

10 The recording has been updated.

. ScheduTledRecording recording — The recording to which this event refers.

7.10.4.2 Methods

Recording getRecording( String id )

Description Returns the Recording object for which the value of the Recording.id property
corresponds to the given id parameter. If such a Recording does not exist, the
method returns nuTT.

Arguments id Identifier corresponding to the id property of a Recording object.

void remove ( ScheduledRecording recording )

Description Remove a recording (either scheduled, in-progress or completed).

For non-privileged applications, recordings SHALL only be removed when they are
scheduled but not yet started and the recording was scheduled by the current service.

If the A/V Control object is referring to the indicated recording the state in A/V Control
object shall be automatically changed to 6 (the error state).

Arguments recording The recording to be removed.
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void stop( Recording recording )

Description Stop an in-progress recording. The recording SHALL NOT be deleted.

Arguments recording The recording to be stopped.

void refresh()

Description Update the recordings property to show the current status of all recordings.

7.10.4.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

OnPVREvent PVREvent Bubbles: No

Cancelable: No

Context Info: state, recording

Note: the DOM 2 events are directly dispatchech®dvent target, and will not bubble nor captuemBte Uls
SHOULD NOT rely on receiving these events during blubbling or the capturing phase. Remote UlsubatbOM 2
event handlers SHALL call theddEventListener() method on the
application/oipfscheduledRecording object itself. The third parameterafdEventListener, i.e.
“useCapture”, will be ignored.

7.10.5 The Recording class

The Recording class represents an in-progress or completed riegobging made available through the extended
PVR management functionality as defined in Sectidi9.4. This class implements theheduledRecording
interface (see Section 7.10.2).

Recordings MAY be “manual” in that they simply red@ channel at a certain time, for a period -@gals to a
traditional VCR - or alternatively recordings camfirogramme based.

Values of properties in theecording object SHALL be obtained from metadata about dwerded programme and
are typically copied from the Programme used fiesltling a recording by theecord (Programme programme)
method of theapplication/oipfRecordingscheduler object. See Section 7.10.4 for more informatioouithe
mapping between the properties of a ProgrammelaB€G metadata.

7.10.5.1 Properties

readonly Integer state

The state of the recording. One of:
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Value Description

1 The recording has started.

2 The recording has stopped, having completed.

3 The recording sub -system is unable to record due to resource limitations.

4 There is insufficient storage space available. (Some of the recording may be available).
5 The recording has not taken place due to unknown (probably hardware) failure.

6 The recording has only partially completed due to a clash or hardware failure. There are

three possible conditions for this:
1) The end of the recording is missed.
2) The start of the recording is missed.

3) A piece from the centre of the recording is missed (e.g. due to the receiver rebooting or a
transient failure of the network connection).

readonly String 1id

An identifier for this recording. This value SHALL be unique to this recording and so can be used to
compare two recording objects to see if they refer to the same recording. The OITF SHALL guarantee
that recording identifiers are unigue in relation to download identifiers and CODAsset identifiers.

readonly Boolean 1isManual

If false, then any fields whose name matches a field in the Programme object contains details from the
programme guide on the programme that has been recorded.

If true, only the channel, start time and duration of the recording are valid.

Boolean doNotDelete

If true, then this recording should not be automatically deleted by the system.

Integer savebDays

The number of days for which an individual or manual recording SHOULD be saved. Recordings older
than this value MAY be deleted. This property is initialised to the value of the
Configuration.pvrSaveDays property.

Integer saveEpisodes
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The number of episodes of a series-link that SHOULD be saved. Older episodes MAY be deleted. This
is only valid when set on the latest scheduled recording in the series. This property is initialised to the
value of the Configuration.pvrSaveEpisodes property.

readonly Boolean blocked

Flag indicating whether the programme is blocked due to parental control settings or conditional access
restrictions.

readonly ParentalRatingCollection parentalRatings

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF, defined using the ParentalRatingColTection object as specified in Section
7.9.5. If no parental rating information is available for this scheduled recording, this property is a
ParentalRatingCollection object with length 0.

Note that if the parentalRatings property contains a certain parental rating (e.g. PG-13) and the
broadcast channel associated with this scheduled recording has metadata that says that the content is
rated PG-16, then the conflict resolution is implementation dependent.

readonly Integer showType

Flag indicating the type of show. This field SHALL take one of the following values:

Value Description
0 The show is live.
1 The show is a first-run show.
2 The show is a rerun.

readonly Boolean subtitles

Flag indicating whether subtitles or closed-caption information is available.

readonly StringCollection subtitleLanguages

Supported subtitle languages, indicated by iso639 language codes.

readonly Boolean isHD

Flag indicating whether the programme has high-definition video.
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readonly Boolean iswidescreen

Flag indicating whether the programme is broadcast in widescreen.

readonly Integer audioType

Bitfield indicating the type of audio that is available for the programme. Since more than one type of
audio may be available for a given programme, the value of this field SHALL consist of one or more of
the following values ORed together:

Value Description
1 Mono audio
2 Stereo audio
4 Multi-channel audio

readonly Boolean isMultilingual

Flag indicating whether more than one audio language is available for this recording.

readonly StringCollection audiolLanguages

Supported audio languages, indicated by is0639 language codes.

readonly StringCollection genres

A collection of genres that describe this programme.

readonly Integer recordingStartTime

The actual start time of the recording, including any padding. This MAY not be the same as the
scheduled start time of the recorded programme (e.g. due to a recording starting late, or due to
start/end padding).

readonly Integer recordingDuration

The actual duration of the recording, including any padding. This MAY not be the same as the
scheduled duration of the recording (e.g. due to a recording finishing early, or due to start/end padding).

readonly BookmarkcCollection bookmarks

A collection of the bookmarks set in a recording. If no bookmarks are set, the collection SHALL be
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empty.

readonly Boolean locked

Flag indicating whether the current state of the parental control system prevents the recording from
being viewed (e.g. a correct parental control PIN has not been entered to allow the recording to be
viewed).

7.10.6 The RecordingCollection class

typedef Collection<Recording> RecordingCollection

TheRecordingCollection class represents a collectionRefcording objects. See annex K for the definition of
the collection template.

7.10.7 The Bookmark class

TheBookmark class represents a bookmark or chapter markeée@rding or CoD asset. This is not a web bookmark —
instead, it is a point from which the viewer maynivio resume playback of a piece of content. Th&A¥ be set

implicitly without user intervention (e.g. at theipt where a user stops watching a recording, dieioto allow them to
resume from that point later) or explicitly by thser (e.g. at the start of a favourite scene).

7.10.7.1 Properties

readonly Integer time

The time at which the bookmark is set, in seconds from the start of the content item.

readonly String name

The name of the bookmark.

7.10.8 The BookmarkCollection class

typedef Collection<Bookmark> BookmarkCollection

A BookmarkcCollection is a collection of bookmarks, ordered by time. 8erex K for the definition of the
collection template. In addition to the methods prperties defined for generic collections, the
BookmarkcCollection class supports the additional properties and nastdefined below.

NOTE: In principle bookmarks MAY be stored on ir thetwork however the protocol for communicatinghoarks
between the OITF and the network is not definetthé@present document.

7.10.8.1 Methods

Bookmark addBookmark( Integer time, String name )
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Description Add a new bookmark to the collection. If the bookmark cannot be added (e.g.
because the value given for time lies outside the length of the recording), this method
SHALL return nul1.

Arguments time The time at which the bookmark is set, in seconds since the start of
the recording.

Arguments name The name of the bookmark.

void removeBookmark( Bookmark bookmark )

Description Remove a bookmark from the collection.

Arguments bookmark The bookmark to be removed.

7.11 Remote Management APIs

This section defines interfaces to perform reméggmbstics and management of the device.

Browser based remote management SHALL be suppbyt&ITFs that have indicated
<remote_diagnostics>true</remote_diagnostics> in their capability profile (as defined in Secti®rs.12)

7.11.1 The application/oipfRemoteManagement embedde d object

Theapplication/oipfRemoteManagement embedded object has the following properties aathads.

Access to the functionality of trepp1ication/oipfRemoteManagement embedded object SHALL adhere to the

security requirements as defined in Section 10.

7.11.1.1 Properties

readonly String vendorName

String identifying the vendor name of the device. The value of this property SHALL be the same as the
value of the Localsystem.vendorName property (see section 7.3.3.2).

readonly String modelName

String identifying the model name of the device. The value of this property SHALL be the same as the
value of the Localsystem.modelName property (see section 7.3.3.2).

readonly String softwareversion

String identifying the version number of the platform firmware. The value of this property SHALL be the
same as the value of the LocalSystem.softwareversion property (see section 7.3.3.2).

readonly String hardwareversion

String identifying the version number of the platform hardware. The value of this property SHALL be
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the same as the value of the LocalSystem.hardwareversion property (see section 7.3.3.2).

7.11.1.2 Methods

String getParameter( String parameterName )

Description Returns the requested parameter.

Arguments parameterName “SAMPLE_PACKET_LOSS": This queries the RTP packet loss since
the last call to this function, or the start of the current RTP
content item, whichever is more recent. The returned string is of
the format “<time in milliseconds since the last sample> <fraction
lost> <number of packets lost>". These fields (i.e. <xxx>) are
defined as described in Section 6.4.2 of [RFC3550] and are
decimal numbers (encoded as strings). If no content item is
playing an empty string is returned.

“SAMPLE_DECODER_ERRORS": This queries the decoder errors
since the last call to this function, or the start of the current RTP
content item, whichever is more recent. The returned string is of
the format “<time in milliseconds since the sample> <total
number of frames decoded> <total number of errors>". These
fields are decimal numbers (encoded as strings). If no content
item is playing an empty string is returned.

“CUMULATIVE_PACKET_LOSS": This queries the RTP packet loss
since the start of the current RTP content item. The returned
string is of the format “<time in milliseconds of this sample within
the content> <fraction lost> <number of packets lost>". These
fields (i.e. <xxx>) are defined as described in Section 6.4.2 of
[RFC3550] and are decimal numbers (encoded as strings). If no
content item is playing an empty string is returned.

“CUMULATIVE_DECODER_ERRORS": This queries the decoder
errors since the start of the current RTP content item, whichever
is more recent. The returned string is of the format “<time in
milliseconds of this sample within the content> <total number of
frames decoded> <total number of errors>". These fields are
decimal numbers (encoded as strings). If no content item is
playing an empty string is returned.

Optionally, further vendor specific parameters may be supported.

In the case that a parameter is requested that a device does not
support, it SHALL return an empty string.

String setParameter( String parameterName, String value )

Description Sets the requested parameter. Support for this API is optional.
Arguments parameterName The name of the parameter.
value The value of the parameter.
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Integer triggerSoftwareuUpdate( String token )

Description Triggers an OITF to start its software update process. The process itself and any user
involvement (e.g. to confirm agreement for a software update) is not defined. The
method SHALL block until it can be determined if there’s an update which will be
applied. The mechanism by which this is determined is outside the scope of this
specification. Downloading and application of any updates SHALL be performed
asynchronously. The returned integer is a result code that can take the following
values:

Result Description Semantics
message

0 Successful The request is successful and the device
software will be updated.

1 Unknown error triggersoftwareUpdate() failed because
an unspecified error occurred.

2 Invalid token triggersoftwareUpdate() failed because
the token is not valid.

3 No update triggersoftwareUpdate() failed, because

available no update exists.

Arguments token An optional token string used to assist in the
software update process. The token may be
used to transfer credentials information to control
the software update.

7.12 Metadata APIs

This section defines the Javascript APls used b¥ BAplications for reading and searching metadatatgprogrammes
and channels. This API does not specify whethesetlugiery operations are carried out on the OITwhather they
require communication with a server.

The metadata API provides DAE applications withhkigvel access to metadata about programmes amtelsa This
document describes the mapping between this APCarizland programme guide metadata. Mappings betiee
API and other metadata sources are not specifiddsrdocument.

This section SHALL apply for OITFs that have indedi<c11ientMetadata> with value ‘true” and atype attribute
with value ‘bcg” or “dvb-si” as defined in Section 9.3.7 in their capabilitpiie.

Note that in order to access the metadata of pnogyes and channels several extensions t@ tiogyramme and
Channel classes have been defined when the OITF has tedisaipport fokc1ientMetadata>. See sections
7.16.2.3 and 7.13.12.3 for more information).

The functionality as described in this sectionubject to the security model of Section 10 (in jgatar Section
10.1.4.6).

7.12.1 The application/oipfSearchManager embedded o  bject

OITFs SHALL implement thedppl1ication/oipfSearchManager” embedded object. This object provides a
mechanism for applications to create and managadatt searches.

The following example shows how a metadata seaantbe constructed and executed:

// Event handler function for asynchronous search results
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function handleSearchResults() {
if ((state == 0) || (state ==1)) {
//more results are available, or our search has finished

// update the results. Doing this asynchronously means
// that if we’re working with the current set of results,
// we get the new results when it suits the application.
search.results.update();

// do stuff with the results
var myResult = search.results[0];

//get the next page of results
) search.results.getResults(10, 20);
b

// Function that creates and starts a search
function doSearch() {

// create a new search for on-demand content
mySearchManager = document.getElementById(“searchManager”);
mySearch = mySearchmanager.createSearch(2);

// search for any programme with “space” in the title as a word

// or part of a word

myQuery = mySearch.createQuery(
“urn:tva:transport:fieldiDs:2002:Title”,

uépace!’) ;
mySearch.setQuery(myQuery);

// return results alphabetically by title
mySearch.orderBy(“urn:tva:transport:fieldiDs:2002:Title”, true);

mySearchManager.onMetadataSearch = handleSearchResults;
if (mySearch.results.getResults(0, 10)) {
/ some results are available immediately, e.g. because
// they were cached

// do stuff with the results
var myResult = mySearch.results[0];

7.12.1.1 Properties

readonly Integer guideDaysAvailable

The number of days for which guide data is available. A value of -1 means that the amount of guide
data available is unknown.

function onMetadataUpdate( Integer action, Integer info, Object object)

This function is the DOM 0 event handler for events indicating changes in metadata. This SHALL be
raised when changes to the parental control settings change the lock status of an item, or when a new
version of the metadata becomes available. The specified function is called with the arguments action,
info and object. These arguments are defined as follows:

Number action — the type of update that has taken place. This field will take one of the following values:

Value Description
1 A new version of metadata is available (see clause 4.1.2.1.2 of
[META)) or and applications SHOULD discard all references to
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Programme objects immediately and re-acquire them.

2 A change to the parental control flags for a content item has
occurred (e.g. the user has unlocked the parental control features
of the receiver, allowing a blocked item to be played).

3 A flag affecting the filtering criteria of a channel has changed.
Applications MAY listen for events with this action code to update
lists of favourite channels, for instance.

Number info — extended information about the type of update that has taken place. If the action
argument is set to the value 4, the value of this field SHALL be one or more of the following:

Value Description

1 The list of blocked channels has changed.
2 A list of favourite channels has changed.
4 The list of hidden channels has changed.

If the action argument is set to the value 3, the value of this field SHALL be one or more of:

Value Description
1 The block status of a content item has changed.
2 The lock status of a content item has changed.

This field is treated as a bitfield, so values MAY be combined to allow multiple reasons to be passed.

Object object — the affected channel, programme, or CoD asset. If more than one is affected, then this
argument SHALL take the value null.

function onMetadataSearch( MetadataSearch search, Integer state )

This function is the DOM 0 event handler for events relating to metadata searches. The specified
function is called with the arguments search and state. These arguments are defined as follows:

MetadataSearch search — the affected search

Number state — the new state of the search

Value Description

0 Search has finished. This event SHALL be generated when a
search has completed or been aborted.

1 More search results are available. Calling update () on the
SearchResults object SHALL update the list of results to
include the newly-retrieved data.
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2 The data returned by the search is no longer valid, e.g. because
of a change in the metadata. Applications that still require the
data SHALL repeat the search.

7.12.1.2 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onMetadataSearch MetadataSearch Bubbles: No
Cancelable: No

Context Info: search, state

onMetadataUpdate MetadataUpdate Bubbles: No
Cancelable: No

Context Info: action, info, object

These events are targeted atdip@1ication/oipfSearchMmanager object.

7.12.1.3 Methods

MetadataSearch createSearch( Integer searchTarget )

Description Create a MetadataSearch object that can be used to search the metadata.
Arguments searchTar The metadata that should be searched.
get
Valid values of the searchTarget parameter are:
Value Description
1 Metadata relating to scheduled content shall be
searched.
2 Metadata relating to content on demand shall be
searched.

These values are treated as a bitfield, allowing searches to be carried
out across multiple search targets.

Channelconfig getChannelcConfig()

Description Returns the channel line-up of the tuner in the form of a ChannelConf1ig object as
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defined in Section 7.13.8. This includes the favourite lists. The channelconfig object
returned from this function SHALL be identical to the channelconfig object returned
from the getchannelconfig() method on the video/broadcast object as defined in
7.13.3.

7.12.2 The MetadataSearch class

A MetadataSearch object represents a query of the BCG and SD&S datdisabout available programmes.
Applications can creatéetadataSearch objects using thereateSearch() method on the
application/oipfSearchManager object. When metadata queries are performed emate server, the protocol
used is defined in section 4.1.2.2 of [OIPF_META2].

Changes to constraints or the ordering of searmliteeSHALL be applied when tlgetResults () method on the
correspondingearchResults object is called.

Due to the nature of metadata queries, searchesgnehronous and events are used to notify thiécapipn that results
are availableMetadataSearchEvents SHALL be targeted at thepplication/oipfSearchmManager object.

To minimise race conditions, results are updatecequest rather than dynamically. Upon receipt of a
MetadataSearchEvent indicating that more results are available, agpions SHALL callupdate () on the
correspondingearchResults object to get the new results.

7.12.2.1 Properties

readonly Integer searchTarget

The target(s) of the search. Valid values of the searchTarget parameter are:

Value Description
1 Metadata relating to scheduled content SHALL be searched.
2 Metadata relating to on-demand content SHALL be searched.

These values SHALL be treated as a bitfield, allowing searches to be carried out across multiple search
targets.

Query query

The query that will be carried out by this search.

readonly SearchResults result

The results found so far.

The values within result MAY change after subsequent calls to its update () method.

7.12.2.2 Methods

void setQuery( Query query )
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Description Set the query terms to be used for this search, discarding any previously-set query
terms. Calling this method when a search is in progress SHALL:
1. Abort any outstanding requests for results (equivalent to calling
results.abort()).
2. Invalidate any existing search results and dispatch a MetadataSearch event with
a value of 2 for the state argument.
Arguments Query The query terms to be used

void addrRatingConstraint( ParentalRatingScheme scheme, Integer threshold )

Description Constrain the search to only include results whose parental rating value is below the
specified threshold.
Arguments scheme The parental rating scheme upon which the constraint SHALL be

based. If the value of this argument is nul11, any existing parental
rating constraints SHALL be cleared.

threshold The threshold above which results SHALL NOT be returned. If the
value of this argument is nu11, any existing constraint for the
specified parental rating scheme SHALL be cleared.

void addCurrentRatingConstraint()

Description

Constrain the search to only include results whose parental rating value is below the
threshold currently set by the user.

void addchannelcConstraint( CchannelList channels )

Description Constrain the search to only include results from the specified channels. If a channel
constraint has already been set, subsequent calls to
addchannelconstraint () SHALL add the specified channels to the list of channels
from which results should be returned.
For CoD searches, adding a channel constraint SHALL have no effect.
Arguments channels The channels from which results SHALL be returned. If the value
of this argument is nu11, any existing channel constraint SHALL
be removed.

void addChannelconstraint( channel channel )

Description

Constrain the search to only include results from the specified channel. If a channel
constraint has already been set, subsequent calls to addChannelConstraint()
SHALL add the specified channel to the list of channels from which results should be
returned.

For CoD searches, adding a channel constraint SHALL have no effect.
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Arguments channel The channel from which results SHALL be returned. If the value of
this argument is nul1, any existing channel constraint SHALL be
removed.

void orderBy( String field, Boolean ascending )

Description Set the order in which results SHOULD be returned in future. Any existing search
results SHALL not be re-ordered. Subsequent calls to ordery () will apply further
levels of ordering within the order defined by previous calls. For example:
orderBy(“sServiceName”, true);
orderBy(“PubTlishedstart”, true);
will cause results to be ordered by service name and then by start time for results
with the same channel number.

Arguments field The name of the field by which results SHOULD be sorted. A
value of nul1 indicates that any currently-set order SHALL be
cleared and the default sort order should be used.

ascending Flag indicating whether the results SHOULD be returned in
ascending or descending order.

Query createQuery( String field, Integer comparison, String value )

Description Create a metadata query for a specific value in a specific field within the metadata.
Simple queries MAY be combined to create more complex queries. Applications
SHALL follow the ECMAScript type conversion rules to convert non-string values into
their string representation, if necessary.

Arguments field The name of the field to compare. Fields are identified by the

fieldIDs defined in annex B.2 of [TVA-BID], or using simplified
XPath notation. The '/' operator is the only permitted XPath
operator.
comparison The type of comparison. One of:
Value Description
0 True if the specified value is equal to the value of
the specified field.
1 True if the specified value is not equal to the value
of the specified field.
2 True if the value of the specified field is greater
than the specified value.
3 True if the value of the specified field is greater
than or equal to the specified value.
4 True if the value of the specified field is less than
the specified value.
5 True if the value of the specified field is less than
or equal to the specified value.
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6 True if the string value of the specified field
contains the specified value. This operation
SHALL be case insensitive, and SHALL match
parts of a word as well as whole words (e.g. a
value of “term” will match a field value of
“Terminator”).

7 True if the specified field exists.

value The value to check. Applications SHALL follow the ECMAScript
type conversion rules to convert non-string values into their string
representation, if necessary

void f;ndProgrammesFromStream( Channel channel, Integer startTime, Integer
count

Description Retrieve guide data for a specified number of programmes from a given channel from
metadata contained in the stream as defined in section 4.1.3 of [OIPF_METAZ].
Searches made using this method will implicitly remove any existing constraints,
ordering or queries created by prior calls to methods on this object.

Arguments channel The channel for which programme information should be found.

startTime The start of the time period for which results should be returned
measured in seconds since midnight (GMT) on 1/1/1970. The start time
is inclusive; any programmes starting at the start time, or which are
showing at the start time, will be included in the search results. If nuTT,
the search will start from the current time.

count The number of programmes for which information should be returned.

7.12.3 The Query class

TheQuery class represents a metadata query that the usés teacarry out. This may be a simple searcl, @mplex
search involving Boolean logic. Queries are imrhlgaan operation on a query SHALL return a raavery object,
allowing applications to continue referring to thriginal query.

The examples below show how more complex querie$eaconstructed:

Query ga = mySearch.createQuery("Title", 6, "Terminator");
Query gb = mySearch.createQuery ("SpokenLanguage", 0, "fr-caA");
Query qc = gb.and(ga.negate());

7.12.3.1 Methods

Query and( Query query )

Description Create a query based on the logical AND of the predicates represented by the current
query and the argument query.

Arguments query The second predicate for the AND operation.
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Query or( Query query )

Description Create a query based on the logical OR of the predicates represented by the current
query and the argument query.

Arguments query The second predicate for the OR operation.

Query not()

Description Create a new query that is the logical negation of the current query.

7.12.4 The SearchResults class

TheSearchResults class represents the results of a metadata seSabe the result set may contain a large number
of items, applications request a ‘window’ on to tesult set, similar to the functionality providiegthe OFFSET and
LIMIT clauses in SQL.

Applications MAY request the contents of the resulgroups of an arbitrary size, based on an offsen the beginning
of the result set. The data SHALL be fetched ftbmappropriate source, and application SHALL biified when the
data is available.

Next to the properties and methods defined belswarchResults object SHALL support the array notation to
access the results in this collection.

7.12.4.1 Properties

readonly Integer Tlength

The number of items in the currently available results. If results are fetched asynchronously, the value
of this property SHALL be zero until after update () has been called.

readonly Integer offset

The current offset into the total result set.

readonly Integer totalSize

The total number of items in the result set. If results are fetched asynchronously, the value of this
property SHALL be undefined until getResults () has been called and a MetadataSearchEvent
notifying the application that results are available has been dispatched.

7.12.4.2 Methods

Object item( Integer index )

Description Return the item at position index in the collection of currently available results, or
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undefined if no item is present at that position. This function SHALL only return
objects that are instances of Programme when searching metadata for scheduled
content, or CODAsset, CODFolder, or CODService when searching CoD metadata

Arguments index The index into the result set.

Boolean getResults( Integer offset, Integer count )

Description Perform the search and retrieve a subset of the items that match the query.

Results MAY be returned both synchronously and asynchronously, depending on
whether data is available from the cache. If getResuTts () returns false, results
are not available until the notification events have been returned and update () has
been called. If getResuTts () returns true, results are available immediately, and
the application need not wait for MetadataSearchEvents indicating that results are
available or call update () to obtain the results.

For results returned as a result of the same call to getResults (), the full result set
may build up over time — the availability of new entries in the result set will be
indicated by notification events. Subsequent calls to getResults () will clear the
result set, so only results fetched for the most recent call to getResults () will be
available to applications.

Arguments offset The number of items at the start of the result set to be skipped before
data is retrieved.

count The number of results to retrieve.

void abort()

Description Abort any outstanding request for results. Items currently in the collection SHALL be
removed (i.e. the value of the Tength property SHALL be 0 and any calls to
item() SHALL return undefined).

void update()

Description Through the update method new results are made available to applications. When a
call to getResults() has returned false and results are fetched asynchronously, this
method must be called after an application has received a notification event informing
it that new results are available. The results may be delivered over multiple
notification events.

Until this method is called, results returned by asynchronous requests SHALL NOT
be available to applications. This ensures that applications have a consistent view of
the available results, without the result set changing asynchronously. This enables
applications to (for example) iterate over the current result set and update their Ul
before retrieving the new results which have been returned to the OITF but are not
yet available to applications.
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7.13 Scheduled content and hybrid tuner APIs

This section SHALL apply to OITFs that have indahsupport for tuner control (i.e.
<video_broadcast>true</video_broadcast> as defined in Section 9.3.1) in their capabilitdescribes the
video/broadcast embedded object needed to support display andatdiyt a DAE application of scheduled content
received over local tuner functionality availabdeain OITF, including the conveyance of the chafiseto the server.
The term “tuner” is used here to identify a pie€éuactionality to enable switching between diffet¢ypes of scheduled
content services that are identified through ldgitennels. This includes IP broadcast channelsedisas traditional
broadcast channels received over a hybrid tuner.

7.13.1 The video/broadcast embedded object

The OITF SHALL support theideo/broadcast embedded object with the following properties arethods, which
SHALL adhere to the tuner related security requésts in Section 10.1.4.1. The MIME type of thisemtjSHALL be

“video/broadcast”.

7.13.1.1 State diagram for video/broadcast objects

The state diagram below shows the states thatemfodoadcast object may be in. Dashed lines ingli@atomatic
transitions between states. Tniedeo/broadcast object SHALL be in theinrealized state when it is instantiated.

:[ Unrealized ]4

setChannel()
nextChannel()
prevChannel()

A

permanent i ----------------- - c i >
error - onnecting %7; release()
| y setChannel(null)
| transient
3 error setChannel()
i bindTo nextChannel()
Current prevChannel()
| Channel() \
S — Presenting
j —
bindToCurrent
Channel() stop()
stop() 3
Stopped

Figure 15: State diagram for embedded/ideo/broadcast objects.

When thesetChannel (), nextChannel () or prevChannel () method is called from thnrealized,
connecting orpresenting states, the object shall transition to temnecting state, in which the terminal
attempts to connect to the broadcast streammetiChannel () is called with a null parameter, the object stralhsition
to theunrealized state.
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This may mean connecting to an IP multicast streatuning to a new transport stream and demultiptgappropriate
sub-streams. When this has completed and medgirig bresented, the object transitions automayitalthe
presenting state.

When thebindToCurrentChannel () method is called from the unrealized or stoppatkst the object shall
transition directly to th@resenting state.

If the channel currently being presented changesaan action outside the application (for examible user pressing
the CH+ key on the remote) then anydeo/broadcast object presenting that channel (e.g. as the re$altcall to
bindToCurrentChannel () ) SHALL perform the same state transitions angatish the same events as if the
channel change operation was initiated by the egiadin.

Scarce resources such as media decoders SHALlaimeedl either during theonnecting state, or during the
transition from theconnecting to thepresenting states. Resources SHALL be released when the
video/broadcast object transitions to thenrealized state. Transitioning from theresenting to the
connecting state SHOULD NOT cause scarce resources to basesle

During media presentation, transient errors (eamsient errors in the bitstream, temporary lossigrial or temporary
halting of media decoding due to parental consgslies) MAY cause the object to transition fromghesenting state
to theconnecting state. Temporary loss of resources due to presmmtzeing interrupted by playback of audio from
memory MAY cause the object to transition from gheesenting state to the&eonnecting state. Permanent errors
(e.g. loss of scarce resources or DRM errors) s ttareTease () SHALL cause the object to transition to the
unrealized state regardless of its current state.

Calling thestop () method SHALL stop video and audio presentation@nde the video/broadcast object to transition
to thestopped state. This SHALL have no effect on access to media broadcast resources such as EIT information.
Calling thebindToCurrentChannel () method while in thatopped state SHALL result in video and audio
presentation being restarted. Calling sieecChannel (), nextChannel () orprevChannel () methods while in the
stopped state shall result in the terminal attemptingetfest the new service. Applications can useptheyState
property of the video/broadcast object to readutsent state.

Applications can use thelayState property of thevideo/broadcast object to read its current state.

The visibility of avideo/broadcast object SHALL NOT affect its state or its use oéste resources. A
video/broadcast object which is hidden using one of the followbeghniques:

= the CSSvisibility oropacity properties
= using the CSHisplay:none rule

= removed from the document’'s DOM (assuming thatdiliument retains at least one other reference to
the object)

= obscured by other elements
= positioned off the visible area of the screen

SHALL still be decoding video if it is in the pregeg state and any audio associated with the otiyrpresented
channel will still be audible. State transitionsisad by calls to methods on thiedeo/broadcast object, or due to
permanent or transient errors, will occur as shabwwve regardless of the visibility of the object.

When a video/broadcast object is destroyed (e.t¢hédyideo/broadcast object being garbage coll@ctedvhen the
reTease() method is called, control of broadcast video shalfeturned to the terminal. If an application hexlified
the set of components being presented (e.g. chautiggnaudio or subtitle stream being presented) the same set of
components will continue to be presented.

When a video/broadcast object is destroyed dueptrge transition within an application, terminalgyndelay this
operation until the new page is fully loaded inartb avoid display glitches if a video/broadcdseot is also present in
the new page. Presentation of broadcast videodio @HALL NOT be interrupted in either case.
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7.13.1.2 Properties

Integer width

The width of the area used for rendering the video object. This property is only writable if property
fullscreen has value false. Changing the width property corresponds to changing the width property
through the HTMLObjectElement interface, and must have the same effect as changing the width through
the DOM Level 2 Style interfaces (i.e. CSS2Properties interface style.width), at least for values
specified in pixels.

Integer height

The height of the area used for rendering the video object. This property is only writable if property
fullscreen has value false. Changing the height property corresponds to changing the height
property through the HTMLObjectETement interface, and must have the same effect as changing the
height through the DOM Level 2 Style interfaces (i.e. CSS2Properties interface style.height), at least
for values specified in pixels

readonly Boolean fullScreen

Returns true if this video object is in full-screen mode, false otherwise. The default value is false.

function oncChannelcChangeError( Channel channel, Number errorState )

The function that is called when a request to switch a tuner to another channel resulted in an error
preventing the broadcasted content from being rendered. This function may be called either in response to
a channel change initiated by the application, or a channel change initiated by the OITF (see section
7.13.1.1).

The specified function is called with the arguments channel and errorState. These arguments are
defined as follows:

. Channel channel - the Channel object to which a channel switch was requested, but for which the
error occurred.

. Number errorState — error code detailing the type of error:

Value Description
0 channel not supported by tuner.
1 cannot tune to given transport stream (e.g. no signal)

2 tuner locked by other object.

3 parental lock on channel.
4 encrypted channel, key/module missing.
5 unknown channel (e.g. can’t resolve DVB or ISDB triplet).
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6 channel switch interrupted (e.g. because another channel switch was activated before the
previous one completed).
7 channel cannot be changed, because it is currently being recorded.
8 cannot resolve URI of referenced IP channel.
9 insufficient bandwidth.
10 channel cannot be changed by nextChannel () /prevChannel () methods because the OITF
does not maintain a favourites or channel list.
11 insufficient resources are available to present the given channel (e.g. a lack of available codec
resources).
12 specified channel not found in transport stream.
100 | unidentified error.

Integer playState

The current play state of the video/broadcast object. Valid values are:

Value Description

0 unrealized; the user (or application) has not made a request to start presenting a channel or
has stopped presenting a channel and released any resources.

1 connecting; the receiver is connecting to the media source in order to begin playback.
Objects in this state may be buffering data in order to start playback.

2 presenting; the media is currently being presented to the user. The object is in this state
regardless of whether the media is playing at normal speed, paused, or playing in a trick
mode (e.g. at a speed other than normal speed).

3 stopped; the terminal is not presenting media, either inside the video/broadcast object or in

the logical video plane. The logical video plane is disabled. Control of media presentation is
under the control of the application, as defined in Section 8.4

See section 7.13.1.1 for a description of the state model for a video/broadcast object.

function onPlaystateChange( Number state, Number error )

The function that is called when the play state of the video/broadcast object changes. This function
may be called either in response to an initiated by the application, an action initiated by the OITF or an
error (see section 7.13.1.1).

The specified function is called with the arguments state and error. These arguments are defined as

follows:

. Number state — the new state of the video/broadcast object
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Value Description

0 unrealized; the user (or application) has not made a request to start presenting a
channel or has stopped presenting a channel and released any resources. The content
of the video/broadcast object is transparent. Control of media presentation is under the
control of the OITF, as defined in section H.2.

1 connecting; the receiver is connecting to the media source in order to begin presenting.
Objects in this state may be buffering data in order to start playback. Control of media
presentation is under the control of the application, as defined in section H.2. The
content of the video/broadcast object is transparent.

2 presenting; the media is currently being presented to the user. The object is in this state
regardless of whether the media is playing at normal speed, paused, or playing in a trick
mode (e.g. at a speed other than normal speed). Control of media presentation is under
the control of the application, as defined in section H.2. The video/broadcast object
contains the video being presented.

Number error — if the state has changed due to an error, this field contains an error code detailing the
type of error. See the definition of onChannelchangeError above for valid values. If no error has
occurred, this argument SHALL take the value undefined.

function onChannelcChangeSucceeded( Channel channel )

The function that is called when a request to switch a tuner to another channel has successfully
completed. This function may be called either in response to a channel change initiated by the application,
or a channel change initiated by the OITF (see section 7.13.1.1).

The specified function is called with argument channel, which is defined as follows:

. Channel channel - the channel to which the tuner switched.

function onFullscreenchange()

The function that is called when the value of fullScreen changes. The default value is nul1.

The specified function is called with no arguments.

function onfocus()

The function that is called when the video object gains focus. The specified function is called with no
arguments.

function onblur()

The function that is called when the video object loses focus. The specified function is called with no
arguments.
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7.13.1.3 Methods

Channelconfig getChannelconfig()

Description Returns the channel line-up of the tuner in the form of a ChannelcConf1ig object as defined
in Section 7.13.8. The method SHALL return the value nul1 if the channel list is not
(partially) managed by the OITF (i.e., if the channel list information is managed entirely in
the network).

Channel bindToCurrentChannel( channel channel )

Description If a broadcast channel is being presented under the control of the OITF (i.e. the video was
being presented by the OITF before the application started) then move the control of the
broadcast channel presentation to the application and present the currently playing
broadcast channel in the video/broadcast object. If the broadcast channel that is being
presented is already under the control by an application instead of the OITF (either by the
current application or by another running application) it cannot be bound using
bindToCurrentChannel(). If video from exactly one channel is currently being presented by
the OITF then this binds the video/broadcast object to that video.

If video from more than one channel is currently being presented by the OITF then this
binds the video/broadcast object to the channel whose audio is being presented.

If there is no channel currently being presented, or binding to the necessary resources to
play the channel through the video/broadcast object fails for whichever reason, the
OITF SHALL dispatch an event to the onPlayStatecChange listener(s) whereby the state
parameter is given value O (“unrealized”) and the error parameter is given the
appropriate error code.

Calling this method from any other state than the unrealized state SHALL have no effect.

This method returns a Channel object representing the channel being presented, or nu11
if no video is currently being presented under the control of the terminal.

See state diagram in Section 7.13.1.1 for more information of its usage.

Arguments channel Optional argument indicating the channel to be presented in this
video/broadcast object. If not specified, then this is equivalent to calling
setChannel () with the first entry in the bindab1eChannels collection (see
section 7.13.7).

Channel createchannelobject( Integer idType, String dsd, Integer sid )

Description Creates a ChanneT object of the specified idType. This method is typically used to create
a Channel object of type ID_DVB_SI_DIRECT. The Channel object can subsequently be
used by the setChannel () method to switch a tuner to a channel that is not part of the
channel list which was conveyed by the OITF to the server. The scope of the resulting
Channel object is limited to the Javascript environment (incl. video/broadcast object) to
which the Channe object is returned, i.e. it does not get added to the channellist available
through method getChannelconfigQ).

Valid value for idType include: ID_DVB_SI_DIRECT. For other values this behaviour is
not specified.
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If the channel of the given type cannot be created or the delivery system descriptor is not
valid, the method SHALL return nul1.

If the channel of the given type can be created and the delivery system descriptor is valid,
the method SHALL return a Channel object whereby at a minimum the properties with the
same names (i.e. 1dType, dsd and sid) are given the same value as argument idType,
dsd and sid of the createchannelobject method. Whilst tuning to the given channel
(i.e. using the setChannel () method), the OITF SHOULD fill in the values detected for
properties onid, tsid and sid, even if an error is detected.

Arguments

idType The type of channel, as indicated by one of the ID_* constants defined in
Section 7.13.12.1. Valid value for idType include: ID_DVB_SI_DIRECT. For
other values this behaviour is not specified.

dsd The delivery system descriptor (tuning parameters) represented as a string
whose characters shall be restricted to the ISO Latin-1 character set. Each
character in the dsd represents a byte of a delivery system descriptor as
defined by DVB-SI [EN 300 468] section 6.2.13, such that a byte at position "i"
in the delivery system descriptor is equal the Latin-1 character code of the
character at position "i" in the dsd.

sid The service ID.

Channel createChannelobject( Integer idType, Integer onid, Integer tsid, Integer
sid, Integer sourceID, String ipBroadcastID )

Description

Creates a Channel object of the specified idType. The Channel object can subsequently
be used by the setChannel method to switch a tuner to a channel that is not part of the
channel list which was conveyed by the OITF to the server. The scope of the resulting
Channel object is limited to the Javascript environment (incl. video/broadcast object) to
which the Channe object is returned, i.e. it does not get added to the channellist available
through method getChannelcConfig.

If the channel of the given idType cannot be created or the given (combination of)
arguments are not considered valid or complete, the method SHALL return nulT.

If the channel of the given type can be created and arguments are considered valid and
complete, the method SHALL return a Channe object whereby at a minimum the
properties with the same names are given the same value as the given arguments of the
createChannelobject method. The values specified for the remaining properties of the
Channel object are set to undefined.

Arguments

idType The type of channel, as indicated by one of the ID_* constants defined
in Section 7.13.12.1.

onid The original network ID. Optional argument that SHALL be specified
when the idType specifies a channel of type ID_DVB_* or ID_ISDB_*.

tsid The transport stream ID. Optional argument that MAY be specified
when the idType specifies a channel of type ID_DVB_* or ID_ISDB_*.

sid The service ID. Optional argument that SHALL be specified when the
idType specifies a channel of type ID_DVB_* or ID_ISDB_*.

sourcelD The source_ID. Optional argument that SHALL be specified when the
1dType specifies a channel of type ID_ATSC_T.
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ipBroadcastID The DVB textual service identifier of the IP broadcast service, specified
in the format “ServiceName.DomainName”, or the URI of the IP
broadcast service. Optional argument that SHALL be specified when
the idType specifies a channel of type ID_IPTV_SDS or
ID_IPTV_URI.

void setChannel( Channel channel, Boolean trickplay, String
contentAccessDescriptorUrRL )

Description

Requests the OITF to switch a (logical or physical) tuner to the channel specified by
channel and render the received broadcast content in the area of the browser allocated for
the video/broadcast object.

If the channe specifies a value for ccid, and the value is not known by the OITF, the OITF
SHALL ignore the request to switch channel and trigger the function specified by the
onChannelcChangeError property, specifying the value 5 (“unknown channel”) for the
errorstate, and dispatch the corresponding DOM 2 event (see below).

If the channel specifies an idType attribute value which is not supported by the OITF or a
combination of properties that does not identify a valid channel, the OITF SHALL ignore the
request to switch channel and trigger the function specified by the
onChannelchangeError property, specifying the value 0 (“Channel not supported by
tuner”) for the errorstate, and dispatch the corresponding DOM 2 event (see below).

If the channe specifies an idType attribute value supported by the OITF, and the
combination of properties defines a valid channel, the OITF SHALL relay the channel
switch request to a local physical tuner that is currently not in use by another
video/broadcast object and that can tune to the specified channel. If no tuner satisfying
these requirements is available (i.e. all physical tuners that could receive the specified
channel are in use), the OITF SHALL ignore the request and trigger the function specified
by the onChannelcChangeError property, specifying the value 2 (“tuner locked by other
object”) for the errorstate and dispatch the corresponding DOM 2 event (see below). If
multiple tuners satisfying these requirements are available, the OITF selects one.

If the channe specifies an IP broadcast channel, and the OITF supports idType
ID_IPTV_SDS or ID_IPTV_URI, the OITF SHALL relay the channel switch request to a
logical ‘tuner’ that can resolve the URI of the referenced IP broadcast channel. If no logical
tuner can resolve the URI of the referenced IP broadcast channel, the OITF SHALL ignore
the channel switch request and SHOULD trigger the function specified by the
onChannelchangeError property, specifying the value 8 (“cannot resolve URI of
referenced IP channel”) for the errorstate, and dispatch the corresponding DOM 2
event.

The optional attribute contentAccessDescriptoruRL allows for the inclusion of a
Content Access Streaming Descriptor (the format of which is defined in Annex E.2) to
provide additional information for dealing with IPTV broadcasts that are (partially) DRM-
protected. The descriptor may for example include Marlin action tokens or a
previewLicense. The attribute SHALL be undefined or nul1 if it is not applicable. If the
attribute contentAccessDescriptoruRL is present, the trickplay attribute shall take a
value of either true or false.

If, following this procedure, the OITF selects a tuner that was not already being used to
display video inside the video/broadcast object, the OITF SHALL claim the selected
tuner and the associated resources (e.g., decoding and rendering resources) on behalf of
the video/broadcast object.

The OITF SHALL visualize the video content received over the tuner in the area of the
browser allocated for the video/broadcast object. If the OITF cannot visualize the video
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content following a successful tuner switch (e.g., because the channel is under parental
lock), the OITF SHALL trigger the function specified by the onChannelChangeError
property with the appropriate channel and errorState value, and dispatch a
corresponding DOM 2 event (see below). If successful, the OITF SHALL trigger the
function specified by the onChannelChangeSucceeded property with the given channe
value, and also dispatch a corresponding DOM 2 event.

Arguments

channel The channel to which a switched is requested.

If the channel object specifies a ccid, the ccid
identifies the channel to be set. If the channel does not
specify a ccid, the idType determines which properties
of the channel are used to define the channel to be set,
for example, if the channel is of type ID_IPTV_SDS or
ID_IPTV_URI, the ipBroadcastiD identifies the
channel to be set.

trickplay Optional flag indicating whether resources SHOULD be
allocated to support trick play. This argument provides a
hint to the receiver in order that it may allocate
appropriate resources. Failure to allocate appropriate
resources, due to a resource conflict, a lack of trickplay
support, or due to the OITF ignoring this hint, SHALL
have no effect on the success or failure of this method.

If trickplay is not supported, this SHALL be indicated
through the failure of later calls to methods invoking
trickplay functionality.

The timeShiftMode property defined in section
7.13.2.2 shall provide information as to type of trickplay
resources that should be allocated.

If argument contentAccessbDescriptorurL is included
then the trickplay argument SHALL be included.

contentAccessDescriptorURL Optional argument containing a Content Access
Streaming descriptor (the format of which is defined in
Annex E.2) that can be included to provide additional
information for dealing with IPTV broadcasts that are
(partially) DRM-protected. The argument SHALL be
undefined or nulT if it is not applicable.

void prevChannel()

Description

Requests the OITF to switch the tuner that is currently in use by the video/broadcast
object to the channel that precedes the current channel in the active favourite list, or, if no
favourite list is currently selected, to the previous channel in the channel list. If it has
reached the start of the favourite/channel list, it SHALL cycle to the last channel in the list.
If the current channel is not part of the channel list, the result of calling this method is
implementation dependent.

If the previous favourite channel is a non-IP channel that cannot be received over the tuner
currently used by the video/broadcast object, the OITF SHALL relay the channel switch
request to a local physical tuner that is not in use and that can tune to the specified
channel. The behaviour is defined in more detail in the description of the setChannel
method.

If an error occurs during switching to the previous channel, the OITF SHALL trigger the
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function specified by the onChannelChangeError property with the appropriate channel
and errorsState value, and dispatch the corresponding DOM 2 Event (see below).

If the OITF does not maintain the channel list and favourite list by itself, the OITF SHALL
trigger the onChannelcChangeError function with the channel property having the value
null, and errorstate=10 (“channel cannot be changed by

nextChannel ()/prevChannel () methods”).

If successful, the OITF SHALL trigger the function specified by the
onChannelchangeSucceeded property with the appropriate channel value, and also
dispatch the corresponding DOM 2 event.

void nextChannel()

Description

Requests the OITF to switch the tuner that is currently in use by the video/broadcast
object to the channel that succeeds the current channel in the active favourites list, or, if no
favourite list is currently selected, to the next channel in the channel list. If it has reached
the end of the favourite/channel list, it SHALL cycle to the first channel in the list. If the
current channel is not part of the channel list, the result of calling this method is
implementation dependent.

If the next favourite channel is a non-IP channel that cannot be received over the tuner
currently used by the video/broadcast object, the OITF SHALL relay the channel switch
request to a local physical tuner that is not in use and that can tune to the specified
channel. The behaviour is defined in more detail in the description of the setChannel
method.

If an error occurs during switching to the next channel, the OITF SHALL trigger the function
specified by the onChannelcChangeError property with the appropriate channel and
errorState value, and dispatch the corresponding DOM 2 event (see below).

If the OITF does not maintain the channel list and favourite list by itself, the OITF SHALL
trigger the onChannelcChangeError function with the channel property having the value
null, and errorstate=10 (“channel cannot be changed by

nextChannel ()/prevChannel () methods”).

If successful, the OITF SHALL trigger the function specified by the
onChannelcChangeSucceeded property with the appropriate channel value, and also
dispatch the corresponding DOM 2 event.

void stop(Q)

Description

Stop presenting broadcast video. If the video/broadcast object is in any state other than the
unrealized state, it SHALL transition to the stopped state. and stop video and audio
presentation. This SHALL have no effect on access to hon-media broadcast resources
such as EIT information.

Calling this method from the unrealized state SHALL have no effect.

See figure 11 in section 7.13.1.1 for more information of its usage.

void setFullscreen( Boolean fullscreen )
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Description Sets the rendering of the video content to full-screen (fullscreen = true) or windowed
(fullscreen = false) mode (as per [Req. 5.7.4.f] of [CEA-2014-A]). If this indicates a
change in mode, this SHALL result in a change of the value of property fullscreen.
Changing the mode SHALL NOT affect the z-index of the video object.

Arguments fullScreen Boolean to indicate whether video content SHOULD be rendered

full-screen or not.

Boolean setvolume( Integer volume )

Description

Adjusts the volume of the currently playing media to the volume as indicated by volume.
Allowed values for the volume argument are all the integer values starting with 0 up to and
including 100. A value of 0 means the sound will be muted. A value of 100 means that the
volume will become equal to current “master” volume of the device, whereby the “master”
volume of the device is the volume currently set for the main audio output mixer of the
device. All values between 0 and 100 define a linear increase of the volume as a
percentage of the current master volume, whereby the OITF SHALL map it to the closest
volume level supported by the platform.

The method returns true if the volume has changed. Returns false if the volume has not
changed. Applications MAY use the getvolume () method to retrieve the actual volume
set.

Arguments

volume Integer value between 0 up to and including 100 to
indicate volume level.

Integer getvolume()

Description

Returns the actual volume level set; for systems that do not support individual volume
control of players, this method will have no effect and will always return 100.

void release()

Description Releases the decoder/tuner used for displaying the video broadcast inside the
video/broadcast object, stopping any form of visualization of the video inside the
video/broadcast object and releasing any other associated resources.

7.13.1.4 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onfocus focus (as specified in Section 1.6.5 of Bubbles: No

[DOM 2 Events])
Cancelable: No

Context Info: None
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onblur blur (as specified in Section 1.6.5 of Bubbles: No
[DOM 2 Events])
Cancelable: No

Context Info: None

onFullscreenchange FullscreenChange Bubbles: No
Cancelable: No

Context Info: None

onChannelcChangeError ChannelcChangeError Bubbles: No
Cancelable: No

Context Info: channel,
errorState

onChannelcChangeSucceeded ChannelchangeSucceeded Bubbles: No

Cancelable: No

Context Info: channel

onPlayStateChange PlayStateChange Bubbles: No
Cancelable: No

Context Info: state,
error

Note: these DOM 2 events are directly dispatchatiecevent target, and will not bubble nor captAygplications
SHOULD NOT rely on receiving these events during blubbling or the capturing phase. Application$ tis2 DOM 2
event handlers SHALL call theddEventListener() method ontheideo/broadcast objectitself. The third
parameter oaddEventListener, i.e. “useCapture”, will be ignored.

7.13.1.5 Styling

The OITF SHALL support the CSS properties (which WBe changed using the DOM Level 2 Style module) fo
embeddedrideo/broadcast objectswidth, height, position, float, top, Teft, right, bottom,
vertical-align, padding andpadding-* propertiesmargin andmargin-* propertiesporder andborder-
* propertiesyisibility, anddisplay.

If the value of thecoverlaylocaltuner> element in the capability description of the OIEmbt set tmone, then

the OITF SHALL support overlays as defined by hiytieof [Req. 5.2.1.a] of CEA-2014-A for broadcastening from
the local tuner that are displayed using the vide@dcast embedded object. In this case, broadickst objects

SHALL support CSS-property-1index, in both full-screen and windowed mode. Moreotteg, OITF SHALL support
the CSSopacity property and CSS3 RGBA color values, for any nmee XHTML element on top of a video object.
If the value of thecoverlaylocaltuner> element in the capability description of the Oli§Set tonone, no

objects SHALL overlay the video, i.e. the valuezefindex for video is ignored.

If the value of thecoverTayIPbroadcast> element in the capability description of the OIEDt set tamone, then
the OITF SHALL support overlays as defined by hiylieof [Req. 5.2.1.a] of CEA-2014-A for IP broadtathat are
displayed using the video/broadcast embedded objethis case, broadcast video objects SHALL supB&S-property
z-1index, in both full-screen and windowed mode. Moreotee, OITF SHALL support the CS&aci ty property
and CSS3 RGBA color values, for any non-video XHT®Ement on top of a video object. If the valuehaf
<overlayIPbroadcast> elementin the capability description of the OIFFset tamone, no objects SHALL overlay
the video, i.e. the value af-index for video is ignored.
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7.13.2 Extensions to video/broadcast for recording and time-shift

If an OITF has indicated support for recording fiimeality (i.e. by giving valuecrue to elemenkrecording> as
specified in Section 9.3.3 in its capability degtian), the OITF SHALL support the following additial constants,
properties and methods on thedeo/broadcast object, in order to start a recording and/or tshéft of a current
broadcast.

Note that this functionality is subject to the si#tgumodel as specified in Section 10.1.

This functionality is subject to the state tramsi represented in the following state diagram:

j\' 0: Unrealized)

pause()

recordNow()

Recording Error (i.e. starttime = now)

stopTimeshift() (10: Acquiring timeshift resources)

switch to another| (. ]
channel Timeshift resources 1: Recording has been newly scheduled
acquired and media
connected

now >= starttime — x minutes warning

’ recordNow()

4(1 1: Timeshift mode has started) (2: Recording is about to start)

J/ now >= starttime

(3: Acquiring recording resources (incl. media connection))

Recording Error

Recording resources
acquired and media
connected

4: Recording has started
recordNow() called again

for the same broadcast

stopRecording()

now >= endtime recording|(starttime+

duration) - 5: Recording has been updated
automatic
4(6: Recording has successfully completed)

Figure 16: PVR States forrecordNow and timeshifting usingvideo/broadcast

Note that when the user switches to another chamnigdt the current channel is being recorded usiegordNow or
thevideo/broadcast object gets destroyed, the conflict resolution tredrelease of resources is implementation
dependent. The OITF MAY report a recording errangsRecordingEvent with value 0 (“Unrealized”) for
argumenttate and with value 2 (“Tuner conflict”) for argumeatror in that case.

7.13.2.1 Additional constants for video/broadcast o bject
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Name Value Use
POSITION_START 0 Indicates a playback position relative to the start of the buffered content.
POSTITION_CURRENT | 1 Indicates a playback position relative to the current playback position.
POSTITION_END 2 Indicates a playback position relative to the end of the buffered content.
7.13.2.2 Additional properties for video/broadcast object

function onPlaySpeedChanged( Number speed )

The function that is called when the playback speed of a channel changes.

The specified function is called with one argument, speed, which is defined as follows:

. Number speed — the playback speed of the media at the time the event was dispatched.

If the playback reaches the beginning of the time-shift buffer at rewind playback speed, then the play
state is changed to 2 (‘paused’) and a PlaySpeedcChanged event with a speed of 0 is generated. If the

playback reaches the end of the time-shift buffer at fast-forward playback speed, then the play speed is
setto 1.0 and a PlaySpeedcChanged event is generated.

function onPlayPositionChanged( Integer position )

The function that is called when change occurs in the play position of a channel due to the use of trick
play functions.

The specified function is called with one argument, position, which is defined as follows:

. Integer position —the playback position of the media at the time the event was dispatched,
measured from the start of the timeshift buffer. If the value of the currentTimeShiftMode
property is 1, this is measured in milliseconds from the start of the timeshift buffer. If the value of
the currentTimeshiftMode property is 2, this is measured in milliseconds from the start of the
media item. If the play position cannot be determined, this argument takes the value undefined.

readonly Integer playbackoffset

Returns the playback position, specified as the positive offset of the live broadcast in seconds, in the
currently rendered (timeshifted) broadcast.

When the currentTimeShiftMode property has the value 1, the value of this property is undefined.

readonly Integer maxOoffset

Returns the maximum playback offset, in seconds of the live broadcast, which is supported for the
currently rendered (timeshifted) broadcast. If the maximum offset is unknown, the value of this property
SHALL be undefined.
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When the currentTimeShiftMode property has the value 1, the value of this property is undefined.

readonly Integer recordingState

Returns the state of the OITF's timeshift and recordNow functionality for the channel shown in the
video/broadcast object. One of:

Value Description

0 Unrealized: user/application has not requested timeshift or recordNow functionality for the
channel shown. No timeshift or recording resources are claimed in this state.

1 Recording has been newly scheduled.

2 Recording is about to start .

3 Acquiring recording resources (incl. media connection).

4 Recording has started.

5 Recording has been updated.

6 Recording has successfully completed.

10 Acquiring timeshift resources (incl. media connection).

11 Timeshift mode has started.

When the currentTimeShiftMode property has the value 1, the value of this property is undefined.

function onRecordingEvent(Integer state, Integer error, String recordingld )

This function is the DOM 0 event handler for notification of state changes of the recording functionality.
The specified function is called with the following arguments:

. Integer state - The current state of the recording. One of:

Value Description

0 Unrealized: user/application has not requested timeshift
or recordNow functionality for the channel shown. No
timeshift or recording resources are claimed in this state.

1 Recording has been newly scheduled.
2 Recording is about to start .
3 Acquiring recording resources (including media

connection).

4 Recording has started.
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5 Recording has been updated.
6 Recording has successfully completed.
10 Acquiring timeshift resources (including media

connection).

11 Timeshift mode has started.

. Integer error - If the state of the recording has changed due to an error, this field contains an
error code detailing the type of error. One of:

Value Description

0 The recording sub-system is unable to record due to
resource limitations.

1 There is insufficient storage space available. (Some of the
recording may be available).

2 Tuner conflict (e.g. due to conflicting scheduled
recording).

3 Recording not allowed due to DRM restrictions.

4 Recording has stopped before completion due to

unknown (probably hardware) failure.

10 Timeshift not possible due to resource limitations.
11 Timeshift not allowed due to DRM restrictions.
12 Timeshift ended due to unknown failure.

If no error has occurred, this argument SHALL take the value undefined.

. String recordingId - The identifier of the recording to which this event refers.

readonly Integer playPosition

If the value of the currentTimeShiftMode property is 1, the current playback position of the media,
measured in milliseconds from the start of the timeshift buffer.

If the value of the currentTimesShiftMode property is 2, the current playback position of the media,
measured in milliseconds from the start of the media item.

readonly Number playSpeed

The current play speed of the media.
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readonly Number playSpeeds[ ]

Returns the ordered list of playback speeds, expressed as values relative to the normal playback
speed (1.0), at which the currently specified A/V content can be played (as a time-shifted broadcast in
the video/broadcast object), or undefined if the supported playback speeds are not known or the
video/broadcast object is not in timeshift mode..

If the video/broadcast object is in timeshift mode, the playSpeeds array SHALL always include at
least values 1.0 and 0.0.

function onplaySpeedsArrayChanged()

The function that is called when the pTaySpeeds array values have changed. An application that
makes use of the playSpeeds array needs to read the values of the playSpeeds property again.

Integer timeShiftMode

The time shift mode indicates the mode of operation for support of timeshift playback in the
video/broadcast object. Valid values are:

Value Description
0 Timeshift is turned off.
1 Timeshift shall use “local resource”
2 Timeshift shall use “network resources”.
3 Timeshift shall first use “local resource” when available and fallback to “network
resources”.

If property is not set the default value of the property is according to preferredTimeShiftMode in
section 7.3.2.1.

readonly Integer currentTimeShiftMode

When timeshift is in operation the property indicates which resources are currently being used. Valid
values are:

Value Description
0 No timeshift
1 Timeshift using “local resource”
2 Timeshift using “network resources”
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7.13.2.3 Additional methods for video/broadcast obj  ect

String recordNow( Integer duration )

Description Starts recording the broadcast currently rendered in the video/broadcast object. If
the OITF has buffered the broadcasted content, the recording starts from the current
playback position in the buffer, otherwise start recording the broadcast stream as soon
as possible after the recording resources have been acquired. The specified duration
is used by the OITF to determine the minimum duration of the recording in seconds
from the current starting point.

If recordNow() is called while the broadcast that is currently rendered in the
video/broadcast object is already being recorded, the total duration of this ongoing
recording is extended by the value of the duration argument (i.e. the value of the
duration argument is added onto the remaining recording time).The success or
failure and the current state of the recording can be tracked using the
onRecordingEvent intrinsic event handler as defined in Section 7.13.2.2 or by
registering for the respective DOM 2 RecordingEvent as defined in Section 1.1.1.

The method returns a String value representing a unique identifier to identify the
recording. If the OITF provides recording management functionality through the APIs
defined in section 7.10.4, this SHALL be the value of the id property of the associated
Recording object defined in section 7.10.5.1.

The OITF SHALL guarantee that recording identifiers are unique in relation to
download identifiers and CODAsset identifiers.

The method returns undefined if the given argument is not accepted to trigger a
recording.

If the OITF supports metadata processing in the terminal, the fields of the resulting
Recording object MAY be populated using metadata retrieved by the terminal.
Otherwise, the values of these fields SHALL be implementation-dependent

Arguments duration The minimum duration of the recording in seconds. A value of -1
indicates that the recording SHOULD continue until stopRecording()
is called, storage space is exhausted, or an error occurs. In this case it is
essential that stopRecording() is called later.

void stopRecording()

Description Stops the current recording started by recordNow.

Boolean pause()

Description Pause playback of the broadcast.

This operation may be asynchronous, and presentation of the video may not pause
until after this method returns. For this reason, a PTaySpeedChanged event will be
generated when the operation has completed, regardless of the success of the
operation. If the operation fails, the argument of the event SHALL be set to the
previous play speed.

The action taken depends on the value of the timeShiftMode property.
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If the value of the timeShiftMode property is 0, if trick play is not supported for the
channel currently being rendered, or if the current time shift mode is not supported for
the type of channel being presented (e.g. attempting to use network resource to time
shift a DVB or analogue channel) this method shall return false.

If the timeshift mode is set to 1 or 3 (local resources) and if recording has not yet been
started, this method will start recording the broadcast that is currently being rendered
live (i.e., not time-shifted) in the video/broadcast object and return true. If the OITF has
buffered the ‘live’ broadcasted content, the recording starts with the content that is
currently being rendering in the video/broadcast object. Since this operation may be
asynchronous if the recording started successfully, the rendering of the broadcasted
content is paused, i.e. a still-image video frame is shown, and a P1aySpeedChanged
event is generated.

If the timeshift mode is set to 2 (network resources) then the OITF shall follow the
procedures defined in section 8.2.3.2.3 and returns true. Since this operation is
asynchronous when the procedure are executed successful the rendering of the
broadcasted content is paused, i.e. a still-image video frame is shown, and
PTaySpeedChanged event is generated.

If the specified timeshift mode is not supported, this method shall return false.
Otherwise, this method shall return true. Acquiring the necessary resources to enable
the specified timeshift mode may be an asynchronous operation; applications may
receive updates of this process by registering a listener for RecordingEvents as
defined in section 1.1.1.

Boolean resume()

Description Resumes playback of the time-shifted broadcast channel that is currently being
rendered in the video/broadcast object at the speed specified by setSpeed(). If the
desired speed was not set via setSpeed (), playback is resumed at normal speed (i.e.
speed 1.0).

This operation may be asynchronous, and presentation of the video may not resume
until after this method returns. For this reason, a PlaySpeedChanged event will be
generated when the operation has completed, regardless of the success of the
operation. If the operation fails, the argument of the event SHALL be set to the
previous play speed.

If playback is not currently paused, the OITF shall ignore the request to start playback
and shall return false.

The action taken depends on the value of the timeShiftMode property.

If the value of the timeSh1iftMode property is 1 or 3 (local resources) then the OITF
shall resume playback of the broadcast channel as specified above and return true.

If the value of the timeShiftMode property is 2 (network resources) then the OITF
shall follow the procedures defined in section 8.2.3.2.3 and return true. Since this
operation is asynchronous when the procedure is successfully executed a
PTaySpeedChanged event is generated with current speed.

After initial operation of resume () several events may affect the operation.

If during fast forward the end of stream is reached the playback SHALL resume at
normal speed and a PlaySpeedChanged event is generated. If the end of stream is
reached due to end of content the playback will automatically be paused and a
PlaySpeedcChanged event is generated. Any resources used for time-shifting SHALL
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NOT be discarded.

If during rewinding the playback reaches the point that it cannot be rewound further,
playback will automatically be paused (i.e. the play speed will be changed to 0) and a
PTaySpeedChanged event is generated.

If for any of these events timeShiftMode is set to 3 and local resources are not
available anymore then network sources SHALL be used according to the procedures
defined in section 8.2.3.2.3. The OITF SHALL perform a smooth transition of the
stream between local and network resources.

Boolean setSpeed( Number speed )

Description Sets the playback speed of the time-shifted broadcast to the value speed. If the time-
shifted broadcast cannot be played at the desired speed (specified as a value relative
to the normal playback speed), the playback speed will be set to the best
approximation of speed. Applications are not required to pause playback of the
broadcast or take any other action before calling setSpeed().

Setting a speed of 0 SHALL have the same effect as calling pause (). If playback is
paused, setting the speed SHALL NOT cause playback to resume.

If the video/broadcast object is currently not rendering a time-shifted channel, the
OITF shall ignore the request to change the playback speed and shall return false,
otherwise true is returned.

This operation may be asynchronous, and presentation of the video may not be
affected until after this method returns. For this reason, a PTaySpeedcChanged event
will be generated when the operation has completed, regardless of the success of the
operation. If the operation fails, the argument of the event SHALL be set to the
previous play speed.

The action taken depends on the value of the timeShiftMode property.

If the value of the timeSh1iftMode property is 1 or 3 (local resources) then the
setSpeed() method sets the playback speed of the time-shifted broadcast to the
value speed.

If the timeShiftMode is set to 2 (network resources) the OITF shall follow the
procedures defined in section 8.2.3.2.3 and return true. Since this operation is
asynchronous when the procedure is successfully executed PlaySpeedChanged
event is generated with the new speed.

After initial operation of setSpeed() several events may affect the operation.

If during fast forward the end of stream is reached the playback SHALL resume at
normal speed and a P1aySpeedChanged event is generated. If the end of stream is
reached due to end of content the playback will automatically be paused and a
PlaySpeedChanged event is generated. Any resources used for time-shifting SHALL
NOT be discarded.

If during rewinding the playback reaches the point that it cannot be rewound further,
playback will automatically be paused (i.e. the play speed will be changed to 0) and a
PTaySpeedChanged event is generated.

If for any of these events if timeShiftMode is set to 3 and local resources are not
available anymore then network sources SHALL be used according to the procedures
defined in section 8.2.3.2.3. The OITF SHALL perform a smooth transition of the
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stream between local and network resources.

Arguments

speed The desired relative playback speed, specified as a float value relative to
the normal playback speed of 1.0. A negative value indicates reverse
playback. If the time-shifted broadcast cannot be played at the desired
speed, the playback speed will be set to the best approximation.

Boolean seek( Integer offset, Integer reference )

Description

Sets the playback position of the time-shifted broadcast that is being rendered in the
video/broadcast object to the position specified by the offset and the reference point as
specified by one of the constants defined in Section 7.13.2.1. Returns true if the
playback position is a valid position to seek to, false otherwise.

Applications are not required to pause playback of the broadcast or take any other
action before calling seek ().

This operation may be asynchronous, and presentation of the video may not be
affected until after this method returns. For this reason, a PTayPositionChanged
event will be generated when the operation has completed, regardless of the success
of the operation. If the operation fails, the argument of the event SHALL be set to the
previous play position.

If the video/broadcast object is currently not rendering a time-shifted channel or if
the position falls outside the time-shift buffer, the OITF shall ignore the request to seek
and shall return the value false.

The action taken depends on the value of the timeShiftMode property.

If the timeshiftMode is set to 1 (local resources) the seek () method sets the
playback position of the time-shifted broadcast that is being rendered in the
video/broadcast object as defined above. Playback of live content is resumed if the
new position equals the end of the time-shift buffer.

If the timesShiftMode is set to 2 (network resources) the OITF shall follow the
procedures defined in section 8.2.3.2.3 and return true. Since this operation is
asynchronous when the procedure is successfully executed PlayPositionChanged
event is generated with the new position.

Note that if timeShiftMode is set to 3 then local resources are used over network
resources.

After initial operation of seek () several events may affect the operation.

If during fastforward the end of stream is reached the playback SHALL resume at
normal speed and a P1aySpeedChanged event is generated. If the end of stream is
reached due to end of content the playback will automatically be paused and a
PlaySpeedChanged event is generated. Any resources used for time-shifting SHALL
NOT be discarded.

If for any of these events if timeshiftMode is set to 3 and local resources are not
available anymore then network sources SHALL be used according to the procedures
defined in section 8.2.3.2.3. The OITF SHALL perform a smooth transition of the
stream between local and network resources.

Arguments

offset The offset from the reference position, in seconds. This can be either
a positive or negative value.
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reference The reference point from which the offset SHALL be measured. The
reference point can be either POSITION_CURRENT,
POSITION_START, or POSITION_END.

Boolean stopTimeshift()

Description Stops rendering in time-shifted mode of the broadcast channel in the
video/broadcast object and, if applicable, plays the current broadcast from the live
point and stops time-shifting the broadcast. The OITF SHALL release all resources
that were used to support time-shifted rendering of the broadcast. This operation
SHALL NOT affect recording of a channel if recordNow () was used.

Returns true if the time-shifted broadcast was successfully stopped and resources

were released and false otherwise. If the video/broadcast object is currently not
rendering a time-shifted channel, the OITF shall ignore the request to stop the time-

shift and shall return the value false.

In addition to these methods, the OITF SHALL supporadditional optional attributef fSet on the

setChannel (Channel channel, Boolean trickplay, String contentAccessDescriptorurL)

method of thesideo/broadcast object as defined in Section 7.13.1.3, if the ORBES indicated support for scheduled
content over IP by defining one or mare_IPTV_* values as part of the transport attribute of thieleo_broadcast>
element in the capability description.

void setChannel( Channel channel, Boolean trickplay, String
contentAccessDescriptorURL, Integer offset )

Description Requests the OITF to switch a (logical or physical) tuner to the specified channel and
render the received broadcast content in the area of the browser allocated for the
video/broadcast object, as specified by the setChannel (Channel channel,
Boolean trickPlay, String contentAccessDescriptoruURL) method in
Section 7.13.1.3.

The additional of fSet attribute optionally specifies the desired offset with respect to
the live broadcast in number of seconds from which the OITF SHOULD start playback
immediately after the channel switch (whereby offSet is given as a positive value for
seeking to a time in the past). If an OITF cannot start playback from the desired
position, as indicated by the specified offSet (e.g. because the OITF did not, or could
not, record the specified channel prior to the call to setChannel), if the specified
offsetis ‘0, or if the offSet is not specified, the OITF SHALL start playback from
the live position after the specified channel switch.

Arguments channel As defined for method setChannel ()in Section
7.13.1.3.
trickplay Optional flag as defined for method

setChannel ()in Section 7.13.1.3.

contentAccessDescriptorURL Optional attribute as defined for method
setChannel ()in Section 7.13.1.3.

offset The optional offset attribute MAY be used to specify
the desired offset with respect to the live broadcast
in number of seconds from which the OITF
SHOULD start playback immediately after the
channel switch (whereby offset is given as a
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positive value for seeking to a time in the past).

7.13.2.4 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onRecordingEvent RecordingEvent (as specified Bubbles: No
in Section 1.1.1)
Cancelable: No

Context Info: state, error,
recordingid

onPTlaySpeedChanged PTaySpeedChanged Bubbles: No
Cancelable: No

Context Info: speed

onPlayPositionChanged PlayPositioncChanged Bubbles: No
Cancelable: No

Context Info: position

onPlaySpeedsArraycChanged PlaySpeedsArrayChanged Bubbles: No
Cancelable: No

Context Info: None

Note: the DOM 2 events are directly dispatchech®dvent target, and will not bubble nor captungplieations
SHOULD NOT rely on receiving these events during llubbling or the capturing phase. Applications titze DOM 2
event handlers SHALL call theddeventListener () method on theideo/broadcast object itself. The third
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.

7.13.3 Extensions to video/broadcast for access to EIT p/f

The following properties and events SHALL be adtethe video/broadcast embedded object, if the Gid&indicated
support for accessing DVB-SI EIT p/f informatiory, giving the value true” to element<c1ientMetadata> and
the value &it-pf” or “dvb-si” to the type attribute of that element as defined in Secti@Pin their capability
profile.

Access to these properties SHALL adhere to therggeuodel in Section 10. The associated permisaame is
“permission_metadata”.

readonly ProgrammeCollection programmes
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The collection of programmes available on the currently tuned channel. This list is a
ProgrammeCollection as defined in Section 7.16.3 and is ordered by start time, so index 0 will
always refer to the present programme (if this information is available).

If the type attribute of the <cTientMetadata> element in the OITF's capability description has the
value “eit-pf”, this list SHALL at least provide Programme objects as defined in Section 7.16.2 for the
present and the directly following programme on the currently tuned channel, if that information is
available. In other words, the DAE application should not expect programmes . length to be larger
than 2.

If the video/broadcast object is not currently tuned to a channel, or if the present/following
information has not yet been retrieved (e.g. the object has just tuned to a new channel and
present/following information has not yet been broadcast), or if present/following information is not
available for the current channel, the length of this collection SHALL be 0.

If the type attribute of the <clientMetadata> element in the OITF’s capability description has a value
other than “eit-pf”, an OITF MAY populate this field from other metadata sources described in
[OIPF_METAZ2].

The programmes. length property SHALL indicate the number of items that are currently known and
up to date (i.e. whereby the “startTime + duration”is not smaller than the current time). This may
be 0 if no programme information is currently known for the currently tuned channel.

In order to prevent misuse of this information, access to this property SHALL adhere to the security
model in Section 10. The associated permission name is “permission_metadata”.

function onProgrammesChanged()

The function that is called when the programmes property has been updated with new programme
information, e.g. when the current broadcast programme is finished and a new one has started. The
specified function is called with no arguments.

7.13.3.1 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Event properties

onProgrammesChanged ProgrammescChanged Bubbles: No

Cancelable: No

Context Info: None

7.13.4 Extensions to video/broadcast for playback o f selected

components
To support the selection of specific A/V compondotsplayback (e.g. a specific subtitle languagelia language, or
camera angle), the classes defined in Sectionsb/216 7.16.5.5 SHALL be supported and the constambperties and
methods defined in Section 7.16.5.1 SHALL be sufgebon thevideo/broadcast object.
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7.13.5 Extensions to video/broadcast for parental r  atings errors

For parental rating related errors or changes duslayback of A/V content through theideo/broadcast” object
an OITF SHALL support the following intrinsic evemtoperties and corresponding DOM 2 events for the
“video/broadcast” object:

function onParenta1Ratingchan?e( String contentID, ParentalRating rating,
String DRMSystemID, Boolean blocked )

The function that is called whenever the parental rating of the content being played inside the
embedded object changes.

These events may occur at the start of a new content item, or during playback of a content item (e.qg.
during playback of linear TV).

The specified function is called with four arguments contentID, rating, DRMSystemID, and bTocked
which are defined as follows:

. String contentID — the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of
the DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise it MAY be
null or undefined.

. ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9

. String DRMSystemID — optional argument that specifies the DRM System ID of the DRM
system that generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2
of [OIPF_METAZ2]. The value SHALL be nulT if the parental control is not enforced by a
particular DRM system.

. Boolean blocked — flag indicating whether consumption of the content is blocked by the
parental control system as a result of the new parental rating value.

function onParentalRatingError( String contentID, ParentalRating rating, String
DRMSystemID )

The function that is called when a parental rating error occurs during playback of A/V content inside the
embedded object, and is triggered whenever a parental rating value is discovered for a parental rating
system that is not supported by the OITF.

The specified function is called with three arguments contentID, rating, and DRMSystemID which
are defined as follows:

. String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of
the DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise it MAY be
null or undefined.

. ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9.

. String DRMSystemID — optional argument that specifies the DRM System ID of the DRM
system that generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2
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of [OIPF_METAZ2]. The value SHALL be nul1 if the parental control is not enforced by a
particular DRM system.

7.13.5.1 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onParentalRatingChange ParentalRatingChange Bubbles: No

Cancelable: No

Context Info: contentID, rating,
DRMSystemID and blocked

onParentalRatingError ParentalRatingError Bubbles: No

Cancelable: No

Context Info: contentID, rating,
and DRMSystemID.

Note: the above DOM 2 events are directly dispatdbehe event target, and will not bubble nor aeptApplications
SHOULD NOT rely on receiving BarentalRatingError event during the bubbling or the capturing phase
Applications that use DOM 2 event handlers SHALL t& addEventListener () method on the
video/broadcast object itself. The third parameter @fidEventListener, i.e. “useCapture”, will be ignored.

7.13.6 Extensions to video/broadcast for DRM rights errors

This section SHALL apply to OITF and/or server @@d which have indicated support for DRM protectigrproviding
one or morexdrm> elements as specified in Section 9.3.10:

For notifying Javascript about DRM licensing errdtsing playback of DRM protected A/V content thgbuthe
“video/broadcast” object, an OITF SHALL support the following inisic event property and corresponding DOM
2 event for the Video/broadcast” object:

function onDRMRightseError( Integer errorState, String contentID, String
DRMSystemID, String rightsIssuerURL )

The function that is called:

. Whenever a rights error occurs for the A/V content (no license, license invalid), which has led to
blocking consumption of the content.

. Whenever a rights change occurs for the A/V content (license valid), which leads to unblocking
the consumption of the content.
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This may occur during playback, recording or timeshifting of DRM protected AV content. The specified
function is called with four arguments errorState, contentID, DRMSystemID and
rightsIssuerURL which are defined as follows:

. Integer errorState — error code detailing the type of error:
0: no license, consumption of the content is blocked.
1: invalid license, consumption of the content is blocked.
2: valid license, consumption of the content is unblocked.

. String contentID - the unique identifier of the protected content in the scope of the DRM
system that raises the error (i.e. in the case of Marlin BB it is the Marlin contentID, in the case of
CSPG-Cl+ and CSPG-DTCP this field is empty).

. String DRMSystemID — DRMSystemID as defined by element DRMSystemID in Table 8 of
Section 3.3.2 of [OIPF_METAZ2]. For example, for Marlin, the DRMSystemID value is
“urn:dvb:casystemid:19188".

. String rightsIssuerURL — optional element indicating the value of the rightsissuerURL that
can be used to non-silently obtain the rights for the content item currently being played for which
this DRM error is generated, in cases whereby the rightsIssueruURL is known. Cases whereby
the rightsIssuerurL is known include cases whereby the rightsIssuerURL has been
extracted from the MPEG2_TS of the protected content, retrieved from the SD&S discovery
record or from the associated BCG metadata. The corresponding rightsIssueruURrL fields are
defined in Section 4.1.3.4 of [OIPF_CSP2] and in section 3.3.2 of [OIPF_METAZ2] respectively. If
different URLs are retrieved from the stream and the metadata, then the conflict resolution is
implementation-dependent.

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onDRMRightsError DRMRightsError =  Bubbles: No

= Cancelable: No

= Context Info: errorstate, contentID,
DRMSystemID, rightsIssueruUrL

Note: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor cagtépplications
SHOULD NOT rely on receiving a DRMRightsError eveliring the bubbling or the capturing phase. Aglans that
use DOM 2 event handlers SHALL call taddEventListener () method ontheideo/broadcast object itself.
The third parameter afddEventListener, i.e. “useCapture”, will be ignored.
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7.13.7 Extensions to video/broadcast for current ch annel information

If an OITF has indicated support for extended tuwwantrol (i.e. by giving valu&rue to element
<extendedAvControl> as specified in Section 9.3.6 in its capabilitgaetion), the OITF SHALL support the
following additional properties and methods onvheleo/broadcast object.

The functionality as described in this sectionujsct to the security model of Section 10.1.4.8.

Note the propertpnChannelScan and methodstartScan andstopScan have been moved to section 7.13.10.

7.13.7.1 Properties

readonly ChannelList bindableChannels

The channels currently being presented under the control of the OITF (i.e. the channels that were
being presented by the OITF when the application started). If no channels are being presented under
the control of the OITF, the value of this property SHALL be nul1.

readonly Channel currentChannel

The channel currently being presented by this embedded object if the user has given permission to
share this information, possibly through a mechanism outside the scope of this specification. If no
channel is being presented, or if this information is not visible to the caller, the value of this property
SHALL be nuTT.

The value of this property is not affected during timeshift operations and SHALL reflect the value prior
to the start of a timeshift operation, for both local and network timeshift resources.

7.13.8 Extensions to video/broadcast for creating ¢~ hannel lists from
SD&S fragments

Note the methodreateChannelList() has been moved to section 7.13.10.

7.13.9 Extensions to video/broadcast for synchroniz ation

The OITF SHALL support the following additional rhetds on the video/broadcast object, in order thlena
synchronization to broadcast events.

void addstreameEventListener( String targetURL, String eventName,

function listener)

Description Add a listener for the specified DSM-CC stream event.

Event triggers are carried in the stream as MPEG private data sections. For
robustness, the section describing a particular trigger may be repeated several times.
Each section has a version number which is used to disambiguate a new trigger for the
same event (which will have a different version number) from a repeated instance of a
previous trigger (which will have the same version number).

When OITF detects a trigger corresponding to an event for which a listener has been
registered, a DOM StreamEvent SHALL be dispatched.

An event shall also be dispatched in case of error.
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An OITF SHALL dispatch only one DOM StreamEvent per unique trigger detected.
Repeated instances of the same trigger SHALL NOT cause a new DOM StreamEvent
to be dispatched. A new trigger for the same event (i.e. an MPEG private data section
for the same event but with an updated version number) SHALL cause a new
DOMStreamEvent to be dispatched.

Arguments targetURL The URL of the DSM-CC StreamEvent object or the event
description file describing the event as defined in Section 8.2
of [TS 102 809].

eventName The name of the event (in the DSM-CC StreamEvent object)
that should be subscribed to.

listener The listener for the event.

void removeStreameEventListener( String eventURL, String eventName,

function listener)

Description Remove a stream event listener for the specified stream event name.

Arguments targetURL The URL of the DSM-CC StreamEvent object or the event description
file describing the event as defined in Section 8.2 of [TS 102 809].

eventName The name of the event (in the DSM-CC StreamEvent object) whose
subscription should be removed.

listener The listener for the event.

7.13.9.1 The StreamEvent class

TheStreamEvent class is a subclass of the DOM2ent class which notifies an application that a synofgation
trigger in a broadcast stream has been detectésl eVént also notifies an application when the eiseno longer being
monitored.

Instances of this event are directly dispatchettiécevent target, and will not bubble nor capture.

readonly String eventName

The name of the stream event.

readonly String data

Data of the DSM-CC StreamEvent's event encoded in hexadecimal. For example: “0A10B81033” (for a
message 5 bytes long).

readonly String text

Text data of the DSM-CC StreamEvent’s event as a string, assuming UTF-8 as the encoding for the
DSM-CC StreamEvent’s event. Characters that cannot be transcoded SHALL be skipped.
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readonly String status

The status of the event. Equal to “trigger” when the event is dispatched in response to a trigger in
the stream or “error” when an error occurred (e.g. attempting to add a listener for an event that does
not exist, or when a StreamEvent object with registered listeners is removed from the carousel).

An event SHALL be dispatched with an error status if:

. the StreamEvent object pointed to by targetURL is not found in the carousel or via broadband

. the StreamEvent object pointed to by targetURL does not contain the event specified by the
eventName parameter

. the carousel containing the event cannot be mounted

. the elementary stream which contains the StreamEvent event descriptor is no longer being
monitored (e.g. due to another monitoring request or because it disappears from the PMT)

. the event description file pointed to by targetURL is not available or does not have the correct
syntax.

Once an error is dispatched, the listener SHALL be automatically unregistered by the OITF.

7.13.10 The ChannelConfig class

ThecChannelConf1ig object provides the entry point for applicatioagyet information about available channels. It can
be obtained in two ways:

» By calling the methodetChannelcConfig() of thevideo/broadcast embedded object as defined in
Section 7.13.1.3.

* By calling the method reatechannelconfig() of the object factory API as defined in Sectioh.¥.

The availability of the properties and methodsdapendent on the capabilities description as dpddifi section 9.3.
The following table provides a list of the capai#hk and the associated properties and methotte fapability is false
the properties and methods SHALL NOT be availablthée application. Properties and methods notdisighe
following table SHALL be available to all applicatis as long as the OITF has indicated supporufeertcontrol (i.e.
<video_broadcast>true</video_broadcast> as defined in Section 9.3.1) in their capability.

Capability Properties Methods
Element <extendedAVControl> onChannelScan startScan()
is set to “true” as defined in
Section 9.3.6. stopScan()
Element <video_broadcast createChannelList()
type="ID_IPTV_SDS"> is set as
defined in Section 9.3.6.

The functionality as described in this sectionujsct to the security model of Section 10.1.4.8.

7.13.10.1 Properties

readonly ChannelList channelList

The list of all available channels. The order of the channels in the list corresponds to the channel
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ordering as managed by the OITF.

SHALL return the value nul1 if the channel list is not (partially) managed by the OITF (i.e., if the
channel list information is managed entirely in the network).

readonly FavouriteListCollection favouriteLists

A list of favourite lists. SHALL return the value nul1 if the favourite lists are not (partially) managed by
the OITF (i.e., if the favourite lists information is managed entirely in the network).

readonly FavouriteList currentFavouriteList

Currently active Favourite channel list object. If currentFavouriteList is undefined, no favourite
filter list is currently applied.

The OITF SHALL return the value nulT if the favourite lists are not (partially) managed by the OITF
(i.e. if the favourite lists information is managed entirely in the network).

function onChannelscan( Integer type, Integer progress, Integer frequency,
Integer signalstrength, Integer channelNumber,
Integer channelType, Integer channelCount,
Integer transpondercCount)

This function is the DOM 0 event handler for events relating to channel scanning. On IP-only receivers,
setting this property SHALL have no effect.

The specified function is called with the following arguments:

. Integer type - The type of event. Valid values are:

Value Description
0 A channel scan has started.
1 Indicates the current progress of the scan.
2 A new channel has been found.
3 A new transponder has been found.
4 A channel scan has completed.
5 A channel scan has been aborted.

. Integer progress - the progress of the scan. Valid values are in the range O - 100, or -1 if the
progress is unknown.

. Integer frequency - The frequency of the transponder in kHz (for scans on RF sources only).
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. Integer signalStrength - The signal strength for the current channel. Valid values are in the
range 0 - 100, or -1 if the signal strength is unknown.

. Integer channelNumber - The logical channel number of the channel that has been found.

. Integer channelType - The type of channel that has been found. Valid values are the same
as for Channel.channelType.

. Integer channelCount - The total number of channels found so far during the scan.

Integer transpondercCount - The total number of transponders found so far during the scan (RF
sources only).

function oncChannelListUpdate

This function is the DOM 0 event handler for events relating to channel list updates. Upon receiving a
ChannelListUpdate event, if an application has references to any Channel objects then it SHOULD
dispose of them and rebuild its references. Where possible Channel objects are updated rather than
removed, but their order in the ChannelConfig.all collection MAY have changed. Any lists created with
ChannelConfig.createFilteredList() SHOULD be recreated in case channels have been removed.

7.13.10.2 Methods

ChannelList createFilteredList( Boolean blocked, Boolean favourite, Boolean
hidden, String favouriteListID )

Description Create a filtered list of channels. Returns a subset of ChannelcConfig.channelList.

The bTocked, favourite and hidden flags indicate whether a channel is included in
the returned list. These flags correspond to the properties on Channel with the same
names. Each flag MAY be set to one of three values:

Value Meaning

true The channel is added if and only if the corresponding property has
the value true.

false The channel is added if and only if the corresponding property has
the value false.

undefined The channel is added regardless of the state of the corresponding
property.

A channel will only be added to the list if the values of all three flags allow it to be
added.

The favouriteListID attribute is used to select a particular favouriteList that
the createFilteredList method uses as a basis of the filtering process. If
favouritelListID is the empty string (i.e. *"), then the filtering is performed on all
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available channels as defined by ChannelConfig.channelList.

Arguments blocked Flag indicating whether manually blocked
channels SHALL be added to the list.

favourite Flag indicating whether favourite channels
SHALL be added to the list.

hidden Flag indicating whether hidden channels SHALL
be added to the list.

favouriteListID If the value of the favourite flag is true,
indicates which favourites list SHALL be filtered
upon.

Integer startScan( ChannelScanOptions options, ChannelScanParameters
scanParameters )

Description Start a scan for new channels on all available sources. When each source
finishes scanning, an UpdateEvent SHALL be raised with the type
CHANNELS_INVALIDATED and any channel lists for that source SHALL have
been updated.

On IP-only receivers, this method SHALL have no effect.

Arguments options The options to the channel scan operation.

scanParameters The tuning parameters to be scanned. The value of this
argument SHALL be one of the classes that implements the
ChannelScanpParameters interface and SHALL NOT be
an instance of the ChannelScanParameters class.

void stopScan()

Description Stop a channel scan, if one is in progress. Any sources that have not finished
scanning SHALL have their scans aborted and channel line-ups for SHALL NOT be
changed.

On IP-only receivers, this method SHALL have no effect.

ChannelList createChannelList( String bdr )

Description Creates a ChannelL1ist object from the specified SD&S Broadcast Discovery Record.
Channels in the returned channel list will not be included in the channel list that can be
retrieved via calls to getChannelconfig().

Arguments bdr An XML-encoded string containing an SD&S Broadcast Discovery Record as
specified in [OIPF_METAZ2]. If the string is not a valid Broadcast Discovery
Record, this method SHALL return nul1.

Channel createChannelobject( Integer idType, Integer onid, Integer tsid, Integer
sid, Integer sourceID, String ipBroadcastID )
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Description Creates a Channel object of the specified idType. The Channel object can
subsequently be used by the setChannel method to switch a tuner to a channel that is
not part of the channel list which was conveyed by the OITF to the server. The scope
of the resulting Channe object is limited to the Javascript environment (incl.
video/broadcast object) to which the Channel object is returned, i.e. it does not get
added to the channellist available through method getChannelconfig.

If the channel of the given idType cannot be created or the given (combination of)
arguments are not considered valid or complete, the method SHALL return nul1.

If the channel of the given type can be created and arguments are considered valid
and complete, the method SHALL return a Channel object whereby at a minimum the
properties with the same names are given the same value as the given arguments of
the createChannelobject method. The values specified for the remaining properties
of the Channel object are set to undefined.

Arguments idType The type of channel, as indicated by one of the ID_* constants

defined in Section 7.13.12.1.

onid The original network ID. Optional argument that SHALL be specified
when the idType specifies a channel of type ID_DVB_* or
ID_ISDB_*.

tsid The transport stream ID. Optional argument that MAY be specified
when the idType specifies a channel of type ID_DVB_* or
ID_ISDB_¥*.

sid The service ID. Optional argument that SHALL be specified when
the idType specifies a channel of type ID_DVB_* or ID_ISDB_¥*.

sourcelD The source_ID. Optional argument that SHALL be specified when
the idType specifies a channel of type ID_ATSC_T.

ipBroadcastID The DVB textual service identifier of the IP broadcast service,
specified in the format “ServiceName .DomainName”, or the URI of
the IP broadcast service. Optional argument that SHALL be
specified when the idType specifies a channel of type
ID_IPTV_SDS or ID_IPTV_URI.

7.13.10.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the

following manner:

Intrinsic event Corresponding DOM DOM 2 Event properties
2 event
onChannelScan Channelscan = Bubbles: No

= Cancelable: No

= Context Info: type, progress,
frequency, signalstrength,
channelNumber, channelType,
channelCount, transpondercCount
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onChannelListUpdate

ChannelListUpdate =  Bubbles: No
= Cancelable: No

= Context Info: none

Note: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor cagtépplications
SHOULD NOT rely on receiving these events during lubbling or the capturing phase. Applications tiz2 DOM 2
event handlers SHALL call theddeventListener() method onth€hannelcConfig object itself. The third
parameter odddEventListener, i.e. “‘useCapture”, will be ignored.

7.13.11

The ChannelList class

typedef Collection<Channel> ChannelList

A ChannelL1ist represents a collection ghannel objects. See annex K for the definition of thdexilon template.

In addition to the methods and properties defimedyéneric collections, thehannelList class supports the additional

properties and methods defined below.

7.13.11.1

Methods

Channel getChannel( String channelID )

Description Return the first channel in the list with the specified channel identifier. Returns nul1 if
no corresponding channel can be found.
Arguments channellD The channel identifier of the channel to be retrieved.

Valid values are as defined for the ccid and ipBroadcastID
properties of the Channe object as defined in Section 7.13.12.

Channel getChannelByTriplet( Integer onid, Integer tsid, Integer sid )

Description Return the first (IPTV or non-IPTV) channel in the list that matches the specified DVB
or ISDB triplet (original network ID, transport stream ID, service ID).
Where no channels of type ID_ISDB_* or ID_DVB_* are available, or no channel
identified by this triplet are found, this method SHALL return nuTT.
Arguments onid The original network ID of the channel to be retrieved.
tsid The transport stream ID of the channel to be retrieved. If set to nu11 the
client SHALL retrieve the channel defined by the combination of onid and sid.
This makes it possible to retrieve the correct channel also in case a
remultiplexing took place which led to a changed tsid.
sid The service ID of the channel to be retrieved.
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Channel getChannelBySourceID( Integer sourcelID )

Description Return the first (IPTV or non-IPTV) channel in the list with the specified ATSC source
ID.
Where no channels of type ID_ATSC_* are available, or no channel with the specified
source ID is found in the channel list, this method SHALL return nul11.
Arguments sourcelD The ATSC source_ID of the channel to be returned.
7.13.12 The Channel class

ThecChanne' object represents a broadcast stream or servisedéfined as follows:

7.13.12.1

Constants

The following constants are defined as propertfeh@Channel class:

Name Value Use

TYPE_TV 0 Used in the channelType property to indicate a TV channel.

TYPE_RADIO 1 Used in the channelType property to indicate a radio channel.

TYPE_OTHER 2 Used in the channelType property to indicate that the type of the channel
is unknown or known but not of type TV or radio.

ID_ANALOG 0 Used in the idType property to indicate an analogue channel identified by
the property freq and optionally cni or name.

ID_DVB_C 10 Used in the idType property to indicate a DVB-C channel identified by the
three properties onid, tsid, sid.

ID_DVB_S 11 Used in the idType property to indicate a DVB-S channel identified by the
three properties onid, tsid, sid.

ID_DVB_T 12 Used in the i1dType property to indicate a DVB-T channel identified by the

three properties onid, tsid, sid.

ID_DVB_SI_DIRECT | 13

Used in the 1dType property to indicate a channel that is identified through
its delivery system descriptor as defined by DVB-SI [EN 300 468] section
6.2.13.

ID_DVB_C2 14 Used in the idType property to indicate a DVB-C or DVB-C2 channel
identified by the three properties onid, tsid, sid.

ID_DVB_S2 15 Used in the idType property to indicate a DVB-S or DVB-S2 channel
identified by the three properties onid, tsid, sid.

ID_DVB_T2 16 Used in the idType property to indicate a DVB-T or DVB-T2 channel
identified by the three properties onid, tsid, sid.

ID_ISDB_C 20 Used in the idType property to indicate an ISDB-C channel identified by

the three properties: onid, tsid, sid.
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Name Value Use

ID_TISDB_S 21 Used in the 1dType property to indicate an ISDB-S channel identified by
the three properties onid, tsid, sid.

ID_ISDB_T 22 Used in the 1dType property to indicate an ISDB-T channel identified by
the three properties onid, tsid, sid.

ID_ATSC_T 30 Used in the 1dType property to indicate a terrestrial ATSC channel
identified by the property sourcelID.

ID_IPTV_SDS 40 Used in the 1dType property to indicate an IP broadcast channel identified
through SD&S by a DVB textual service identifier specified in the format
“ServiceName.DomainName” as value for property ipBroadcastID with
ServiceName and DomainName as defined in [DVB-IPTV]. This idType
SHALL be used to indicate Scheduled content service defined by
[OIPF_PROTZ2]

ID_IPTV_URI 41 Used in the idType property to indicate an IP broadcast channel identified
by a DVB MCAST URI (e.g. i.e. dvb-mcast://), as value for property
ipBroadcastID.

7.13.12.2 Properties
This section defines the properties of dtmnnel object.

Properties that do not apply in a specific circianse (e.gonid does not apply unless the channel is of ty#peDVB_*
or ID_ISDB_*) SHALL beundefined.

readonly Integer channelType

The type of channel, as indicated by one of the TYPE_* constants defined above.

readonly Integer 1idType

The type of identification for the channel, as indicated by one of the ID_* constants defined above.

readonly String ccid

Unique identifier of a channel within the scope of the OITF. The ccid is defined by the OITF and SHALL
have prefix ‘ccid: e.g., ‘ccid:{tunerID.}majorChannel{.minorChannel}".

Note: the format of this string is platform-dependent.

readonly String tunerID

Optional unique identifier of the tuner within the scope of the OITF that is able to receive the given
channel.

Copyright 2010 © Open IPTV Forum e.V.




Page 210 (356)

readonly Integer onid

DVB or ISDB original network ID (for channels of type ID_DVB_* and ID_ISDB_*); can be undefined if
stream does not contain an SDT Actual.

readonly Integer tsid

DVB or ISDB transport stream ID (for channels of type ID_DVB_* and ID_ISDB_*).

readonly Integer sid

DVB or ISDB service ID (for channels of type ID_DVB_* and ID_ISDB_*).

readonly Integer sourceID

ATSC source_ID value.

readonly Integer freq

For analogue channels, the frequency of the video carrier in kHz.

readonly Integer cni

For analogue channels, the VPS/PDC confirmed network identifier.

readonly String name

The name of the channel. Can be used for linking analog channels without CNI. Typically, it will contain the
call sign of the station (e.g. 'HBQO"). For channels of type ID_DVB_* the service name is to be used.

readonly Integer majorcChannel

The major channel number, if assigned. Value undefined otherwise. Typically used for channels of type
ID_ATSC_*.

For channels of type ID_IPTV_SDS the major channel represents the logical channel number. The number
is populated during SD&S and the Log1icalChannelNumber element in the Package Discovery
Record[DVB-IPTV].

readonly Integer minorcChannel

The minor channel number, if assigned. Value undefined otherwise. Typically used for channels of type
ID_ATSC_*.
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readonly String dsd

For channels of type ID_DVB_SI_DIRECT created through createChannelobject(), this property
defines the delivery system descriptor (tuning parameters) as defined by DVB-SI [EN 300 468] section
6.2.13.

The dsd property provides a string whose characters shall be restricted to the ISO Latin-1 character set.
Each character in the dsd represents a byte of a delivery system descriptor as defined by DVB-SI [EN 300
468] section 6.2.13, such that a byte at position "i" in the delivery system descriptor is equal the Latin-1
character code of the character at position "i* in the dsd.

Described in the syntax of ECMAScript: let sdd[] be the byte array of a system delivery descriptor, in which
sdd[0] is the descriptor_tag, then, dsd is its equivalent string, if :

dsd.Tength==sdd.length and

for each integer i : O<=i<dsd.lengthholds: sdd[i] == dsd.charcCodeAt(i).

readonly Boolean favourite

Flag indicating whether the channel is marked as a favourite channel or not in one of the favourite lists as
defined by the property faviDs.

readonly StringCollection favIDs

The names of the favourite lists to which this channel belongs (see the favouriteLists property on the
ChannelcConfig class).

readonly Boolean locked

Flag indicating whether the current state of the parental control system prevents the channel from being
viewed (e.g. a correct parental control pin has not been entered).

Note that this property supports the option of client-based management of parental control without
excluding server-side implementation of parental control.

readonly Boolean manualBlock

Flag indicating whether the user has manually blocked viewing of this channel. Manual blocking of a
channel will treat the channel as if its parental rating value always exceeded the system threshold.

Note that this property supports the option of client-based management of manual blocking without
excluding server-side management of blocked channels.

readonly String ipBroadcastID

If the Channel has idType ID_IPTV_SDS, this element denotes the DVB textual service identifier of the IP
broadcast service, specified in the format “ServiceName.DomainName” with the ServiceName and
DomainName as defined in [DVB-IPTV].
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If the Channel has idType ID_IPTV_URI, this element denotes a URI of the IP broadcast service.

readonly Integer channelMaxBitRate

The MaxBitRate associated to the channel is returned through this property. The MaxBitRate is provided
through SD&S as defined in section 3.2.2 of [OIPF_METAZ2]. The property is only related to IP based
broadcast of type ID_IPTV_SDS.

If the field does not exist, this method SHALL return undefined.

readonly Integer channelTTR

The TTR (TimeToRenegotiate) associated to the channel is returned through this property. The MBR is
provided through SD&S as defined in section 3.2.2 of [OIPF_METAZ2]. The property is only related to IP
based broadcast of type ID_IPTV_SDS.

If the field does not exist, this method SHALL return undefined.

7.13.12.3 Metadata extensions to Channel

This subsections SHALL apply for OITFs that havéigated<c1ientMetadata> with value ‘true” and atype

attribute with valuestfcg”, “sd-s”, “eit-pf” or “dvb-si” as defined in Section 9.3.7 in their capabilitpfie.
The OITF SHALL extend thehannel class with the properties and methods describkxivbe

The values of many of these properties are deffineed elements in the BCG metadata. For optioraheints that are
not present in the metadata, the default valuenpfoaoperty that derives its value from one of thelements SHALL be
undefined.

7.13.12.3.1 Properties

readonly String TongName

The long name of the channel. If both short and long names are being transmitted, this property SHALL
contain the long name of the station (e.g. 'Home Box Office"). If the long name is not available, this
property SHALL be undefined.

The value of this property is derived from the Name element that is a child of the BCG
ServiceInformation element describing the channel, where the Tength attribute of the Name
element has the value ‘long’.

readonly String description

The description of the channel. If no description is available, this property SHALL be undefined.

The value of this field is taken from the Servicebescription element that is a child of the BCG
ServiceInformation element describing this channel.

readonly Boolean authorised
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Flag indicating whether the receiver is currently authorised to view the channel. This describes the
conditional access restrictions that may be imposed on the channel, rather than parental control
restrictions.

readonly StringCollection genre

A collection of genres that describe the channel.

This field contains the values of. any ServiceGenre elements that are children of the BCG
ServiceInformation element describing the channel

Boolean hidden

Flag indicating whether the channel is included in the default channel list. A value of true means that
the OITF SHALL exclude this channel from the default channel list.

string TogoURL

The URL for the default logo image for this channel.

The value of this field is derived from the value of the first Logo element that is a child of the BCG
ServiceInformation element describing the channel. If this element specifies anything other than
the URL of an image, the value of this filed SHALL be undefined.

7.13.12.3.2 Methods

String getField( String fieldid )

Description Get the value of the field referred to by field1d that is contained in the BCG
metadata for this channel. If the field does not exist, this method SHALL return
undefined.

Arguments fieldld The name of the field whose value SHALL be retrieved.

String getLogo( Integer width, Integer height )

Description Get the URI for the logo image for this channel. The width and height parameters
specify the desired width and height of the image; if an image of that size is not
available, the URI of the logo with the closest available size not exceeding the
specified dimensions SHALL be returned. If no image matches these criteria, this
method SHALL return nulT.

The URI returned SHALL be suitable for use as the SRC attribute in an HTML IMG
element or as a background image.

The URIs returned by this method will be derived from the values of the Logo
elements that are children of the BCG ServiceInformation element describing the
channel .
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Arguments width The desired width of the image

height The desired height of the image

7.13.13 The FavouriteListCollection class

typedef Collection<FavouriteList> FavouriteListCollection

TheFavouriteListCollection class represents a collection BaAvouriteList objects. See annex K for the
definition of the collection template. In additiomthe methods and properties defined for gen@llections, the
FavouriteListCollection class supports the additional methods definedwelo

7.13.13.1 Methods

FavouriteList getFavouriteList( String faviD )

Description Return the first favourite list in the collection with the given favL1istID.
Arguments faviD The ID of a favourite list.
7.13.13.2 Extensions to FavouriteListCollection

If an OITF has indicated support for extended twmweatrol (i.e. by giving valueérue to element
<extendedAvControl> as specified in Section 9.3.6 in its capabilitgatétion), the OITF SHALL support the
following additional constants and methods onRhgouriteListCollection object.

The functionality as described in this sectionubject to the security model of Section 10.1.4.8.

FavouriteList createFavouriteList(String name)

Description Create a new favourite list and add it to the collection. The ID of the new favourite list
SHALL be returned.

Arguments name The name to be associated to the new favourite list.

Boolean remove( Integer index )

Description Remove the list at the specified index from the collection. This method SHALL return
true of the operation succeeded, or false if an invalid index was specified.

Arguments index The index of the list to be removed.

Boolean commit()

Description Commit any changes to the collection to persistent storage. This method SHALL
return true of the operation succeeded, or false if it failed (e.g. due to insufficient
space to store the collection).
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If a server has indicated that it requires control of the tuner functionality of an OITF in
the server capability description for a particular service, then the OITF SHOULD send
an updated Client Channel Listing to the server using HTTP POST over TLS as
described in section 4.8.1.1.

Boolean activateFavouriteList( string faviD )

Description Active the favourite list from the collection. This method SHALL return true if the
operation succeeded, or false if an invalid index was specified. A newly created
favourite list has to be committed before it can be activated.

Arguments faviD The ID of a favourite list.

7.13.14 The FavouriteList class

typedef Collection<Channel> FavouriteList

TheFavouriteList class represents a list of favourite channels.g@Beex K for the definition of the collection
template. In addition to the methods and propedéfsed for generic collections, tlfavouriteList class supports
the additional properties and methods defined below

In order to preserve backwards compatibility witteady existing DAE content the ECMAScripbString () method
SHALL return theFavouriteList.id for FavouriteList objects.

7.13.14.1 Properties

readonly String faviD

A unique identifier by which the favourite list can be identified

String name

A descriptive name given to the favourite list

7.13.14.2 Methods

Channel getChannel( String channelID )

Description Return the first channel in the favourite list with the specified channel identifier.
Returns nul1 if no corresponding channel can be found.

Arguments channellD The channel identifier of the channel to be retrieved, which is a value
as defined for property ccid of the Channel object or a value as
defined for property ipBroadcastID of the Channel object as defined
in Section 7.13.12.

Copyright 2010 © Open IPTV Forum e.V.



Page 216 (356)

Channel getChannelByTriplet( Integer onid, Integer tsid, Integer sid )

Description Return the first (IPTV or non-IPTV) channel in the list that matches the specified DVB
or ISDB triplet (original network ID, transport stream ID, service ID).
Where no channels of type ID_ISDB_* or ID_DVB_* are available, or no channel
identified by this triplet are found, this method SHALL return nul1.
Arguments onid The original network ID of the channel to be retrieved.
tsid The transport stream ID of the channel to be retrieved. If set to nul1 the
client SHALL retrieve the channel defined by the combination of onid and
sid. This makes it possible to retrieve the correct channel also in case a
remultiplexing took place which led to a changed tsid.
sid The service ID of the channel to be retrieved.

Channel getcChannelBySourceID( Integer sourceID )

Description Return the first (IPTV or non-IPTV) channel in the list with the specified ATSC source
ID.
Where no channels of type ID_ATSC_* are available, or no channel with the specified
source ID is found in the channel list, this method SHALL return nul1.
Arguments sourcelD The ATSC source_ID of the channel to be returned.
7.13.14.3 Extensions to FavouriteList

If an OITF has indicated support for extended twmweatrol (i.e. by giving valueérue to element
<extendedAvControl> as specified in Section 9.3.6 in its capabilitgatétion), the OITF SHALL support the
following additional constants and methods onrheouritelL1ist object.

When theFavouritelList object is updated with new or removed channealsds not take effect until the object is

committed. Only aftecommit () will the updates of &avouriteList object become available to other DAE

applications.

Thename property of theravouriteL1ist object SHALL be read/write for OITFs which are totled by a service
provider. The following methods SHALL also be suppd:

Boolean insertBefore( Integer index, String ccid )

Description

Insert a

ccid at the end of the favourite list the index shall be equal to Tength. This method

SHALL
specifie

new favourite into the favourites list at the specified index. In order to add a

return true of the operation succeeded, or false if an invalid index was
d (e.g. index > Tength).

Arguments

index

The index in the list before which the favourite should be inserted.

ccid

The ccid of the channel to be added.

Boolean remove( Integer index )

Copyright 2010 © Open IPTV Forum e.V.



Page 217 (356)

Description Remove the item at the specified index from the favourites list. Returns true of the
operation succeeded, or false if an invalid index was specified.

Arguments index The index of the item to be removed.

Boolean commit()

Description Commit any changes to the favourites list to persistent storage. This method SHALL
return true of the operation succeeded, or false if it failed (e.g. due to insufficient
space to store the list on the OITF).

If a server has indicated that it requires control of the tuner functionality of an OITF in
the server capability description for a particular service, then the OITF SHOULD send
an updated Client Channel Listing to the server using HTTP POST over TLS as
described in section 4.8.1.1.

7.13.15 The ChannelScanOptions class

ThecChannelScanoptions class defines the options that should be appligohg a channel scan operation. This
class does not define parameters for the chanaalitself.

7.13.15.1 Properties

Integer channelType

The types of channel that should be discovered during the scan. Valid values are TYPE_RADIO,
TYPE_TV or TYPE_OTHER as defined in section 7.13.12.1.

Boolean replaceExisting

If true, any existing channels in the channel list managed by the OITF SHALL removed and the new
channel list SHALL consist only of channels found during the channel scan operation. If false, any
channels discovered during the channel scan SHALL be added to the existing channel list.

7.13.16 The ChannelScanParameters class

This is an empty class that acts as the baseatfbr channel scan parameters specific to cestpes of broadcast
network.

7.13.17 The DVBTChannelScanParameters class

TheDVBTChannelScanParameters class represents the parameters needed to peafoh@nnel scan on a DVB-T or
DVB-T2 network. This class implements the interfdedined byChannelScanParameters, with the following
additions.

7.13.17.1 Properties

Integer startFrequency

The start frequency of the scan, in kHz.
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Integer endFrequency

The end frequency of the scan, in kHz.

String ofdm

The Orthogonal Frequency Division Multiplexing (OFDM) for the indicating frequency. Valid values are:

Value

Description

MODE_1K

OFDM mode 1K

MODE_2K

OFDM mode 2K

MODE_4K

OFDM mode 4K

MODE_8K

OFDM mode 8K

MODE_16K

OFDM mode 16K

MODE_32K

OFDM mode 32K

Integer modulationModes

The modulation modes to be scanned. Valid values are:

Value

Description

QPSK modulation

QAM16 modulation

QAMS32 modulation

16

QAM64 modulation

32

QAM128 modulation

64

QAM256 modulation

More than one of these values may be ORed together in order to indicate that more than one

modulation mode should be scanned.

String bandwidth

The expected bandwidth. Valid values are:

Value

Description

Copyright 2010 © Open IPTV Forum e.V.



Page 219 (356)

BAND_1.7MHZ 1.7 MHz bandwidth
BAND_5MHZz 5 MHz bandwidth
BAND_6MHZz 6 MHz bandwidth
BAND_7MHZz 7 MHz bandwidth
BAND_8MHz 8 MHz bandwidth
BAND_10MHz 10 MHz bandwidth

7.13.18 The DVBSChannelScanParameters class

ThebvBSChannelScanParameters class represents the parameters needed to peafohannel scan on a DVB-S or
DVB-S2 network. This class implements the interfdeéned byChannelScanpParameters, with the following
additions.

7.13.18.1 Properties

Integer startFrequency

The start frequency of the scan, in kHz.

Integer endFrequency

The end frequency of the scan, in kHz.

Integer modulationModes

The modulation modes to be scanned. Valid values are:

Value Description
1 QPSK modulation
2 8PSK modulation
4 QAM16 modulation

More than one of these values may be ORed together in order to indicate that more than one
modulation mode should be scanned.

String symbolRate

A comma-separated list of the symbol rates to be scanned, in symbols/sec.

Integer polarisation
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The polarisation to be scanned. Valid values are:

Value Description
1 Horizontal polarisation
2 Vertical polarisation

More than one of these values may be ORed together in order to indicate that more than one
polarisation should be scanned.

String codeRate

The code rate, e.g. “3/4” or “5/6".

Integer networkId

The network ID of the network to be scanned, or undefined if all networks should be scanned.

7.13.19 The DVBCChannelScanParameters class

ThebDvBCChannelScanParameters class represents the parameters needed to paafohannel scan on a DVB-C
or DVB-C2 network. This class implements the irdedf defined bghannelScanParameters, with the following
additions.

7.13.19.1 Properties

Integer startFrequency

The start frequency of the scan, in kHz.

Integer endFrequency

The end frequency of the scan, in kHz.

Integer modulationModes

The modulation modes to be scanned. Valid values are:

Value Description
4 QAM16 modulation
8 QAM32 modulation
16 QAM64 modulation
32 QAM128 modulation
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64 QAM256 modulation
128 QAM1024 modulation
256 QAM4096 modulation

More than one of these values may be ORed together in order to indicate that more than one
modulation mode should be scanned.

String symbolRate

A comma-separated list of the symbol rates to be scanned, in symbols/sec.

Integer networkId

The network ID of the network to be scanned, or undefined if all networks should be scanned.

7.14 Media playback APIs

This section specifies several extensions to tldéoaabject and the video object defined in Secionl of [CEA-2014-
A]. It also contains a subsection (i.e. Sectiort7L2) that defines the audio playback from memoy. A

7.14.1 The CEA 2014 A/V Control embedded object

An OITF SHALL support a CEA 2014 A/V Control objezs defined in Section 5.7.1 of [CEA-2014-A] for al
mandatory media formats as defined in Section @D[OIPF_MEDIAZ2].

7.14.1.1 State diagram for A/V control objects

The following state transition diagram SHOULD bedi$or an A/V control object:
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Figure 17: State diagram for embedded A/V Control bjects

The following clarifications apply:

1)
2)

3)

4)

A detailed description for all the states in thiste diagram is given in Annex B.5.

Scarce resources for playback using the A/V Comtbjgct, such as the MPEG decoder, are claimedglstate 3
(‘connecting’), state 4 puffering’) or during state transitions from state 8dfinecting’) to state 4
(‘buffering’), from state 4 puffering’) to state 1 1aying’) or from state 0 §'topped’) or from state 3
(‘connecting’) to state 2 faused’). If at any point in time during playback the smaresources are not available
anymore, due to a resource conflict, then the plate of the A/V Control object SHALL be set to'6{ror’) with

a detailed error code of 3if\sufficient resources’). Scarce resources for playback using the A/V t@uin
object SHALL be released when stateér({or’) or O (‘'stopped’) are reached. In addition, if the A/V Control
object gets destroyed, e.g. because another URRded into the containing window, scarce resouctasmed for
playback using the A/V Control object SHALL be r$ed, except in cases described for the optipealsist’
property of A/V Control objects.

When the data’ attribute and/or thetype’ attribute of thedTMLObjectETement representing the A/V Control
object is given a different value, the object SHAdd to state 0 (‘sopped’).

For playback of DRM protected content, the riglaisiflayback are retrieved during state &finecting’).
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5) If the play position reaches the end of the avéglabntent the A/V Control object SHALL be set tate 5
(‘finished’) in addition to generating a playback speed chafigero.

If there is an attempt tolay () with a speed greater than zero and there is nizbavailable then the request fails.

6) If the play position reaches the beginning of thailable content the A/V Control object SHALL bé s state 2
(‘paused’) in addition to generating a playback speed chafgero.

If there is an attempt tplay () with a speed less than zero and there is no coat@ilable then the request fails.
7) If seek() is performed beyond the available content theestjis rejected and the current playout is maiethin

8) The visibility of an A/V Control object SHALL NOTffect its state or its use of scarce resources AAhControl
object which is hidden which is hidden using on¢heffollowing techniques:

0 the CSSrisibility oropacity properties
using the CSS1isplay:none rule

removed from the document’'s DOM
obscured by other elements

positioned off the visible area of the screen

SHALL still be decoding video if it is in the playg state and any audio associated with the cuyrptaling media
will still be audible. State transitions causedchils to methods on the A/V Control object, or du@ermanent or
transient errors, will occur as shown above regasibf the visibility of the object. Section 4.dgkcribes the effect
on scarce resources when an A/V Control objearnsoved from the DOM tree.

O O 0o

9) When an A/V Control object is destroyed (e.g. by Vv Control object being garbage collected, archese of a
page transition within the application), presewntainf streamed audio or video shall be terminated.

7.14.1.2 Using an A/V control object to play stream  ing content
If an A/V control object is used to play streamedtent using either RTSP or HTTP the OITF thenftitlewing holds:

e If play(0) is called in state 0 ¢topped’), the A/V Control object SHALL automatically go pday state 2
('paused'). The necessary resources are secured and noahdamalling is performed.

« If pTay(0) is called in the connecting or buffering state, &1V Control object SHALL automatically go to play
state 2 (paused"')

7.14.1.3 Using an A/V control object to play downlo  aded content

If an A/V control object is used to play contersithas been downloaded and stored on the OITFeo®IhF (by using
methodsetSource() as defined in Section 7.14.8) then the followidks:

1) if the download was triggered usimggisterbownToadURL or the download was triggered using a Content
Access Download Descriptor with <TransferType> edlplayable _download” as defined in Annex E.1, then

a. iftheplay () method is called before sufficient data has bemwntbad to initiate playback, then the
play state of the A/V Control object SHALL be set& (‘error’) with a detailed error code of 5
(“content not available”).

2) if the downloaded content was triggered using at@urAccess Download Descriptor with <TransferTypaiue
“full_download” as defined in Annex E.1, then:

a. iftheplay() method is called whilst the content is still dowendling and has not yet successfully
completed, then the play state of the A/V Contigjeot SHALL be set to 6 (‘error’) with a detailed
error code of 5 (“content not available”).

7.14.1.4 Using an A/V control object to play record  ed content

If an A/V control object is used to play conteratthas been recorded or is being recorded on the (ly using method
setSource() as defined in Section 7.14.8) then the followiodds:
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» ifthepTlay() method is called before sufficient data has beeonded to initiate playback, then the play stéte o
the A/V Control object SHALL be set to e ror’) with a detailed error code of 5¢bntent not
available”).

7.14.2 Extensions to A/V Control object for playbac  k through Content-
Access Streaming Descriptor

As specified in Section 4.7.1, an OITF SHALL suppsatting up the A/V stream using the informatiooyided by a
valid Content Access Streaming Descriptor refetoeldy the tata’ attribute. To this end, the OITF SHALL fetch the
Content Access Streaming Descriptor from the URlvjgled by thedata attribute, after which the descriptor SHALL
be interpreted, resulting in an appropria@®ntentURL> to be selected (e.g. based on which DRM syster®thé
supports). The OITF SHALL then initiate a stream@D session to the selected <ContentURL>, aftéchwplayback
can be started when thday () method is invoked.

The OITF SHALL pass included DRM-information of thelected content and DRM system ID as part of the
<DRMControlInformation> elements of a Content Access Streaming Descripttiret DRM agent, if it supports a
DRM agent with a matchingRMSystemID as per Section 9.3.10.

If the Content Access Streaming Descriptor is radidvaccording to the XML Schema and semanticsefiaed in
Annex E.2, the A/V control object SHALL go to plag® 6 (i.eerror), with error value 4 as defined in Annex B.

For more information about setting up the A/V sindaased on a Content Access Streaming descrigiI$Ssction
4.7.1, Section 8 and Annex D.

7.14.3 Extensions to A/V Control object for mediaq  ueuing

The following additional method SHALL be supportuthe audio object and video object defined intie&.7.1 of
[CEA-2014-A].

boolean queue( String uri )

Description Queue the media referred to by uri for playback after the current media item has
finished playing. If a media item is already queued, uri will not be queued for
playback and this method will return false. If the item is queued successfully, this
method returns true. If no media is currently playing, the queued item will be played
immediately.

If uri is nul1, any currently queued item will be removed from the queue and this
method will return true.

If an A/V Control object is an audio object as defined by Section 5.7.1.b.1 of [CEA-
2014-A] then queued media items shall only contain audio. If an A/V Control object is a
video object as defined by Section 5.7.1.b.2 of [CEA-2014-A] then queued media items
shall always contain video and may also contain audio and other media components.
Applications SHOULD ensure the value of uri refers to a media format appropriate to
the instance of the A/V Control object.

When the current media item has finished playing, the A/V Control object shall
transition to the finished state, update the value of the data property with the URL of
the queued media item and automatically start playback of the queued media item.
The A/V Control object MAY transition to the connecting or buffering states (and
generate the necessary PlayStateChange events) before entering the playing state
when the queued media item is being presented. Implementations may pre-buffer data
from the queued URL before the current media item has finished playing in order to
reduce the delay between items.

If the queued media item can be played without transitioning to the connecting or
buffering states, then the A/V Control object SHALL generate a PlayStateChanged
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event to the playing state to indicate that the queued media item has started playing.

If playback of the current media item is stopped using the stop () method, or if the
data property is modified, the queued media item SHALL NOT be played and the
queued media item shall be discarded as if no item was queued.

Play speed is not affected by transitioning between the current and queued media
item.

To avoid race conditions when queuing multiple items for playback, applications
should wait for the currently queued item to begin playback before queuing
subsequent items, e.g. by queuing the subsequent item when the A/V Control object
transitions to the connecting, buffering or playing state for the currently queued
item.

Argument url The media item to be queued, or nu11 to remove the currently-queued
item.

7.14.4 Extensions to A/V Control object for trickmo  des
7.14.4.1 Properties

The following additional properties SHALL be supjsal on the audio object and video object define8dntion 5.7.1 of
[CEA-2014-A].

function onPlaySpeedChanged( Number speed )

The function that is called when the playback speed of the media changes.
The specified function is called with one argument, speed, which is defined as follows:
= Number speed — the playback speed of the media at the time the event was dispatched.

The behaviour of the A/V Control object when the end of media (or the end of the currently-available
media) is reached is defined in Section 7.14.1.

function onPlayPositionChanged( Integer position )

The function that is called when change occurs in the play position of the media due to the use of trick
play functions.

The specified function is called with one argument, position, which is defined as follows:

= position —the playback position of the media at the time the event was dispatched, measured in
milliseconds since the beginning of the referenced media as denoted by the server.

The behaviour of the A/V Control object when the end of media (or the end of the currently-available
media) is reached is defined in section 7.14.1.

readonly Number playSpeeds[]

Returns an ordered list of playback speeds, expressed as values relative to the normal playback speed
(1.0), at which the currently specified A/V content can be played (either through an CEA-2014 audio or

Copyright 2010 © Open IPTV Forum e.V.



Page 226 (356)

video object), or undefined if the supported playback speeds are not (yet) known.

function onplaySpeedsArrayChanged()

The function that is called when the playSpeeds array values have changed. An application that
makes use of the playSpeeds array needs to read the values of the playSpeeds property again.

readonly String oitfSourceIPAddress

The OITF source IP address for RTSP or HTTP signalling, as well as, the address where the RTSP

stream is expected to arrive. The information shall be available in “buffering”, “paused” or
“playing” states.

readonly String oitfSourcePortAddress

The OITF Port Address where the RTSP stream is expected to arrive. The information shall be

available in “buffering”, “paused” or “playing” states.

Boolean oitfNoRTSPSessionControl

When the oitfNoRTSPSessionControl is set to true then the OITF SHALL NOT signal the RTSP
messages DESCRIBE, SETUP or TEARDOWN.

String oitfRTSPSessionId

The sessionld to be used by the A/V Control Object when signalling RTSP. This property is only
applicable when property oi tfNoRTSPSessionControl is set to true.

7.14.4.2 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt properties

onPTlaySpeedChanged PlaySpeedChanged Bubbles: No
Cancelable: No

Context Info: speed

onPlayPositionChanged PlayPositioncChanged Bubbles: No

Cancelable: No

Context Info: position
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onPlaySpeedsArraycChanged PlaySpeedsArrayChanged Bubbles: No
Cancelable: No

Context Info: none

Note: the DOM 2 events are directly dispatchedhtodvent target, and will not bubble nor captungplEations
SHOULD NOT rely on receiving these events during lubbling or the capturing phase. Applications tiz2 DOM 2
event handlers SHALL call theddeventListener () method on the A/V Control object itself. The thpdrameter of
addEventListener, i.e. “useCapture”, will be ignored.

7.14.5 Extensions to A/V Control object for playbac  k of selected
components
To support the selection of specific A/V compondotsplayback (e.g. a specific subtitle languagelia language, or

camera angle), the classes defined in Sections5/216 7.16.5.5 SHALL be supported and the constambperties and
methods defined in Section 7.16.5.1 SHALL be sufgsbon the A/V Control object.

7.14.6 Extensions to A/V Control object for parenta | rating errors

For parental rating errors during playback of Adhtent through the CEA-2014 A/V Control object @adined in
Section 5.7.1 of [CEA-2014-A]) an OITF SHALL supptie following intrinsic event properties and esponding
DOM 2 events for the CEA-2014 A/V Control object

function onParentalRatingChange( String contentID, ParentalRating rating, String
DRMSystemID, Boolean bTlocked )

The function that is called whenever the parental rating of the content being played inside the A/V Control
object changes.

These events may occur at the start of a new content item, or during playback of a content item (e.qg.
during playback of linear TV content).

The specified function is called with four arguments contentID, rating, DRMSystemID, and blocked
which are defined as follows:

* String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of the
DRdMEystedm (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise, it MAY be nulT or
undefined.

= ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9.

* String DRMSystemID —the DRM System ID of the DRM system that generated the event as defined
by element DRMSystemID in Table 8 of Section 3.3.2 of [OIPF_METAZ2]. The value SHALL be nulT if
the parental control is not enforced by a particular DRM system.

= Boolean blocked - flag indicating whether consumption of the content is blocked by the parental
control system as a result of the new parental rating value.

function onParentalRatingError( String contentID, ParentalRating rating, String
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DRMSystemID )

The function that is called when a parental rating error occurs during playback of A/V content inside the
A/V Control object, and is triggered whenever a parental rating value is discovered for a parental rating
system that is not supported by the OITF.

The specified function is called with three arguments contentID, rating, and DRMSystemID which are
defined as follows:

. String contentID - the content ID to which the parental rating change applies. If the event is
generated by the DRM system, it SHALL be the unique identifier for that content in the context of the

DRM system (i.e. in the case of Marlin BB it is the Marlin contentID). Otherwise, it MAY be null or
undefined.

. ParentalRating rating - the parental rating value of the currently playing content. The
ParentalRating object is defined in Section 7.9.

. String DRMSystemID — optional argument that specifies the DRM System ID of the DRM system
that generated the event as defined by element DRMSystemID in Table 8 of Section 3.3.2 of
[OIPF_METAZ]. The value SHALL be nul1 if the parental control is not enforced by a particular DRM
system.

7.14.6.1 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onParentalRatingChange ParentalRatingChange Bubbles: No

Cancelable: No

Context Info: contentID, rating,
DRMSystemID and blocked

onParentalRatingError ParentalRatingError Bubbles: No

Cancelable: No

Context Info: contentID, rating, and
DRMSystemID.

Note: the above DOM 2 events are directly dispatdbehe event target, and will not bubble nor aesmtApplications
SHOULD NOT rely on receiving these events during blubbling or the capturing phase. The applicatibasuse

DOM 2 event handlers SHALL call treldEventListener () method onthe CEA-2014 A/V embedded object. The
third parameter oiddEventListener, i.e. “useCapture”, will be ignored.

7.14.7 Extensions to A/V Control object for DRM rig  hts errors

This section SHALL apply to OITF and/or server @@& which have indicated support for DRM protecbgmroviding
one or morecdrm> elements as specified in Section 9.3.10:
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For notifying Javascript about DRM licensing errdtging playback of DRM protected A/V content thghuthe CEA-
2014 A/V Control object (as defined by as define®ection 5.7.1 of CEA-2014-A) an OITF SHALL suppihe
following intrinsic event property and corresporgliDOM 2 event, for the CEA-2014 A/V Control object.

function onDRMRightsError( Integer errorState, String contentID, String

DRMSystemID, String rightsIssuerURL )

The function that is called:

. Whenever a rights error occurs for the A/V content (no license, license invalid), which has led to
blocking consumption of the content.

. Whenever a rights change occurs for the A/V content (license valid), which leads to unblocking the
consumption of the content.

This may occur during playback, recording or timeshifting of DRM protected AV content.The specified
function is called with four arguments errorState, contentID, DRMSystemID and rightsIssuerURL
which are defined as follows:

. Integer errorState — error code detailing the type of error:

0: no license, consumption of the content is blocked.

1: invalid license, consumption of the content is blocked.

2: valid license, consumption of the content is unblocked.

. String contentID - the unique identifier of the protected content in the scope of the DRM system
that raises the error (i.e. in the case of Marlin BB it is the Marlin contentID, in the case of CSPG-Cl+
and CSPG-DTCP this field is empty).

. String DRMSystemID — DRMSystemID as defined by element DRMSystemID in Table 8 of Section
3.3.2 of [OIPF_METAZ2]. For example, for Marlin, the DRMSystemI|D value is
“urn:dvb:casystemid:19188".

. String rightsIssuerURL — optional element indicating the value of the rightsissuerURL that can
be used to non-silently obtain the rights for the content item currently being played for which this DRM
error is generated, in cases whereby the rightsIssueruURL is known. Cases whereby the
rightsIssueruUrL is known include cases whereby the rightsIssueruURL has been extracted from
the MPEG2_TS of the protected content, retrieved from the SD&S discovery record or from the
associated BCG metadata. The corresponding rightsIssuerURL fields are defined in Section
4.1.3.4 of [OIPF_CSP2] and in section 3.3.2 of [OIPF_METAZ2] respectively. If different URLs are
retrieved from the stream and the metadata, then the conflict resolution is implementation-dependent.

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the

following manner:

Intrinsic event

Corresponding DOM 2
event

DOM 2 Event properties

OonDRMRightsError

DRMRightsError

Bubbles: No
Cancelable: No

Context Info: errorState, contentiID,
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‘ DRMSystemID, rightsIssueruURL

Note: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor cagmtépplications
SHOULD NOT rely on receiving BRMRightsError event during the bubbling or the capturing phésmlications

that use DOM 2 event handlers SHALL call HddEventListener () method onthe CEA-2014 A/V Control object.
The third parameter afddEventListener, i.e. “useCapture”, will be ignored.

7.14.8 Extensions to A/V Control object for playing media objects

To support integration between sections 7.12, AAd7.4 of this specification and the A/V Contbject defined in
[CEA-2014-A], OITFs SHOULD add the method definexldw on the A/V Control object if any of the APlefthed in
those sections are supported.

Boolean setSource( String id )

Description Change the content item to be played by the A/V control object to the content item
represented by id. Valid ids include:

. Download identifiers (i.e. corresponding to property DownTload.id)
. Recording identifiers (i.e. corresponding to property Recording.id)
. CODAsset identifiers (i.e. corresponding to property CODAsset . uid)

Support for each of these identifier types depends on the support for the individual
sections in which they are defined.

Depending on the type of content for id, the following semantics apply:

If id is a download identifier, the OITF SHALL change the content item to be played to the
downloaded item, or item being downloaded, for which the bownload.id property (as
defined in Section 7.4.4.2) corresponds to the given download identifier. The type
attribute of the A/V control object SHOULD change to the MIME type of the content item
represented by the download identifier, or the MIME type of the content item
corresponding to the first content item listed in the Content Access Download Descriptor in
case the download identifier represents a download of a Content Access Download
Descriptor that contains multiple <Contentltem> elements. The data attribute SHALL
change to the same value as the download identifier. Section 7.14.2 defines more details
about playback of downloaded content, and how it relates to the states of the A/V control
object.

If id is a recording identifier, the OITF SHALL change the content item to be played to the
recorded item, or item being recorded, for which the Recording.id property (as defined
in Section 7.10.5.1) corresponds to the given recording identifier. The type attribute of the
A/V control object SHOULD change to the MIME type of the format in which the content
was recorded. The data attribute SHALL change to the same value as the recording
identifier.

If id is a COD asset identifier, the OITF SHALL change the content item to be played to
the CODAsset, for which the CODAsset.uid property (as defined in Section 7.5.5.1)
corresponds to the given COD asset identifier. The type attribute of the A/V control object
SHOULD change to the MIME type of the COD Asset. The data attribute SHALL change
to the same value as to COD asset identifier.

If the content item represented by id can be accepted by the A/V control object for
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playback, the method returns true. The method returns false if the item cannot be
accepted for playback.

Arguments id The ID of the item to be played.

7.14.9 Extensions to A/V Control object for Ul feed  back of buffering A/V
content

The following additional properties and methods $iHAe supported on audio and video objects as défin Section
5.7.1 of [CEA-2014-A].

7.14.9.1 Properties

function onReadyToPlay()

The function that gets called when enough (as determined by the OITF) of the media after the current
play position has been buffered to start/continue playback.

The specified function shall be called with no arguments.
This event SHALL be generated whenever there is a state transition between state 4 ("buffering”)

and state 1 ("playing”). The event SHALL also be generated at the moment that enough data has
been buffered to start playback, whilst in state 2 ("paused”).

Boolean readyToPlay

Property that can be used to inspect whether or not enough (as determined by the OITF) of the media
after the current play position has been buffered to start playback.

Returns true if enough data has been buffered. Returns false if not enough data has been buffered.

7.149.2 Methods

Integer getAvailablePlayTime( Boolean fromPlayPosition )

Description Returns how much content is available for playback.

If argument fromP1layPosition has value true, this method returns an estimate of
how much data in milliseconds is available in the buffer for play back after the current
play position.

If argument fromPlayPosition has value false, this method returns an estimate of
the total buffer length in milliseconds (i.e. this includes all data available in the buffer
before and after the current play position).

Arguments fromPlayPosition Indicates whether the available play time should be
calculated from the current play position onwards, or
from the start of the buffer.
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Boolean setBufferingStrategy( String name )

Description Request to change the buffering strategy. Valid values for argument name include:

“sustained_playback”: this is the default strategy, whereby the incoming video
stream should be rendered with as little hiccups or lost frames as possible. This means
that the buffering threshold for triggering an onReadyToPTay event is chosen to be
sufficiently large to deal with variations in network throughput.

“Tow_1latency”: this is a strategy whereby the incoming video stream should be
rendered with an as low as possible latency between receiving the content and the
actual playback of the content. This means that buffering threshold for triggering an
onReadyToPlay event needs to be made sufficiently small in order to playback the
content as soon as possible after it has been received.

The default strategy if the method is not called is “sustained_pTayback”.
This method can be called during any play state, including play state 1 (‘playing’).
This method returns true if the buffering strategy has been successfully changed to

the preferred buffering strategy. The method returns false if the buffering strategy
has not been successfully changed.

If the OITF does not distinguish between the two modes, the method returns false.

7.14.9.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be gerestanh the
following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onReadyToPlay ReadyToPlay Bubbles: No

Cancelable: No

Context Info: None

Note: these DOM 2 events are directly dispatchatiecevent target, and will not bubble nor captdmplications
SHOULD NOT rely on receiving these events during blubbling or the capturing phase. Application$ tis2 DOM 2
event handlers SHALL call theddeventListener() method on the CEA-2014 A/V Control object. Thiedh
parameter of addEventListener, i.esé&capture”, will be ignored.

7.14.10 Extensions to A/V Control object for volume control

7.14.10.1 Methods

The following additional method SHALL be supportuthe audio object and video object defined intie&.7.1 of
[CEA-2014-A].
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Integer getvolume()

Description Returns the actual volume level set; for systems that do not support individual volume
control of players, this method will have no effect and will always return 100.

7.14.11 DOM 2 events for A/V Control object

To make the A/V Control object as defined in CEAE2A in line with the other scripting objects ircien 7 of this
specification, for the intrinsic events listed rettable below, a corresponding DOM level 2 evéthB_ be generated
in the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Eve nt
properties
onfocus focus (as specified in Section 1.6.5 of [DOM 2 Bubbles: No
Events])

Cancelable: No

Context Info: None

onblur blur (as specified in Section 1.6.5 of [DOM 2 Bubbles: No
Events])
Cancelable: No

Context Info: None

onPTlayStateChange PTayStateChange Bubbles: No
Cancelable: No

Context Info: None

onFullscreencChange FullscreenChange Bubbles: No

Cancelable: No

Context Info: None

Note: these DOM 2 events are directly dispatchatiecevent target, and will not bubble nor captdmplications
SHOULD NOT rely on receiving these events during blubbling or the capturing phase. Application$ tis2 DOM 2
event handlers SHALL call theddeEventListener () method onthe CEA-2014 A/V Control object. Thigdh
parameter oAddEventListener, i.e. “‘useCapture”, will be ignored.

7.14.12 Playback of memory audio

This section describes specific usage of A/V medhjgct corresponding to memory audio

7.14.12.1 Usage of CE-HTML tags

An <object> element which corresponds to a memory audio SHAhply following restrictions:

1) Thetype attribute SHALL be included to define the MIME #y/phat matches the memory audio referred to by the

value of thedata attribute. The MIME types for the memory audio SHAadhere to Section 8.2.1 of
[OIPF_MEDIAZ2].
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2) The file extensions that SHALL be used for the mgnaudio are:

0 “.aac” for HE-AAC memory audio.
o “.wav” for WAVE memory audio.

Only in the case of HE-AAC memory audio, an <objegliement MAY contain aparam> element to set thtoop
parameter. This parameter indicates the numbemesktthe HE-AAC memory audio will play whed ay () is called.
The value SHALL be positive integers or the casesisiwe string ‘infinite”, which will play the memory audio
continuously untilstop () is called or the data attribute is sehtol 1. The default value of this parameter is “1”. To
give DAE a hint to pre-fetch memory audio from gegver when the CE-HTML document is loadee,lank>
element MAY be used whereby:

7) Therel attribute SHALL be set to a valuprefetch” and the href” attribute SHALL be set to the URL of the
memory audio which is expected to be pre-fetchEae OITF MAY pre-fetch the audio file referred tp thehref
attribute, but is not required to do so.

7.14.12.2 Usage of the DOM interface

The <object> element as defined in Section 7.14.&Pthis document SHALL be made accessible thratgh
Javascript A/V Control object specified in [CEA-2BA], in the following manner:

1) The following attributes SHALL be supportedhta, playState, error andonPlayStatecChange, as defined
in Req. 5.7.1.f of [CEA-2014-A].

Following methods SHALL be supporteallay () andstop(), as defined in Req. 5.7.1.f of [CEA-2014-A]. The
<param> element as defined in Section 7.14.12thisfdocument SHALL be made accessible through the
HTMLParamglement.

7.14.12.3 DAE requirements

If the data attribute of thecobject> element for memory audio is set to a valid valué &ype attribute of the
<object> elementindicates the format being HE-AAC, DAE SHAplay the memory audio, as specified below

If the data attribute of the <object> element for memory audiset to a valid value ard/pe attribute of the <object>
element indicates the format being WAVE, DAE MAYaplthe memory audio, as specified in bullets 1) 2nbelow.

1) When thepTlay () method is called by script, it SHALL start the yBack of the memory audio designated by the
data attribute. If the audio file cannot be loaded beeaof insufficient memory in the OITF, callsgday ()
SHALL cause the A/V Control object to move to stat@the error state) with therror property setto 3
(“insufficient resources”).

2) When thestop () method is called or théata attribute is set taul11 by a script, OITF SHALL stop the playback
of the memory audio which had previously played.

If the reT attribute of the<Tink> element is set to a valuprefetch”, the OITF MAY pre-fetch the memory audio
referred by thénref attribute of the<11 nk> element, when the HTML document is loaded to thEFO

An HE-AAC memory audio need not to be played siam#tously with other HE-AAC memory audio or strearAéd
contents defined in Section 5.7.1 of [CEA-2014-A].

7.14.12.4 Example usage (Informative)

The following HTML document shows an example otem to start the playback of memory audio:

<head>

<§cript type="text/javascript”’>
function startBGM() {
document.getElementById(“aidl”).play(l);

</script>

</head>

<body>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop” value="infinite”/>

</object>

<aiv id="btnl” onclick=" startBGM()”><img src="startl.gif” /></div>
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<)body>

The following HTML document shows an example otdp to stop the playback of memory audio:

<head>

<séript type="text/javascript”’>
function stopBGM() {
document.getElementById(“aidl”).stop(Q;

</script>

</head>

<body>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop” value="infinite”/>

</object>

<aiv id="btn2” onclick=" stopBGM()”><img src="stopl.gif” /></div>
</Body>

7.15 Miscellaneous APIs
7.15.1 The application/oipfMDTF embedded object

If an OITF has indicated support for the multicdslivery terminating function (MDTF) (i.esmdtf>true</mdtf>)

as defined in Section 9.3.15 in its capability diggion, the OITF SHALL support MDTF through theeusf the
following non-visual object:

<object type="application/oipfMDTF”/>

The MDTF API provides the necessary javascript m@sho indicate to the MDTF what FLUTE multicasanhel it

should join, and what tags it should listen fortbose channels.

7.15.1.1 Properties

function onFLUTEListenerResult( String multicastAddress, Integer resultMsg )

This function is called with return result from the methods addFLUTEListener and
removeFLUTEL1istener.

The specified script function is called with 2 arguments —multicastAddress and resultMsg.
. String multicastAddress — The multicast address associated with the callback.

. Integer resultMsg - result message. Valid values include:

Result Description Semantics
message
0 Successful The action performed by the underlying functionality was
successful.
1 Unknown error The action performed by the underlying functionality

failed because an unspecified error occurred.

2 Invalid multicast The multicast address is not valid, e.g. bad syntax or out
address of range.
3 Multicast address The multicast address does not exist in the listener table.
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does not exist

4 No resources There was not enough resources in the OITF to join the
multicast address (only valid for addFLUTEListener).

7.15.1.2 Methods

void addFLUTEListener( String multicastAddress )

Description This method adds a FLUTE channel listener in the OITF.

The result from this method is sent to the callback method onFLUTEL1istenerResult.

Arguments multicastAddress The multicast address that the OITF should join in order to
listen.

void addFLUTEListenerTags( String multicastAddress, String tags, String
downloadcallback)

Description This method adds tags that the FLUTE listener should listen for.

The result from this method is sent to the callback method onFLUTEL1istenerResult.

Arguments multicastAddress The multicast address that the OITF should join in order to
listen.
tags A comma separated list of tags that the OITF should listen for

on the FLUTE channel.

downloadCallback Optional. This callback function is called when an object has
been downloaded. The arguments to this function are the
Content Location URI of the downloaded object and the
Content-Type.

StringCollection getFLUTEListeners()

Description Returns a collection of multicast addresses for the FLUTE channels that the OITF
listens to.

String getTags( String multicastAddress )

Description Returns a comma-separated list of the tags associated with a particular multicast
address.

void removeFLUTEListener( String multicastAddress )

Description Removes the associated listener.

The result from this method is sent to the callback method onFLUTEL1istenerResult.
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Arguments multicastAddress The multicast address that the OITF should leave.

7.15.1.3 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onFLUTEListenerResult FLUTEListenerResult Bubbles: No

Cancelable: No

Context Info: multicastAddress,
resultMsg

NOTE: the above DOM 2 event is directly dispatcteethe event target, and will not bubble nor captépplications
SHOULD NOT rely on receiving ReceiveRemoteMessage event during the bubbling or the capturing phase.
Applications that use DOM 2 event handlers SHALL t& addEventListener () method on the
application/oipfRemoteControlFunction object. Thied parameter oiddEventListener, i.e. “useCapture”, will
be ignored.

7.15.2 The application/oipfStatusView embedded obje  ct

7.15.2.1 Overview of download status

The following embedded objects allow a visualizatid the native download manager to be includegaasof the Ul
coming from a (third party) server, without the dder any security model, and without compromissegurity and
privacy.

An OITF SHALL support thapplication/oipfStatusview embedded object. This is a visual object thattan
included in a HTML document, and is subject tofthilowing CSS-propertiestidth, height, position, float,

top, Teft, right, bottom, vertical-align, padding, andpadding-* propertiesmargin, andmargin-*
propertiesporder, andborder-* propertiesyisibility, anddisplay. This embedded object SHALL provide an
overall consistent graphical view of the statuthefcurrent downloads, the content that has beemldaded, and/or the
content that has been recorded, as denoted byaties:s

e “list_of_recent_downloads”: shows the progress of the most recently stasitaginloads, with the amount of
items shown as specified kyparam> element with the namentitems”.

* “Tlist_of_downloaded_content”: shows the list of items that have been succélgsflownloaded, with the
amount of items shown as specified4param> element with the namentitems”.

The object SHALL support aparam> element with the names‘tate”, which indicates the state that SHALL be
visualized inside the object. An OITF that has ¢atied support for downloading content in its calitgtdescription (i.e.
<download>true</download>) SHALL at least support the monitor statds $t_of_recent_downToads” and
“list_of_downloaded_content”. An OITF MAY support the visualization of additial states. An OITF SHALL
silently ignore a request to visualize a state ithddes not support; if this results in no staf@imation being visualized
at all (because the eaeparam> element with name state referred to a non-supgpatsee), the
application/oipfstatusview object SHALL NOT be visualized and the object widlve CSSvidth and
height values of 0.
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The object SHALL support aparam> element with the nament1items”, which indicates the number of items that
should be shown for the given state.

The object SHALL also support the inclusion of stigints throughparam> elements. At least thdbackground-
color” and “font-size” style hints SHALL be supported using the syntafimked by CSS 2.1. An OITF MAY
support additional style hints in addition ftedckground-color” and “font-size”. Additional style hints SHALL
also follow the CSS 2.1 syntax. An OITF SHALL silly ignore any style hints that it does not suppor

Next to these parameters, the object SHALL suppethodsgetMinimumItemwidth() and
getMinimumItemHeight() as defined in Section 7.15.2.1.1.

Example usage:

<object id="d1” type="application/oipfStatusview” width="200" height="100">
<param name="state” value="1ist_of_recent_downloads”/>
<param name="nritems” value="2"/>
<param name="background-color” value="black”/>
<param name=“font-size” value=“16px”/>
</object>

NOTE: this object is intended to allow serviceditik in to the privileged functionality of accesgiprivacy sensitive
download information, without the need for certifies and privileged access requests. In certaimgeahnetwork
deployments this may not be sufficient. Tdgp1ication/oipfDownloadManager API described in Section 7.4.3
provides more extensive APIs which provide Javascontrol for a service platform provider over Isuighly
privileged functionality.

7.15.2.1.1 Methods

Integer getMinimumItemwidth( String state )

Description Returns the minimum width needed for rendering the name, status and other data of
the downloaded items for the given state (e.g. “list_of recent_downloads”).

Arguments state The state for which the visualization is requested. This is one of the strings
that are defined for <param> element with the name “state” (e.g.
“list_of_recent_downloads”).

Integer getMinimumItemHeight( String state )

Description Returns the minimum height needed for rendering the name, status and other data of
the downloaded items for the given state (e.g. “list_of recent_downloads”).

Arguments State The state for which the visualization is requested. This is one of the strings
that are defined for <param> element with the name “state” (e.qg.
“list_of _recent_downloads”).

7.15.2.2 Overview of recordings

An OITF that has indicated support for controltsfriecording functionality by a server (i.e.,
<record>true</record>) SHALL support theapplication/oipfStatusview embedded object defined in
Section 7.15.2.1, for which it SHALL at least supgbe following additional monitor state:

e ‘list_of _recorded_content”: shows the list of itethat have been recorded or that are currentlygbeiocorded, with
the amount of items shown as specified by <paraement with the name “nritems”.

NOTE: this object is intended to allow servicedin in to highly privileged functionality, withouthe need for
certificates and privileged access requests. liaicemanaged network deployments this may not Hesnt.
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Therefore, section 7.10.4 defines more extensivis AlRich provide Javascript control for a servitatform provider
over such highly privileged functionality.

7.15.3 The application/oipfCapabilities embedded ob  ject

The OITF SHALL support following non-visual embeddgbject with the mime type
application/oipfcapabilities.

7.15.3.1 Properties

readonly Document xmlCapabilities

Returns the OITF’s capability description as an XML Document object using the syntax as defined in
Annex F without using any namespace definitions.

readonly Number extraSDVideoDecodes

This property holds the number of possible additional decodes for SD video. Depending on the current
usage of system resources this value may vary. The value of this property is likely to change if an HD
video is started.

Adding an A/V Control object or video/broadcast object may still fail, even if extraSDVideoDecodes is
larger than 0. For A/V Control objects, in case of failure the play state for the A/V Control object shall
be set to 6 (error) with a detailed error code of 3 (‘insufficient resources’). For video/broadcast objects,
in case of failure the play state of the A/V Control object shall be setto 0 (unrealized) with a detailed
error code of 11 (‘insufficient resources’).

readonly Number extraHDVideoDecodes

This property holds the number of possible additional decodes for HD video. Depending on the current
usage of system resources this value may vary. The value of this property is likely to change if an SD
video is started.

Adding an A/V Control object or video/broadcast object may still fail, even if extraHDVideoDecodes is
larger than 0. For A/V Control objects, in case of failure the play state for the A/V Control object shall
be set to 6 (error) with a detailed error code of 3 (‘insufficient resources’). For video/broadcast objects,
in case of failure the play state of the A/V Control object shall be set to 0 (unrealized) with a detailed
error code of 11 ( ‘insufficient resources’).

7.15.3.2 Methods

Boolean hasCapability( String profileName )

Description Check if the OITF supports the passed capability.

Returns true if the OITF supports the passed capability, false otherwise.

Arguments profileName An OIPF base Ul profile string or a Ul Profile name fragment string as
defined in Section 9.2.
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Examples of valid values are “OITF_HD_UIPROF” or “+PVR".

7.15.4 The Navigator class

TheNavigator object represents the identity of the OITF. Thigitended to be equivalent to thavigator
interface as defined in section 6.8 of [HTMLS5].

7.15.4.1

Properties

readonly String appName

Returns the name of the browser. If supported, this corresponds to the <appName> element in the
user-agent header as defined in Section 8.1.1. Otherwise, it SHALL be the empty string.

readonly String appversion

Returns the version of the browser. If supported, this corresponds to the <appVersion> element in the
user-agent header as defined in Section 8.1.1. Otherwise, it SHALL be the empty string.

7.15.5 Debug print API

The following method is available on the glob&i Gdow) object.

void debug( DOMString arg )

Description

Let the application developer print debug information on the debug output (for
example, a console, a serial link or a file). The means to access this debug output is
outside the scope of this specification and implementation-dependent.

A line feed character SHALL NOT be inserted automatically at the end of the string by
the implementation.

Example:

debug("[APP] value = " + value + "\n");

Arguments

arg

String to print on the debug output.

7.16 Shared Utility classes and features

7.16.1 The StringCollection class

typedef Collection<String> StringCollection

ThestringCollection class represents a collectionsdfring objects. See annex K for the definition of the
collection template.
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7.16.2 The Programme class
TheProgramme class represents an entry in a programme schedule.

Note: as described in theecord( Programme programme ) method of the
application/oipfRecordingScheduler object, only theorogrammeID property of the programme object is
used to determine the programme or series thabwitecorded. The other properties are solely fereghnotation of
the (scheduled) recording with programme metaddta.use of these metadata properties is optionsiich programme
metadata is provided, it is retained in #eheduledRecording object that is returned if the recording of the
programme was scheduled successfully.

7.16.2.1 Constants

The following constants are defined as propertietheProgramme class.

Name Value Use

ID_TVA_CRID | O Used in the programmeIDType property to indicate that the programme is
identified by its TV-Anytime CRID (Content Reference Identifier).

ID_DVB_EVENT | 1 Used in the programmeIDType property to indicate that the programme is
identified by a DVB URL referencing a DVB-SI event as enabled by section
4.1.3 of [OIPF_METAZ2]. OPTIONAL.

7.16.2.2 Properties

String name

The short name of the programme, e.g. 'Star Trek: DS9'.

String longName

The long name of the programme, e.g. 'Star Trek: Deep Space Nine'. If the long name is not available,
this property will be undefined.

String description

The description of the programme, e.g. an episode synopsis. If no description is available, this property
will be undefined.

String longDescription

The long description of the programme. If no description is available, this property will be undefined.

Integer startTime

The start time of the programme, measured in seconds since midnight (GMT) on 1/1/1970.
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Integer duration

The duration of the programme (in seconds).

Sstring channeliD

The identifier of the channel from which the broadcasted content is to be recorded. Specifies either a
ccid or ipBroadcastID (as defined by the Channel object in Section 7.13.12)

Integer episode

The episode number for the programme if it is part of a series. This property is undefined when the
programme is not part of a series or the information is not available.

Integer totalEpisodes

If the programme is part of a series, the total number of episodes in the series. This property is
undefined when the programme is not part of a series or the information is not available.

String programmeID

The unique identifier of the programme or series, e.g., a TV-Anytime CRID (Content Reference
Identifier).

Integer programmeIDType

The type of identification used to reference the programme, as indicated by one of the ID_* constants
defined above.

readonly ParentalRatingCollection parentalRating

A collection of parental rating values for the programme for zero or more parental rating schemes
supported by the OITF. For instances of the Programme class created by the createProgramme ()
method defined in section 7.10.1.1, the initial value of this property (upon creation of the Programme
object) is an instance of the ParentalRatingCollection object (as defined in Section 7.9.5) with
length 0. Parental rating values can be added to this empty readonly parental rating collection by using
the addParentalRating() method of the ParentalRatingCollection object. The
ParentalRatingCollection is defined in Section 7.9.5. The related ParentalRating and
ParentalRatingScheme objects are defined in Section 7.9.4 and 7.9.2 respectively.

For instances of the Programme class returned through the metadata APIs defined in section 7.12 or
through the programmes property of the video/broadcast object defined in section 7.13.3, the initial
value of this property SHALL include the parental rating value(s) carried in the metadata or DVB-SI
entry describing the programme, if this information is included.

Note that if the service provider specifies a certain parental rating (e.g. PG-13) through this property
and the actual parental rating extracted from the stream says that the content is rated PG-16, then the
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conflict resolution is implementation dependent.

7.16.2.3 Metadata extensions to Programme

The OITF SHALL extend therogramme class defined in section 7.16.2 with the propsriied methods described
below.

This subsection SHALL apply for OITFs that haveitaded<c1ientMetadata> with value ‘true” and atype
attribute with valuesticg”, “eit-pf” or “dvb-si” as defined in Section 9.3.7 in their capabilitpfie.

7.16.2.3.1 Properties

readonly Channel channel

Reference to the broadcast channel where the programme is available.

The value of this field is derived from the serviceIDref attribute of the Schedule element that refers
to this programme.

readonly Boolean blocked

Flag indicating whether the programme is blocked due to parental control settings or conditional access
restrictions.

The blocked and Tocked properties work together to provide a tri-state flag describing the status of a
programme. This can best be described by the following table:

Description blocked locked

No parental control applies. false false

Item is above the parental rating threshold (or manually blocked); no PIN has true true
been entered to view it and so the item cannot currently be viewed.

Item is above the parental rating threshold (or manually blocked); the PIN has true false
been entered and so the item can be viewed.

readonly Integer showType

Flag indicating the type of show (live, first run, rerun, etc,).

The value of this property is determined by the child elements of the programme’s BroadcastEvent or
ScheduleEvent element from the Program Location Table. Values are determined as follows:

Value Description

1 The programme is live; indicated by the presence of a Live element
with a value attribute set to true.

2 The programme is a first-run show; indicated by the presence of a
FirstShowing element with a value attribute set to true.
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3 The programme is a rerun; indicated by the presence of a Repeat
element with a value attribute set to true.

If none of the above conditions are met, the default value of this field SHALL be 2.

readonly Boolean subtitles

Flag indicating whether subtitles or closed-caption information is available.

This flag SHALL be true if one or more BCG CaptionLanguage elements are present in this
programme’s description, false otherwise.

readonly Boolean isHD

Flag indicating whether the programme has high-definition video.

This flag SHALL be true if a VerticalSize element is present in the programme’s description and
has a value greater than 576, false otherwise.

readonly Integer audioType

Bitfield indicating the type of audio that is available for the programme.

The value of this field is determined by the NumOfChanneTls elements in a programme’s A/V attributes.
Values are determined as follows:

Value Description

1 A mono audio stream is available (at least one AvAttributes.AudioAttributes element
is present which has a child Numofchannels element whose value is 1).

2 A stereo audio stream is available (at least one AvAttributes.AudioAttributes element
is present which has a child Numofchannels element whose value is 2).

4 A multi-channel audio stream is available (at least one AvAttributes.AudioAttributes
element is present which has a child NumofcChannels element whose value is greater than
2).

For programmes with multiple audio streams, these values may be ORed together.

readonly Boolean isMultilingual

Flag indicating whether more than one audio language is available for the programme.

This flag SHALL be true if more than one BCG Language element is present in the programme’s
description, false otherwise.

readonly StringCollection genre
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A collection of genres that describe this programme.

The value of this field is the concatenation of the values of any Name elements that are children of
Genre elements in the programme’s description.

readonly Boolean hasRecording

Flag indicating whether the Programme has a recording associated with it (either scheduled, in
progress, or completed).

readonly StringCollection audioLanguages

Supported audio languages, indicated by is0639 language codes.

readonly StringCollection subtitleLanguages

Supported subtitle languages, indicated by iso639 language codes.

readonly Boolean locked

Flag indicating whether the current state of the parental control system prevents the programme from
being viewed (e.g. a correct parental control PIN has not been entered to allow the programme to be
viewed).

7.16.2.3.2 Methods

String getField( String fieldid )

Description Get the value of the field referred to by field1d that is contained in the metadata for
this programme. If the field does not exist, this method SHALL return undefined.
Arguments fieldld The name of the field whose value SHALL be retrieved.
7.16.2.4 DVB-SI extensions to Programme

The following method SHALL be added to theogramme object, if the OITF has indicated support for asieg
DVB-SI information, by giving the valuettue” to element<c1ientMetadata> and the valuedvb-si” or “eit-
pf” to the type attribute of that element as defined in Secti@®in their capability profile.

StringCollection getSIDescriptors( Integer descriptorTag, Integer

descriptorTagExtension )

Description Get the contents of the descriptor specified by descriptorTag from the DVB SI EIT
programme's descriptor loop. If more than one descriptor with the specified tag is
available for the given programme, the contents of all matching descriptors SHALL be
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returned in the order the descriptors are found in the stream.

The descriptor content bytes SHALL be encoded in a string whose characters shall be
restricted to the ISO Latin-1 character set. Each character in the string represents a
byte of a DVB-SI descriptor, such that a byte at position "i" in the descriptor is equal
the Latin-1 character code of the character at position "i" in the string.

Described in the syntax of ECMAScript: let desc[] be the byte array of a descriptor, in
which descl0] is the descriptor_tag, then, the returned string (retval in the example
below) is its equivalent string, if :

desc.length==retval.length and
for each integer i : O<=i<desc.length holds
desc[i] == retval.charcCodeAt(i).

If the descriptor specified by descriptorTag and (optionally)
descriptorTagExtension does not exist, or if the metadata for this programme was
retrieved from a source other than DVB-SI, this method SHALL return nul1.

If metadata for this programme has not yet been retrieved, this method SHALL return
undefined. If the OITF supports the application/oipfSearchmanager object as
defined in Section 7.12.1, the OITF SHALL notify applications of the availability of
additional metadata via MetadataSearchEvents targeted at the
application/oipfsearchManager object used to retrieve the programme

metadata.
Arguments descriptorTag The descriptor tag as specified by [EN 300 468].
descriptorTagExtension An optional argument giving the descriptor tag
extension as specified by [EN 300 468].
7.16.2.5 Recording extensions to Programme

The OITF SHALL support the following extensionstih@ Programme class.

Clients supporting the recording management APfisee in this section SHALL indicate this by additige attribute
manageRecordings to the<recording> element with a value unequal todne” in the client capability description
as defined in section 9.3.3.

The functionality as described in this sectionubject to the security model of Section 10.

readonly ScheduledRecording scheduledRecording

If available, this property represents the scheduled recording associated with this programme. Has
value undefined if this programme has no scheduled recording associated with it.

readonly RecordingCollection recordings

The list of in-progress or completed recordings associated with this programme, sorted by start time in
increasing order.
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7.16.3 The ProgrammecCollection class

typedef Collection<Programme> ProgrammeCollection

TheProgrammeCollection class represents a collectionrafogramme objects. See annex K for the definition of
the collection template.

7.16.4 The Disclnfo class

TheD1iscInfo class provides details of the storage usage guatity in the OITF.

7.16.4.1 Properties

readonly Integer free

The space (in megabytes) available on the storage device for recordings.

readonly Integer total

The total capacity (in megabytes) of the storage device. Depending upon the system, free MAY be less
than total even with no recordings as some of the disc space MAY be used for management purposes.

readonly Integer reserved

The space (in megabytes) reserved for scheduled or ongoing recordings and downloads.

7.16.5 Extensions for playback of selected mediaco  mponents
This section defines APIs for the selection of ieé/V components for playback.

NOTE: The term component may correspond to MPEGnponents, but is not restricted to that.

7.16.5.1 Media playback extensions
7.16.5.1.1 Constants

The following constants are defined as propertieamy objects implementing this section:

Name Value Use

COMPONENT_TYPE_VIDEO 0 Represents a video component. This constant is used for all
video components regardless of encoding.

COMPONENT_TYPE_AUDIO 1 Represents an audio component. This constant is used for all
audio components regardless of encoding.

COMPONENT_TYPE_SUBTITLE | 2 Represents a subtitle component. This constant is used for all
subtitle components regardless of subtitle format. NOTE: A
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Name Value Use

subtitle component may also be related to closed captioning as
part of a video stream.

7.16.5.1.2 Properties

function onSelectedComponentChanged( Integer componentType )

This function is called when there is a change in the set of components being presented. This may
occur if one of the currently selected components is no longer available and an alternative is chosen
based on user preferences, or when presentation has changed due to a different component or set of
components being selected.

OITFs MAY optimise event dispatch by dispatching a single event in response to several calls to
selectComponent() or unselectComponent() made in rapid succession.

The specified function is called with one argument:
. Integer componentType - The type of component whose presentation has changed, as

represented by one of the constant values listed in section 0. If more than one component type
has changed, this argument will take the value undefined.

7.16.5.1.3 Methods

AvComponentCollection getComponents( Integer componentType )

Description Returns a collection of AvComponent values representing the components of the
specified type in the current stream. If componentType is set to null or undefined then
all the currently active components are returned.

One or more of the components returned MAY be passed back to one of the other
methods unchanged (e.g. selectComponent()).

If property preferredaudioLanguage in the configuration object (refer to section
7.3.2.1) is set then a component is by default selected and is considered as an active
component.

If property preferredsubtitleLanguage in the configuration object (refer to section
7.3.2.1) is set and property subtitleEnabled in Avoutput class (refer to section
7.3.5.1) is enabled then a component is by default selected and is considered as an
active component.

Argument componentType The type of component to be returned , as represented by
one of the constant values listed in section O.

AvComponentCollection getCurrentActiveComponents( Integer componentType )

Description Returns a collection of AvComponent values representing the currently active
components of the specified type that are being rendered.

One or more of the components returned MAY be passed back to one of the other
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methods unchanged (e.g. selectComponent()).

Argument

componentType The type of currently active component to be returned.
represented by one of the constant values listed in section 0.

void selectComponent( AvComponent component )

Description

Select the component that will be subsequently rendered when A/V playback starts or
select the component for rendering if A/V playback has already started.

If playback has started, this SHALL replace any other components of the same type
that are currently playing.

If property preferredAudioLanguage in the configuration object (refer to section
7.3.2.1) is set then a component is by default selected and it is not necessary to
perform selectComponent().

If property preferredsubtitleLanguage in the configuration object (refer to section
7.3.2.1) is set and property subtitleenabled in Avoutput class (refer to section
7.3.5.1) is enabled then a component is by default selected and it is not necessary to
perform selectComponent().

Argument

component A component object available in the stream currently being
played.

void unselectComponent( AvComponent component )

Description

Stop rendering of the specified component of the stream.

If property preferredAudioLanguage in the configuration object (see section 7.3.2.1)
is set then unselecting a specific component returns to the default preferred audio
language.

If property preferredsubtitleLanguage in the configuration object (see section
7.3.2.1) is set and property subtitleEnabled in Avoutput class (see section 7.3.5.1) is
enabled then unselecting a specific component returns to the default preferred subtitle
language. In order to stop rendering subtitles completely it is necessary to disable
subtitles with property subtitleenabled in Avoutput class.

Argument

component The component to be stopped.

void selectComponent( Integer componentType )

Description If A/V playback has already started, start rendering the default component of the
specified type in the current stream. This SHALL replace any other components of the
same type that are currently playing.

If A/V playback has not started, the default component of the specified type will be
subsequently rendered after calling the setChannel method on the
video/broadcast object.

Argument componentType The type of component for which the default component

should be rendered.
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void unselectComponent( Integer componentType )

Description If A/V playback has already started, stop rendering of the specified type of component.
If A/V playback has not started, no components of the specified type will be
subsequently rendered after calling the setChannel method on the
video/broadcast object.

Argument component The type of component to be stopped.

7.16.5.1.4 Events

For the intrinsic eventshselectedComponentcChange”, corresponding DOM level 2 events SHALL be getedain
the following manner:

Intrinsic event Corresponding DOM 2 event DOM 2 Event properties

onSelectedComponentChange SelectedComponentChange Bubbles: No
Cancelable: No

Context Info: componentType

7.16.5.2 The AVComponent class

AvComponent represents a component within a complete medarsir a single stream of video, audio or datadaat
be played or manipulated. This is not necessarpdsic playback, record or EPG services. Howeverpvides a
mechanism to get at extended streams for enhaeceides.

For forward compatibility the DAE application SHALdheck the value of theype property to ensure that it is
accessing anvComponent object of the correct type.

7.16.5.2.1 Properties

readonly Integer componentTag

The component tag identifies a component. The component tag identifier corresponds to the
component_tag in the component descriptor in the ES loop of the stream in the PMT [EN 300 468], or
undefined if the component is not carried in an MPEG-2 TS .

readonly Integer pid

The MPEG Program ID (PID) of the component in the MPEG2-TS in which it is carried, or undefined
if the component is not carried in an MPEG-2 TS.

readonly Integer type

Type of the component stream. Valid values for this field are given by the constants listed in section
7.16.5.1.1.
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readonly String encoding

The encoding of the stream. The value of video format or audio format defined in section 3 of
[OIPF_MEDIA2] SHALL be used.

readonly Boolean encrypted

Flag indicating whether the component is encrypted or not.

7.16.5.3 The AVVideoComponent class

TheAvvideoComponent class implements thevComponent interface.

7.16.5.3.1 Properties

readonly Number aspectRatio

Indicates the aspect ratio of the video or undefined if the aspect ratio is not known. Values SHALL be
equal to width divided by height, rounded to a float value with two decimals, e.g. 1.78 to indicate 16:9
and 1.33 to indicate 4:3.

7.16.5.4 The AVAudioComponent class

TheAvAudioComponent class implements thevComponent interface.

7.16.5.4.1 Properties

readonly String language

An ISO 639 language code representing the language of the stream.

readonly Boolean audioDescription

Has value true if the stream contains an audio description intended for people with a visual impairment,
false otherwise.

readonly Integer audioChannels

Indicates the number of channels present in this stream (e.g. 2 for stereo, 5 for 5.1, 7 for 7.1).

7.16.5.5 The AVSubtitleComponent class

TheAvsubtitTeComponent class implements the&vComponent interface

7.16.5.5.1 Properties

readonly String language

An ISO 639 language code representing the language of the stream.
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readonly Boolean hearingImpaired

Has value true if the stream is intended for the hearing-impaired (e.g. contains a written description of
the sound effects), false otherwise.

7.16.5.6 The AVComponentCollection class

typedef Collection<AvComponent> AVComponentCollection

An AvComponentCollection represents a collection a¥/ComponentCollection objects. See annex K for the
definition of the collection template.

7.17 DLNA RUI Remote Control Function APIs
This section defines the APIs related to the DLNWBIRCF.

The DLNA RUI RCF APIs provide the necessary javgg@roperties and methods for a DAE application to
communicate with Remote Control Devices and proaidgontrol Ul (i.e. one or more CE-HTML documeritattenable
the DAE application to be controlled from the ReenGbntrol Device) on such devices. Using these ARésnote
Control Devices can:

e obtain a Control Ul from the OITF or the IPTV Apgditions server via the OITF,
* send information such as control messages to tfi€& @hd
» receive information from the OITF.

This section SHALL apply for OITFs that have indedi<remoteControlFunction> with value “true” as defined
in Section 9.3.17 in its capability description.

7.17.1 The application/oipfRemoteControlFunction em  bedded object

OITFs that have indicated <remoteControlFunctiorith walue “true” SHALL support the DLNA RUI RCF APIs
through the use of the following non-visual embetidbject:

<object type="application/oipfRemoteControlFunction”/>

7.17.1.1 Constants

The following constants are defined as propertfeh@appl1ication/oipfRemoteControlFunction embedded
object:

Constant name Numeric Use
Value
REQUEST_CUT 0 A Remote Control Device (a Control Ul or an XML Ul Listing)

requests a control Ul by using the pre-defined URI
“/rcf/request_cui”.

REQUEST_MSG 1 A Control Ul in the Remote Control Device sends a message
by using the pre-defined URI “/rcf/request_msg".
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CREATE_APP 2 A Control Ul in the Remote Control Device sends a message
by using a URI defined by an OITF. This message has
triggered the application receiving this event to be launched
by the OITF.

7.17.1.2 Properties

readonly Integer currentRemoteDeviceHandle

The handle of the Remote Control Device which is associated with the DAE application in the mapping
information table (see Section 8.4.6) and is waiting for the response from the DAE application. The
value of this handle is assigned by the OITF, and is unique within the OITF for the duration of a session
(the duration of the connection between the OITF and that Remote Control Device). Applications
SHALL NOT rely on the value of this handle being preserved across sessions.

This property is retrieved from the mapping information table (see Section 8.4.6) in the OITF which
contains the pairing information between the Remote Control Device and the DAE application. Only
one Remote Control Device is allowed to connect to a given DAE application at a time.

If there is no mapping information between a Remote Control Device and the DAE application, this
property returns undefined.

readonly String currentRemoteDeviceUA

The Remote Control Device User-Agent string that has been provided in the Remote Control Device’s
HTTP request.

The application/oipfRemoteControlFunction object stores the value of the User-Agent header
included in the most recent HTTP request of the Remote Control Device currently being connected to
this DAE application.

Note: The User-Agent string of the Remote Control Device is expected to conform to the format of the
User-Agent string defined in [Req. 5.3.a] of [CEA-2014-A].

If there is no mapping information between a Remote Control Device and the DAE application, this
property returns undefined.

function onReceiveRemoteMessage ( Integer type, Integer remoteDeviceHandle,
Integer regHandle, String requestLine, String headers, String body )

The function that is called when the Remote Control Device sends an HTTP request with one of the
pre-defined URIs (*/rcf/request_cui” or“/rcf/request_msg”), or sends an HTTP request to the
OITF to launch a DAE application. The DAE application can distinguish between these two cases by
the type parameter as follows:

. When the Remote Control Device requests a control Ul by using the pre-defined URI
“/rcf/request_cui”, the function is called with the type parameter REQUEST_CUI.

. When the Remote Control Device sends a message by using the pre-defined URI
“/rcf/request_msg’, the function is called with the type parameter REQUEST_MSG.

When the DAE application is launched by the OITF in response to a request from the control Ul in the
Remote Control Device, the function is called with the type parameter CREATE_APP. The function will
be called after the DAE application has loaded (i.e. after the onLoad event has been dispatched to the
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DAE application). The DAE application being launched is expected to contain an instance of the
application/oipfRemoteControlFunction object.The OITF SHALL dispatch the event to the
application/oipfRemoteControlFunction objectin the DAE application matched with the
Remote Control Device handle which are paired in the mapping information table (see Section 8.4.6).
When the ReceiveRemoteMessage event is dispatched to the target application, the DAE application
receives the Remote Control Device’s User-Agent header value containing the Remote Control
Device’s capability (in the headers parameter) which the OITF was given with the HTTP request from
the Remote Control Device. The DAE application SHALL include the User-Agent value from the
Remote Control Device in the XMLHTTPRequest object it uses to retrieve the appropriate Control Ul
from the IPTV Applications server (see Section 8.1.2).

When this event is invoked, the DAE application SHALL respond by calling the
sendRemoteMessage () method. This method need not be called from the event handling function,
and may be called after a request to the IPTV Applications Server for an appropriate Control Ul has
completed.

Only one Remote Control Device is allowed to connect to a DAE application (see Section 8.4.6) at any
time. If an HTTP request from another Remote Control Device directed at the DAE application is
received by the OITF while a Remote Control Device is connected, the OITF SHALL NOT make and
dispatch ReceiveRemoteMessage events to the target DAE application but SHALL send an HTTP
response (HTTP 500 - Internal Server Error) to the Remote Control Device.

Every HTTP request from a Remote Control Device to the DAE application with which it is paired
SHALL generate an onReceiveRemoteMessage event, even if there are previous HTTP requests
which the DAE application has not yet responded to. Each HTTP request SHALL be given a unique
reqHandle by the OITF to allow the DAE application to distinguish between outstanding requests.

The specified function is called with six arguments: type, remoteDeviceHandle, reqHandle,
requestLine, headers and body which are defined as follows:

. Integer type —the type of the HTTP request from the Remote Control Device. This SHALL
take one of the following values:

0] REQUEST_CUI
0] REQUEST_MSG

0] CREATE_APP

. Integer remoteDeviceHandle — the handle of the Remote Control Device which is sending
the HTTP request to the DAE application. This handle has a unique value which is assigned by
the OITF.

. Integer regHandle — the handle of the request from the Remote Control Device. The value of
this handle is assigned by the OITF, and is unique within the OITF for the duration of a session
(the duration of the connection between the OITF and that Remote Control Device). Applications
SHALL NOT rely on the value of this handle being preserved across sessions.

. String requestLine —the HTTP requestLine string that comes from the Remote Control
Device.

. String headers —the HTTP request header string that comes from the Remote Control Device.
. String body —the HTTP request body that comes from the Remote Control Device.

The values of the requestLine, headers and body parameters are derived from the received HTTP
request as follows:

Where: HTTP Request = Request-Line CRLF Header-Lines CRLF Message
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Header-Lines = *((general-header | request-header | entity-header) CRLF)

Message = [ message-body ]

Then: requestLine = “Request-Line”.
headers = "Header-Lines”.

body

“Message “.

function onResultMuticastNotif ( Integer remoteDeviceHandle, Integer regHandle,
Boolean dynamic )

The function that is called when the Remote Control Device sends an HTTP request with an URL
which is a value of a <ruiEventURL> element in the Multicast Notification Message.

When this event is invoked with true value in the dynamic parameter, the DAE application SHALL
respond by calling the sendRemoteMessage method. This method need not be called from the event
handling function, and may be called after a request to the IPTV Applications Server for an appropriate
notification CE-HTML document has completed.

7.17.1.3 Methods

Boolean useServersidexXMLUIListing( String xmlUIListing, Boolean
advertiseImmediately )

Description Generate an XML Ul Listing by merging the XML Ul Listing currently being exposed by
the DLNA RUIS in the OITF with the XML Ul Listing provided by the xmTUIListing
parameter of this method.

If the OITF successfully generates the new XML Ul Listing, this method SHALL return
true. Otherwise, it SHALL return false.

Arguments xmlUIListing The Server Side XML Ul Listing.

advertiselmmediately After generating the new XML Ul Listing, if this
parameter is true, the DLNA RUIS in the OITF SHALL
send a UPnP Discovery (SSDP:byebye) message
followed by a UPnP Discovery (SSDP:alive) message.
This notifies the DLNA RUIC in any Remote Control
Device that it should retrieve the new XML Ul Listing.

Boolean sendRemoteMessage( Integer remoteDeviceHandle, Integer reqHandle,
String headers, String message )

Description Send the HTTP response with the headers and the message to the Remote Control
Device related to remoteDeviceHandle. This method is called by a DAE application
in response to a HTTP request from the Remote Control Device. This method can be
called at any time for any pending HTTP request (i.e. a request with handle
reqHand1e from the Remote Control Device with handle remoteDeviceHandle that
has not had a response from the OITF via a sendRemoteMessage() or
sendInternalServerError() call).
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This method SHALL return true if the operation succeeded, or false if failed. If there
is no HTTP connection, it also returns false.

Arguments

remoteDeviceHandle The handle of the Remote Control Device.

reqHandle The handle of the request as provided by
onReceiveRemoteMessage.

headers The HTTP response header string. This string is added
to the default HTTP header string generated by the
OITF to form the HTTP header string used for the
HTTP response. Any parameters that are specified in
both strings SHALL be set to the value in the headers
argument. If the headers supplied by the application do
not include a Content-Type header, the OITF SHALL
use the default content type of application/ce-
htm1+xmT.

message The HTTP response body string whose type is text
(e.g. XML, JSON, CE-HTML or Plain Text).

Boolean sendMulticastNotif(Integer remoteDeviceHandle, Integer eventLevel,
String notifCEHTML, String friendlyName, String profilelist )

Description

Send the 3rd party multicast notification to any Remote Control Devices (as defined in
Section 5.6.1 of [CEA-2014-A]) based on target Remote Device information.

The OITF SHALL store the text (essentially a CE-HTML document) provided in the
notifCEHTML parameter inside the DLNA RUIS and SHALL create a URL to it which
can be used by Remote Control Devices to retrieve the original text. This URL SHALL
be inserted in the <ruiEventURL> element in the Multicast Notification Message. If the
notifCEHTML parameter is set to nul1, the HTTP request from the Remote Device to
retrieve the text SHALL be being pended and dispatch the onResultMuticastNotif
event to the DAE application which will retrieve a CE-HTML document dynamically.
The DAE application SHALL use the sendRemoteMessage method with a CE-HTML
document related parameters to send the text (notification message).

If the remoteDeviceHandle parameter in this method has a value other than -1, the
notification CE-HTML document will be retrieved by the only Remote Device matched
with the remoteDeviceHand1e parameter, whereas if the parameter has -1, all of the
Remote Devices could retrieve the notification CE-HTML document from the OITF
(see 8.4.5).

This method SHALL return true if the operation succeeded, or false if it failed.

Arguments

remoteDeviceHandle The handle of the Remote Device.

eventLevel The value of the HTTP LVL. This allows the Remote
Control Devices to filter the multicast notification
messages. The following are the defined event levels
and the expected meaning of those values (see Section
5.6.1 of [CEA-2014-A] for more information):

Status Semantics

0 The “upnp:/emergency” is included in the
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LVL header of the multicast notification.

The event carries critical information that
the Remote Control Device should act
upon immediately.

1 The “upnp:/fault” is included in the LVL
header of the multicast notification.

The event carries information related to
an error case.

2 The “upnp:/warning” is included in the
LVL header of the multicast notification.

The event carries information that is a
non-critical condition that the Remote
Control Device may want to process or
pass to the user.

3 The “upnp:/info” is included in the LVL
header of the multicast notification.

The event caries informational contents
that is not part of the main service
interaction but may be useful to some
Remote Control Devices in some
circumstances, such as debugging
information or other data.

4 The “upnp:/general” is included in the
LVL header of the multicast notification.

For events that fit into no other defined

category.
notif CEHTML The text that makes up the notification CE-HTML
document, the link to which is sent to the Remote
Control Device.
profileList All the profiles that the Remote Ul Server in the OITF

requires the Remote Ul Client in the Remote Control
Device to support to properly render the notification CE-
HTML document. The value of the <profilelist>
element SHALL conform to the definition of the
<profilelist> elementin the XML schema in Annex
B of [CEA-2014-A].

Boolean sendInternalServerError( Integer remoteDeviceHandle, Integer reqHandle

Description Send the HTTP status code (500: Internal Server Error) in response to a pending
HTTP request from the Remote Control Device. This method SHALL return true if the
operation succeeded, or false if it failed.

Arguments remoteDeviceHandle The handle of the Remote Control Device.
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reqHandle The handle of the request as provided by
onReceiveRemoteMessage.

Boolean dropConnection( Integer remoteDeviceHandle )

Description Remove the mapping information in the table between the DAE application and the
Remote Control Device currently bound to the DAE application.

This method SHALL return true if the operation succeeded, or false if it failed.

Arguments remoteDeviceHandle The handle of the Remote Control Device.

7.17.1.4 Events

For the intrinsic events listed in the table belaveorresponding DOM level 2 event SHALL be geredtan the
following manner:

Intrinsic event Corresponding DOM 2 DOM 2 Event properties
event
onReceiveRemoteMessage ReceiveRemoteMessage Bubbles: No

Cancelable: No

Context Info: type,
remoteDeviceHandle, reqHandle,
requestLine, headers, body

onResultMuticastNotif ResultMuticastNotif Bubbles: No

Cancelable: No

Context Info: remoteDeviceHandle,
reqHandle, dynamic

NOTE: the above DOM 2 events are directly dispaddioethe event target, and will not bubble nor aestApplications
SHOULD NOT rely on receivingeceiveRemoteMessage or a ResultMuticastNotif event during the
bubbling or the capturing phase. Applications tieg DOM 2 event handlers SHALL call taddEventListener()
method on the application/oipfRemoteControlFunctibject. The third parameter afldEventListener, i.e.
“useCapture”, will be ignored.
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8 System integration aspects
8.1 HTTP Protocol

In addition to what is required by Section 5.3@EJA 2014A] an OITF SHALL apply the following regeiments.

8.1.1 HTTP User-Agent header

All DAE application HTTP requests SHALL includeuaer-Agent header using the syntax described in this section.
Embedded objects HTTP requests MAY includésar-Agent header using this syntax.

TheUser-Agent header SHALL include:

0IPF-<oipfProfile>/<releaseversion>.<majorversion>.<minorversion> (<capabilities>;
[<vendorName>]; [<modelName>]; [<softwareversion>]; [<hardwareversion>]; <reserved>)
[<appName>[/<appVersion>]]

Where:

« the<oipfprofile> field identifies the profile implemented by theT®l as defined in the specification of the
oipfProfile property of the LocalSystem class (seetion 7.3.3).

e the<releaseversion>, <majorversion> and<minorversion> fields identify the version of the specification
implemented by the OITF as defined in section 7v@tB properties of the same name.

e the<capabilities> field consists of a description of the OITFs cali@s. Valid values include a base profile
string concatenated with one or more optional Rrafame fragment strings, such as the base Ull@stfings and
Ul profile name fragment strings as defined in ®ec9.2.

* the<vendorName>, <mode1Name>, <softwareversion> and<hardwareversion> fields are the same as the one
defined in Section 7.11.1 and are optional.

* the<reserved> field is reserved for future extensions
e the<appName> and<appVversion> fields are defined in theindow.navigator object and are optional.
ThisUser-Agent header MAY be extended with other implementatipeesfic information.

Valid examples of such syntax are:

Use;—Agent: OIPF-0IP/2.2.0 (OITF_HD_UIPROF+PVR+DL; Sonic; Tv44; 1.32.455; 2.002;)
Bee/3.5

8.1.2 HTTP X-OITF-RCF-User-Agent header

When the DAE application or embedded objeap{1ication/oipfRemoteControlFunction”) makes a HTTP
request for the Control Ul to the IPTV Applicatioserver, the value of the-OITF-RCF-User-Agent header
SHALL be filled with the value of theser-Agent header provided by the DAE application (and wiiame from the
DLNA RUIC on the Remote Control Device).

8.2 Mapping from APIs to Protocols

This section describes mapping of DAE APIs to thectfic protocol entities as defined [OIPF_PROT2].
Section 8.2.1 describes mappings on the UNI thallyatp both the managed and unmanaged cases.
Section 8.2.2 describes mappings on the HNI-IGrfate, and only apply in the managed case.

Section 8.2.3 describes mappings on the UNI thigtapply to the unmanaged case.
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8.2.1 Network (Common to Managed and Unmanaged Serv ices)

This section provides details of mapping of the DABSs to the descriptions provided in [OIPF_PROT@]APIs
between the OITF and the Network over referencatpdINIT-17.

8.2.1.1 Download CoD

Methods

Procedures

registerbownload(_String
contentAccessbDownloadDescriptor,
Date downloadStart )

API described in Section 7.4.1.1 to download content
described in the contentAccessDownloadDescriptor. Data
structure of the contentAccessDownloadDescriptor as
described in Annex E.1.

If the OITF includes the Content Download functional
entity ,the information in the contentAccessDescriptor is
passed to the Content Download functional entity to
download content over UNIT-17 using HTTP as described
in Section 5.2.3.1 of [OIPF_PROT2].

8.2.1.2 Media Queuing

Methods

Procedures

queue(String url )

API described in section 7.14.3 to queue an additional
media item for playback when the current media item
finishes playback.

Queued media items available via HTTP or stored on the
terminal MAY be pre-buffered by the OITF in order to
reduce transition delays. When pre-buffering media items,
the specified buffering policy SHALL NOT be affected.

For queued media items available via RTSP, session
setup MAY be carried out prior to the end of the currently
playing media item.

play( Number speed)

API described in Section 5.7.1 of [CEA-2014-A] to play a
media item.

When the start of a media item is reached due to a
negative play speed, the playback SHOULD resume at
normal play speed without playing any previous media
items.

When the end of a media item is reached, playback of any
gueued media items SHALL be initiated automatically at
the specified play speed. The OITF SHALL map this on to
the underlying protocol (HTTP or RTSP) as the following
sequence of DAE method calls:

data = <URI of the queued media item>;
play(<current play speed>);
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seek( Integer pos )

API described in Section 5.7.1 of [CEA-2014-A] to seek to
the specified position in a media item.

If the value of pos is outside the current media item, the
play position SHALL NOT be changed.

next()

Not Supported.

previous()

Not Supported.

read/write String data

API described in Section 5.7.1 of [CEA-2014-A] to play a
media item.

Modification of this property SHALL cause any queued
media items to be discarded.

8.2.2 OITF-IG Interface (Managed Services Only)

This section provides details of mapping of the DABSs to the descriptions provided in [OIPF_PROT@]APIs

between the OITF and the Network over referencatpdiiNI-IGl. Some methods and properties are cjoas$ociated

to HNI-IGI and are included in this section. These the RTSP control, reference point UNIS-11, I&P control,

reference point UNIS-13,

8.2.2.1 Streaming CoD

The following tables describe the mapping of sevaethods of the CEA-2014 AV embedded object toHh&-IGI
protocol interfaces defined in [OIPF_PROT?2]

Method

Procedures

play( Number speed )

Selection of a content item results in session initiation and access to
content stream.

Parameters needed to build the offer SDP may be pre defined
locally in the OITF or the OITF SHALL request the IG to retrieve
missing SDP parameters as described in [OIPF_PROT2] Sec
5.2.2.1 'Protocol over HNI-IGI'.

If the OITF does not have all transport parameters (RTP or UDP
transport for MPEG2TS encapsulation or direct RTP, FEC layers
addresses and ports), code information or bandwidth information to
populate the SDP the OITF SHALL prompt the IG to send
OPTIONS request in order to retrieve the missing parameters

The OITF SHALL provide the following information for the
OPTIONS request. Not all required headers are listed. Refer to
[OIPF_PROTZ2] for a complete list.

X- Identify the HNI-IGI method with the content
gg;ﬁ;s identifier as described by the data property. e.g.

t-Line | opTION sip:PSI-
Twister@IPTV_Service_Control. orange.com
SIP/2.0
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Method

Procedures
)é;grf]TF_ Local defined OITF CurrentUser property. e.g.
<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012
.IX_(;OITF_ Copied from the data property. e.g.
sip: PSI-
Twister@IPTV_Service_Control.orange.com

The response to the OPTIONS message request contains the
information to populate the SDP offer.

The OITF prepares an SDP offer and requests the IG to initiate a
session, in addition to the SDP the following parameters are
forwarded from the OITF to the IG. Not all required headers are
listed. Refer to [OIPF_PROT2] for a complete list.

ééOITF__ Identify the HNI-IGI method with the content

quest : " X

Line identifier as described by the data property. e.g.
INVITE sip:PSI-
Twister@IPTV_Service_Control.orange.com
S1P/2.0

)F(;grf]TF_ Local defined OITF CurrentUser property. e.g.
<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012

.IX_(;OITF_ Copied from the data property. e.g.
sip: PSI-
Twister@IPTV_Service_Control.orange.com

After a successful session setup the OITF SHALL use the media
player to access the RTSP URI with the session ID negotiated and
received as part of the SDP offer, described in [OIPF_PROT2] sec
7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI 10'.

The OITF SHALL send an RTSP PLAY over UNIS-11 using
attribute values received in the SDP from the session initiation
procedure. The RTSP PLAY is as described in the [OIPF_PROT2]
Sec 7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI 10'.

The RTSP fields in the RTSP PLAY message SHALL be filled as
follows:

. The RTSP URL SHALL be
set from the SDP h-uri attribute in the case of an absolute
URI. The “data” property SHALL be updated with the SDP h-
uri attribute. If the value of h-uri is a relative URI that is in the
form of a media path, then the RTSP absolute URL is
constructed by the OITF using the SDP IPAddress (from c-
line) and port (from m-line) as the base followed by h-uri value

for the media path.
(e.g. rtsp://10.5.1.72:22554/Tv3/823527)

. The RTSP Scale header SHALL be set to the value specified
in argument speed in method play. The argument SHOULD
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Method Procedures

equal one of the values in the playsSpeeds property. The
Scale values [RTSP sec 12.34] are as follows:

= 1lindicates normal play.

= If not 1, the value corresponds to the rate with respect
to normal viewing rate.

= A negative value indicates reverse direction.

If the speed argument of method play does not equal a supported
play speed indicated by the playSpeeds property, the player SHALL
play the content at the closest available playback speed. The
pTay (O method SHOULD only return false if the best effort to play
back the file at any speed has failed.

The actual playback speed SHALL be available through the “speed”
property of the A/V Control object.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating the actual playback speed.

stop() The method enables the OITF to terminate and ongoing CoD
session. The OITF SHALL request the IG to terminate the session
as described in [OIPF_PROT2] Sec 5.2.2.1 'Protocol over HNI-IGI'.

The OITF SHALL include the following information from the request.
Not all required headers are listed. Refer to [OIPF_PROTZ2] for a

complete list.

E_OITF_ Identify the HNI-IGI method with the content

equest- : . -

Line identifier as described by the data property. e.g.
BYE sip:PSI-
Twister@IPTV_Service_Control.orange.com
SIP/2.0

>F<-OITF- Local defined OITF CurrentUser property. eg.

rom

<sip:family@ims.Tive.ericsson.com>;
tag=1211455936632545012

X-OITF-

To Copied from the data property. eg.

sip: PSI- )
Twister@IPTV_Service_Control.orange.com

The OITF SHALL remove all context information relevant to the
terminated COD session upon a successful response from the IG.

seek( Integer pos ) If the seek () method is called while the player is in the “playing”
state, it sets current play position to “pos”, by using the “Range”
parameter in the RTSP PLAY as described in [OIPF_PROT2] sec
7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PlayPositionChanged
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Method

Procedures

event indicating a new playback position of “pos”.

If the seek () method is called while the player is in the “paused”
state, the value of playPos1ition is changed to reflect the new play
position. This is the new play position that SHALL be used for the
“Range” parameter of the RTSP PLAY message when playback is
resumed.

play(0)

This method causes the OITF to send an RTSP PAUSE message
(refer to [OIPF_PROT?2] sec 7.1.1.2 ‘RTSP for managed model
UNIS-11 and NPI-10’). The RTSP PAUSE message SHALL include:

. The RTSP URL SHALL be set to the value retrieved from the
fmtp:iptv_rtsp h-uri attribute of the SDP answer.

. Session header SHALL be set as specified in the SDP answer
fmtp:iptv_rtsp h-session attribute

After a successful response to the RTSP PAUSE message has
been received, the OITF SHALL generate a PlaySpeedChanged
event indicating a playback speed of 0.

next()

Not Supported. Note: Track information is not supported in
[OIPF_PROT?2] and is therefore out of scope.

previous()

Not Supported. Note: Track information is not supported in
[OIPF_PROT?2] and is therefore out of scope.

Property

Procedures

read/write String data

This property holds the URL that identifies the content, as defined in
[OIPF_PROT2] Sec 6.2.2.1.1 ‘Protocol over UNIS-8’ for details on
CoD URI.

It is used by the OITF compose the following headers for requests
towards the I1G

X-0ITF-Request-Line
X-0ITF-To

If the “data” property of the A/V Control object refers to a Content-
Access Streaming Descriptor (i.e. the object has type
“application/vnd.oipf.ContentAccessStreaming+xml” as
defined in Section 7.14.2), the OITF must perform the following steps
prior to performing the procedures defined in [OIPF_PROT2] as
described for method play():

. An HTTP GET request SHALL be made with the Request-URI
set to the URL of the Content-Access Descriptor as denoted by
the “data” property of the A/V Control object.

. After the server has returned a Content Access Streaming
Descriptor (i.e. a document with type
“application/vnd.oipf.ContentAccessStreaming+xml”),
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Property

Procedures

the OITF SHALL interpret the contents of the Content-Access
Descriptor and choose a URL defined by one of the
<ContentURL> elements. The criteria for choosing a URL can
be the DRM system supported by the OITF. The URL SHALL
then be used for setting up a Streaming CoD session, after
which playback can be started (when the pTay () method is
invoked). The “data” property of the A/V Control object SHALL
be changed to represent the chosen URL.

. Based on the information retrieved from the Content-Access
Streaming Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent, and
SHOULD initialize the AV playback, i.e. by loading the correct
codecs as identified by the Content-access Streaming
Descriptor.

readonly Number
playPosition

The property holds the current play position in milliseconds of the
media referenced by the data property. The property value SHALL be
based on the value retrieved using the RTSP GET_PARAMETER
method and parameter “position” (refer to Section 7.1.1.2 of
[OIPF_PROTZ2]) adjusted for played duration and used scale.

If infformation is not available the value SHALL be undefined. Note
this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number
playSpeeds[ 1]

The property holds the available speeds (known in RTSP as scales)
at which the media can be played back. The property value SHALL
be based on the value retrieved using RTSP GET_PARAMETERS
method and parameter “scales” (refer to Section 7.1.1.2 of
[OIPF_PROT2)).

If information is not available the value SHALL be undefined. Note
this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number
playTime

The property holds the total duration in milliseconds of the media
referenced by the data property. The property value SHALL be based
on the value retrieved using RTSP GET_PARAMETER method and
parameter “duration” (refer to Section 7.1.1.2 of [OIPF_PROT?2)).

If information is not available the value SHALL be undefined. Note
this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number
playState

No procedures defined since it is not related to protocol specification.

readonly Number error

No procedures defined since it is not related to protocol specification.

readonly Number speed

Float value indicating the actual playback speed for the content
referenced by the data property. The normal default playback speed
is represented by value 1.
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Intrinsic event Procedure

onPlayspeedChanged When RTSP ANNOUNCE with either beginning-of-stream or end-of-
stream codes arrives the OITF SHALL generate
onPTlaySpeedChanged event with a speed value of 0.

onpPlayPositionChanged When the response to the RTSP PLAY with Range header request
(Range is included when performing seek () with a position) the
OITF SHALL generate onPTayPositionChanged event with the
accepted position.

8.2.2.2 Scheduled Content
8.2.2.2.1 Conveyance of channel list

Service discovery description procedure as destiibfOIPF_PROT2] sec 6.3.1.1 ‘Service Providecdigery’ and
[OIPF_PROT2] Annex B 2.3 'IPTV Service discoverysdeption’ enables the OITF to obtain the URL tcess the
broadcast channel information. The OITF SHALL s#8llUNIS-7 using this URL to obtain the Broadcastcbvery
Record.

8.2.2.2.2 Switching channels

Methods Procedures
setChannel(Channel The setchannel () method of the <video/broadcast>
channel, Boolean trickplay, object SHALL be used to initiate a broadcast session or switch
String
contentAccessDescriptorURL) channels. The procedures that are performed over the HNI-IGI

reference point depend on the current state of broadcast
session, either it is active or not. Note that an inactive
broadcast session means no service is being viewed.

If the channel has an idType of ID_IPTV_URI, the OITF
SHALL send and IGMP Leave and an IGMP Join request on
the UNIS-13 as described in [OIPF_PROT2] Sec 8.1.1.1
‘Procedure for Scheduled Content on UNIS-13".

If the channel has an idType of ID_IPTV_SDS, the following
steps are taken:

Session Initiation

The OITF SHALL generate a session initiation request over the
HNI-IGI including and SDP offer as described in
[OIPF_PROTZ2] sec 5.2.1 ‘Scheduled Content’. The bandwidth
is set according to the explanation under heading “Selection of
Bandwidth” further down.

If a “contentAccessDescriptorURL” has been specified for the
setChannel () method, the OITF must perform the following
steps prior to performing the procedures defined in
[OIPF_PROTZ] for performing setChannel () as described
below:

. An HTTP GET request SHALL be made with the
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Request-URI set to the URL of the Content-Access
Descriptor as denoted by the “contentAccessDescriptor”
attribute.

. Based on the information retrieved from the Content-
Access Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent.

The OITF SHALL provide the following information as part of
the scheduled session initiation request as described in
[OIPF_PROTZ2] Sec 6.2.1 ‘Scheduled Content’. Not all required
headers are listed. Refer to [OIPF_PROTZ2] for a complete list.

ﬁ;gﬁg;_ Identify the HNI-IGI method with the well known
Line PSI (Public Service Identifier) of the scheduled
content. eg.
INVITE o _
sip:IPTV_SC_Service@iptv.ericsson.com
SIP/2.0
)é;grf]TF_ Local defined OITF CurrentUser property. eg.
<sip:family@ims.Tlive.ericsson.com>;
tag=1211455936632545012
¥50ITF_ PSI of the scheduled content. eg.
Sip:IPTV_SC_Service@iptv.ericsson.com

The Offer SDP included in the OITF be SHALL have attributes
as described in [OIPF_PROT2] Annex E.2 ‘Service Package
SDP attributes.

On positive response to the INVITE request the OITF SHALL
send an IGMP Join request on the UNIS-13 as described in
[OIPF_PROT2] Sec 8.1.1.1 ‘Procedure for Scheduled Content
on UNIS-13'.

Session Modification

If the bandwidth conditions change as described under
heading “Selection of Bandwidth” further down then the OITF
SHALL generates a session modification request over the HNI-
IGI including the new SDP offer.

The OITF SHALL provide the following information as part of
the scheduled session modification request as described in
[OIPF_PROTZ2] Sec 6.2.1 ‘Scheduled Content’. Not all required
headers are listed. Refer to [OIPF_PROT?2] for a complete list.

ﬁégﬁg;_ Identify the HNI-IGI method with the well known

Line PSI (Public Service Identifier) of the scheduled
content. eg.
INVITE ) ]
sip:IptvBroadcast@iptv.ericsson.com
SIP/2.0

)F(;grf]TF_ Local defined OITF CurrentUser property. eg.
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<sip:family@ims.Tive.ericsson.com>;
tag=1211455936632545012

X-OITF- PSI of the scheduled content. eg.

sip:IptvBroadcast@iptv.ericsson.com

The Offer SDP included by the OITF SHALL have attributes as
relevant to the new channel as described in [OIPF_PROT2]
Annex E.2 ‘Service Package SDP attributes’.

On receiving a successful response to the INVITE request the
OITF SHALL send and IGMP Leave and IGMP Join request on
the UNIS-13 as described in [OIPF_PROT2] Sec 8.1.1.1
‘Procedure for Scheduled Content on UNIS-13".

No Session Modification

If the bandwidth conditions as described under heading
“Selection of Bandwidth” further down have not changed then
the OITF SHALL send a membership report to leave the
previously viewed channel, if applicable, and with the same
membership report join to the multicast group associated with
the selected channel. The multicast group information is
retrieved from the Broadcast Discovery Record.

Selection of Bandwidth

The bandwidth to be used for the broadcast session depends
on the information provided in the Broadcast Discovery Record
(refer to [OIPF_METAZ2]). The Broadcast Discovery Record
uses the term “service” to indicate a channel.

If the TimeToRenegotiate (TTR) element is not provided within
the IPService of the Broadcast Discovery Record then the
bandwidth SHALL be based on the maximum bandwidth for all
the services in the Broadcast Discovery Record. In this case
only one session initiation is performed at initial activation of
broadcast service, and no session modification is required.

If the TTR element is provided then the MaxBitRate from the
new service and current service are compared. If broadcast
service is not active and there is no active current service,
session initiation is performed with the new service
MaxBitRate. For already active broadcast service there are
three conditions.

. If the MaxBitrate of the new service is greater than that of
the current service and the reserved bandwidth is
exceeded, network bandwidth reservation using the
MaxBitrate of the new service SHALL occur immediately
with session modification to ensure sufficient bandwidth
is made available for the new service.

. If the MaxBitrate of the new service is equal to that of the
current service, network bandwidth reservation
procedures SHALL NOT be performed as sufficient
bandwidth is already available for the new service.

. If the MaxBitrate of the new service is less than that of
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the current service and there is no pending TTR timer, a
timer using the TTR element of the new service is started
which will renegotiate the bandwidth with session
modification.

Note that at every channel change if there is a pending timeout
for session modification due to a previous service change then
the timer is restarted. When the timer expires the bandwidth for
the currently viewed service is used in a session modification.

The session initiation, session modification and no session
modification are further described above.

8.2.2.2.3

End broadcast service

Methods

Procedures

release()

The release method of the video/broadcast object causes the OITF
to perform an IGMP Leave on the active broadcast session as
described in [OIPF_PROT2] sec 8.1.1.1 “Procedure for leaving a
Scheduled Content service”.

If the channel has an idType of ID_IPTV_SDS, the OITF SHALL
then execute a session termination procedure by sending a BYE
request over the HNI-IGI interface as described in section
[OIPF_PROT2] Sec 5.2.1.1 ‘Protocol over HNI-IGI'. The request
SHALL include the following information. Not all required headers
are listed. Refer to [OIPF_PROT?2] for a complete list.

X-OITF-
Request-
Line

Identify the HNI-IGI method with the well known PSI
(Public Service Identifier) of the scheduled content.
E.g.

INVITE

Sip:IPTV_SC_Service@iptv.ericsson.com
SIP/2.0

X-OITF-
From

Local defined OITF CurrentUser property. eg.

<sip:family@ims.Tive.ericsson.com>;
tag=1211455936632545012

X-OITF-
To

PSI of the scheduled content. e.g.:

Sip:IPTV_SC_Service@iptv.ericsson.com

82224

Network timeshift of broadcast service

Methods

Procedures

pause()

The method has different behaviour if the pause () method has
previously been invoked. While the first pause () request sets up
the session over HNI-IGI the subsequent pause () requests simply
issue an RTSP PAUSE request.

First pause() request
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The OITF SHALL generates a session modification request over
the HNI-IGI including the modified SDP offer. The SDP offer
included by the OITF SHALL have attributes as relevant to the
unicast stream to be setup.

The OITF SHALL provide the following information as part of the
scheduled session modification request as described in
[OIPF_PROT2] sec 6.2.1 ‘Scheduled Content’. Not all required
headers are listed. Refer to [OIPF_PROT?2] for a complete list.

X-OITF- : -
Request- Identify the HNI-IGI method with the well

Line known PSI (Public Service Identifier) of the
scheduled content, e.g.

INVITE _ _
sip:IptvBroadcast@iptv.ericsson.com
SIP/2.0

X-OITF-From Local defined OITF CurrentUser property,

e.g.

<sip:family@ims.Tive.ericsson.com>;
tag=1211455936632545012

X-OITF-To PSI of the scheduled content, e.g.

sip:IptvBroadcast@iptv.ericsson.com

On receiving a successful response to the INVITE request and if
the channel has an idType of ID_IPTV_URI, the OITF SHALL
send and IGMP Leave and request on the UNIS-13 as described in
[OIPF_PROT2] sec 8.1.1.1 ‘Procedure for Scheduled Content on
UNIS-13".

Subsequent pause() requests

This request causes the OITF to send an RTSP PAUSE message
(refer to [OIPF_PROTZ2] sec 7.1.1.2 ‘RTSP for managed model
UNIS-11 and NPI-10’). The RTSP PAUSE message SHALL
include:

. The RTSP URL SHALL be set to the value retrieved from the
fmtp:iptv_rtsp h-uri attribute of the SDP answer.

. Session header SHALL be set as specified in the SDP
answer fmtp:iptv_rtsp h-session attribute

After a successful response to the RTSP PAUSE message has
been received, the OITF SHALL generate a PlaySpeedChanged
event indicating a playback speed of 0.

resume()

The OITF SHALL send an RTSP PLAY over UNIS-11 using
attribute values received in the SDP from the session modification
procedure. The RTSP PLAY is as described in [OIPF_PROT?2] sec
7.1.1.2 ‘RTSP for managed model UNIS-11 and NPI 10'.

The RTSP fields in the RTSP PLAY message SHALL be filled as
follows:

. The RTSP URL SHALL be set from the SDP h-uri attribute in
the case of an absolute URI. The “data” property SHALL be
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updated with the SDP h-uri attribute. If the value of h-uri is a
relative URI that is in the form of a media path, then the
RTSP absolute URL is constructed by the OITF using the
SDP IPAddress (from c-line) and port (from m-line) as the
base followed by h-uri value for the media path. (e.g.
rtsp://10.5.1.72:22554/Tv3/823527)

. The RTSP URL SHALL be set from the SDP h-uri attribute in
the case of an absolute URI. The “data” property SHALL be
updated with the SDP h-uri attribute. If the value of h-uri is a
relative URI that is in the form of a media path, then the
RTSP absolute URL is constructed by the OITF using the
SDP IPAddress (from c-line) and port (from m-line) as the
base followed by h-uri value for the media path.(e.g.
rtsp://10.5.1.72:22554/Tv3/823527)

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating the actual playback speed.

setSpeed( Number speed )

Sets current speed by using the “Scale” header in the RTSP PLAY
as described in [OIPF_PROT2] sec 7.1.1.1 ‘RTSP for managed
model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating a new playback speed.

seek( Integer offset,
Integer reference )

Sets current play position to “pos”, by using the “Range” parameter
in the RTSP PLAY as described in [OIPF_PROT2] sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTayPositionChanged
event indicating a new playback position of “pos”.

stopTimeshift()

The OITF SHALL generates a session modification request over
the HNI-IGI including the modified SDP offer. The SDP offer
included by the OITF SHALL have attributes as relevant to the
channel as described in [OIPF_PROT?2] Annex E.2 ‘Service
Package SDP attributes’.

The OITF SHALL provide the following information as part of the
scheduled session modification request as described in
[OIPF_PROT?Z2] sec 6.2.1 ‘Scheduled Content’. Not all required
headers are listed. Refer to [OIPF_PROTZ2] for a complete list.

X-OITF-

Request-Line Identify the HNI-IGI method with the well

known PSI (Public Service Identifier) of the
scheduled content, e.g.

INVITE _ _
sip:IptvBroadcast@iptv.ericsson.com
SIP/2.0

X-OITF-From Local defined OITF CurrentUser property,
e.g.
<sip:family@ims.live.ericsson.com>;
tag=1211455936632545012
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X-OITF-To PSI of the scheduled content, e.g.

sip:IptvBroadcast@iptv.ericsson.com

On receiving a successful response to the INVITE request and if
the channel has an idType of ID_IPTV_URI, the OITF SHALL

send and IGMP Join and request on the UNIS-13 as described in
[OIPF_PROTZ2] sec 8.1.1.1 ‘Procedure for Scheduled Content on

UNIS-13'.
setChannel (Channel The following procedure is only applicable if Network Timeshift of
gfg??ﬂg , Boolean trickplay, broadcast service is in progress.

contentAccessDescriptoruRL) ) o
The OITF SHALL generates a session modification request over

the HNI-IGI including the modified SDP offer. The SDP offer
included by the OITF SHALL have attributes as relevant to the new
channel as described in [OIPF_PROTZ2] Annex E.2 ‘Service
Package SDP attributes’.

The OITF SHALL provide the following information as part of the
scheduled session modification request as described in
[OIPF_PROT2] sec 6.2.1 ‘Scheduled Content’. Not all required
headers are listed. Refer to [OIPF_PROT?2] for a complete list.

X-OITF-

Request-Line Identify the HNI-IGI method with the well

known PSI (Public Service Identifier) of the
scheduled content, e.g.

INVITE _ _
sip:IptvBroadcast@iptv.ericsson.com
SIP/2.0

X-OITF-From Local defined OITF CurrentUser property,

e.g.
<sip:family@ims.Tive.ericsson.com>;
tag=1211455936632545012

X-OITF-To PSI of the scheduled content, e.g.

sip:IptvBroadcast@iptv.ericsson.com

On receiving a successful response to the INVITE request and if
the channel has an idType of ID_IPTV_URI, the OITF SHALL

send and IGMP Join and request on the UNIS-13 as described in
[OIPF_PROTZ2] sec 8.1.1.1 ‘Procedure for Scheduled Content on

UNIS-13'.
Property Procedures
read/write String data This property holds the RTSP URI from the SDP h-uri attribute.
Prior to a successful SIP INVITE the value is undefined.

Note that all the remaining properties listed urgkstion 8.2.2.1, Streaming CoD, SHALL be suppoagdescribed.
8.2.2.3 IMS APIs

Copyright 2010 © Open IPTV Forum e.V.




Page 273 (356)

Methods

Procedures

registerUser(string userid,
String pin)

Performs IMS registration with the specified user ID as
described in [OIPF_PROT2] sec 5.3.6.1 ‘Procedure for User
Registration and Authentication in Managed Model on HNI-IG
Interface’.

deRregisterUser(String userid)

Performs IMS de-registration with the specified user ID as
described in [OIPF_PROT2] sec 5.3.6.1 ‘Procedure for User
Registration and Authentication in Managed Model on HNI-IG
Interface’.

subscribeIMsNotification
(FeatureTagCollection
featureTagCollection, Boolean
performuserregistration)

OITF maintains applications that have subscribed to
notifications. If applicable it will send a re-registration to the IG.
When new messages arrive at the IG it shall notify the OITF. (as
defined in [OIPF_PROTZ2] sec 5.5.1.2).

unsubscribeIMsNotification()

This is a local call within OITF to notify that the DAE application
SHALL NOT receive unsolicited notification. The OITF shall use
native code to handle new dialogues. Any feature tag values that
were added by the DAE application are removed for the
indicated userld since no native code is setup to process the
new dialogues for the feature tag values.

8.2.3 Network (Unmanaged Services only)

This section provides details of mapping of the DABSs to the descriptions provided in [OIPF_PROT@]APIs
between the OITF and the Network. These are thePRIdBitrol, reference point UNIS-11, reference pbiNiS-13.

8.2.3.1 Streaming CoD
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Method

Procedures

play( Number speed )

The "speed" parameter is a floating point value indicating the
requested playback speed. A value of 1 represents normal playback
speed, and other values are relative to this.

A “speed” value of zero SHALL NOT initiate any procedures.
RTSP

The RTSP URL signalled by the “data” attribute SHALL be used to
initiate the process defined in [OIPF_PROT2] Sec 7.1.1.1.1. The
“data” attribute SHALL furthermore be updated with the new URI after
redirection requests (moved). The RTSP PLAY request SHALL
include a "scale" header set to the value of the "speed" parameter
passed to the API. The server will play the stream at the specified
speed, if supported.

If property oitfNoRTSPSessionControl is setto true then the
RTSP messages DESCRIBE and SETUP are not used. If the pTay ()
method is called with a non-zero speed the property
oipfRTSPSessionId is copied to the RTSP SessionId header for
the RTSP PLAY request. If the oipfRTSPSessionId is undefined
the play () method SHALL fail.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating the actual playback speed.

HTTP

The HTTP URL signalling by the “data” attribute SHALL be used to
initiate the process defined in [OIPF_PROT2] Sec 5.2.2.2. The “data”
attribute SHALL furthermore be updated with the new URI after
redirection requests (moved). The “speed” parameter SHALL be
passed to the OITF media player, which SHOULD attempt to play
back the content at the requested speed.

If the media player successfully begins to play back the content, the
OITF SHALL generate a PlaySpeedChanged event indicating the
actual playback speed.

stopQ)

RTSP

The OITF SHALL initiate the process defined in [OIPF_PROT?2] Sec
7.1.1.1.2 except if the property oitfNoRTSPSessionControl is set
to true.

HTTP

The OITF SHALL stop playback. The OITF MAY close the connection
to the server and MAY clear any buffered content.
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Method Procedures

seek( Integer pos ) RTSP

If the seek () method is called while the player is in the “playing
state”, it sets current play position to “pos”, by using the “Range”
parameter in the RTSP PLAY as described in [OIPF_PROT2] sec
7.1.1.1 ‘RTSP for managed model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTayPositionChanged event
indicating a new playback position of “pos”.

If the seek () method is called while the player is in the “paused”
state, the value of playPosition is changed to reflect the new play
position. This is the new play position that SHALL be used for the
“Range” parameter of the RTSP PLAY message when playback is
resumed.

HTTP

If the seek () method is called while the player is in the “playing
state”, the OITF SHALL attempt to playback from the specified
position “pos”. It MAY use the RANGE header as described in
[OIPF_PROT2] Sec 5.2.2.2 as necessary.

If the media player successfully begins to play back the content from
the specified position, the OITF SHALL generate a
PlayPositionChanged event indicating a new playback position of
“pOSH.

If the seek () method is called while the player is in the “paused”
state, the value of playPosition is changed to reflect the new play
position. This is the new play position from which playback SHALL be
resumed.

play(0) RTSP

This method causes the OITF to send an RTSP PAUSE message
(refer to [OIPF_PROTZ2] sec 7.1.1.2 ‘RTSP for managed model UNIS-
11 and NPI-10’). The RTSP PAUSE message SHALL include:

After a successful response to the RTSP PAUSE message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating a play speed of 0.

HTTP

The OITF SHALL pause playback.

If the media player successfully pauses playback, the OITF SHALL
generate a play speed event indicating a P1laySpeedChanged of 0.

next() Not Supported. Note: Track information is not supported in
[OIPF_PROTZ2] and is therefore out of scope.

previous() Not Supported. Note: Track information is not supported in
[OIPF_PROTZ2] and is therefore out of scope.
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Property Procedures

read/write String data RTSP

This property holds the RTSP URI for the content item.
HTTP
The property holds the HTTP URI for the content item.

If the “data” property of the A/V Control object refers to a
Content-Access Streaming Descriptor (i.e. the object has type
“application/vnd.oipf.ContentAccessStreaming+xml”
as defined in Section 7.14.2), the OITF must perform the
following steps prior to performing the procedures defined in
[OIPF_PROTZ2] as described for method play():

. An HTTP GET request SHALL be made with the Request-
URI set to the URL of the Content-Access Streaming
Descriptor as denoted by the “data” property of the A/V
Control object.

. After the server has returned a Content Access Streaming
Descriptor (i.e. a document with type
“application/vnd.oipf.ContentAccessStreaming+x
m1"), the OITF SHALL interpret the contents of the
Content-Access Streaming Descriptor and choose a URL
defined by one of the <ContentURL> elements. The criteria
for choosing a URL can be the DRM system supported by
the OITF. The URL SHALL then be used for setting up a
Streaming CoD session, after which playback can be
started (when the pTay () method is invoked). The “data”
property of the A/V Control object SHALL be changed to
represent the chosen URL.

. Based on the information retrieved from the Content-
Access Streaming Descriptor, the OITF SHALL passing the
<DRMControlinformation> to the appropriate DRM agent,
and SHOULD initialize the AV playback, i.e. by loading the
correct codecs as identified by the Content-access
Streaming Descriptor.

readonly Number The property holds the current play position in milliseconds of
playPosition the media referenced by the data property.

For RTP, The property value SHALL be based on the value
retrieved using the RTSP GET PARAMETERS method and
parameter “position” (refer to [OIPF_PROT2] Sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI-10") adjusted for
played duration and used scale.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.
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readonly Number
playSpeeds[ 1]

For RTSP, the property holds the available speeds, or referred in
RTSP as Scale, to be used to change the playback speed. The
property value SHALL be based on the value retrieved using
RTSP GET PARAMETERS method and parameter “scales”
(refer to [OIPF_PROTZ2] Sec 7.1.1.2 ‘RTSP for managed model
UNIS-11 and NPI-10").

For HTTP, the possible playback speeds are determined by the

OITF internal capabilities and buffering model, and the speed at
which content is delivered. The OITF MAY make this information
available via this property.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playTime

The property holds the total duration in milliseconds of the media
referenced by the data property.

For RTSP, the property value SHALL be based on the value
retrieved using RTSP GET_PARAMETER method and
parameter “duration” (refer to [OIPF_PROTZ2] Sec 7.1.1.2
‘RTSP for managed model UNIS-11 and NPI10).

For HTTP, the property value MAY be determined using the
“Content-Length” HTTP header, although it is noted that this
method does not work for variable bit rate content.

If information is not available the value SHALL be undefined.
Note this may happen at the beginning of playing a video and
GET_PARAMETER has not returned a value.

readonly Number playState

No procedures defined since it is not related to protocol
specification.

readonly Number error

No procedures defined since it is not related to protocol
specification.

readonly Number speed

Float value indicating the actual playback speed of the player for
the content referenced by the data property. The normal default
playback speed is represented by value 1.

Intrinsic event

Procedure

onPTlaySpeedChanged

When RTSP ANNOUNCE with either beginning-of-stream or
end-of-stream codes arrives the OITF SHALL generate
onPlaySpeedChanged event with a speed value of 0.

onPTlayPositionChanged

When the response to the RTSP PLAY with Range header
request (Range is included when performing seek () with a
position) the OITF SHALL generate onPlayPositionChanged
event with the accepted position.
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8.2.3.2 Scheduled content
8.2.3.21 Switching channels

Methods Procedures
setChannel ( Channel The setcChannel method of the <video/broadcast> object
E??gﬂeh Boglfj?ﬂ SHALL be used to initiate a broadcast session or switch
ConteﬁtA)C/éessDesgr"i ptoruRL channels. If the channel has an idType of ID_IPTV_URI, the

OITF SHALL send and IGMP Leave and an IGMP Join request
on the UNIS-13 as described in [OIPF_PROT2] Sec 8.1.1.1
‘Procedure for Scheduled Content on UNIS-13 with Session
Initiation’.

8.2.3.2.2 End broadcast service

Methods Procedures

release() The release method of the video/broadcast object causes the
OITF to perform an IGMP Leave on the active broadcast
session as described in [OIPF_PROT2] Sec. 8.1.1.1
‘Procedure for Scheduled Content on UNIS-13 with Session

Initiation’.
8.2.3.2.3 Network timeshift of broadcast services
Methods Procedures
pause() The pause method of the video/broadcast object causes the

OITF to perform an IGMP Leave on the active broadcast session as
described in [OIPF_PROT2] sec. 8.1.1.1 “Procedure for leaving a
Scheduled Content service”.

resume() The RTSP URL signalled by the “data” attribute SHALL be used to
initiate the process defined in [OIPF_PROT2] sec 7.1.1.1.1. The
“data” attribute SHALL furthermore be updated with the new URI
after redirection requests (moved).

The value of the “scale” header in the RTSP PLAY message
SHALL be the value set by the most recent call to setSpeed(), or
1.0 if the most recent call to setSpeed () set the playback speed to
0 or setSpeed() has not been called.

If property o1 tfNoRTSPSessionControl is set to true then the
RTSP messages DESCRIBE and SETUP are not used. If the
play () method is called with a non-zero speed the property
0i1pfRTSPSessionId is copied to the RTSP SessionId header for
the RTSP PLAY request. If the oipfRTSPSessionIdis undefined
the pTlay () method SHALL fail.
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After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PlaySpeedChanged event
indicating the actual playback speed.

setSpeed( Number speed )

Sets current speed by using the “Scale” header in the RTSP PLAY
as described in [OIPF_PROT2] sec 7.1.1.1 ‘RTSP for managed
model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PTaySpeedChanged event
indicating a new playback speed.

If playback is previously paused (either by a call to pause () or by
setting the playback speed to 0) then the new speed SHALL NOT
be applied until the resume () method is called, as described
above.

seek( Integer offset,
Integer reference )

Sets current play position to “pos”, by using the “Range” parameter
in the RTSP PLAY as described in [OIPF_PROT2] sec 7.1.1.1
‘RTSP for managed model UNIS-11 and NPI 10'.

After a successful response to the RTSP PLAY message has been
received, the OITF SHALL generate a PlayPositionChanged
event indicating a new playback position of “pos”.

stopTimesShift()

The setChannel () method of the video/broadcast object SHALL
be used to initiate a broadcast session. If the channel has an
idType of ID_IPTV_URI, the OITF SHALL send and IGMP Join
request on the UNIS-13 as described in [OIPF_PROT?2] sec 8.1.1.1
‘Procedure for Scheduled Content on UNIS-13'.

Property

Procedures

read/write String data

This property holds the RTSP URI for the content item.

Note that all the remaining properties listed urskstion 8.2.3.1, Streaming CoD, SHALL be suppoasdescribed.

8.3 URI Schemes and their usage

The following table lists possible URL schemas #rar usages within DAE documents (XHTML, ECMASrip
images, and references to A/V content). If a catdRL scheme is supported, the corresponding potgdo an URL
scheme SHALL be supported as defined by the refefsh
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Table 13: URI schemes and usages

URI Usage Reference Comments
scheme
dvb-mcast Scheduled content delivery DVB-MCAST URI A URL to refer to a
scheme as defined by scheduled content
Annex Al of [TS 102 channel supported by
539] the OITF and
delivered via
multicast.
dvb Application launching Locator for applications The orgid and appid
signalled in SD&S as encoded in the DVB
defined by Section 6.3.3 URI are compared
of [TS 102 851] with the applications
signalled in SD&S to
identify one with the
same orgid and
appid.
igmp Scheduled content Annex F of The transport IP
[OIPF_PROT2] Multicast Address to
access the service as
defined in [DVB-
IPTV].
http and Transport of DAE documents Section 5.3.3.1 of A URL to refer
https [OIPF_PROT2] documents supported
by DAE.
Section 5.3 of [CEA-
2014-A]
Section 5 of
[OIPF_CSP2]
COD streaming Annex E of A Content URL
specified in the data
[OIPF_PROTZ] attribute of A/V
Control object as
crid COD streaming Section 4.2.3 of defined in the section
[OIPF_METAZ2] 5.7.1 of [CEA-2014-
B Al.
sip Programme identification via Annex F of
BCG [OIPF_PROTZ] A Content URL
specified in a Content
. Access Descriptor
COD streaming described in Annex E.
rtsp COD streaming

8.4 DLNA RUI Remote Control Function implementation

This section aims to give guidelines to the DAEl&agion developer suggesting how the DAE applmashould be
implemented to use a DLNA Remote Ul Function, congethe following areas:
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« Relationship between DAE application and control Ul
e XML Ul Listing Provisioning
¢ Retrieving the Control Ul

« Receiving a message (control command) from the Re@ontrol Device and Responding to a message tihem
Remote Control Device

* Notification to the Remote Control Device
«  Multiple application handling

The sections below provide more details includirgreple code in each case.

8.4.1 Relationship between DAE application and cont  rol Ul

It is assumed that the service provider authork ti@ DAE application and the control Ul to runtbe Remote Control
Device that communicates with the DAE applicatibmeans that the DAE application and the controaté managed
by one service provider, and the DAE applicationlddandle the HTTP request message which comastfie control
Ul currently being rendered in the DLNA RUIC.

8.4.2 XML Ul Listing Provisioning
There are two kinds of XML Ul Listing (details adescribed in Section 5.1.1.5 of [CEA-2014-A]):

e The OITF’s built in XML UI Listing, that originateBom the OITF (DLNA RUIS) and which is usually pdefined
by the device vendor,

e The Server Side XML UI Listing, that is provided the DAE application and which is defined by the/gese
provider.

Below is a description of where each type of XML WLikting come from.

DLNA RUIS IPTV Applications server

Remote Control
Device

OITF’s built in
XML Ul Listing

Server Side XML
Ul Listing

A A

e OITF’s built in XML UI Listing (blue arrow in abovdiagram):

0 This XML Ul Listing contains a set of URI pre-dedid by the OITF corresponding to a number of Contisl
that are available in the OITF device itself.

0 The OITF SHALL use this XML Ul Listing until a DARpplication calls the
useServersidexXMLUIListing() method.

e Server Side XML Ul Listing (red arrows in above gtiam):
o0 This XML UI Listing contains both the URIs whichadtify the control Uls located on the approprie®dV
Applications server through the pre-defined URr¢f/request_cui”.
= Examplesyrcf/request_cui?url=www.cui-server.com/avcontrol.html&paraml=valuel..

The XML Ul Listing is retrieved (or created dynamliy) by a DAE application, which then merges tlgsvn
XML Ul Listing with a current XML Ul Listing in theDLNA RUIS using the
useServersidexXMLUIListing() method. The merged XML Ul Listing will be locatedthe DLNA
RUIS.
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The OITF SHALL associate all entries in the XML Listing added by a DAE application with that apation,
such that any HTTP requests from a Remote Contewld® for the control Ul specified by the XML Uldting
entry SHALL be passed to the corresponding aptinat

All URIs provided in the XML Ul Listing SHALL startvith the pre-defined URI/'rcf/request_cui”,
which can then be followed by some application-gpeparameters. These parameters can be usecclyAk
application to identify the Control Ul being reqtexsby the Remote Control Device.

The format of the parameters in the URI is outanf® of the DAE specification.

0 When the DAE application is terminated, the OITFARH remove any XML UI Listings previously added by
the application.

The following example shows the format of the Seele XML Ul Listing. The<uri> element in the Server Side
XML Ul Listing SHALL start with the value /rcf/request_cui”.

<?xm1 version="1.0" encoding="UTF-8"7>
<uilist xmlns="urn:schemas-upnp-org:remoteui:uilist-1-0"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemaLocation="urn:schemas-
upnp-org:remoteui:uilist-1-0 CompatibleUIs.xsd">
<ui>
<uiID>4560-9876-1265-8758</uiID>
<name>CoD Control UI Type 1l</name>
<description>Controlling the CoD contents</description>
<protocol shortName="CE-HTML-1.0">
<uri>/rcf/request_cui?uri=http://21.31.24.55:5910/codcuil</uri>
<protocolInfo>
<relatedbata xmlns="urn:schemas-ce-org:ce-html-server-caps-1-0"
xs1i:schemaLocation="urn:schemas-ce-org:ce-html-server-caps-1-0
ServerProfiles.xsd">
<profilelist>
<ui_profile name="MD_UIPROF"/>
</profilelist>
</relatedbata>
</protocolInfo>
</protocol>
</ui>
<ui>
<uiID>2123-3679-3568-2121</uiID>
<name>CoD Control UI Type 2</name>
<protocol shortName="CE-HTML-1.0">
<uri>/rcf/request_cui?url=http://21.31.24.55:5910/codcui2</uri>
<protocolInfo>
<relatedbata xmlns="urn:schemas-ce-org:ce-html-server-caps-1-0">
<profilelist>
<ui_profile name="MD_UIPROF"/>
</profilelist>
</relatedbata>
</protocolInfo>
</protocol>
</ui>
</uilist>

Below is example source code showing how an agfitgan merge a Server Side XML Ul Listing thatdts retrieved
with the OITF’s built-in XML UI Listing.

var rcmgr;
var xmlhttp;

function init() {

rcMgr = document.getElementById("rcfmanager"); ]
retrieveXMLUIListingFromserver("/iptv_app/xml_location/request_xml?xml=31",
mergeXMLUIListing);

}

function retrieveXMLUIListingFromServer(url, callbackFunc) {
xmlhttp = new XMLHttpRequest();
xmlhttp.onreadystatechange = function() {
if (xmlhttp.readyState ==
if(xmlhttp.status == 200){
) callbackFunc(xmThttp.responseText);

}
b
xmlhttp.open("GET", url, true);
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xmlhttp.send(null);
function mergeXMLUIListing(xm1u11ist1n?) {
rcMgr.useServerSideXMLUIListing(xmluilisting, false);

<body onload="init();">
<object id="rcfmanager" type="application/oipfRemoteControlFunction"/>

8.4.3 Retrieving the Control Ul

The process of retrieving a Control Ul based o®&nF’s built in XML Ul Listing is described below:

1)
2)

3)

4)

5)

6)
7
8)

The Remote Control Device sends the request tBENA RUIS for the XML Ul Listing.

The Remote Control Device presents a Ul based®imtbrmation in the XML Ul Listing. The user sele@n entry
from the list.

The Remote Control Device sends the HTTP requegaiong the URI (which has been specified by th&FrO
itself) to the DLNA RUIS. The OITF returns the CaoitUl (from its internal memory).

The Remote Control Device presents the Controlfdis Control Ul may be an application itself or mazgya list of
other available applications. In the latter calse,user selects a link from the Control Ul.

The Remote Control Device sends the HTTP requegaoong the URI from the selected link to the DLNRAJIS.
The OITF retrieves the DAE application from the WPApplications server and executes it.

The DAE application recognises that it needs tatyeicontrol Ul.
The DAE application retrieves the Control Ul fronetiPTV Applications server.

The DAE application passes the Control Ul receifveth the IPTV Applications server to the Remote €oin
Device.

The process of retrieving a Control Ul based orv& Side XML Ul Listing is as below:

1)
2)

3)

4)

5)
6)

The Remote Control Device sends the request tBENA RUIS for the XML Ul Listing.

The Remote Control Device presents a Ul based®imtbrmation in the XML Ul Listing. The user sefe@n entry
from the list.

The Remote Control Device sends the HTTP requegaoong the URI (which must start with
“/rcf/request_cui”) to the OITF DLNA RUIS. The OITF matches the URith the correct DAE application
and passes the request to that DAE applicatiorR@saiveRemoteMessage event.

The DAE application translates the request whighefrom the Remote Control Device into a URI.

The DAE application retrieves the Control Ul fronetlPTV Applications server using this URI.

The DAE application passes the Control Ul receifvecth the IPTV Applications server to the Remote Coin
Device usingsendRemoteMessage ().

More details can be found in Annex J.

When the control Ul (CE-HTML document) is beingdened in the Remote Control Device, it can retrimsources
(For example, image, css or javascript files) diyeftom the IPTV Applications server over a secao&nection. For
deployments where the IPTV Applications servenitsie the consumer network, the consumer netwAeN
gateway SHALL allow the DLNA RUIC to access the WPApplications server to retrieve resources digecthe
Remote Control Device that connects to the IPTV lisaions server SHALL implement the Secure Socketger
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(SSL) Protocol, the Transport Layer Security (Th8) the “https:” URI scheme, in order to suppocuse Internet
transactions (as defined in [Req. 5.1.2.b] of [CEXM4-A]).

Below is example source code to show sending theadJl to the Remote Control Device.

var rcmgr;

var xmlhttp;

var deviceHandle;

var regHandles = new Array(Q);

function init() {

rcMgr = document.getElementById("rcfmanager™); )
rcMgr.addEventListener(""ReceiveRemoteMessage", receiveRemoteMessageFromRD, false);

// check whether the DAE app is launched by the Remote Control Device or not
if (rcmgr.currentRemoteDeviceHandle != undefined) {
deviceHandle = rcMgr.currentRemoteDeviceHandle;
retrieveCUIFromServer("/iptv_applications/cui_location/request_cui?cui=123",
sendCUIToRemoteDevice);

}

function retrieveCUIFromServer(url, callbackFunc){
xmlhttp = new XMLHttpRequest();
xmlhttp.onreadystatechange = function() {
if (xmlhttp.readyState ==
if(xmThttp.status == 200){
y callbackFunc(xmThttp.responseText);

}

xmlhttp.open("GET", url, true);
xmlhttp.setRequestHeader("X-0ITF-RCF-User-Agent",

rcMgr.getRemoteDeviceUserAgent(deviceHandle));
xmlhttp.send(null);

function sendCUIToRemoteDevice(cuiCEHTML) { ) .
rcMgr . sendRemoteMessage (remoteDeviceHandle, regHandles.shift(), cuiCEHTML);

function receiveRemoteMessageFromRD(type, remoteDeviceHandle, regHandle, requestLine,
headers, body) {
if (type == 0) {
deviceHandle = remoteDeviceHandle;
reqHandles.push(regHandle);

// retrieve the CUI CE-HTML document from the IPTV Applications server

retrieveCUIFromServer("/iptv_applications/cui_location/request_cui?cui=123",
sendCUIToRemoteDevice);

<body onload="1init();">
<object id="rcfmanager" type="application/oipfRemoteControlFunction"/>

8.4.4 Receiving and responding a message betweenth e control Ul in
the Remote Control Device and OITF

Remote Control

Device
DAE

A 4

Control Ul

This example shows the usage of receiving and neipg to a message between the control Ul presamtéde Remote
Control Device and the OITF. When the control Lhd®a message to the DAE application via an HT TiBest, the
DAE application receives the message vikeaeiveRemoteMessage event. The DAE application SHALL return the
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response to the control Ul in the Remote Contrali@eby using thesendRemoteMessage () or
sendInternalservererror() methods.

The OITF is not able to notify the Remote Contrevize whether the DAE application has been terrashatr
deactivated, or whether tlagp1ication/oipfRemoteControlFunction object has been removed from the
application’s DOM tree. For this reason, the Ren@atrol Device may be presenting an outdated ofplge control
Ul and could send a request from this outdatedroblbli. In this case, the OITF SHALL return a 5@$ponse error
code to the Remote Control Device.

The OITF SHALL limit the number of HTTP requestsoth the control Ul in the Remote Control Device)iethhave
not been responded to by the DAE application.df¢hare any requests over this limit, the OITF SHAUtomatically
reject them and send an HTTP response (HTTP S50@ral Server Error) to the Remote Control Devidee OITF
SHALL buffer at least 10 outstanding HTTP requests.

Note: Annex J.3 provides a procedure related soekample.

Below is example source code showing the handlfmgessages between the DAE application and theaddt that
controls the DAE application.

DAE application

var rcmgr;
var regHandles = new Array(Q);

function init() {

rcMgr = document.getElementById("rcfmanager™);
rcMgr.addEventListener(""ReceiveRemoteMessage', getMessageFromRD, false);

b
function getMessageFromRD(type, remoteDeviceHandle, reqHandle, requestLine, headers,
body) {
if (type == 1)
// Handling the received message with parameters (requestLine, headers, body)
parseAndExecute(body) ;
// Sending the proper return message to_the Remote Control Device
var contentType = “Content-Type: text/plain\n”
rcMgr.sendRemoteMessage(remoteDeviceHandle, regHandle, contentType, "ok');
b
b

function parseAndExecute(body) {
//For example, the request from the RD contains the message related to "play of
audio" with JSON form (Ex: {'command':415})
var retval = eval("("+body+")");
if (retval.command == VK_PLAY) {
document.getElementById("aidl").play(1);

}

<body onload="init();">

<object id="rcfmanager" type="application/oipfRemoteControlFunction"/>

<object type="audio/mp4" id="aidl" data="http://www.avsource.com/audio/bgm.aac">
<param name="Toop" value="infinite"/>

</object>

Control Ul
var xmlhttp;

function sendPlay() {
var msg = {'command':415};
sendMessage("/rcf/request_msg", msg, receivemsg);

function sendMessage(url, msg, callbackFunc){
xmlhttp = new XMLHttpRequest();
xmlhttp.onreadystatechange = function() {
if (xmThttp.readyState == 4) {
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if(xmlhttp.status == 200){
callbackFunc(xmThttp.responseText);

) }
xmlhttp.open("POST", url, true);
request.setRequestHeader("Content-Type", "application/x-www-form-urlencoded");

) xmThttp.send(msg);

function receivemMsg(msg) { ] )
alert("Received message from the DAE application:

n

+ msg);
<body>

;iﬁput type="button" value="Play" onclick="javascript:sendPlay();">

8.4.5 Notification to the Remote Control Device

Theapplication/oipfRemoteControlFunction object supports generatind Barty multicast notifications and
dispatching them to Remote Control Devices. The fBlication can make and send a notification éoRemote
Control Devices by using theendMulticastNotif () method.

If the DAE application wants to send a notificatiGB-HTML document to all of the Remote Devices, EkE
application SHALL set theemoteDeviceHandle parameterin thesendMulticastNotif method to -1.

Otherwise, if the DAE application wants to allowytargeted Remote Device (currently being conretttethe DAE
application) to retrieve the notification CE-HTMlocument, the DAE application set the proper
remoteDeviceHandle parameter in theendMulticastNotif method when it calls. Then, the OITF SHALL
generate the notification URI withevicehandle anddaeid parameters.

If the DAE application wants to send a notificatiGBE-HTML document without storing it in the OITHet DAE
application executes treendMulticastNotif method with null value in theotifCEHTML parameter. The OITF
SHALL make the notification URI which containglgnami c parameter with true value, otherwise false isrséte
dynamic parameter.

Below is a generated notification URI based on petar information in theendMulticastNotif method.

- ?SendToTargetedRD&devicehandle=<target device baralle>&daeid=<DAE App ID>&dynamic=<true or
false>

This URL is sent to the Remote Devices through<thei EventURL> element of the multicast notification event and
the Remote Devices send requests to the OITF hisHtRL upon receiving it. When the OITF receivies tequests
from the Remote Devices, it SHALL return the natiion CE-HTML document in case the handle of thenBte
Device which sends the request is the same withbdh@meter value “<target device handle valuexheHTTP request
URL, otherwise the OITF SHALL return the HTTP 4@3ponse.

Below is example source code to show that the amyeted Remote Device retrieves the notificati@HT ML
document.

var rcmgr;

var xmlhttp;

var deviceHandle;

var regHandles = new Array(Q);

function init() {

rcMgr = document.getElementById("rcfmanager™); . )
rcMgr.addEventListener("ResultMuticastNotif", resultMuticastNotifFromRD, false);

}

function sendTargetedNotif() {

// A remoteDeviceHandle SHALL be set to -1 if the OITF wants to send the
notification CE-HTML UI to all of the Remote Devices

// A remoteDeviceHandle SHALL be set to a specific value of the device handle if the
OITF wants to send the notification CE-HTML UI to the targeted Remote Control Devices
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var remoteDeviceHandle = rcMgr.currentRemoteDeviceHandle;
var eventLevel = 0;

var notifCEHTML = "<html>..</html>";

var friendlyName = "Important notification";

var profilelist = "<ui_profile name='MD_UIPROF'/>";

rcMgr.sendMulticastNotif (remoteDeviceHandle , eventLevel, notifCEHTML, friendlyName,
profilelist);
h

function resultMuticastNotifFromRD(remoteDeviceHandle, regHandle, dynamic) {
if (dynamic != true) { )
alert("Notification is sent to the Remote Control Device well™);
} else {
//Retrieve a notifcation CE-HTML UI from server

}

<body onload="init();">
<object id="rcfmanager" type="application/oipfRemoteControlFunction"/>

8.4.6 Handling Multiple DAE applications and Multip  le Remote Control
Devices

The OITF SHALL dispatch requests from a Remote @bmevice to the DAE application that it is curtign
controlling. Only one Remote Control Device SHAtbmmunicate with a DAE application at any time altbh this
could change over time as described below.

*  Multiple Remote Devices SHALL not be mapped to ms®AE application at the same time. If a seconchéte
Control Device attempts to send an HTTP requeatD@E application which is already mapped to aedéht
Remote Control Device, this request SHALL fail ({BEl'F sends an HTTP 500 response to the Remote@ont
Device).

* One Remote Device SHALL not be mapped to multipfEDapplications at the same time. If a Remote Deisc
currently connected to a DAE application and thiéenapts to make a request to another DAE applicathus
request SHALL fail (the OITF sends an HTTP 500 ozse to the Remote Device).

The OITF SHALL support three mechanisms to dropctbrenection between a Remote Control Device anéda D
application as follows:

« The Remote Control Device currently bound to theEDsfplication sends a pre-defined URL
“/rcf/drop_connection”.

e The DAE application drops the connection with theni®te Control Device by using tdeopConnection()
method.

e The OITF provide a timer mechanism to drop the eation with the Remote Control Device after a peiod
inactivity (i.e. no HTTP requests received and AGTR responses sent). The value of the inactivibetiexpiry is
terminal specific. One timer will be assigned pen#te Control Device.

If the OITF is unable to dispatch requests to #pgtlication (e.g. because the application has texted or because the
application/oipfRemoteControlFunction object has been destroyed), the request SHALL(tfz! OITF sends
an HTTP 500 response to the Remote Control Devitdje OITF is notified that the Remote ControhMie is no
longer connected to the network, then the OITF SHAllow other Remote Control Devices to connedhi®
application and assume control.

Below is example showing a mapping relationshipveen Remote Control Devices and DAE applications.

« Remote Control Device 1 is mapped to DAE applicatlo The Remote Control Device sends a requestdp the
connection with A, using the pre-defined URLr'cf/drop_connection” and then makes a request to DAE
application B. DAE application B responds to ther®ée Control Device. The OITF updates its intestate to
show that Remote Control Device 1 is now mappedA& application B.
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[ SRS R ] [ DAE app (B) ] Device handle | DAE app handle
r'y —
P "'::Change(’j/,/" 1 R
- "s’ - - ) U
Remote Control . -
Device (1)

« Remote Control Device 2 is mapped to DAE applicatio A second Remote Control Device 3 then makesgjaest
to DAE application C. The OITF sends an HTTP 5pomse to the Remote Control Device 3.

DAE app (C)
A

Device handle | DAE app handle
Q) 5 c

[ Remote Device (2)] [ Remote Device (3)]
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9 Capabilities

9.1 Minimum DAE capability requirements

This section defines minimum capabilities which Blinplementations are required to provide to thel&ative
Application Environment and the applications rurmnin that environment.

The following section defines minimum capabilitigiich SHALL apply to all OITFs.
OITFs MAY support multiple simultaneous applicatdnaded and running in the browser.

When the CEA-2014 notification framework (see sath.3.1) is supported, OITFs SHALL support ati€aBAE
applications being visible at one time, one appiliceshowing a notification in the notification vdaw (as defined in
Section 5.6.3 of CEA-2014-A) and one in the maioviwer area. OITFs MAY support more than one DAHiagfion
being visible at one time in the main browser a@aOITFs where only one DAE application is visibteone time in
the main browser area, it is OITF implementatioacsiic how the visible application is changed.

OITFs with an HD output SHALL support 1280x720 dras on that output when HD video is being deconledthen
no video is being decoded. OITFs MAY support 19218 graphics.

The present document does not define any requiresncencerning support for SD graphics.

OITFs SHALL support unrestricted scaling of IP delied video.

The present document does not define any requirsni@nscaling of video not delivered via IP, érghybrid OITFs.
The present document does not define requiremenwipporting decoder format conversion.

The present document does not define requirementsXel depth in the graphics system except tHaF® SHALL
support at least one bit of per-pixel alpha.

The present document does not require the capatailihix audio from memory and audio from a curkgdecoded
stream.

OITFs SHALL support decoding one stream containiidgo and audio. They MAY support decoding morenthae
stream.

OITFs SHALL support the “Tiresias Screenfont” famtequivalent with the “Generic Application West&taropean
Character Set” as defined in Annex C of [TS 102]80Bey MAY support other fonts in addition.

OITFs SHALL provide some means for text input. pnesent document does not specify any particulatisa.

The present document recommends support for pdiated input. Please note that Annex B containgsom
requirements regarding pointer based input.

In their SSL/TLS implementation, OITFs SHALL suppor
a) key lengths of up to 2048 bits for the asymmetricrgption part
b) for the symmetric part, at least 128-bit for AES! & least 168-bit for 3DES
c) for verifying server certificates, at least thesetrcertificates:
1. Thawte Personal Basic CA
2. Thawte Personal Freemail CA
Thawte Personal Premium CA

3
4. Thawte Premium Server CA
5. Thawte Server CA

6

Thawte Timestamping CA
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7. VeriSign, Inc. Class 1-3 Public Primary CertificatiAuthority G1
8. VeriSign, Inc. Class 1-4 Public Primary CertificatiAuthority G2
9. VeriSign, Inc. Class 1-4 Public Primary CertificatiAuthority G3
10. RSA Security 2048 v3

11. RSA Security 1024 v3

12. Equifax Secure CA

13. Entrust.net CA

14. Entrust.net CA 2048

15. Entrust.net Client CA

16. GTE CyberTrust Global Root

17. Microsoft Root Authority

The present document does not define requirementaihimum memory sizes for DAE applications or Glbehaviour
when available memory is low. This specificatioml@iberately silent about the conditions underokittheLowMemory
event defined in section 7.2.1.4 is generated.

OITFs SHALL provide support for cookies as definedRFC2109].
In addition to what is specified in [RFC2109], foowing limits are defined:

e OITFs SHALL support at least 100 cookies with a mmaxm of 20 per domain and a maximum size for any
individual cookie of 4096 bytes (as measured bystima of the lengths of the cookie's name, valud,atributes).

e If the cookie is bigger than 4096 bytes it SHALLdiecarded, not truncated.

e OITFs SHALL support a maximum total size for theet&ookie” header of 5120 bytes. If the head&igger than
5120 bytes, it SHALL be discarded, not truncated.

The present document does not require control dibatolume to be exposed to the DAE.
The OITF SHALL include a mechanism for the end usegenerate the following key events:
e VK_0 —-VK_9

e  VK_UP, VK_DOWN, VK_LEFT, VK_RIGHT, VK_ENTER ,VK_BACK

e VK_RED, VK_GREEN, VK_YELLOW, VK_BLUE

Because physical color keys may not always be availon remote controls, DAE applications which tingecolour
keys SHOULD make the same feature, function or #io&essible through a button in their user interfahich can be
navigated to bwyp, down, Teft andright and selected witanter / 0Ok and SHOULD make their intended usage
known through th&eyset object as defined in Section 7.2.5

If the OITF includes a mechanism to generate thevitng key events then they SHALL be availabldXtaE
applications and SHALL be indicated as part ofdapability mechanism defined in section 9 of timiscsfication.

e VK_PLAY, VK_PAUSE, VK_STOP, VK_NEXT, VK_PREV
* VK_PLAY_PAUSE
* VK_FAST_FWD

* VK_REWIND
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Note: Some remote controls have separate “play™padse” keys; others have a single “play/pausgte key. For
that reason, in general, it is recommended thatcgipns are written to handle both tWik_PLAY/VK_PAUSE key
codes and thek_PLAY_PAUSE key code.

The OITF MAY include mechanisms to generate thivfaihg key events and if it does, making them alzi to DAE
applications is OPTIONAL.

¢ VK_HOME

e VK_MENU

* VK_GUIDE

e VK_TELETEXT

* VK_SUBTITLES

¢ VK_CHANNEL_UP

* VK_CHANNEL_DOWN
* VK_VOLUME_UP

* VK_VOLUME_DOWN
e VK_MUTE

Where OITFs make other remote control key everadae to DAE applications, this SHALL be donesaecified by
the capability mechanism defined in section 9 &f dpecification. Whenever applicable, this SHOU@®done using
the complementary Ul profiles defined in the nesttagraph.

9.2 Default Ul profiles

The OITF SHALL support at least one of the Ul-rethbase profiles defined in Table 14.
Table 14: Base Ul Profile Names

Base Ul Profile Name Default values

"OITF_SDEU_UIPROF" <width>720</width>

<height>576</height>

<colors>high</colors>

<hscroll>false</hscroll>

<vscroll>true</vscroll>

<font type="sans-serif" defaultsize="16">Tiresias</font> with
support for the Unicode character range “Basic Euro Latin Character
set” as defined in Annex C of [TS 102 809].

<key>VK_BACK</key>

<navigationkeys>true</navigationkeys>

<numerickeys>true</numerickeys>

<pointer>false</pointer>
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<security protocolNames="ssl tIs">true</security>

<overlay>per-pixel</overlay><!-- whereby at least one level of
partial transparency between graphics and video must be supported
as per the minimum requirements of Section 9.1 -->

<overlaylocal>per-pixel</overlaylocal><!-- whereby at least one
level of partial transparency between graphics and video must be
supported as per the minimum requirements of Section 9.1 -->

<overlaylocaltuner>per-pixel</overlaylocaltuner><!-- whereby at
least one level of partial transparency between graphics and video
must be supported as per the minimum requirements of Section 9.1
->

<overlaylPbroadcast>per-pixel</overlaylPBroadcast><!-- whereby
at least one level of partial transparency between graphics and
video must be supported as per the minimum requirements of
Section 9.1 -->

<notificationscripts>false</natificationscripts>
<save-restore>false</save-restore>

"OITF_SD60_UIPROF" Same as OITF_SDEU_UIPROF, with the following modifications:

<width>720</width>
<height>480</height>

"OITF_SDUS_UIPROF" Same as OITF_SDEU_UIPROF, with the following modifications:

<width>640</width>
<height>480</height>

"OITF_HD_UIPROF" Same as OITF_SDEU_UIPROF, with the following modifications:

<width>1280</width>

<height>720</height>

<colors>high</colors>

<font type="sans-serif" defaultsize="24">Tiresias Screenfont</font>
with support for the Unicode character range “Generic Application
Western European Character Set” as defined in Annex C of [TS 102
809].

"OITF_FULL_HD_UIPROF" Same as OITF_HD_UIPROF, with the following modifications:

<width>1920</width>
<height>1080</height>

In order to capture the heterogeneity of the festsupported by OITF devices, this specificatiso alefines a set of
complementary Ul Profile name fragments, each doisty a particular logical subset of capabilitiés which a OITF
can indicate support by appending the Ul Profilmadragment to the name of the supported basedfileoas defined
in Table 14. Both the OITF and server SHALL suppbet concatenation of a series of Ul profile nanagifhents in any
order.
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Table 15: Complementary Ul Profile Name Fragments

Ul Profile Name Fragment

Default values

"+TRICKMODE"

<key>VK_PLAY</key><key>VK_PAUSE</key> and/or
<key>VK_PLAY_PAUSE</key> (*)

<key>VK_STOP</key>

<key>VK_REWIND</key>

<key>VK_FAST_FWD</key>

(*) The +TRICKMODE profile fragment identifier does not
distinguish between remote controls having separate “play” and
“pause” keys; and remote controls having a single “play/pause”
toggle key. For that reason, in general, it is recommended that

applications are written to handle both the VK_PLAY/VK_PAUSE
key codes and the VK_PLAY_PAUSE key code

"+AVCAD"

<video_profile
type="application/vnd.oipf.ContentAccessStreaming+xml'/>

"y DL"

<download protocolNames="http">true</download>

"+IPTV_SDS"

<video_broadcast type="ID_IPTV_SDS”
scaling="arbitrary">true</video_broadcast>

"+IPTV_URI"

<video_broadcast type="ID_IPTV_URI"
scaling="arbitrary">true</video_broadcast>

"+ANA"

<video_broadcast type="ID_ANALOG”"
scaling="quarterscreen”>true</video_broadcast>

"+DVB_C"

<video_broadcast type="ID_DVB_C ID_DVB_SI_DIRECT"
scaling="quarterscreen”">true</video_broadcast>

"+DVB_T"

<video_broadcast type="ID_DVB_T ID_DVB_SI_DIRECT”
scaling="quarterscreen”>true</video_broadcast>

"+DVB_S"

<video_broadcast type="ID_DVB_S ID_DVB_SI_DIRECT"
scaling="quarterscreen”>true</video_broadcast>

"+DVB_C2"

<video_broadcast type="ID_DVB_C2 ID_DVB_SI_DIRECT"
scaling="quarterscreen”>true</video_broadcast>

"+DVB_T2"

<video_broadcast type="ID_DVB_T2 ID_DVB_SI DIRECT"
scaling="quarterscreen”>true</video_broadcast>

"+DVB_S2"

<video_broadcast type="ID_DVB_S2 ID_DVB_SI_DIRECT"
scaling="quarterscreen”>true</video_broadcast>

"+|SDB_C"

<video_broadcast type="ID_ISDB_C”"
scaling="quarterscreen”>true</video_broadcast>

"+ISDB_T"

<video_broadcast type="ID_ISDB_T"
scaling="quarterscreen”>true</video_broadcast>
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"+|SDB_S"

<video_broadcast type="ID_ISDB_S"
scaling="quarterscreen”>true</video_broadcast>

"+META_BCG”

<clientMetadata type="bcg">true</clientMetadata >

"+META_EIT”

<clientMetadata type="eit-pf">true</clientMetadata >

“+META_SI”

<clientMetadata type="dvb-si">true</clientMetadata >

"+ITV_KEYS"

<key>VK_HOME</key>
<key>VK_MENU</key>
<key>VK_CANCEL</key>
<key>VK_SUBTITLES</key>

<colorkeys>true</colorkeys>

"+CONTROLLED"

<key>VK_CHANNEL_UP</key>
<key>VK_CHANNEL_DOWN</key>
<key>VK_VOLUME_UP</key>
<key>VK_VOLUME_DOWN</key>

<key>VK_MUTE</key>
<configurationChanges>true</configurationChanges>
<extendedAVControl>true</extendedAVControl>

When relevant (i.e. when coupled with +DL, resp +PVR):
<download manageDownloads="sameDomain">true</download>
<recording manageRecordings="sameDomain">true</ recording >

<remote_diagnostics>true</remote_diagnostics>

"+PVR”

<key>VK_RECORD</key>

<recording>true</recording>

"+DRM"

<drm DRMSystemID="urn:dvb:casystemid:19188">TS_BBTS
TTS_BBTS MP4_PDCF</drm>

“+IMS”

<ims>true</ims>

“+SVG”

<mime-extensions>image/svg+xml</mime-extensions>

“+POINTER”

<pointer>true</pointer>

“+POLLNOTIF”

<pollingNotifications>true</pollingNotifications>

“+WIDGETS”

<widgets>true</widgets>
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“+HTML5_MEDIA” <htmlI5_media>true</html5_media>

“+RCF” <remoteControlFunction>true</ remoteControlFunction>

(*) If an OITF supports the DLNA RUI RCF as defined in Section
7.17, the 3rd party multicast notification mechanism as defined in
Section 5.6.1 of [CEA-2014-A] SHALL be supported for the OITF to
send the 3rd party multicast notification to the DLNA RUICs.

Whenever an OITF supports an extension to the diitghthat can be defined using a combinatiom diase Ul Profiles
and a (number of) Ul Profile fragment(s), it SHARHvertise this extension using the mechanism asgeatkin Section
8.1.

9.3 CEA-2014 capability negotiation and extensions

This section contains extensions and modificatiorthe CEA-2014 [CEA-2014-A] capability negotiatiorechanism.
The XML format that is used to describe the cajiiédsl forms the basis for the profile definitionsdgprofile fragments
as defined in Section 9.2, and is also the forimattis used by thextnlCapabilities” property of the
application/oipfcCapabilities object.

The schema with the extensions and modificationkeaapability description as defined in this mectan be found in
Annex F. The schema in Annex F SHALL be used irbtdahe existing capability description schemaefned in
Annex C of CEA-2014 [CEA-2014-A].

The conveyance of the OITF capability descriptimotgh the User-Agent header is described in Seélib.
Examples of valid OITF capability profiles are ugithe full XML syntax as defined in Annex F):

A pure HD-capable IPTV OITF, which supports live BYP TV via SD&S, streamed mpeg at SD and HD foandte
MPAA parental rating scheme, trickplay, and acéessn embedded BCG metadata client:

<profilelist>
<ui_profile
name="0OITF_HD_UIPROF+IPTV_SDS+AVCAD+META_BCG+TRICKMODE+ITV_KEYS+CONTROLLED+DRM">
<ext>
<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAParentalRatingCs:2001">
true
</parentalcontrol>
</ext>
</ui_profile>
<video_profile name="TS_AVC_SD_25_HEAAC"
type="video/mpeg"
transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188" />

<video_profile name="TS_AVC_HD_25_HEAAC"
type="video/mpeg"
transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188" />
</profilelist>

A hybrid HD-capable box, supporting live DVB broadts over satellite, PVR functionality, and (Madfirotected and
unprotected) VoD in progressive download:

<profilelist>
<ui_profile
name="0ITF_HD_UIPROF+AVCAD+TRICKMODE+ITV_KEYS+CONTROLLED+DRM+DVB_S+META_SI+PVR">

</ui_profile>

<video_profile name="TS_AVC_SD_25_HEAAC"
type="video/mpeg"
transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188" />

<video_profile name="TS_AVC_HD_25_HEAAC"
type="video/mpeg"
transport="http-get rtsp-rtp-udp"
DRMSystemID="urn:dvb:casystemid:19188" />
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</profilelist>

A hybrid device providing access to its ATSC tefmiaktuner (supporting two different parental ngtischemes), DVB-
IPTV ‘tuner’, and PVR functionality to DAE applidahs, but not exposing ‘trickmode’ or ‘controllekey events to
DAE applications running in the browser:
<profilelist>
<ui_profile name="OITF_HD_UIPROF+PVR+IPTV_SDS">
<ext>
<video_broadcast type="ID_ATSC_T" scaling="arbitrary">true</video_broadcast>
<parentalcontrol schemes="urn:mpeg:mpeg7:cs:MPAAParentalRatingCS:2001
urn:mpeg:mpeg7:cs:MPAAParentalRatingTvCS:2001">
true
</parentalcontrol>
</ext>
</ui_profile>
</profilelist>

9.3.1 Tuner/broadcast capability indication

If an OITF supports control over its local tunendtionality by a server, an OITF SHALL indicateshhrough the base
profile and Ul profile name fragment strings asimed in section 9.2 “Default Ul Profiles” and thehema defined in
Annex F. To this end the following new elements $HAe supported for a capability description or @hifity profile
(see Annex F for more information):

<video_broadcast> - indicates whether or not thEFGiupports the video/broadcast object to enabiéraioof its local
tuner functionality by a server (i.e. retrieving ttuner’s channel line up, switching channels ef toner, and rendering
the output of the broadcasted content inside tbevger). The <video_broadcast> element has thewWalkp attributes:

« Attribute type specifies the type(s) of tuner(s) for which th&@ Bhllows tuner control, by using a space-separated
list of idType values as specified in Section 71231 for theChanne object (i.e. “ID_ANALOG”, “ID_DVB_C”,
etc.).

e Attribute transport specifies a space-separated list of supportedsfiat) protocols in case of IP Broadcasts (i.e. if
the type attribute contains one of the ID_IPTV_Tyge values as specified in Section 7.13.12.1)s ihdone by
using one or more of the (transport) protocol naasedefined in Annex F of the [Protocols specifaat

«  Attribute scaling specifies the method of video scaling the OITFpsufs for the tuner output (i.e. “arbitrary”,
“quartersize”, “0.33x0.33” or “none”), with defautalue “arbitrary” if omitted.

*  Attribute minSze specifies the minimal size, as a percentage ofufhextent of the OITF’s display, to which the
OITF supports scaling of video content received dlre (logical or physical) tuner if attribusealing has value
“arbitrary”. The value “0” for theminSze attribute indicates support for arbitrary and utrieted scaling of the
video. The value of the attributainSize SHALL be silently ignored if the value of the #tite scaling is not
“arbitrary”.

*  Attribute nrstreams provides an indication of the number of videoatns that can be rendered simultaneously by
the indicated tuner functionality (typically limdeby the number of tuners supported by the devigith, a default
value of “1” if omitted.

« Attribute postList specifies, if included in the client’s capabildgscription, whether or not the OITF supports the
HTTP POST method defined in Section 4.8.1.2. Ifuded in the server’s capability descriptipostList specifies
whether or not the server supports using the chdishenformation sent through the HTTP POST metho
exercise tuner control. If an OITF does not postdhannel list information, a server SHALL, irresipee of the
value it specified for thpostList attribute in its server capability descriptiorlyren thegetChannelConfig
method defined in Section 7.13.1.3 to access thara#l list information.

*  Attribute local Timeshift indicates whether or not the OITF supports timigsiischeduled content using local
storage.

«  Attribute networkTimeshift indicates whether or not the OITF supports netwionieshift of scheduled content.
Different from PVR or local timeshift capability that no local resources are required to suppdviark timeshift
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The<video_broadcast> elementis defined using the following XML Schemagiment. Multiple
<video_broadcast> elements may be specified to distinguish betwepartuwith different behaviour or
capabilities, for example with respect to scaling:
<xs:element name="video_broadcast" type="videoBroadcastType" minOccurs="0"
maxoccurs="unbounded" />
<xs:complexType name="videoBroadcastType">
<xs:attribute name="type" type="xs:string" use="required"/>
<xs:attribute name="transport" type=''xs:string"/>
<xs:attribute name="nrstreams" type="xs:unsignedint" default="1"/>
<xs:attribute name="scaling" type="scalingType" default="arbitrary"/>
<xs:attribute name="minSize" type="xs:unsignedInt" default="0"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
<xs:attribute name="networkTimeshift" type="xs:boolean" default="false"/>
<xs:attribute name="localTimeshift" type="xs:boolean" default="false"/>
</xs:complexType>

<overlaylocaltuner> - indicates whether or not@i&F supports overlays for video broadcasts reckilieough the
local tuner, i.e. allows XHTML content to be renelé@ion top of video content broadcasted over lagadtt If included,
the value of this element SHALL be: (none|on-offtill|per-pixel), whereby the same requirementséiset for
element <overlay> in [Req. 5.2.1.a] of CEA-2014-A/A L apply.

NOTE: As defined by [Req. 5.2.1.e] of CEA-2014-A@h server MAY use these elements in the seryabilgy
description, if a server requires control of theeufunctionality of an OITF for the correct renidgrof its service.

9.3.2 Broadcast content over IP capability indicati  on

If an OITF supports functionality for rendering thetput of the broadcasted content received ovéardide the browser
and optionally providing an IPTV related channeglup and favourite list to the server, an OITF &HAndicate this
through the base profile and Ul profile name fragtrstrings as defined in section 9.2 “Default Ubfles” and the
schema defined in Annex F. This SHALL be done usirggsame <video_broadcast> element as definedatidh
9.3.1, whereby the type attribute contains ondeflD_IPTV_* idType values as specified in Sectioh3.12.1:

e <video_broadcast> indicates whether or not the OITF supports tldea/broadcast object to enable control
rendering the output of the broadcasted conterived over IP inside the browser and optionallyjing an
IPTV related channel line-up and favourite listhie server.

To indicate support for overlays over IP broadctstsfollowing element SHALL be used (see AnnexiFrore
information):

« <overlaylPbroadcast>- indicates whether or not the OITF supports oyesrfar IP video broadcasts, i.e. allows
XHTML content to be rendered on top of video cohtamoadcasted over IP. If included, the value &f glement
SHALL be: (none|on-off|global|per-pixel), wherele tsame requirements as defined for element <gveita
[Req. 5.2.1.a] of CEA-2014-A SHALL apply.

9.3.3 PVR capability indication

Support for the control of recording functionalibat is available to the OITF by a server SHALLihdicated through
the base profile and Ul profile name fragment gsias defined in section 9.2 “Default Ul Profilesid the <recording>
element defined in Annex F. This specification de§ the following element that can be added tqaluity
description:

<recording> - indicates whether or not the OITF supports cortdfals local recording (i.e. PVR) functionality lay
server. If included, the value of this element SHAle (truelfalse). The boolean attribiytBroadcast specifies whether
or not the OITF also supports recording of A/V enitbroadcasted over IP, and the Boolean attriogi®ist specifies
whether or not the OITF supports the HTTP POST putiefined in Section 4.8.2, respectively whethenai the
server uses the posted channel list informatioepiifveyed by the OITF, to control the recordingctionality available
to the OITF. If an OITF does not post the chanis¢iimhformation, a server SHALL, irrespective oéthalue it specified
for thepostList attribute, rely on thgetChannelcConfig() method defined in Section 7.10.1.1 to accesshiharnel
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list information. The Boolean attributeanageRecordings specifies whether or not the OITF supports margagin
recordings through the ECMAScript APIs definedéctson 7.10.4.

The <recording> element is defined using the follgnXML Schema fragment (see Annex F for more infation):

<xs:element name="recording" type="pvrType"/>
<xs:complexType name="pvrType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="1ipBroadcast" type="xs:boolean" default="false"/>
<xs:attribute name="manageRecordings" type="xs:string" default="none"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

If the manageRecordings attribute is present, this attribute SHALL takeaf the following values:
* “none”: indicates that the client does not support mamagecordings.

< ‘“initiator” : indicates that recordings initiated by the cutiplication may be managed.

* ‘“samedomain”: indicates that recordings initiated by applicatidrom the same fully-qualified domain may be
managed.

« “all” : indicates that recordings initiated both by therent application and other applications may beagad.

If not present, a value ohtne’ SHALL be assumed.

9.3.4 Download CoD capability indication

If a client supports downloading content to a dligvith or without DRM protection), the client SHALindicate this
through the base profile and Ul profile name fragtrstrings as defined in section 9.2 “Default Ubfles” and the
schema defined in Annex F. The <download> elemeét#tl3. adhere to the definition of bullet o) of [Re§.2.1.a] of
CEA-2014-A.

A client MAY include an informative list of MIME tyes it supports for playback after download throtigh<mime-
extensions> element. Note that since content dawghinay be separated from content playback, a sSH&ULD
NOT rely on this information to be present.

If a client supports managing downloads throughBB&1AScript content download API specified in Senti7.4.3 then
the client SHALL indicate this using the attribub@nageDownloads. This attribute has the follovdafinition (see
Annex F for more information):

<xs:attribute name="manageDownloads" type="xs:string" default="none"/>
If present, this attribute SHALL take one of thédwing values:
* “none”: indicates that the client does not support mamagbwnloads
< ‘initiator” : indicates that downloads initiated by the cur@gplication may be managed.

« “samedomain”; indicates that downloads initiated by applicasidrom the same fully-qualified domain may be
managed.

« “all” : indicates that downloads initiated both by thereunt application and other applications may beaged.
If not present, a value of “none” SHALL be assumed.

Example:
<download protocolNames="http ftp" manageDownloads="all" > true </downTload>
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9.3.5 Parental ratings

If an OITF supports a parental control system@heF SHALL indicate this by using the value “truigt element
<parentalcontrol> in the OITF capability profilefaeiption, and define a space separated list ofesanh parental rating
schemes using the “schemes” attribute.

The schema of the <parentalcontrol> element imddfas follows (see Annex F for more information):

<xs:element name="parentalcontrol" type="parentalControlType"/>
<xs:complexType name="parentalControlType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="schemes” type="xs:string”’/>

</Xs:extension>
</xs:simpleContent>
</xs:complexType>

For which the following semantics SHALL apply:

<parentalcontrol> - indicates whether or not the OITF supports entlcontrolled parental control system. If included
in the OITF capability description, the value aftelement SHALL be: (true|false). The <parentaicdn element has
the following attributes:

e attribute“schemes™ SHALL be a non-empty space separated list of-gasensitive names of parental rating
schemes registered with the platform (either byntlaufacturer, or by applications where the rasicigeme is
associated with a recording), if the value of tiparentalcontrol> element is true. Valid rating sobe names
include the ParentalRating classification schemmeasaas defined by property “scheme” of Bae-entalRating
object as defined in Section 7.9.4.

Example:

<parentalcontrol schemes="dvb-si urn:mpeg:mpeg7:cs:MPAAParentalRatingCS:2001">
true
</parentalcontrol>

9.3.6 Extended A/V API support

The OITF SHALL indicate support for the extended/ &bntrol APIs defined in section 7.13.7 through base profile
and Ul profile name fragment strings as defineddation 9.2 “Default Ul Profiles” and the <exten@&Control>
element defined in Annex F:

<xs:element name="extendedAvControl" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).

9.3.7 OITF Metadata API support

The OITF SHALL indicate support for client-side meéata processing and the APIs defined in sectibh through the
base profile and Ul profile name fragment stringslafined in section 9.2 “Default Ul Profiles” atied
<clientMetadata> element defined in Annex F:

<xs:element name="clientMetadata" type="metadataType"/>
<xs:complexType name="metadataType'>
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="type" type="xs:string"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

This element has the following semantics:

<clientMetadata> - indicates whether or not the OITF supports enttside metadata processing. If included in thé RU
Client capability description, the value of thismlent SHALL be: (true|false). The <clientMetadagdéement has the
following attributes:
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e attribute“type” SHALL include a non-empty space separated listashes of supported metadata
systems/protocols, if the value of the <clientmatad element is true.

Below is an extensible list of case insensitiveadata system/protocol names which MAY be usedhiisrdttribute:

0 “bcg”:indicates support for the TV-Anytime Broadbanch@mt Guide metadata format.

0 “sd-s”:indicates support for the DVB SD&S metadata farma

0 “dvb-si”: indicates support for the DVB-SI metadata format.

o ‘“eit-pf”: indicates support for EIT present/following imfoation as defined for DVB-SI in Section 4.1.3 of
[OIPF_METAZ2]

9.3.8 OITF Configuration API support

The OITF SHALL indicate support for modification ®iTF configuration and settings by applications the APIs
defined in section 7.3) through the base profileé @hprofile name fragment strings as defined ictism 9.2 “Default
Ul Profiles” and the <configurationChanges> elenugfined in Annex F:

<xs:element name="configurationChanges" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).

9.3.9 IMS API Support

The OITF SHALL indicate support for IMS API (viaghAPIs defined in section 7.8) through the basélprand Ul
profile name fragment strings as defined in secii@“Default Ul Profiles” and the <ims> elemenfided in Annex F:

<xs:element name="1ims" type="xs:boolean"/>

<xs:element name="communication_services" type="xs:boolean"/>

If included, the value of these elements SHALL (here|false).

9.3.10 DRM capability indication

The OITF SHALL indicate support for handling DRMepected content through the base profile and Ufilproame
fragment strings as defined in section 9.2 “DefllilProfiles” and the <drm> element defined in Arite

<xs:element name="drm" type="drmType" minOccurs="0" maxOccurs="unbounded"/>
<xs:complexType name="drmType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="DRMSystemID" type="xs:string" use="required"/>
<xs:attribute name="protectionGateways" type="xs:string" default=""/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

And with the following semantics:

<drm> - indicates whether or not the client supportsRivDcontent protection system for downloading amdashing
content. If included in the RUI Client capabilitgstription, the value of this element SHALL be acpseparated list of
zero or more case-insensitive names of suppofedriid/or container formats for protected contgnthe DRM system
indicated by the "DRMSystemID" attribute, suchtzes OMA DRM Content Format (DCF). Valid values indé: the
system_format name of the first column of Tabld BAEDIA], and a protection format of the secoraumn of Table

3 of [MEDIA], concatenated with an underscore In'case of the Gateway centric approach definegDibyF CSP2],
this attribute indicates the protectionFormats Wwtidce supported by the combination of OITF and GaRway and
may be omitted.

The <drm> element has the following attributes:

e attribute"DRMSystemID” SHALL include a supported DRM system. Valid valé@sthe "DRMSystemID"
include the values as defined by element DRMSydieimiTable 8 of Section 3.3.2 of [OIPF_META?Z2]. For
example, for Marlin, the DRMSystemID value is “udnb:casystemid:19188". In case of the Gateway @entr
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approach defined by [OIPF_CSP2], this DRMsystenttblaute indicates the DRM System(s) of UNIS-CSP-G
which is supported by the combination of OITF ar&PCGateway.

attribute“protectionGateways” SHALL include a space separated list of zero orenvase-insensitive names of
supported CSP Gateway types that are capablepbsiing the DRM system indicated by attribute
“DRMSystemID”. This attribute is conditional mandatory and SHAbe specified in the case that the DRM
System indicated by th@RMSystemID” attribute is supported by the CSP Gateway. Vaditlies for the scheme
for the Gateway centric approach defined by [OIPEPEZ] are tcp-ip” and “ci+".

Examples:

<drm DRMSystemID="urn:dvb:casystemid:19188" >TS_BBTS TTS_BBTS MP4_PDCF</drm>
<drm DRMSystemID="urn:dvb:casystemid:12348" protectionGateways="ci+">TS_PF TTS_PF</drm>
<drm DRMSystemID="urn:dvb:casystemid:12348" protectionGateways="dtcp-ip">TS_PF</drm>

9.3.11 Media profile capability indication

If an OITF supports streaming A/V content to thier, the client SHALL indicate this by includinghan-empty list of
<audio_profile> and/or <video_profile> elementghie RUI client capability description. The <audioofle> and
<video_profile> elements SHALL adhere to the followrequirements in addition to what has been @effiny bullet v)
and w) of [Req. 5.2.1.a] of CEA-2014-A:

Valid values for the “type”-attribute of the <audfrofile> and <video_profile> elements include MEBME types
given in Section 3 of [OIPF_MEDIAZ2].

Valid values for the “name”-attribute include:

o for <video_profile> elements: the system format eathe video format name and the audio format nfone
A/V contents, concatenated with an underscoreds ‘defined in Section 3 of [OIPF_MEDIAZ].

o for <audio_profile> elements: the audio format ngorepure audio contents in Table 4 of [OIPF_MED]A2

o for both <video_ profile>, and <audio_profile> elem® it is allowed to include multiple profile name
corresponding to the same MIME type, by separatnch profile name with a whitespace character.

Valid values for the “transport”-attribute inclu¢ke space-separated list of ) the protocol namekefused in the
column “Name for <protocol>" in Annex E.1 of [OIPPROTZ2], whereby the value “http” as specified afsdie
value for the “transport”-attribute in CEA-2014-AdBLL correspond to value “http-get”.

The <video_profile> and <audio_profile> elementsA&H support a new attribute called “DRMSystemID”high
SHALLinclude a space separated list of zero or niwiRd system IDs supported for the media profilegd)ereby
the DRMSystemID SHALL correspond to a <drm> elem@astdefined in section 9.3.10. about DRM capabilit
indication) with the same value for attribute “DR¥$mID”. In the case the attribute “DRMsystemIB"specified,
non-protected A/V contents of the media profil&8)ALL be also supported. For non protected meddilp(s),

this attribute MAY be omitted (see Annex F for mararmation).

Next to providing the list of supported audio amdiew profiles, the client SHALL include an <audioofile>
element and/or a <video_profile> element with thlie “application/vnd.oipf.ContentAccessStreamixg# for
attribute “type”, to indicate support for the camtaccess description document format as defindd7iri as value
for the “data” attribute of the A/V Control obje&s defined by [CEA-2014-A] to initiate the streaqf content.

Examples:

<video_profile type="application/vnd.oipf.ContentAccessStreaming+xml"/>

<video_profile
name="TS_MPEG2_SD_25_AC3 TS_AVC_HD_25_HEAAC"
type="video/mpeg"
DRMSystemID="urn:dvb:casystemid:19188”
y transport="rtsp-rtp-udp”
>

<video_profile
name="MP4_MPEG2_SD_25_AC3 MP4_AVC_HD_25_HEAAC"
type="video/mp4"
/ transport="http-get”
>

<video_profile
name="TS_AVC_HD_25_HEAAC"
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type="application/x-dtcpl”
DRMSystemID="urn:dvb:casystemid:12348"
y transport="http-get”
>

<audio_profile name="MPEG1_L3" type="audio/mpeg" transport="http-get”/>

9.3.12 Remote diagnostics support

The OITF SHALL indicate support for remote diagncs{via the APIs defined in section 7.11) using fbllowing
element in the OITF’s capability description (se@néx F for more information):

<xs:element name="remote_diagnostics" type="xs:boolean"/>

If included, the value of this element SHALL beug|false).

9.3.13 SVG

The OITF SHALL indicate support for SVG through these profile and Ul profile name fragment stringsiefined in
section 9.2 or as defined in section 6.4 usingRémote Ul Client Capability Description defined 8V G in that section
- image/svg+xml.

In order to determine support for video tag in SM&hasFeature () method with argument
“http://www.w3.org/Graphics/svG/feature/1.2/#video” shall be used. Example:

var hasvideo =
document.imp]ementation.hasFeature(”ht%g://www.w3.org/Graphics/SVG/feature/l.2/#Video",
nu

9.3.14 Third party notification support

If an OITF supports the®party polling mechanism as defined in SectionBd [CEA-2014-A], including the
extensions to 5.6.2 as defined in Annex B, throtlnghbase profile and Ul profile name fragment ggias defined in
section 9.2 “Default Ul Profiles” and the <pollingtfications> element defined in Annex F:

<xs:element name="pollingNotifications" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).

9.3.15 Multicast Delivery Terminating Function supp  ort

The OITF SHALL indicate support for the multicaglilery terminating function (via the APIs definedsection
7.15.1) using the following element in the OITF&apeability description (see Annex F for more infotioa):

<xs:element name="mdtf" type="xs:boolean"/>

If included, the value of this element SHALL beué|false).

9.3.16 HTMLS video

The OITF SHALL indicate support for HTMLS5 video thugh the base profile and Ul profile name fragnssrihgs as
defined in section 9.2 and the <html5_media> eldrasmlefined in Annex F:

<xs:element name="html5_media" type="xs:boolean"/>

If included, the value of this element SHALL beug|false).
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9.3.17 DLNA RUI Remote Control Function support

The OITF SHALL indicate support for the DLNA RUI RGvia the APIs defined in section 7.17) usingfilllowing
element in the OITF’s capability description (se@néx F for more information):

<xs:element name="remoteControlFunction" type="xs:boolean"/>

If included, the value of this element SHALL beug|false).

9.3.18 Power Consumption

The OITF SHALL indicate support for wake-up usihg following elements in the OITF’s capability dégtion (see
Annex F for more information):

<xs:element name="wakeupApplication" type="xs:boolean"/>
<xs:element name="wakeupOITF" type="xs:boolean"/>
<xs:element name="hibernatemode" type="xs:boolean"/>

If included, the value of these elements SHALL (here|false).

9.3.19 Other capability extensions

The following extensions to the capability profeements defined in [Req. 5.2.1.a] of CEA-2014-AA%H be
supported:

a) an additional value “0.33x0.33" for attribute “sc@” of the <video_profile> element in bullet w) [Req.
5.2.1.a], with the following related extension e tschema for type “scalingType” (see Annex F foren
information):

<Xs:enumeration value="0.33x0.33"/>

9.3.20 Widgets

The OITF SHALL indicate support for Widget APIs ¢lugh the base profile and Ul profile name fragnstribgs as
defined in section 9.2 “Default Ul Profiles” andethwidgets> element defined in Annex F:

<xs:element name="widgets" type="xs:boolean"/>
If included, the value of these elements SHALL (here|false).

Widget APIs are the following Widget related meth#adtributes defined in sections 7.2.1 and 7.2.2:
« ApplicationManager.onwidgetInstallation

+ ApplicationManager.onwidgetUninstallation
 ApplicationManager.installwidget

« Application.startwidget

+ Application.stopwidget

« ApplicationManager.uninstallwidget

« ApplicationManager.widgets
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10 Security
10.1 Application / Service Security

This section defines the security model that agliethe privileged functionality exposed by an BIb a server device.
The main purpose of the security model is to prtdtezal client side functionality exposed by an BIib Javascript from
unauthorized use. For example in the case of P\ffR@oAPI, untrusted servers should be preventethfscheduling
recordings.

The security model is quite generic, in a senskitlignot limited to particular privileged browsextensions, but can be
applied to any local client side functionality espd to any kind of networked application.

NOTE: The security model makes use of X509v3 dediiés over TLS. Management of TLS root certifisagnd which
certificate authorities to trust is out of scopetog document.

10.1.1 OITF requirements

The following requirements SHALL apply to OITFs tlexpose security and/or privacy sensitive (i.@ileged)
functionality in one or more of the cases descrilpeskction 10.1.4.

e« An OITF SHALL prevent a HTML document from a serfimmm accessing the exposed security and/or privacy
sensitive functionality, unless the server candreectly authenticated (see below), and the sasvgranted the
necessary privileges to access the security apdigacy sensitive functionality.

e The OITF SHALL authenticate the server during a Fla®dshake through a valid X.509v3 certificatet iha
granted by a certificate authority that is trusbgdhe OITF. To this end, the OITF SHALL match tiestname or
(sub)domainname of the HTML document’s URI with Hwestname or (sub)domainname as specified in the
X.509v3 certificate, in the manner as defined iotlea 3.1 of IETF RFC 2818.

e The OITF SHALL support the Online Certificate Swfrotocol (OCSP), at least the Lightweight Pradedefined
in RFC 5019, to determine the current validitythed X.509v3 certificate before access to privile§atttionality is
granted.

« The OITF MAY support a private certificate extensfor X.509v3 certificates called “permissions” tispecifies a
set of permissions requested by a server to apeedleged functionality, through zero or more pé&sion names
associated with privileges. The OITF MAY grant autreenticated server the set of permissions, whieleach
associated with the right to access a specifiofsgtivileged functionality. Allowed permissionsmas include the
permission names as defined in Section 10.1.5.

e The set of permissions granted to an authenticseger by an OITF MAY depend on the occurrencénaf server
on a whitelist or blacklist available to the OITF.

« NOTE: Management of whitelists and blacklists aafalié to an OITF is out of scope of this document.

» If the server does not have the necessary privdlémeaccess a property, method or object, or theseannot be
properly authenticated, the OITF SHALL throw aroenvith the name property set to the value "SegHritor".
The example below shows how this can be used blcatipns:

try {

object.foo()
} catch(e)

if (e.name == "SecurityError") {

y // I am not authorised to do this
}

e The OITF MAY inform the user of the decision to genserver requested access to privileged funditgraand
MAY offer the user the option to override this deon.

10.1.2 Server requirements

The following requirements SHALL apply to servenattwish to access security and/or privacy semsiiie. privileged)
functionality exposed by an OITF, in one or morehaf cases defined in Section 10.1.4:
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e Aserver SHALL specify the use of TLS for each HTMbacument that accesses privileged functionalig; By
using the “https://” URI scheme for the URL of tH& ML document).

e Aserver SHALL expose a valid X.509v3 certificat@ridg the TLS certificate handshake.

« Aserver MAY request an OITF for certain permissiom access privileged functionality through a atév
certificate extension. If a server wants to dotke,server MAY include a private certificate extenscalled
“permissions” as part of a valid X.509v3 certifiealf included, the “permissions” extension spesfa set of
permissions through zero or more permission nafl&syved permissions names include the permissionewas
defined in Section 10.1.5.

10.1.3 Loading documents from different domains

The contents of aaiframe>, <embed> or <object> element may be retrieved from an FQDN other thanoine from
which the top-level document is loaded. In thissgdke OITF SHALL enforce security restrictionsvee¢n the contents
of the element and the parent document. Thesectestis may be based on the nested browsing coatedefined in
Section 6.1.1 of [HTML5] and the security restcts formalised in Section 6.3.1 of [HTML5], exclndithe features
not included in this specification.

Documents SHALL be assigned the permissions adsdcwith the FQDN from which they were loaded, afiraéd in
section 10.1.1, rather than the permissions aassativith the initial document of the applicati®ior example
documents loaded in ari frame> element may be granted a different set of peromssirom the top-level document
that contains theiframe> element. Similarly, following a link to a documdrdm a different FQDN may result in the
newly-loaded document having a different set ofipssions than those granted to the previous docuewem though
they are within the same application boundary.

As described in section 5.1.3, for files requestéti xMLHttpRequest, the Same-Origin Policy SHALL be extended
using the application domain as defined in secsidn3.

10.1.4 Specific security requirements for privilege d Javascript APIs

This section defines the specific security requiata for specific privileged Javascript APIs, sastthe
tuner/broadcast, recording, content download an¥D&ated APIs as defined in Sections 7.13, 7.10.and 7.6 in
addition to the security requirements defined ictises 10.1.1 and 10.1.2.

10.1.4.1 Security requirements for tuner controlan  d lineup

Exposure of the channel line up and the video/lrasidAPIs for controlling the (local) tuner as dfied in Section 7.13
SHALL adhere to the security requirements in Sectiv0.1.4.1.1 and 10.1.4.1.2.

10.14.1.1 Security requirements for exposure of th e tuner channel lineup

Exposure of the channel line up of the (local) tueespecified in Section 7.13 SHALL adhere tofthewing security
requirements:

the OITF SHALL perform a security check (as defiire&ection 10.1.1) to see if the server has tlhessary privileges
to obtain the channel lineup of the (local) turiethe server does not have the necessary privdlegethe server cannot
be properly authenticated, the OITF SHALL:

* not convey the Client Channel Listing to the setheough a HTTP POST.

* not expose the Client Channel Listing to the DARI&ation through thgetChannelConfig() method of the
video/broadcast object. Attempts to access thisioteSHALL throw an error as defined in section 10.1

10.1.4.1.2 Security requirements for tuner control
Control of the (local) tuner as specified in Seetiol3 SHALL adhere to the following security ragments:

« the OITF SHALL perform a security check (as defifre&ection 10.1.1) to see if the server has tlhessary
privileges to control the (local) tuner. If the wer does not have the necessary privileges ordiheiscannot be
properly authenticated, the OITF SHALL deny regséstswitch a local tuner to another channel bgwlimg an
error as defined in section 10.1.1.
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10.1.4.2 Security requirements for recording
The recording functionality as specified in SectfohO0 SHALL adhere to the following security requments:

«  Recording of broadcasted content: the OITF SHALL perform a security check (as defifydSection 10.1.1) to see
if the server has the necessary privileges to sghadcordings of broadcasts. If the server do¢saee the
necessary privileges or the server cannot be psogathenticated, the OITF SHALL deny a serverguest to
access the functionality of tlewp1ication/oipfRecordingScheduler object (as defined by Section 7.10.1),
and SHALL also not expose the Client Channel Lggtimeither through the HTTP POST, nor through the
getChannelconfig() method. Furthermore, the OITF SHALL throw an emsrdefined in section 10.1.1 when
an application loaded from the server attemptstess any properties or methods on the
application/oipfRecordingScheduler object.

« Recording of current A/V content broadcasted: the OITF SHALL perform a security check (as defifiy Section
10.1.1) to see if the server has the necessarijgg®s to record the current broadcast (as defim&kction 7.13.2).
If the server does not have the necessary pridleg¢he server cannot be properly authenticabedDiTF SHALL
deny a server’s request to start a recording obthadcast currently rendered by thedeo/broadcast object by
throwing an error as defined in section 10.1.1.

»  Control over and exposure of scheduled recordings: the OITF SHALL restrict the visibility and controler
scheduled recordings to those scheduled recortiagsvere initiated through a server from the s&@®N that
scheduled the recordings.

10.1.4.3 Security requirements for content download functionality
The content download functionality as defined ictiam 7.4 SHALL adhere to the following securityterements:

e Initiating a download: the OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the server
has the necessary privileges to initiate a downltfatie server does not have the necessary pygedl@r the server
cannot be properly authenticated, the OITF SHALLTNS®art downloading the content after receivingatent-
access description document as defined in Sectg.4

NOTE 1. The server is the server that served the HTML dwmut or third-party notification that includes akito a
content-access description document. This is noessarily the same server from which the contedbvgnloaded.

NOTE 2: The URL from which a content item is downloaded.(as specified by a <ContentURL> element in the
content-access description document) does nottodve protected by TLS.

10.14.4 Security requirements for DRM related func  tionality

The DRM control functionality (i.e. thepp1ication/oipfDrmAgent embedded object) as defined in Section 7.6
SHALL adhere to the following security requirements

e Accessing the DRM agent: the OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the
server has the necessary privileges to interatt théd DRM agent, i.e. by accessing the DRM ageititesitied
object as specified in Section 7.6.1. If the sedas not have the necessary privileges, or thveiseannot be
properly authenticated, the OITF SHALL throw anoeras defined in section 10.1.1 when an applicdtieded
from that server attempts to access any of itsguags or methods on the DRM agent embedded object.

10.1.4.5 Security requirements for IMS functionalit vy

The IMS functionality (i.e. thappTication/oipfIMS embedded object) as defined in Section 7.8 SHAdeae to
the following security requirements:

e Accessing the IMS embedded object: the OITF SHALL perform a security check (as defime Section 10.1.1) to see
if the server has the necessary privileges toaatenith the IMS functionality, i.e. by accessihg iMS embedded
object as specified in Section 7.8. If the senasdnot have the necessary privileges, or the Iseavmot be
properly authenticated, the OITF SHALL throw anoeras defined in section 10.1.1 when an applicdteded
from that server attempts to access any of thesetaproperties or methods defined in Section 7.8.
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10.1.4.6 Security requirements for metadata process  ing functionality

The metadata processing functionality (i.e.dp@1ication/oipfSearchMmanager embedded object and other
APIs) as defined in Section 7.12 and 7.13.3 SHAthexe to the following security requirements:

»  Accessing the search manager: the OITF SHALL perform a security check (as defime Section 10.1.1) to see if
the server has the necessary privileges to intaritictthe search manager, i.e. by accessing the
application/oipfSearchmManager embedded object as specified in Section 7.12thelserver does not have
the necessary privileges, or the server cannotdygeply authenticated, the OITF SHALL throw an emas defined
in section 10.1.1 when an application loaded frbat server attempts to access any of the propentiegthods on
theSearchManager embedded object.

e Accessing enhanced metadata: the OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the
server has the necessary privileges to accesxtiestoons tosideo/broadcast for accessing EIT p/f
information specified in section 7.13.3, in ordeptevent misuse of the EIT p/f information If therver does not
have the necessary privileges, or the server camptoperly authenticated, the OITF SHALL throwearor as
defined in section 10.1.1 when an application loafiem that server attempts to access topthegrammes
property of thevideo/broadcast object specified in Section 7.13.3.

10.1.4.7 Security requirements for configuration an  d settings functionality

The configuration and settings functionality (teeapplication/oipfcConfiguration embedded object and other
APIs) as defined in Section 7.3 SHALL adhere toftilewing security requirements:

« Reading and modifying configuration and/or settings: the OITF SHALL perform a security check (as defime
Section 10.1.1) to see if the server has the napepsivileges to interact with the configuratiam€tionality, i.e. by
accessing the configuration embedded object asfigokin Section 7.3.1. If the server does not htheenecessary
privileges, or the server cannot be properly autbated, the OITF SHALL throw an error as definadséection
10.1.1 when an application loaded from that seattmpts to access any of the classes, propertimgthods
defined in section 7.3.

10.1.4.8 Security requirements for APIs for OITFs u  nder the control of a service
provider

APIs for OITFs under the control of a service pderiSHALL adhere to the following security requims:

«  Accessing the extended tuner control APIs: the OITF SHALL perform a security check (as defifie Section 10.1.1)
to see if the server has the necessary privilegegdract with the extended tuner control APIspecified in
Section 7.13.7. If the server does not have thesszgy privileges or the server cannot be propertlgenticated, the
OITF SHALL throw an error as defined in sectionI.@.when an application loaded from that servemapts to
access any of the classes, properties or methdisedén section 7.13.7.

«  Accessing the extended PVR APIs: the OITF SHALL perform a security check (as defie Section 10.1.1) to see if
the server has the necessary privileges to interitictthe extended PVR APIs as specified in Sectidi®.4. If the
server does not have the necessary privilegesa@diver cannot be properly authenticated, the GHBLL throw
an error as defined in section 10.1.1 when an egipdin loaded from that server attempts to accegobthe
classes, properties or methods defined in sectibth.4.

*  Accessing the download manager: the OITF SHALL perform a security check (as dedime Section 10.1.1) to see if
the server has the necessary privileges to intaridlctthe download manager, i.e. by accessing the
application/oipfbDownloadManager embedded object as specified in Section 7.41Belkerver does not
have the necessary privileges, or the server cayptoperly authenticated, the OITF SHALL throwearor as
defined in section 10.1.1 when an application loaflem that server attempts to access any of dsek, properties
or methods specified in Section 7.4.3.

e Accessing all downloads. the OITF SHALL perform a security check (as dedime Section 10.1.1) to see if the
server has the necessary privileges to manage dadshot initiated by the current application, g accessing the
downloads property of thepp1ication/oipfbownloadManager embedded object as specified in Section
7.4.3. If the server does not have the necessaiijeges, or the server cannot be properly autleated, the OITF
SHALL throw an error as defined in section 10.1Hew an application loaded from that server attetigpéecess
this property.

Copyright 2010 © Open IPTV Forum e.V.



Page 308 (356)

10.1.4.9 Security requirements for remote diagnosti  ¢s and management API

The remote diagnostics and management APIdpp.lication/oipfRemoteManagement) as defined in Section
7.11.1) SHALL adhere to the following security reg@ments:

»  Accessing remote diagnostics and management parameters and/or settings: the OITF SHALL perform a security
check (as defined in Section 10.1.1) to see iktwer has the necessary privileges to interatt tivé remote
diagnostics and management functionality, i.e.dneasing thapplication/oipfRemoteManagement
embedded object as specified in Section 7.11thelserver does not have the necessary privilegdke server
cannot be properly authenticated, the OITF SHALlothan error as defined in section 10.1.1 whenpgtieation
loaded from that server attempts to access anyeoflasses, properties or methods defined in sectitl.1.

10.1.4.10 Security requirements for parental contr ol manager

The parental control manager API (ia@plication/oipfParentalControlManager) as defined in Section
7.9.1) SHALL adhere to the following security reguments:

e Accessing parental control manager functionality: the OITF SHALL perform a security check (as defifie Section
10.1.1) to see if the server has the necessarijgg®s to interact with the parental control mamdgectionality, i.e.
by accessing thepplication/oipfParentalControlmanager embedded object as specified in Section
7.9.1. If the server does not have the necessanjeges, or the server cannot be properly autated, the OITF
SHALL throw an error as defined in section 10.1Hew an application loaded from that server attetigpéecess
any of the classes, properties or methods defimsédtion 7.9.1.

10.1.5 Permission names

This section describes a non-limited set of perimiseames that MAY be included as part of the “desmons”
extension of a X.509v3 certificate as defined iot®&s 10.1.1 and 10.1.2:

e “permission_tuner control_lineup”: this permissizaime allows a server to receive/fetch the tundvanel line-up
and to switch an OITF’s local tuner to another eterand to functionality as specified in Sectioh3.

e “permission_tuner_lineup” : this permission nanlewas a server to receive/fetch the tuner’s chatinetup as
specified in Section 7.13.

*  “permission_tuner_control” : this permission narfievas a server to switch an OITF’s local tuner tmtoer
channel as specified in Section 7.13.

*  “permission_recording” : this permission name aBaavserver to receive/fetch the tuner’s channehlip, and to
instantiate the scheduler object (as defined byi@e€.10.1) and access its functionality, anddceas the
additional functionality as specified in Sectiod 3.2 for the video/broadcast object to record amesghift the
current broadcast.

* “permission_download” : this permission name all@aserver to initiate downloads.

e “permission_drmagent” : this permission name allevgerver to interact with the DRM agent, i.e. bgesssing the
DRM agent embedded object as specified in Sectiéni 7

e “permission_metadata” : this permission name allawerver to access the DVB EIT p/f informationtaf current
channel through the “programmes” property of ttaewibroadcast object, as specified in Section..3.13

* ‘“permission_metadata_search” : this permission nalfog/s a server to access the search functionaldyided
client-side metadata search functionality (as @efim section 7.12.1).

e ‘“permission_extendedAV” : this permission nameaia server to interact with the extended A/V cointr
functionality provided by the OITF, as defined atgon 7.13.7.

e “permission_recordingsmanager” : this permissiom@allows a server to interact with the recordicigesluler on
the OITF using the APIs defined in section 7.4.8&nmage recordings initiated by the current apftioa

e “permission_recordingsmanager_all” : this permissiame allows a server to interact with the recaydicheduler
on the OITF using the APIs defined in section 7td.thanage all recordings, including those initidbg other
applications.
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e “permission_recordingsmanager_samedomain” : thisi{@sion name allows a server to interact withréeording
scheduler on the OITF using the APIs defined inisac7.4.3 and manage recordings initiated by @pfithns from
the same FQDN.

e “permission_clientCOD” : this permission name alfoaserver to interact with the CoD catalogue biogvs
functionality provided by the OITF, as defined @ctton 7.12.

* “permission_settings” : this permission name allaserver to modify user settings and configuratising the
APIs defined in section 7.3.1.

* “permission_downloadmanager” : this permission naitevs a server to interact with the download nggman
the OITF using the APIs defined in section 7.4.8datrol downloads initiated by the current applima

e “permission_downloadmanager_all” : this permissiame allows a server to interact with the downloeshager
on the OITF using the APIs defined in section 7ahd@ manage all downloads, including those initidtg other
applications.

e “permission_downloadmanager_samedomain” : this fgsion name allows a server to interact with theroad
manager on the OITF using the APIs defined in sacti4.3 and manage downloads initiated by apjdicatirom
the same FQDN.

e ‘“permission ims”; this permission name allows aveeto interact with an IMS Gateway using the Aéd$ined in
section 7.8.

* “permission_remotemanagement”: this permission naltogs a server to interact with an remote diatjossind
management API defined in section 7.11.

* ‘“permission_gatewayinfo” : this permission namewal a server to interact with the gateway discpver
functionality provided by the client, as definedsictions 4.2 and 7.7.

e “permission_parentalcontrolmanager” : this pernoissiame allows a server to interact with the patesantrol
manager on the OITF using the APIs defined in eacti9 to override the parental control settingaroDITF.

e “permission_widget” : this permission name allowseaver to interact with installed Widgets using Widget.APIs
defined in section 9.3.20.

* ‘“permission_wakeup” : this permission name allovegever to setup wake-up requests using the ARilsedkin
section 7.3.3.

«  ‘“permission_set_power” : this permission hamevedl@ server to set the power state to ON or
ACTIVE_STANDBY using the setPowerState() methodrksd in section 7.3.3.

10.2 User Authentication

The OITF SHALL adhere to the user authenticatiaqquieements as specified in Section 5 of [OIPF_CSP2]

10.3 DLNA RUI Remote Control

The communication from the remote control deviceNB RUIC) is secured by establishing a secure cotioe using
SSL or TLS (i.e. HTTPS) if asecurity> element in a DLNA RUIC Capability Description indtes that the Remote
Ul Client supports setting up a secure connectiith the Remote Ul Server (see Section 5.2.1 of [€2BA4-A] for
more information). It is the responsibility of tBAE application to require the DLNA RUIC to verifiie user behind
the remote control is actually the intended user.example, this may be established by requiriBghanumber to be
entered. It is outside the scope of this specificaivhat measures are taken by the DAE applicatia@nsure correct
identification of the user.
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11DAE Widgets

DAE Widgets are a specialization of standard DARligations. DAE Widgets are a profile of W3C WidgeA
mandatory requirement in the referenced W3C Widgi€tspecifications remains mandatory also for DREgets and
recommended and optional requirements in W3C Wglty€t remain recommended and optional for the DA#géts,
unless explicitly specified differently inside tldscument.

11.1 Widgets Packaging and Configuration

A Widget SHALL be packaged in order to allow a $indownload and installation on an OITF. The paakgdprmat
for the files of a Widget is defined in Sectionf{Widgets-Packaging]. Content inside the Widgetkzsye has to be
organized according to Section 6 of [Widgets-Pauiglg

Each Widget package SHALL contain a configuratiooument as defined in Section 7 of [Widgets-PacigigiAll the
attributes of thexwidget> element are supported with the following excepiand clarifications:

a) This specification does not mandate support fonaew mode (as defined in 7.6.1 of [Widgets-Packgpi

b) “id”is mandatory for a DAE Widget. If this attribelis present in the manifest then the OITF SHAKE .
Otherwise the OITF should generate it internallgl assign to the Widget.

Widgets also support Internationalization and Lizedion as defined in Section 8 of [Widgets-Packgyi

The steps for processing a Widget package andiagstd@rocessing rules are described in Sectidi{\&/imgets-
Packaging].

11.2 Access Request

A Widget running on a OITF can request access tentially sensitive APIs or resources. In ordeavoid data leaking
a security model for Widgets is imposed. DAE Widg8HALL run in a “Widget execution scope”, definadection 2
of [Widgets-Access] as “the scope (or set of seppeen as a single one for simplicity's sake)dotkia execution
context for code running from documents that ar¢ giathe Widget package”. Note that Section 3hef same
specification states that “A user agent must prethee Widget execution scope from retrieving nekw@sources, using
any method (API, linking, etc.) and for any operatiunless the user agent has granted accessiqlritly declared
access request.”

DAE Widgets SHALL also support mechanisms to defiséwvork permissions as defined in Section 3 antl 4
[Widgets-Access].

Note that according to [Widgets-Access] an OITF yrgaant access to certain URI schemes without #eel rof an
access request if its security policy considersetgzhemes benign”. Furthermore a OITF “may dengsEcrequests
made via the access element (e.g. based on atgqmility, user prompting, etc.)".

11.3 Widget Interface

A set of application programming interfaces (ARIB) events are defined for Widgets that enablelihadenctionality
such as exposing Widget metadata and runtime irgtom

The Widget interface primarily provides access ttadata derived from processing the Widget's carditipn
document. DAE Widgets SHALL support the Widget®ifdce as defined in Section 5 of [Widgets-API4jisT
specification doesn't define any scheme handlerthénpenURL () method.

The Widget interface makes use of the Storagefaterdefined in Section 4.1 of [Web-Storage]. A®arension of that
specification, Protected Keys in a Storage Arededisied in Section 6.1 of [Widgets-APIs] are aliowed.

Note that as defined in Section 6 of [Widgets-ARIS]OITF SHOULD limit the total amount of spaceoaléd for
storage areas per Widget. Furthermore an OITF SHaudport key and values at least 4kB long.
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11.4 Digital Signature

Widget authors and distributors SHALL digitally sigVidgets as a mechanism to ensure continuity thfcaiship and
distributorship. Prior to instantiation, an OITF GHLD use the digital signature to verify the intégof the Widget
package and to confirm the signing key(s).

The process of digitally signing a W3C Widget iided in [Widgets-DigSig].

Note that as defined in Section 7.3 of [Widgets$)g] in case of signature validation failure thetuSHALL be
notified; means or format of a failure notificatiare left up to implementers. The OITF MAY ask tiser if the Widget
should be installed even if the validation failedfdhe signature is missing. If the user accapnkching the Widget, it
SHALL be run without access to privileged API.
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Annex A. Void
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Annex B. CE-HTML Profiling

This section defines a detailed set of deviatioomfthe CEA-2014-A i-Box and 2-Box model [CEA-20A4L-in
particular for those changes that are directiyteeldo requirements in sections 5.1 through 5.XDAmmexes A through

| of [CEA-2014-A]. Changes to requirements of CE@12-A are indicated by underlined text for texttthmust be added,
and by strikethrough text for text that must be oeed.

B.1 Changes to Section 5.2

Several new elements and new attribute/values begr added for the capability descriptions. Moshese are related
to new functionality, and are defined in Sectio® &d hence are not listed here. With respectiitieg elements and
attributes, the following changes apply:

an additional value “0.33x0.33" for attribute “sicag” of the <video_profile> element in bullet w) fiReq. 5.2.1.a],
with the following related extension to the schdoratype “scalingType”

<xs:enumeration value="0.33x0.33"/>

the “name”-attribute of the <audio_profile> and @a&®_profile> elements in CEA-2014-A are restride@LNA
media format profiles. The forum has specifiedits1 audio and video format profile names that camwged by the
“name” attribute as well.

new Ul profiles have been defined for [Req. 5.3.1hht a client may choose to implement. Detaiésrot included
in this annex.

for both <video_profile>, and <audio_profile> elam= it is allowed to include multiple profile name
corresponding to the same MIME type, by separataugh profile name with a whitespace character.

element <pointer> requires some clarifications:

m) <pointer> - indicates whether or not the Remote Ul Clieqgpgrts pointer-based input, such as mouse or touch.
If included, the value of this element SHALL beué|false)._A value of ‘true’ means that all moesent types as
defined in DOM level 2 Events SHALL be supportedd ahat server-side image maps SHALL be fully supggbas
defined in Section 13.6.2 of [HTML401] . Note tlatalue of ‘false’ still implies that ‘click’ evestSHALL be
supported, as per Req 5.4.1.s below.

B.2 Changes to Section 5.3

Reg. 5.3.a (5) states that if the Content-Encodiader is used, it SHALL always have case-insemsitalue
“identity”, unless a client/server has explicithdicated support for other content encodings bygian Accept-
Encoding header. RFC 2616 (section 3.5) stateghlsatontent-coding is used only in the Acceptttiog header,
and SHOULD NOT be used in the Content-Encoding beatfe follow RFC 2616 and use the following altgive
definition for Req. 5.3.a: “if this header is us#dEHALL always have a value that matches onéefdontent
encodings as sent by an Accept-Encoding heade/SHrAd L adhere to Section 3.5 of RFC 2616 regardiveguse
of “identity” encoding”.

Req 5.3.a (12) which states the requirements foiser-Agent header is replaced by the descrifni®@ection 8.1.
Req 5.3.i, which limits the generated HTTP heaoter $ize to 998 bytes SHALL NOT be supported.

B.3 Changes to Section 5.4

Since the CSS3 “image-orientation” property wasraef in CSS Print/Paged Media, browsers may hafieudty
implementing it for normal web pages. It is therefmade OPTIONAL. Services needing image rotatid@®BLD
do this at the server before sending it to thentlie

The W3C CSS working group made an official statentieat the following DOM2 level Style features are
considered to be problematic and have therefore blessified as obsolete.

0 The UnknownRule interface (unknown rules shoulditopped by the parser and thus never reach the DOM)
0 The getPropertyCSSValue method, CSSValue interfaieinterfaces inheriting from CSSValue, and the
RGBColor, Rect, and Counter interfaces (the CSSVatterface is thought to be too awkward for fremju
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use).
These features are OPTIONAL.

In addition, the DocumentCSS and DOMImplementati®8anterfaces of DOM level 2 Style are also OPTIQNA

Compatibility with CEA-2027-A is not a requiremdnt the present document. Therefore, a client MAilitdhe
list of methods of the Window scripting object etdd by bullet 3) and the alias as defined byaid) of
requirement [Req. 5.4.2.a] of CEA-2014-A.

The following methods SHALL be added to the lissapported properties and methods on the Windoiptswy
object:

o Window self: reference to the current window (returns sameevakiproperty “window”).

Window window: circular reference to window object (returns sam@e as property “self”).

Number setlnterval(Function f, Number d) —call function f again after d number of seconds.

void clearinterval(Number i) — cancels the given interval timeout that has betising “setinterval”.

void addEventListener(String t, EventlListener |, Bmlean capture) — allows DOM 2 event listener

registration on the Window object.

void removeEventListener(String t, EventListener |,Boolean capture)— allows DOM 2 event listener de-

registration on the Window object.

o void blur() — removes focus from current window. Calling thigethod on the Window object of a DAE
application SHALL not deactivate the application.

O O Oo0OOo

o

0 void postMessage(String message, String targetOrigi — used for cross-document messaging as defined by

bullet 10 below.

o OipfObjectFactory oipfObjectFactory — The global factory object which can be usechitantiate embedded
object instead of using HTML <object> tags. Seef@rlhe definition of theipfObjectFactory class.

o void close() —closes the current window. Calling this method be Window object of a DAE application
SHALL be equivalent to calling method destroyApgation() of the DAE application (as defined in Senti
7.2.2.2).

o Navigator navigator —this property MAY return a Navigator object repnetieg the OITF as defined in Section
7.15.4.

A client MAY omit window.download() as defined iequirement [Req. 5.4.2.a] of CEA-2014-A. Applicatso
SHOULD use registerDownloadURL as defined in Sectat.1 of this document.

HTMLS5 cross-document messaging SHALL be supporsefbows:

10) Cross-document messaging, as defined in sectioaf§t2ZTML5], a subset. The client SHALL support
posting messages with thestMessage method as defined in Section 8.2.3 of [HTML5], totgpe also
listed below for reference. TivessageEvent interface defined in 8.1 of [HTML5] SHALL be
supported, except for theorts value which MAY be undefined if the client doed sapport passing
messages with ports.

o0 void postMessage(any message, String targetOrigin)
The HTML5 media elements SHALL be supported aofod::

11) Sections 4.8.7, 4.8.8, 4.8.9 and 4.8.10 of [HTMSHIALL be supported. Those sections cover the
<source>, <audio> and <video> element, as welhasssociated interfaces and processes. Only the
XHTML syntax of said markup SHALL be supported. $ap for this feature SHALL be indicated
through the OITF’s capability description by usglgment <html5_media> as defined in Section 9.3.16.

Add keypress events to Requirement 5.4.1.a indhewing way:

[Req. 5.4.1.a] Every Remote Ul Client SHALL suppitie DOM event types "keydown", "keypressid "keyup"
and the following subset of the KeyEvent interfasespecified in [18], which SHALL inherit from théEvent
interface:

1) Properties:
< readonly Boolean shiftKey;

« readonly Number keyCode;
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+ readonly Number charCode;

2) Methods:

* initkeyEvent(DOMString eventType, Boolean canBublideolean cancelable, Boolean ctriKey,
Boolean altkey, Boolean shiftKey, Boolean metaKigdymber keyCode, Number charCddehere:

e argument eventType is either “keydown”, “keypress™keyup”,
and
« arguments ctriKey, altkey and metaKey MAY be igrtbre

3) Constants:

« A subset of the VK_* constants as specified in AnRgcorresponding to the keys that are supported
by the Remote Ul Client (i.e. SHALL at least inctuthe keys as specified by the client in the
capability profile).

For “keydown” and “keyup” events, the key code pscified in Annex F that corresponds to the key kas been
pressed SHALL be included in property keyCode.

For “keypress” events, if pressing a key (or segaeasf keys) has resulted in generating a Unicodeactier, the
resulting Unicode character code SHALL be inclugedroperty charCode. If no Unicode characterslte$tom
pressing the key (or sequence of keys), for exaffioplthe arrow keys, the key code as specifiednnéx F SHALL
be included in property keyCode.

Note:- DOM-“keypress’events-are-not-supported.

Add keypress events to Requirement 5.4.1.1:

[Req. 5.4.1.1] A Remote Ul Client SHALL generatesoor more “keydown” and “keypressVents while a key is
being pressed until the key is released, at aitepetate determined by the client, and SHALL gette a “keyup”
event as soon as the key is released.

0 Next to the “onkeydown” and “onkeyup” events, abd intrinsic event “onkeypress” to requirementdRe
5.4.2.a] of CEA-2014-A:

x) String onkeypress — read-write property tha&tcses the script to be called when a “keypres&ne (as
specified in Section 5.4.1) occurs on the windoawife that corresponds to this “window”-object.

o0 Note: future revisions of CEA-2014-A or the DAE sffication should consider the ability to specify a
particular (maximum/minimum) size of textual or ghécal labels to be inserted.

Requirement 5.4.a.3.a SHALL be changed as follows;
a) DOM level 2 Core [11], including the extended Kterfaces (except for Notation, Entity, Entityi@eence and

Processing Instruction).e. method hasFeature(DOMString feature, DOMStkiersion) of the
DOMImplementation interface returns true for featutCore” and “XML", and version “2.0".

Requirement 5.4.a.3.c SHALL be extended with thiefang;

Focus events (i.e. events of type “focus”) SHALLd@merated not only for <label>, <input>, <seleesttextarea>,
and <button> as specified in Section 1.6.50®M 2 Events], but also at least for <a> elemeint@iccordance with
[DOM 3 Events].

For all elements which can receive focus eventscas event SHALL be generated and the CSS “:fosafector
must be activated, irrespective if the focus i€need through keyboard interaction, pointer intéoar; calling an
DOM focus() method through Javascript, or any othechanism by which the focus can be changed.

Requirement 5.4.a.3.d SHALL be changed as follows;
d) DOM level 2 HTML [14]_except following interfase

« HTMLAppletElement,

* HTMLFrameElement,
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* HTMLFrameSetElement

The method hasFeature(DOMString feature, DOMStviergion) of the DOMImplementation interface retumme
for features “HTML” and “XHTML”", and version “2.0".

Requirement 5.4.a.3.e SHALL be replaced as follows;

e) DOM level 2 ViewgDOM 2 Views] with the method hasFeature(DOMStriegture, DOMString version) of the
DOMImplementation interface returning true for i@&t“Views” and version “2.0".

f) The method hasFeature(DOMString feature, DOM@triersion) of the DOMImplementation interface SHAL
return true for feature “CE-HTML” and version “1.0”

Requirement 5.4.a.6.b SHALL be replaced as follows;

b) Application authors SHOULD define both “id” afwame” on <a>, <form>, <iframe>, <img> and <map>

elements as described in Section C.8 of [XHTML 1.0]

Requirement 5.4.a.7 shall be extended with theveotig;

0 nav-up, hav-down, nav-left, nav-rightas defined in Section 10.2.2 of [CSS3 UI].

0 outline andoutline-* as defined in [Req. 5.4.1.q]

0 letter-spacingandword-spacing CSS2.1 [28] properties.

0 border-top-right-radius , border-bottom-right-radius, border-bottom-left-radius, border-top-left-radius
andborder-radius as defined in [CSS3 BG] with the following restions:

= Only solid style is guaranteed to work in corralativith border radius: When border radius is used;
solid border style may be ignored by an implemémtaand solid style be used instead.

= |f two borders are connected with a rounded corauad, those two borders have different computedrsplo
the OITF MAY draw both borders with the computedbcf one of those two borders.

= Animplement may not trim a background image atalcio the container box (or other elements conthine
in the container) at the outside of the roundedi&orOnly the background color of the container is
guaranteed to be clipped to the rounded bordenbgnplementation.

Note that a full implementation of the border radfwoperties as defined in [CSS3 BG] is compliaith the
subset defined above.

The following corresponding DOM style propertiesofperties of the CSS2Properties interface) shadl be
supportedborderTopRightRadius, borderBottomRightRadius, borderBottomLeftRadius,
borderTopLeftRadius, borderRadius.

Requirement 5.4.1.f SHALL be changed as follows:

If the input-focus is on any forms element excepution, a Remote Ul Client SHALL not generate &y UP,
VK_DOWN, VK_LEFT, and VK_RIGHT key-events, exceitthose points in time that the focus is about tven
away from the form element (e.g. if VK_LEFT is med while the cursor is placed at the beginning t&ixt-entry),
to allow an author of a HTML document to overritie tlefault focus navigation.

0 The client SHOULD use the same physical keys fanegating the VK_UP, VK_DOWN, VK_LEFT and
VK_RIGHT key events that are used for a spatialigetion mechanism provided by the client. The sames
SHOULD also be used for spatial navigation spediftrough the CSS properties ‘nav-up’, ‘nav-downgv-
left’ and ‘nav-right'.

0 In accordance with this requirement, the focus getidon as defined through CSS properties ‘nav-tgy-
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down’, ‘nav-left’ and ‘nav-right SHOULD only be &we at those points in time when focus can be ™axeay
from the form-element, to not interfere with theplementation specific handling of keys inside arfeglement.

Requirement 5.4.1.m SHALL be changed as follows:

A Remote Ul Client SHALL offer a means to set fotoighe following elements in a HTML document byngs
key-based input: <a>, <area>, all form elementsarie>, and <object> elements of type “video” andel in
Section 5.7.

o0 Upon receiving focus, the Remote Ul Client SHALLhgeate_both 0OM 2 “focus” and a‘DOMFocusIn”
event for <a>, <area>, a = u z tfor all form elements,—ferany
rs
0 The Remote Ul Client MAY not generate DOM 2 focusl @OMFocuslin events in the following two cases.
For <iframe> elements—and-<objeatlements—of-type-videothe Remote Ul Client SHALL call the event
listener that has been specified through the ofattribute of the “window” object (see Section.3)4that is
associated with the iframe. For <object> elemeffittyme “video”, it SHALL call the event listener spified

throughthe onfocus attribute of the A/V scripting objé8ection 5.7)—Fhe-Remete-Ul-Client-MAY-hot-generat
a-bOM-2 focus-evenis-those-cases.

Add a requirement 5.4.1.p that reads as follows:

[Req. 5.4.1.p]A Remote Ul Server SHOULD use the CSS propertias-up’, ‘nav-down’, ‘nav-left’ and ‘nav-
right’ to override the default spatial navigatiaghgovided by the Remote Ul client, instead of miefj a spatial
navigation mechanism in Javascript.

Add a requirement 5.4.1.q that reads as follows:

[Req. 5.4.1.q]If a Remote Ul Server has specified the “outlihges attribute to be unequal to “auto” (as definad
Section 8.3 of the CSS3 Basic User Interface Mgdéde an element that has input focus, the Rerbt€lient
SHALL not draw its own focus highlight around thtism, but use the focus highlight style, color avidth as
defined by the values given to the “outline” andfmuitline-*" attributes.

Add a requirement 5.4.1.r that reads as follows:

[Req. 5.4.1.r]A Remote Ul Client SHALL generate the focus evergspecified by [Req. 5.4.1.m] and SHALL
activate the CSS “:focus” selector, for any elemelnich can receive focus events, irrespectiveafftus is
received through keyboard interaction, pointerraatéon, calling an DOM focus() method through Javept, or
any other mechanism by which the focus can be @ting

Add a requirement 5.4.1.s as an extension to 5dabhd 5.4.1.n

[Req. 5.4.1.s]A Remote Ul Client SHALLoffer a means to activate the following elementa IHTML document
by using key-based input: <a>, <area> <button>puinype="submit”>, <input type="reset”> and <input
type="button”>, <input type="radio”>, and <select>.

The Remote Ul Client SHOULD allow the same physieaf that is used to generate a VK_ENTER key etebe
used to activate these elements if these elemanmtsihput focus. If an access key has been dethe&emote Ul
Client SHALL allow the access key to be used tivate these element.

Upon activation, the Remote Ul Client SHALL generhbth a DOM 2 “DOMActivate” and a “click” eventrfo
above listed elements

B.4 Changes to Section 5.6.2

Support for this section SHALL be optional for aff®. Support for section 5.6.2 SHALL be indicatédotugh the
OITF's capability description by using element djgNotifications> as defined in Section 9.3.14.

Extend requirement 5.6.2.a as follows
[Req. 5.6.2.a]An i-Box Remote Ul Client SHALL support polling-bed 3rd-party notifications from an i-Box
server.

1) To manage the polling process for a particularfication, an i-Box Remote Ul Client SHALL suppotiet
following method of the Window/UIContentFrame olijec
a) BooleansubscribeToNotificationgString url, String name, Number period, Stringdyphere
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b)

c)

e url is the complete URL of the HTTP GET request madethey Remote Ul Client evergeriod
seconds; the domain affl SHALL equal the domain of the current documentthe CE-HTML
browser window, and use SSL or TLS security[24][9]} if it doesn't, this method has no effect and
returnsfalse. If url equals the URL of any existing notification sulystion and the value gferiod is
positive, thename andperiod of that notification subscription is updated.

* nameis the user friendly name of the notification seev

e period is the polling period of this subscription in seds. If the value operiod equals 0, any existing
notification subscription with exactly the same URLcancelled, and the return value indicates the
former existence of such a subscription. If thaugadfperiod is negative, no changes are made and the
return value indicates whether a subscription togiven URL already exists. If the valuepgafiod is
positive,true is returned only if the Remote Ul Client subscsiber updates an existing subscription.

» typeis the highest priority event type that will bexsby the notification service, and SHALL be one of
the event types listed in bullet 10 of [Req 5.6, dthout the “upnp:”-prefix.

On executing thesubscribeToNotifications method to subscribe to a new notification, the Bl

Client SHALL alert the user to the impending newifimation subscription (including information aktou

the highest priority notification type that will lsent by the Remote Ul Server), and provide the with

at least two options:

» subscribe to this notification, and

« do not subscribe to this notification.

This does not exclude an option that allows a tesatways accept notifications from the same URL.

If the Remote Ul Client does not subscribe becahseuser declined, thsubscribeToNotifications
method SHALL returrialse.

2) To manage the polling process for a particularfication, an i-Box Remote Ul Client SHALL suppofiet

following method of the Window/UIContentFrame olijec

a)

b)

3)
c)

Numbersubscribe ToNotificationsAsyng¢String url, String name, Number period, Stringgywhere

e url is the complete URL of the HTTP GET request madethey Remote Ul Client evergeriod
secondsurl SHALL have the same origin as the current docunrettie CE-HTML browser window,
and use SSL or TLS security [24][9][10]; if it do&s this method has no effect and an event indigat
a negative response is dispatchedirifequals the URL of any existing notification sulyston and
the value oferiod is positive, thename andperiod of that notification subscription is updated.

* nameis the user friendly name of the notification segv

* period is the polling period of this subscription in sede. The value of period SHALL be greater than
Zero.

* typeis the highest priority event type that will bensby the notification service, and SHALL be one of
the event types listed in bullet 9 of [Req 5.6.1véthout the “upnp:”-prefix.

e The return value of his method indicated the IDhaf subscription request. This is used when noifyi
the application of the result of this call, to linkesponse to the request that generated it.

On executing thesubscribeToNotificationsAsyncmethod to subscribe to a new notification, the Biem

Ul Client SHALL asynchronously alert the user te iimpending new notification subscription (incluglin

information about the highest priority notificatidype that will be sent by the Remote Ul Servend a

provide the user with at least two options:

* subscribe to this notification, and

» do not subscribe to this notification.

This does not exclude an option that allows a tsaiways accept notifications from the same URL.

Calls to subscribeToNotificationsAsyncreturn immediately. The application will be n@d via the
onNotificationSubscriptionResponse function (or corresponding DOM-2 event) user hdwsen to
subscribe or to not subscribe to the notification.

If two calls tosubscribeToNotificationsAsyncwith the same value faurl overlap (i.e. the notification
event of the first call has not yet been dispatghthe Remote Ul Client SHALL interrupt the firsiltand
generate a response event as if the request hadlbekned.

An i-Box Remote Ul Client SHALL support the follomg property of the Window/UIContentFrame object:

script onNotificationSubscriptionResponse

where the specified function is called with arguised and response, which are defined as follows:
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* Number id — the ID of the subscription request, as indicated the return value of the
subscribeToNatificationsAsyncmethod.

« Booleanresponse— the response indicating whether the subscriptamuest has been accepted. A
value offalse indicates that the request has been declinedaldewoftrue indicates that the request has

been accepted.
4)  Ani-Box Remote Ul Client SHALL support the follomg method of the Window/UIContentFrame object:

d) void unsubscribgstring url, string name)
where

« url is the URL used to subscribe to a notification, skhEHALL have the same origin as the current
document in the CE-HTML browser window

* npameis the user friendly name of the notification segv

e) On executing the unsubscribe method, the RemoteCliéint SHALL unsubscribe from the specified
notification service. If the application is notbsgribed to the specified notification service fathe page
currently loaded in the CE-HTML browser window ist firom the same origin as url, this method SHALL
have no effect. When this method returns, the aattin shall no longer be subscribed to the natiiom
service.

5) Ani-Box Remote Ul Client SHALL support the follomg method of the Window/UIContentFrame object:
f) StringCollectionlistNotificationSubscriptions()

where the return value of this method SHALL be Bection of URLS of notification services to which
HTML documents from the same origin are currentigsribed.
6) Ani-Box Remote Ul Client SHALL support the follomg method of the Window/UIContentFrame object:
0) BooleanisSubscribedstring url, string name)
where

« url is the URL used to subscribe to a notification, skhEHALL have the same origin as the current
document in the CE-HTML browser window

* nameis the user friendly name of the notification segv

* The return value of this method SHALL tree if url has the same origin as the current application and
application is currently subscribed to the spedifietification service, oialse otherwise

B.5 Changes to Section 5.7

In addition to the A/V Control object extensionsSaction 7.14, the following detailed modificatidnsRequirement
5.7.1.f SHALL apply.

« Requirement 5.7.1.f SHALL be modified as follows;

[Req. 5.7.1.f] The following properties and meth&$ALL be supported for audio objects and for viddjects.
Support for playlists and support for the “perstibute is OPTIONAL.

* Requirement 5.7.1.f bullet 1) ‘data’ SHALL be madd as follows;

2) String data [RW] — media URL. If the value of d&ahanged while media is playing playback is stapp
(resulting in a play state change). The defaull@ad the empty string. If the value of this atttibis changed,
the related data-attribute inside the DOM tree SHDWe changed accordingly. If the value of thisihtite is
set to an empty string or is changed, the resoufites, server connections, etc...) currently owbgdhe
object SHALL be released.

* Requirement 5.7.1.f bullet 2) ‘playPosition’ SHAIHe modified as follows;

3) NumberplayPosition [R] - the play position in number afilliseconds since the beginning as denoted by the
server (i.e. in relation to NPT 0.0 as describe8éwtion 3.6 of RFC 2326f the media referenced by attribute
data when data refers to a single media if@ayPosition is the duration of the currently playing mediaritef
a playlist if data refers to a playlist. The belwaviof the A/V Control object when the end of meftinthe end
of the currently-available media) is reached isrdsf in section 7.14.1 of the DAE specificationthé play
position cannot be determined, thlayPosition SHALL beundefined.

e Requirement 5.7.1.f bullet 3) ‘playTime’ SHALL beontified as follows;
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3) NumberplayTime [R] - the estimatedotal duration in milliseconds of the media refered bydata whendata
refers to a single media itelayTime is the duration of the currently playing medianitef a playlist ifdata
refers to a playlist. If the duration of the medémnot be determined, tpgayTime SHALL beundefined.

« Requirement 5.7.1.f bullet 4) ‘playState’ SHOULD darified as follows to fit the state diagram asdfied in
Section 7.14.1;

4) NumberplayState[R] - indication of the current play state as dalk:

0 -
1-
2.
3-

5-
6 -

stopped; user (or script) has stopped playbackhef current media, or playback has not yet started

playing; the current media pointed to Hgta is currently playing.
paused; the current media pointed to Osta has been paused.

connecting; connect to media server, i.e. waiting for connectimmedia server to be established, upon
first connection or after the connection was lostaddition, DRM rights necessary for playback of
protected content are also retrieved during tlatest

buffering; the-media-is-being-buffered before playbdbk. buffer is being filled in order to have
sufficient data available to initiate or contindayback. In this state, playback is stalled due to
insufficient data in the buffer to continue playka€he player waits until sufficient data has been
buffered to continue playback. For video objectsilst being in this state, the player SHOULD show
the last completed video frame that was shown befatering this state. This playstate is an
intermediate state to reach playState 1 (‘playinbfiie OITF SHOULD buffer the content in the
background whilst in playState 2 (‘paused’). Howetlis background buffering does not result into a
state change to state 4.

finished; the playback of the current media has reacheéntdeof the media.

error; an error occurred during media playback, preventine current media to start/continue playing.

¢ Requirement 5.7.1.f bullet 5) ‘error’ SHALL be médd as follows;

5) Numbererror [R] - error details; only significant if the valwé playState equals 6:

0 -
1-
2.
3-

A/V format not supported.
cannot connect to server or connection lost.
unidentified error.

insufficient resources.

4 -

content corrupt or invalid.

5 -

content not available.

6 -

content not available at given position.

* Requirement 5.7.1.f bullet 11) ‘play’ SHALL be m#idd as follows;

11) Booleanplay(Number speed)- plays the media referenced digta, starting at the current play position
denoted bylayPosition, at a relative speed equal to the value of ateipeed. Negative speeds reverse
playback. If no speed is specified, it defaultd 1@\ speed of O will pause playback. If the current media can
be played at the specified spetde is returned. Otherwiséalse is returned and neithéneplay state nor the
speed is et changed. If the playback reached the beginnintbeMmedia at rewind playback speed, then the
play state is changed to 2 (‘paused’). A play spmesht (see section 7.14.4.2 of the DAE specificativill

be generated when the operation has completedditegs of the success of the operation. If the aijmr

fails, the argument of the event SHALL be set ®phevious play speed.

¢ Requirement 5.7.1.f bullet 13) ‘seek’ SHALL be migetl as follows;

13) Boolean seek(Number pos) — if seek() is called evtiie player is in state 1 (“playing”, then it stis current
play position (in milliseconds) to the value of mosd MAY change play state to 4 (‘buffering’). Het player
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is in state 2 (‘paused’) then the seek() methoksé® the new position, but the play state andrémelered
image is not changedIf the new playback position is valid, the vabfehe playPosition attribute SHALL be
set to the new value before this method retuBwes—not-affect-the-play-statReturnstrue if the method
succeeded, anf@dlse otherwise. A play position event (see section .AP4of the DAE specification) will be
generated when the operation has completed, regardf the success of the operation. If the opmerddils,
the argument of the event SHALL be set to the jneviplay position.

Requirement 5.7.1.i SHALL be modified as follows;

[Reg. 5.7.1.i] If a video object has input focus:

The Remote Ul Client SHALL at least generate DOMel& key events (as specified in Section 5.4.1) fo
the navigation keys: VK_UP, VK_DOWN, VK_LEFT and VRIGHT; for the VK_OK key; and for the
transport keys: VK_PLAY, VK_PAUSE, VK _PLAY_ PAUSE KW STOP, VK_PREV, VK_NEXT,
VK_FAST FWD and VK_REWIND

The means required by [Req. 5.2.2.h] to go batkdgrevious Ul state (e.g. by pressing a “backtdn),
SHALL be included as a means to go from full-screewindowed mode. Furthermore, note that [Req.
5.4.1.m], [Req. 5.4.1.n] and [Req. 5.4.1.0] apply.twhandling focus, in order to navigate focusta away
from a video object (in addition to the use of gting methods).

The Remote Ul Client SHALL not block execution afipts of the CE-HTML page from which the focus
was moved to the video object, even when the visi@daying full-screen and has input focus. Howetles
Remote Ul Client MAY block execution of scriptstliife CE-HTML page was explicitly closed by the user.

The Remote Ul Client SHALL have some appropriatgske control video playback, which SHALL at least
include a key to start and stop playing.

The Remote Ul Client SHALL NOT handle the VK_OK, VRLAY, VK _PAUSE, VK_PLAY_PAUSE,

VK _STOP, VK _FAST FWD, VK _REWIND, VK _NEXT or VK _PREXeys and no action shall be taken
by the Remote Ul Client when these keys have begunested by an application.

B.6 Changes to the Annexes

In Annex C, the default value for the transportilatite of the audioProfileType and videoProfileType for the
“protocolNames” attribute of the downloadType ididked as “http”. In Annex F.1 of [OIPF_PROT?2] theuévalent
protocol name is called “http-get”. OITFs and DAgphications SHALL consider the default to be “hggt”.

In Annex F, the following key code is defined fbetremote control key that allows to toggle betweeAY and
PAUSE states:

const Number VK_PLAY_PAUSE = 463;

In Annex G, the “onkeypress” events in the abbr@wiasection in the introduction is currently madkeith a
dashed blue color. This marking must be removed.

(0]

The following clarifications apply to inline (i.eintrinsic) event registration using the on* attitibs in
(X)HTML:

If value event is used inside the script inside the on* attribfe example as an argument to one or more
functions inside the on* attribute, the associateent is in scope for the evaluation by the s@ipte the
event occurs. For example, in the following snippiet event is passed as a parameter to functitmiesa
and the default action to follow the link is pretesht

<a href="http://www.google.com" id="clickme" oncTlick="callMe(event);
event.preventbDefault();">Click me</a>
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= |f the event registration inside the on* attribut¢urnsfalse, the default action for activating the (X)HTML
element is prevented from occuring. For exampl¢hénfollowing snippet, the function callMe is el
after which the default action to follow the lir&kprevented:

<a href=" http://www.google.com onclick="callMe(); return false;">

In Annex H, as per the change to Section 5.4, ithage-orientation” CSS property is not supported.

0

The following clarification applies for the “fontCSS property: “Support for system font values (capticon,
menu, message-box, small-caption, status-bar)tissgoired.”

In Annex I:, the “onkeypress” intrinsic event hagrdinust be added to the “window” interface. Andilatite
“charCode” must be added to the “KeyEvent” integfac

(0]

(0]

(0]

(0]

The additional implementation note for EventlListerdmes not apply, and method handleEvent must be
supported as defined in DOM 2 Events.
The following clarification apply to DOM 2 Eventaihdling:

a) The “this” keyword inside the event handler alwagfers to the object on which the event handler was
registered (i.e. the HTML element that is currnghthndling the event). For example the followingppet

my_element.addEventListener('click',doSomething,false);
function dosomething() {
this.style.backgroundColor = '#cc0000"';

will cause the element “my_element” to get a reckigeound whenever the user clicks on it.

Full support for “DOM Level 2 HTML" specificationsi added except for the following interfaces:
“HTMLAppletElement”, “HTMLFrameElement” and “HTMLFREmMeSetElement”.

Full support for “DOM Level 2 View” specificatiorsiadded by supporting the “DocumentView” interface
(implemented by the document object) and its “dé¥aew” attribute.

Copyright 2010 © Open IPTV Forum e.V.



Page 323 (356)

Annex C. Design Rationale (Informative)
C.1 The application model

As specified in section 4.3.2, applications arerded within a hierarchy of applications. This hrehy has a number of
benefits for an environment where multiple applmad may be executing simultaneously, including:

e Clear separation of applications so that permissgranted to one application cannot be exploitedrmther.

» Simpler event dispatch, whether for key eventsxtereally triggered events such as parental coctrahges, caller
ID integration, IM chat messaging, etc.

« The ability to deploy new applications without &tieg other applications (either Ul or structure).
e The ability for service providers to manage groapapplications, including invisible applications.

Each object representing an application possessiegetface that provides access to methods aridwi#s that are
unigquely available to applications. For example, férilities to create and destroy applicationseaeessed through such
methods.

Development and maintenance efficiencies are gatmedigh distinct application boundaries. Code edasffered
through the application tree, permitting applicatido export facilities as desired (for examplerofel change logic
may be embedded in the “zapper” application andegd to an EPG application). The paired advantafies
compartmentalisation and code re-use are of ingrgamlue as the number of authoring entities gylieations grows
— what is of marginal additional value for one authg entity and three applications is of significaalue for 10
authoring entities and 50 applications.
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Annex D. Clarification of Download CoD, streaming CoD and
CSP interfaces (Informative)

D.1 Introduction

There are many different usage models and scerthadbsne can think of when dealing with proteatedtent and the
interactions the user or the device may have wiaraice provider. This includes usage models diggruser
registration, domain management, license acquisiiownloading content, etc. This informative Anméms to clarify
the usage of the interfaces as specified in Sextdd, 4.7, 7.4 and 7.6. in the context of theterdictions. However, this
Annex will only show some of the generic mechanism®ffered by these interfaces, not only the beoivgerfaces, but
also including some of the local interfaces ondéeice (that actually do not need to be standadjian the figure
below these are indicated by dotted lines.

The main scenario that we envision is the following

IPTV Application
ament; (e.g. CoD store) License server Content server
——_—————— A A ry
SR 4
' metadata | &~
| control | a) UNIS-11(RTSP
- do) ds) c1) d4)| UNIT-17(RTP/HTTP)
| UNIS-7 UNIS-6 UNIS-6 \ UNIS-6 UNIS-CSP-T UNIS-13(IGMP
| UNI5-8(SIP)
|
L ok
|
I A
| DAE RN CSP
: D DRM Agent [~
| 7y |
3 : DAE application o d3)|
- 1g1) :
! Download ]
I - o2 | d2); | Download
| | rigger |11
| | Metadata plug-in/ / manager ‘
I plugin | handler ! <
| KT T~ /’ ;
: i : ANV / I 22)
b streaming RCS) B Notification
| (234) plug-in ! handler
h oy i 93)
I I e
Pl [ -
- Y-y ANV Player e2)
| Metadata | I OITF :
| CGclient 92) »/ embedded |
R e ..

Figure 18: Main scenario

The OITF shows the Ul of the CoD store. With thisthe user is able to interact with the CoD starel® things, such as
user registration, browsing the content offeredh®yCoD store, and purchase a license.

This can be done inside the browser using a stdrf@d&rHTML interface. In the figure above, thisdentified by
a).

In those deployments where the OITF supports thadata CG client, an embedded application or a DAE
application can make use of metadata provided gir@umetadata CG client. This is identified by g*).
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After purchasing/selection of the content the delicontent needs to be fetched. To this end,dhekbad manager or
the A/V embedded object needs to be triggered wfirmation on how to fetch the content. This isiddy using a
special descriptor, with an easily identifiable MEMype
“application/vnd.oipf.ContentAccessDownload+xml1” in case of download, and
“application/vnd.oipf.ContentAccessStreaming+xml”in case of streaming. This is indicated by irdeds
do, d1, d2, e0, el), and e2).

For certain steps in these interactions, the CoBeshay need to interact with the DRM agent. This lse done by
talking directly to the DRM agent during a browsession using interfaces b0) and b1). Alternativibly
<DRMControlInformation> element of the content aaxdescriptor can be used to convey DRM specifissages
to the DRM agent. This is indicated by interface.d3

Note that both the DRM agent and Download manageaatonomous components that will be activelyqrening
their duties, irrespective whether there is arvadbrowser session or not. They will have their amiaraction with
e.g. the license server and download server, assilfg with the user. These interactions are idiedtby interfaces
cl, c2, d4, d5.

The download manager or A/V player fetch the contaesindicated by interfaces d4 and e3.

Once the content is fetched, playback can be dtartthe A/V player. When the stream is protected,A/V player will
have to get a license from the DRM agent usingfate f).

D.2 List of interfaces

Interface a: browse, select and purchase content from CoD store

This interface is used to interact with the CoDrestior operations such as user registration, brogvgie content
offered by the CoD store, and purchase a licensis.i$ a standard CE-HTML/HTTP interface.

Interface b*: In-session interaction from web page with underlying DRM agent

Interface bl (and the related interface b2) isajtyglication/oipfDrmAgent Javascript embedded ohjeetrface as
defined in Section 7.3. This interface will allovessages to be exchanged between pages from thet@e&land
the underlying DRM agent, whilst the user is havangser interface session with the CoD store. Elesvgf these
messages are Marlin Action tokens. This is usef@able scenarios, such as subscrigig@mse acquisition,
registration, domain management, etc.

The interface basically consists of one mettehdDRMMessage (String msgType, String msg), which
is very generic in the sense that any kind of ngssan be exchanged. The exact payload and typasssages
that could be exchanged is defined in the [OIPF ZJ.S&h example of such message could be:

pluginElement = document.getElementByID(“drmplugin”);
pluginElement.sendDRMMessage(“application/vnd.marlin.drm.actiontoken+xml”,
“<marlin>..</marTin>");

zobject id="drmplugin” type="application/oipfDrmAagent”/>
Note that this API is designed to be asynchronousature, because certain interactions may takelaterminate
amount of time. Therefore, it is not wise to make method synchronous, since that could blockakastript
engine. To this end we have defined an event harahi®RMMessageResult, to register a callback function that
will be called when the DRM agent completed hargltifithe message. For example:

function callbackF(String msgID, String resultmsg) {

y

document.getElementByID(“drmplugin”).onDRMMessageResult = callbackF;
An equivalent DOM2 event is also generated.

Content authors SHOULD be aware of the asynchronatige of the API. Only after having received ¢ta#back
message, the web page can assume that the DRMtegehandled the DRM message. The service authpnesd
to define some visual cues to the user if he wtikithe user to wait for certain actions to finish

Interface c*: Autonomous out-of-session interaction between DRM agent and CoD store

Interface c1) is the collection of interfaces bedaw¢he DRM agent, the CoD store, the license seeteras defined
in the [OIPF_CSP2]. The interaction is typicallyneéooutside the scope of the browser, and also wuiitihe user
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being involved. In the few cases where the useravbe involved, the device will typically have asvn “local”
user interface to handle the interaction with tkeruln some of these the DRM agent would neeghém @ web
page to the originating CoD store, so that the asald resolve the issue directly with the storg.(asing the rights
URL extracted from the MPEG2_TS). Since the useiccbe doing other things at that moment, it mayb®
appropriate to popup/replace the current browsssise without the user consent. Therefore, the Digeht could
issue a notification event that will get listedradosimilar lines to a third-party notification eveihe user would be
notified that his attention is required with respiecthe DRM agent, and can then decide to takeraeind launch
the browser.

In the figure above, these Ul interactions arefidied by interface c2) and c3). These interfacewéver are
typically local inside the OITF, and are not spiedifin more detail.

Interface d*: Downloading content

These interfaces are used for downloading contemirder to trigger the download, a special contattess
descriptor (the Content Access Download Descrjptith an easily identifiable MIME type
“application/vnd.oipf.ContentAccessbownload+xm1” is used. This descriptor contains all the relévan
data related to fetch the content. This contenessdescriptor is typically provided by the CoDrest@\ browser
application can fetch this descriptor in variouedent ways, e.g. by following a link or through a
XMLHttpRequest. This is identified by interface dthe Content Access Download Descriptor and MIMgetgare
defined in Annex E. It contains elements, such@srtentURL> which indicates where the content item be
fetched, and <MetadataURL> to indicate where agloiti metadata, such as genre, subtitles, artwtrkcan be
retrieved from.

Interface d1) (and related interface d2) are usdddger/register the download with the downloaahager. This is
done by handing over the Content Access Downloati@or to the download manager by calling method
registerbownTload() ontheapplication/oipfbownloadTrigger embedded object after retrieving the
content-access descriptor e.g. through XMLHttpRegju@nce the download is registered, the downloadager
will take care that the content is downloaded. &itiis may be a lengthy task, the download maniager
independent process from the browser, that willgser its duty in the background even if the browiseslosed. By
making the download manager an independent pradé¢bs browser, the user can in the meantime derdttings.

Interface d3) is a local interface that is useddes optional DRM messages carried in the contea@ss descriptor
from the Download manager to the DRM agent. Thesssages are included as part of one or more
<DRMControlinformation> element inside the Contétess Download Descriptor (as defined by Annex E).
These may include messages (such as a Marlin prdiciense) in cases where license information &edcbntent
to be downloaded can be packaged together.

Interface d4) is the actual interface for downlogdihe content. The protocols that can be useddamloading
content are defined in the Open ITPV Forum Prowspkcification document. The default protocol 18TR, with
support for HTTP Range requests. The HTTP Ranggestg are used in order for downloads to be ablesiome
after e.g. network failure or device power-downcdigse as mentioned above, the download manager is a
autonomous component that must continue downloatiemgequested content items as a background [moeesn
after a device power-down or network failure, uittducceeds or the user has given permissiorriiniate the
download.

Interface d5) defines an interface to enable egoovery for the download mechanism. It could bedus recover
from errors or other situations that lead to thewgation or deletion of the content/licenses ouar@ent download to
fail. An example usage is as follows: to be ablesfetch the content, and its licenses from the Guide the OITF
may synchronize with the CoD store by issuing aise&ITTP GET request to the URL of element <Origigs
concatenated with “/synchronize” as defined bydbetent-access descriptor, after which the IPT\Miagion
offering the content-download replies with an XMaadiment describing the list of zero or more contBstthat
had previously been downloaded by the given userifiis assumed that the IPTV application offgrihe content
download still remembers which content a user loagbt and downloaded before), using for exampldahewing
format:
<?xm1 version="1.0" encoding="UTF-8"7>
<xs:schema xmIns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormbefault="qualified"
attributeFormbefault="unqualified">
<xs:element name="synchronizelist" type="SynchronizeType"/>
<xs:complexType name="SynchronizeType">
<Xs:sequence>
<xs:element name="content" type="ContentType" minOccurs="1" maxOccurs="1"/>

</Xs:sequence>
</xs:complexType>

Copyright 2010 © Open IPTV Forum e.V.



Page 327 (356)

<xs:complexType name="ContentType'>
<XS:sequence>
<xs:element name="content_ID" type="xs:string" minoccurs="0"
maxoccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
</xs:schema>

Example:

<synchronizelist>
<content>
<content_ID>item 1l</content_ID>
<content_ID>item 2</content_ID>

</céﬁ£ent>
</synchronizelist>
Note: To authenticate the user, cookies or singie an may be used.

The OITF MAY use this information to decide whiabntent and which licenses to refetch. Refetchimgcibntent is
done by issuing a secure HTTP GET request to thmsimg URL:

<originsite> + “/synchronize” + “?” + a <content_ID> value

after which the application offering the contenthioad replies with the appropriate informationrétrigger the
download by providing the appropriate Content Asd@swnload Descriptor in order to trigger the doved
manager and DRM agent to redownload the contentelated licenses.

Interface d6): Although the download manager isatonomous process, the user may sometimes waigvtoor
control the state of the download manager. Toehd the download manager will typically offerdwn user
interface, which allows the user to manage the mmpgdownloads (e.g. suspend/resume, cancel) andtandime
progress of the items that are being downloades. i§tinterface d6) in the figure above. In non-aged network
deployments this is typically a local user integfafor which no protocol needs to be defined. Havesince it may
be useful for the user to have a quick overviewhefcurrent downloads, in Section 7.15.1 of thiswhent a
visualization embedded object callegp1ication/oipfStatusVview has been defined by which a (third-party)
server provider could include an overview of thess of the download manager as part of its Ul. EO®r
managed network deployments Javascript interfaggshra needed to have more control over the Ulef th
download manager. This is covered by the downloadager APIs in Section 7.4.3 of the DAE specifuati

Interface ¢ : Unicast Streaming and playback of downloaded content using A/V Control object

The CEA-2014-A A/V control object may be used toder unicast streaming content triggered by a cf#ecess
streaming descriptor (as specified in Section 2Yldnd may be used to play back (partially) dowdémhcontent by
using the methodetSource as specified in Section 7.14.8.

Interface e0) can be used to pass for a contersa®treaming descriptor to set up a protectedmirey passing
through interface el the necessary informatioriferA/V player to set up the stream through intexfa2), and for
passing included <DRMControlinformation> messageth¢ DRM agent for DRM protection of the streamed
content using interface f).

Interface e0) can also be used to get feedback therd/V player (such as DRM related playback ey defined
in Section 7.13.5) in case of playing streamingtennor partially downloaded content (through metho
setSource()).

Interface f: Request license

The A/V Player will render the content. When thatemt is protected, the A/V embedded object willehto get the
necessary keys from the DRM agent using interfagedrder to decrypt the content.

If the content is played inside the browser, irsteefel) defines a callback eveahbRMR1ightsError” to allow
the page to handle DRM-related errors (in additmal).

Interface g*: Local metadata based applications

These interfaces are for use with local OITF embddahd DAE applications that may wish to use a dataCG
client for browsing and selecting the content.
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D.3 Additional notes about Content-on-Demand

For a detailed specification of how devices andaiaee authenticated, we refer to [OIPF_CSP2]ti@security model
related to accessing the DRM agent and Downloacagerfrom an external source, such as a web pageqiopen up
the browser’s sandbox), we refer to Section 10.1.
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Annex E. Content Access Descriptor Syntax and Semantics

E.1 Content Access Download Descriptor Format

An OITF that supports Content Download (i.e. if #tdownload> element has been given valuede” in the OITF’s
capability profile as specified in Section 9.3 8HALL support parsing and interpretation of a Cahtéccess
Download Descriptor with MIME typedpplication/vnd.oipf.ContentAccessDownload+xml”.

A valid Content Access Download Descriptor SHALdhare to the following XML Schema:

<?xml version="1.0" encoding="UTF-8"7>

<xs:schema xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:tns="urn:oipf:iptv:ContentAccessDownloadDescriptor:2008"
xmIns:xml="http://waww.w3.0rg/XML/1998/namespace"
targetNamespace="urn:oipf:iptv:ContentAccessDownloadDescriptor:2008"
elementFormbefault="qualified" attributeFormbefault="unqualified">

<!-- schema filename is {iptv-ContentAccessbownloadDescriptor.xsd -->

<!-- this schema redefines the generic Content Access Descriptor Schema iptv-
AbstractContentAccessDescriptor.xsd as defined in Annex E.3 by Timiting the allowable
values for attribute "TransferType" to "playable_download" and "full_download" -->

<xs:redefine schemaLocation="1iptv-AbstractContentAccessDescriptor.xsd">
<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="tns:TransferTypeEnum">
<xs:enumeration value="full_download"/>
<xs:enumeration value="playable_download"/>
</xs:restriction>
</xs:simpleType>
</xs:redefine>
</xs:schema>
The semantics of the allowable values for attrilutansferType as defined by simple string type

TransferTypeEnum is as follows:

a) Attribute “TransferType”, which indicates the type of transfer used far tontent, SHALL have one of the
following values:

i) “full_download”, which indicates that the content-item must bié/fdownloaded and stored before
playback.

i) “playabTe_download”, which indicates that the content-item is avdiator playback whilst it is being
downloaded and stored by the download managertéfhe“playable_download” is used solely in the
context of the download manager and relates tingtdne content (on persistent storage), and piptfie
stored version, and does not relate to bufferinpéncontext of HTTP streaming.

The syntax and semantics of the imported elemeaits the generic Content Access Descriptor Schenra SHbe as
defined in Annex E.3.

NOTE: An OITF SHALL silently ignore unknown elemsrand attributes that are part of a Content AcBessnload
Descriptor.

E.2 Content Access Streaming Descriptor Format

An OITF SHALL support parsing and interpretatiorao€ontent Access Streaming Descriptor with MIMpety
“application/vnd.oipf.ContentAccessStreaming+xml”.

A valid Content Access Streaming Descriptor SHAldheare to the following XML Schema:

<?xml version="1.0" encoding="UTF-8"?7>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:tns="urn:oipf:iptv:ContentAccessStreamingbDescriptor:2008"
xmlns:xml="http://www.w3.0rg/XML/1998/namespace"
targetNamespace="urn:oipf:iptv:ContentAccessStreamingDescriptor:2008"
elementFormbefault="qualified" attributeFormbefault="unqualified">
<!-- schema filename is {iptv-ContentAccessStreamingDescriptor.xsd -->
<!l-- this schema redefines the generic Content Access Descriptor Schema iptv-
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AbstractContentAccessDescriptor.xsd as defined in Annex E.3 by Timiting the allowable
values for attribute "TransferType" to "streaming" -->
<xs:redefine schemalLocation="1iptv-AbstractContentAccessDescriptor.xsd">
<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="tns:TransferTypeEnum">
<xs:enumeration value="streaming"/>
</Xs:restriction>
</xs:simpleType>
</xs:redefine>
</xs:schema>
The semantics of the allowable values for attriiutansferType as defined by simple string type

TransferTypeEnum is as follows:

a) Attribute “TransferType”, which indicates the type of transfer used far tontent, SHALL have one of the
following values:

i) “streaming”, which indicates that the content-item is stredraad should not be stored. This
TransferType value is required for unicast stregmising an A/V control object as defined in Section
7.14.2.

The syntax and semantics of the imported elemeoits the generic Content Access Descriptor SchenfaLEHbe as
defined in Annex E.3.

NOTE: An OITF SHALL silently ignore unknown elemsrdand attributes that are part of a Content AcBé®maming
descriptor.

E.3 Abstract Content Access Descriptor Format

This section specifies the generic (i.e. "abstamthtent access descriptor XML Schema that folradasis for the
XML Schemas of document typespp1ication/vnd.oipf.ContentAccessbDownload+xml and
application/vnd.oipf.ContentAccessStreaming+xml.

An Abstract Content Access Descriptor SHALL adherthe semantics as defined in the bulleted ligivaeln this
bulleted list, optional means optional for sener, mandatory to be supported on OITFs that hadieated support for
MIME type “application/vnd.oipf.ContentAccessbownload+xm1”. Mandatory means mandatory for the
server to include this element in the content seckescriptor.

1) <Contents> - mandatory element which is a container for onmore associatedContentItem> elements as
child element.

2) <Contentltem> - mandatory element which indicates a content-it&linother elements listed below are child-
elements of &ContentItem> element.

3) <Title> - mandatory element which indicates a user inttgie name to describe the content item. In chse o
content download, it may serve as a basis/suggeftiche actual filename used for storing the dimaded content

item. It is recommended for an OITF to not reqtiire user to enter a filename and select the stategee for
storing a downloaded content item.

4) <Synopsis> - optional element which indicates a user intagiie description of the content item.

5) <OriginSite> - mandatory element which indicates the URL ofdtte from which this content access description
document can be downloaded. Typically this is fteefsom which the content is/can be purchased.

6) <OriginSiteName> - Optional element, which gives the friendly nanesctibing the origin site.
7) <ContentlD> - Optional element which gives a unique identifizatof the content item relative to the OriginSite.

8) <ContentURL> - mandatory element which indicates the URL frohiol the content can be fetched. The element
has the following attributes:
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b)

c)

d)

e)

)}

h)

Optional attribute BRMSystemID”, which indicates the DRM system for which this URpplies, using a

value as defined by element DRMSystemID in Tabté 8ection 3.3.2 of [OIPF_METAZ2]. For example, for
Marlin, the DRMSystemID value is “urn:dvb:casystdrmi188”. This attribute is used for linking a
<ContentURL> to a corresponding <DRMControlinfotioa> element with the same DRMSystemID value. If
the “DRMSystemID” attribute is not specified or hadue empty string, then this indicates that thetent is

not DRM protected.

Attribute “TransferType”, which indicates the type of transfer used fur tontent. The concrete values that
are allowed for this attribute are defined in Aneg¥.1 and E.2 for document types
application/vnd.oipf.ContentAccessbDownload+xml and
application/vnd.oipf.ContentAccessStreaming+xml.

Mandatory attribute$1ize”, which indicates the size of the content itenbytes. If the size is unknown (e.g. in
case of streaming), the value of this element.i$f the value is greater or equal to 0, the vaiven here
SHALL correspond to the value given to the Contsize HTTP header if the content is fetched throargh
HTTP ContentURL. If after downloading the conteari the size of the downloaded content item doés no
match the indicated size parameter, the OITF SHAdport failed download (if the
application/oipfbownloadManager object is used an event is dispatched to the
onDownloadStatecChange listener(s) with reason code 3, “The item is iivalue to bad checksum or
length”). The OITF SHOULD remove the downloadedteohitem

Optional attribute “MD5Hash”, which indicates theDd hash value [RFC1321] of the content item. Thikig
is used to check the correctness of the downlofilgedf after downloading the content item the MDb&sh
value of the downloaded content item does not médehndicated MD5 hash value, it is recommendedtfe
OITF to remove the downloaded content item.

Optional attribute Buration”, which indicates the media playback durationhe media item in the following
form "hh:mm:ss".

Mandatory attributeMIMEType”, which indicates the MIME type of the contentritelt is recommended for
an OITF to inform the user if the content-type afoatent item being retrieved cannot be interprétethe
OITF.

Optional attribute MediaFormat”, which describes the media format of the contmh. The value of this
element should be one of the terms defined by ¥MBédiaFormatCS classification scheme specified in
[OIPF_METAZ2].

Optional attribute VideoCod1ing”, which describes the coding format of the vid€be value of this element
should be one of the terms defined by the Visual@gfebrmatCsS classification scheme defined in
[OIPF_METAZ].

Optional attribute AudioCoding”, which describes the coding format of the audibe value of this element
should be one of the terms defined by the AudioBgiEiormatCS classification scheme defined in
[OIPF_METAZ2].

Multiple <ContentURL> elements may be included for a singteontentItem>, as long as each
<ContentURL> element has a different value for the “DRMSystefréBribute.

9) <MetadataURL> - optional element which indicates the URL fromiethadditional metadata can be fetched for the
content item, such as artwork, subtitle files. Byadilt the metadata must be a text/xml documemdittied
according to TV anytime, as defined in [OIPF_METAZ2]

10) <NotifyURL> - optional element which indicates the URL to wham HTTP GET request SHALL be made by the
OITF, after the content-item has been fully andcsssfully fetched, in order to inform the servetha succesful
completion of the transfer. If any content is ratd from the<NotifyURL>, it MAY be shown in the browser.

11) <lconURL> - optional element which indicates the URL of amdgra which is a visual representation of the iteat th
is being downloaded. Valid content types includeithage formats as listed in Section 9 of [OIPF_NWEZ).

12) <ParentalRating> - optional element which indicates the parentahgavalue (e.g. “PG-13") for this content item.
The element has the following attributes:
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a) Attribute “Scheme”, which indicates the name of plagental rating scheme that is used for indicatiegvalue.
Valid rating scheme names include the ParentalRafessification scheme names as identified by gntyp
“scheme” of the ParentalRating object as define8dation 7.9.4.

b) Attribute “Region”, which indicates the region tdiwh the parental rating applies. Valid region nanmelude
the case-insensitive alpha-2 region codes as dkimkSO 3166-1.

Multiple <ParentalRating> elements may exist, as long as eaehrentalRating> element has a different
value for the $cheme” or the “Region” attribute.

13) <DRMControllnformation> - optional element which allows the inclusion dRE related information that SHALL
be passed to the DRM agent. This element SHALL edteethe DRMControlinformation Type Semantics as
defined in table 8 of Section 3.3.2 of [OIPF_METARDr Marlin, additional semantics are defined éct®n 4.1.5
of [OIPF_CSP2]. This element SHALL be included &y DRM System ID for which a corresponding
“DRMSystemID” value was specified as attribute ok@ontentURL> element.

Multiple <DRMControlInformation> elements MAY be included for a singt€ontentItem>, as long as
each<DRMControlInformation> element has a different value for iBRMSystemID” child element.

An Abstract Content Access Descriptor SHALL adheréhe following XML Schema:

<?xml version="1.0" encoding="UTF-8"?7>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormbefault="qualified" attributeFormbefault="unqualified">
<!-- schema filename is {iptv-AbstractContentAccessDescriptor.xsd -->
<!-- this is the generic (i.e. "abstract") content access descriptor XML Schema that forms the
basis for the XML Schemas of document types: application/vnd.oipf.ContentAccessbDownload+xml and
application/vnd.oipf.ContentAccessStreaming+xml. This schema includes the definition for
abstract type "DRMPrivateDataType" (as defined in Open IPTV Forum Solution Specification Volume
3 Metadata Release 1) and its specific instance type "MarlinPrivateDataType" or
"HexBinaryPrivateDataType" (as defined in Open IPTV Forum Solution Specification volume 7
Authentication, Content Protection and Service Protection Release 1) -->
<xs:import namespace="http://www.w3.0rg/XML/1998/namespace"
schemaLocation="http://www.w3.0rg/2001/xml1.xsd" />
<xs:include schemaLocation="csp-MarlinPrivateDataType.xsd"/>
<xs:include schemalLocation="csp-DRMPrivateDataType.xsd"/>
<xs:include schemaLocation="csp-HexBinaryPrivateDataType.xsd"/>

<xs:element name="Contents" type="ContentsType"/>
<xs:complexType name="ContentsType'">
<XS:sequence>
<xs:element name="ContentItem" type="ContItemType" minOccurs="1"
maxoccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<Xxs:complexType name="ContItemType'>
<XS:sequence>
<xs:element name="Title" type="TitleType" minOccurs="1" maxOccurs="unbounded" />
<xs:element name="Synopsis" type="SynopsisType" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="Originsite" type="xs:anyURI" minOccurs="1"/>
<xs:element name="OriginSiteName" type="xs:string" minoccurs="0"/>
<xs:element name="ContentID" type="xs:string" minOccurs="0"/>
<xs:element name="ContentURL" type="ContentURLType" minOccurs="1"
maxoccurs="unbounded" />
<xs:element name="MetadataURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="NotifyURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="IconURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="ParentalRating" type="ParentalRatingType" minOccurs="0"
maxoccurs="unbounded" />
<xs:element name="DRMControlInformation" type="DRMControlInformationType'
minoccurs="0" maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<xs:complexType name="TitleType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</Xs:extension>
</xs:simpleContent>
</Xxs:complexType>
<xs:complexType name="SynopsisType'>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
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</Xs:extension>
</xs:simpleContent>
</Xxs:complexType>
<xs:complexType name="ContentURLType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="DRMSystemID" type="xs:string" use="optional"/>
<xs:attribute name="TransferType" type="TransferTypeEnum" use="required"/>
<xs:attribute name="MD5Hash" type="xs:string" use="optional"/>
<xs:attribute name="Duration" type="xs:time" use="optional"/>
<xs:attribute name="Size" type="xs:integer" use="required"/>
<xs:attribute name="MIMEType" type="xs:string" use="required"/>
<xs:attribute name="MediaFormat" type="xs:string" use="optional"/>
<xs:attribute name="videoCoding" type="xs:string" use="optional"/>
<xs:attribute name="AudioCoding" type="xs:string" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<!-- The TransferType is a string in this generic content access descriptor. The values of the
TransferTypeEnum are restricted in the document instance types
"application/vnd.oipf.ContentAccessDownTloadDescriptor"” and
"application/vnd.oipf.ContentAccessStreamingDescriptor"” as defined in Annexes E.1 and E.2.-->
<xs:simpleType name="TransferTypeEnum">
<xs:restriction base="xs:string"/>
</Xs:simpleType>
<xs:complexType name="ParentalRatingType">
<xs:simpleContent>
<Xxs:extension base="xs:string">
<xs:attribute name="Scheme" type="xs:string" use="optional"/>
<xs:attribute name="Region" type="xs:string" use="optional"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:complexType name="DRMControlInformationType">
<XS:sequence>
<xs:element name="DRMSystemID" type="xs:string"/>
<xs:element name="DRMContentID" type="xs:string"/>
<xs:element name="RightsIssuerURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="SilentRightsURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="PreviewRightsURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="DoNotRecord" type="xs:boolean" minoccurs="0"/>
<xs:element name="DoNotTimeShift" type="xs:boolean" minoccurs="0"/>
<xs:element ref="DRMGenericData" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="DRMPrivateData" minOccurs="0" maxoccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

<xs:element name="DRMGenericData" type='"DRMGenericDataType"/>
<xs:element name="DRMPrivateData" type="DRMPrivateDataType"/>

<xs:complexType name="DRMGenericDataType">
<XS:sequence>
<xs:any namespace="##any" processContents="lax" minoccurs="0" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

<xs:element name="MarlinPrivatebData" type="MarlinPrivateDataType"
substitutionGroup="DRMPrivateData"/>

<xs:element name="HexBinaryPrivateData" type="HexBinaryPrivateDataType"
substitutionGroup="DRMPrivateData"/>

</Xs:schema>

An OITF SHALL silently ignore unknown elements aattributes that are part of a content-access geecri
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Annex F. Capability Extensions Schema

This Annex contains the schema that includes thensions and modifications to the capability negjain mechanism
as defined in Section 9.3. This schema redefindsadds the necessary extensions to the existirghdayp description
schema as defined in Annex C of [CEA-2014-A]. Thkeesna in this Annex SHALL be used instead of thstig
capability description as defined in Annex C of l6E014-A]. Note that for the additiona0’: 33x0. 33" value for
“scalingType” as defined in Section 9.3.15, a special consindtas been defined. See the last two paragréphs o
this Annex for more information.

<?xml version="1.0" encoding="1S0-8859-1"7>
<xs:schema xmIns="urn:oipf:config:oitf:oitfCapabilities:2009"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="urn:oipf:config:oitf:oitfCapabilities:2009"
elementFormbefault="qualified" attributeFormbefault="unqualified">
<!-- schema filename is config-oitf-oitfCapabilities.xsd -->
<!-- Redefined uiExtensionsType of the original schema as defined in Annex C of CEA-2014
(i.e. imports/ce-html-profiles-1-0.xsd) to add the new elements defined in Section 9.2
of Open IPTV forum volume 5 Declarative Application Environment Release 1 specification.
-->
<xs:redefine schemalLocation="1imports/ce-html-profiles-1-0.xsd">
<xs:complexType name="uiExtensionType'>
<xs:complexContent>
<xs:extension base="uiExtensionType'>
<xs:choice minoccurs="0" maxoccurs="unbounded">
<xs:element name="video_broadcast" type="videoBroadcastType" minOccurs="0"
maxoccurs="unbounded" />
<xs:element name="overlaylocaltuner" type="overlayType"/>
<xs:element name="overlayIPbroadcast" type="overlayType"/>
<xs:element name="recording" type="pvrType"/>
<xs:element name="parentalcontrol" type="parentalControlType"/>
<xs:element name="extendedAvControl" type="xs:boolean"/>
<xs:element name="clientMetadata" type="metadataType'"/>
<xs:element name="configurationChanges" type="xs:boolean"/>
<xs:element name="1ims" type="xs:boolean"/>
<xs:element name="communication_services" type="xs:boolean"/>
<xs:element name="drm" type="drmType" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="remote_diagnostics" type="xs:boolean"/>
<xs:element name="pollingNotifications" type="xs:boolean"/>
<xs:element name="mdtf" type="xs:boolean"/>
<xs:element name="widgets" type="xs:boolean"/>
<xs:element name="html5_media" type="xs:boolean"/>
<xs:element name="remoteControlFunction" type="xs:boolean"/>
<xs:element name="wakeupApplication" type="xs:boolean"/>
<xs:element name="wakeupOITF" type="xs:boolean"/>
<xs:element name="hibernatemMode" type="xs:boolean"/>
</xs:choice>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- Redefined downloadType to add attribute managebownloads -->
<xs:complexType name="downloadType">
<xs:simpleContent>
<xs:extension base="downTloadType">
<xs:attribute name="manageDownloads" type="manageDownloadsType" default="none"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>
<!-- Redefined audioProfileType to add attribute DRMSystemID -->
<xs:complexType name="audioProfileType">
<xs:complexContent>
<xs:extension base="audioProfileType">
<xs:attribute name="DRMSystemID" type="xs:string"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- Redefined videoProfileType to add attribute DRMSystemID -->
<xs:complexType name="videoProfileType">
<xs:complexContent>
<xs:extension base="videoProfileType">
<xs:attribute name="DRMSystemID" type="xs:string"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:redefine>
<!-- ADDED: type definitions for the new elements defined in Section 9.2 of the
open IPTV forum volume 5 Declarative Application Environment Release 1 specification
-=>
<xs:simpleType name="manageDownloadsType">
<xs:restriction base="xs:string">
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<XSs:enumeration value="none"/>
<Xs:enumeration value="initiator"/>
<XS:enumeration value="samedomain"/>
<Xs:enumeration value="all"/>
</Xs:restriction>
</xs:simpleType>
<xs:complexType name="videoBroadcastType">
<xs:attribute name="type" type="xs:string" use="required"/>
<xs:attribute name="transport" type="xs:string"/>
<xs:attribute name="nrstreams" type="xs:unsignedint" default="1"/>
<xs:attribute name="scaling" type="scalingType" default="arbitrary"/>
<xs:attribute name="minSize" type="xs:unsignedInt" default="0"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:complexType>
<Xxs:complexType name="pvrType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="1ipBroadcast" type="xs:boolean" default="false"/>
<xs:attribute name="manageRecordings" type="xs:string"/>
<xs:attribute name="postList" type="xs:boolean" default="false"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="parentalControlType">
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="schemes" type="xs:string"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="metadataType'>
<xs:simpleContent>
<xs:extension base="xs:boolean">
<xs:attribute name="type" type="xs:string"/>
</Xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="drmType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="DRMSystemID" type="xs:string" use="required"/>
<xs:attribute name="protectionGateways" type="xs:string"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</Xs:schema>

Due to limitations of XML Schema it is not possilideredefine/extend the enumeration of typed1ingType” to add
the additional value('. 33x0. 33" as defined in Section 9.3.15. Therefore, thisieahust be directly added to the
original schema as defined in Annex C of [CEA-2@44i.e. imports/ce-html-profiles-1-0.xsd), as fols:

[...]

<xs:simpleType name="scalingType">
<xs:restriction base="xs:string">
<xs:enumeration value="arbitrary"/>
<xs:enumeration value="quartersize"/>
<XSs:enumeration value="none"/>
<Xs:enumeration value="0.33x0.33"/>
</Xs:restriction>
</xs:simpleType>
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Annex G. Client Channel Listing Format

An OITF that supports sending the Client Channstihg through the HTTP POST method defined in $ecti.13
SHALL adhere to the XML Schema of the Client Chdristing defined in this annex for which the faling
semantics apply:

1)
2)

3)

4)

5)

6)

7

8)

9)

10)

11)

12)

13)

<ChannelConfig> - mandatory root element of the Client Channetihgs

<ChannelList> - mandatory container element for zero or mathanne 1> elements, the order of which
corresponds to the channel order as managed lylife

<Channel> - element that represents a channel that canceésesl by a tuner of the OITF. The element has the
following attributes:

a) Mandatory attribute ¢cid” which specifies a unique identifier of the chalwéhin the scope of the OITF.
The format ofccid SHALL have a prefix ‘ccid:’, e.qg., ‘ccid:{tuner.}ajorChannel{.minorChannel}. The
ccid is defined and managed by the OITF.

b) Optional attribute €hanne1Type” which indicates the type of media content caroedr the channel. Valid
values are specified in Section 7.13.12.1. If noluded, the default value is “TYPE_OTHER”.

c) Mandatory attributedType” which specifies the type of identification thatused for the channel. Valid
values are specified in Section 7.13.12.1.

d) Optional attribute tunerID” which specifies a unique identifier of the tumathin the scope of the OITF.

<ONID> - mandatory child element of<@hannel> element of type ID_DVB_* or ID_ISDB_* which speigé
the DVB or ISDB original network ID. The value cha empty (i.e. <ONID/>) if stream does not contin
SDT_Actual.

<TSID> - mandatory child element of@hannel> element of type ID_DVB_* or ID_ISDB_* which spei$ the
DVB or ISDB transport stream ID.

<SID> - mandatory element of&hannel> element of type ID_DVB_* or ID_ISDB_* which speigé the DVB
or ISDB service ID.

<Sourcel D> - mandatory child element of@Channel> element of type ID_ATSC_T which specifies the ATSC
source_ID.

<Freg> - mandatory child element of<@hannel> element of type “ID_ANALOG” which specifies theefjuency
of the content carrier in kHz.

<CNI> - optional child element of @hannel> element of type “ID_ANALOG” which specifies the $#PDC
confirmed network identifier.

<IPBroadcastl D> - mandatory child element of<Channel> element of type “ID_IPTV_SDS” or
“ID_IPTV_URI". if the channel has type “ID_IPTV_SDShis element denotes the DVB Textual Servicentifier
of the IP broadcast service, specified in the farfS8arviceName.DomainName” with the ServiceName and
DomainName as defined in

TS 102 034 V1.3.1. If the channel has type “ID_IPDRI", this element denotes the URI of the IP biczesd
service.

<MajorChannel>> - optional child element of @hannel> element of type “ID_ATSC_*". This element denotes
the major channel number, if assigned. Value Orotise.

<MinorChannel> optional child element of aChannel> element of type “ID_ATSC_*". This element denotes
the minor channel number (in relation to the majmnnel number as indicated through element <MdjanGel>)
if assigned. Value 0 otherwise.

<Name> - mandatory child element of<@hannel> element which specifies the name of the broadcady be
an empty string.
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14) <Favourite> - optional child element of @Channel> element indicating that the user has marked thésgel as a
favourite. The element has the following attribute:

a) Optional attribute FavIDS” indicating in which favourite lists, if any, thishannel is selected.

15) <FavouriteLists> - optional child element of theChannelConf1ig> element containing one or more
<FavouriteList> elements.

16) <FavouriteList> - mandatory child element of tkecavouriteL1ists> element that represents a favourite list that
is (partially) managed by the OITF. The elementthasfollowing attribute:

a) Mandatory attribute FavID” which specifies the unique identifier of the favie list.

17) <FavName> - mandatory child element of tkavouriteList> element specifying the name of the favourite
list.

18) <CurrentFavouriteList> - conditionally optional child element of tk€hannelConfig> element specifying the
currently active favourite list.

19) <Recordable> - optional child element of @Channel1> element indicating whether the channel can berdecb
Valid values include “True” or “False”. If this eteent is not included, the default value is “Falsitie value
SHALL be ignored if the OITF did not indicate suppfor control of its recording functionality.

20) <Locked> - optional child element of @hannel> element indicating whether the current state efghrental
control system prevents the channel from being @@{e.g. a correct parental control pin has noh leegered).
Valid values include “True” or “False”. If this efeent is not included, the default value is “False”.

21) <ManualBlock> - optional child element of @Channe1> element indicating whether the user has manually
blocked viewing of this channel. Manual blockifgacchannel treats the channel as if its pareatalg value
always exceeded the system threshold. Valid vahedsde “True” or “False”. If this element is natdluded, the
default value is “False”.

A valid Client Channel Listing SHALL adhere to tf@lowing XML Schema:

<?xml version="1.0" encod1ng— UTF-8"7>
<xs:schema xmlns: xs- 'http://www.w3.0rg/2001/XMLSchema" elementFormbDefault="qualified">
<xs:element name="ChannelcConfig">
<xs:compTlexType>
<XS:sequence>
<xs:element ref="ChannelList"/>
<xs:sequence minOccurs="0">
<xs:element ref="FavouriteLists"/>
<xs:element ref="CurrentFavouriteList" minoccurs="0"/>
</Xs:sequence>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ChannelList">
<xs:complexType>
<XS:sequence>
<xs:element ref="Channel" minoccurs="0" maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Channel">
<xS:annotation>
<xs:documentation>
For a DVB digital channel use ONID+TSID+SID,
for an ISDB (ARIB) digital channel use ONID+TSID+SID,
for a ATSC terrestrial channel use SourcelID,
for analog channel use Freq and CNI (if available).
The IPBroadcastID element is relevant for IPTV broadcasts, as defined in Section 7.5.
</xs:documentation>
</xs:annotation>
<xs:complexType>
<XS:sequence>
<xs:choice>
<XS:sequence>
<xs:element ref="ONID"/>
<xs:element ref="TSID"/>
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<xs:element ref="SID"/>
</xs:sequence>
<xs:element ref="SourceiD"/>
<XS:sequence>
<xs:element ref="Freq"/>
<xs:element ref="CNI" minoccurs="0"/>
</xs:sequence>
<xs:element ref="IPBroadcastID"/>
</xs:choice>
<xs:element ref="Name"/>
<xs:element ref="Favourite" minoccurs="0"/>
<xs:element ref="Recordable" minoccurs="0"/>
<xs:element ref="Locked" minoccurs="0"/>
<xs:element ref="ManualBlock" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="CCID" type="xs:ID" use="required"/>
<xs:attribute name="channelType" type="xs:string" default="TYPE_OTHER"/>
<xs:attribute name="1idType" type="xs:string" use="required"/>
<xs:attribute name="TunerID" type="xs:ID" minOccurs="0"/>
</xs:complexType>
</xs:element>
<xs:element name="ONID" type="xs:integer"/>
<xs:element name="TSID" type="xs:integer"/>
<xs:element name="SID" type="xs:integer"/>
<xs:element name="SourceID" type="xs:integer"/>
<xs:element name="Freq" type="xs:integer"/>
<xs:element name="CNI" type="xs:integer"/>
<xs:element name="IPBroadcastID" type="xs:string"/>
<xs:element name="MajorcChannel" type="xs:integer"/>
<xs:element name="MinorChannel" type="xs:integer"/>
<xs:element name="Name" type="xs:string"/>
<xs:element name="Favourite">
<xs:complexType>
<xs:attribute name="FavIDS" type="xs:IDREFS"/>
</xs:complexType>
</xs:element>
<xs:element name="FavouriteLists">
<xs:complexType>
<XS:sequence>
<xs:element ref="FavouriteList" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="FavouriteList">
<xs:complexType>
<xs:complexContent>
<xs:extension base="FavName">
<xs:attribute name="FavIiD" type="xs:ID" use="required"/>
</Xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>
<xs:complexType name="FavName'>
<XS:sequence>
<xs:element ref="FavName"/>
</Xs:sequence>
</xs:complexType>
<xs:element name="FavName" type="xs:string"/>
<xs:element name="CurrentFavouriteList">
<xs:complexType>
<xs:attribute name="FavID" type="xs:IDREF" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="Recordable" type="xs:boolean"/>
<xs:element name="Locked" type="xs:boolean"/>
<xs:element name="ManualBlock" type="xs:boolean"/>
</xs:schema>
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Annex H. Display model

H.1 Logical Plane Model

Digital TV terminals typically have multiple plané&sr displaying graphics, subtitles, video and fmaokind color. This
section defines a logical plane model for OITFguFé 19 shows the ordering of these logical planes.

Background color plane
(black)

Video plane

Subtitles plane

DAE application graphic
plane

Platform-specific application
graphic plane

Figure 19: Logical Plane Model

This logical plane model does not imply any patticphysical implementation. For instance, the gnes of two
graphic planes and a subtitle plane does not impbquirement for three hardware graphic planes.

The logical planes are defined as follows:

The “Background color plane” displays a single anifi color which shall be black. This plane is & bottom of
the logical display stack.

The “Video plane” is used to display video. Thian# is on top of the background color plane inldigéical display
stack. The interaction between the “video planed the video/broadcast object is described in 8edtD.1.2.
Streamed video may appear to be presented in a pther than the logical video plane. The presentichent is
intentionally silent about the mechanism used b#&rF to achieve this behaviour

The “Subtitles plane” is used to display subtitEkis plane is on top of the video plane in thadabdisplay stack.

The “DAE application graphic plane” is used to dégpany running DAE applications. This plane istop of the
subtitles plane in the logical display stack. Togidal resolution of this plane is given by thei dth> and
<height> elements of the capability description.

The “Platform-specific application graphic plang”used to display applications specific to the O$UEh as native
system menus, banners or pop-ups. This plane tispoof the DAE application graphic plane in theitad display
stack.

For subtitles, the following rules apply:

OITFs SHOULD support simultaneous display of agilmn and subtitles. In that case, the OITF SHAldpthy
the application over the subtitles (as shown irufgdlL9). If the video is rescaled, the subtitleO8SHD be
rescaled/repositioned appropriately or not dispdagfeall.

If the presentation of subtitles is requested piadhe launch of an application, then OITFs wtiahnot support
simultaneous display of applications and subt@eALL display subtitles in preference to running #pplication.
The OITF may offer the end-user the opportunitdisable subtitles and run the application instead.
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< If the presentation of subtitles is requested wanepplication is running, OITFs which cannot supp
simultaneous display of applications and subtslessl display applications in preference to thesprgation of
subtitles.

H.2 Interaction with the video/broadcast and A/V Co ntrol
objects

The behaviour of theideo/broadcast object is defined in section 7.13.1.1. Whenvrideo/broadcast object is
instantiated, or when allideo/broadcast objects are in thenrealized state, broadcast video presentation SHALL
be under the control of the OITF. When video idanthe control of the OITF:

* Any broadcast video being presented SHALL be disglan the logical video plane.
e The complete logical video plane SHALL be filled.
* The OITF MAY scale and/or position video, for exdenfpo remove black bars.

For broadcast related applications as defineddtise5.2.3, broadcast video presentation SHALLialy be under the
control of the OITF. Applications wanting to casltvideo presentation SHALL create a video/broatiohgct.

When avideo/broadcast object is in any state other than tharealized state, broadcast video presentation
SHALL be under the control of the application. Whedteo is under the control of the application:

« When thevideo/broadcast object or A/V Control object is not in “full-screenode”, any video being presented
SHALL be scaled and positioned to fit the objedtearea of the video plane not containing video EHBe
transparent.

* When thevideo/broadcast object or A/V Control object is in “full-screen me”, presented video SHALL be
scaled to fill the entire logical video plane. TBETF MAY further scale and/or position video, fotaenple to
remove black bars.

» Depending on the Z index of te deo/broadcast or A/V Control object with respect to other HTMlements
(regardless of whether the object is in “fullscreemde” or not), presented video may fully or pdigiabscure other
HTML elements with a lower Z index, and may in tlwa fully or partially obscured by HTML elementsthwa
higher Z index. As a result of this, video may agpte be presented in a plane other than the Ibgideo plane.
This specification is intentionally silent abouétimechanism used by an OITF to achieve this behavio

e Calling theapplication.hide() method SHALL cause video (and any subtitles) beiregented under the control
of that application to be hidden, and any audiodperesented by theideo/broadcast or A/V Control object
under the control of that application to be muteadlling App1ication.show() SHALL cause video and audio
presentation to be restored.

If the release () method is called onwaideo/broadcast object, or if the object is garbage collected,trarof
broadcast video presentation SHALL be returneth¢oQITF and video SHALL be re-scaled and re-paséab(if
necessary).

H.3 Graphic safe area (Informative)

Figure 20 shows the recommended safe area formtoatthoring for the OITF_HD_UIPROF default profile
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Figure 20: Graphic Safe Area
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Annex I.

HTML 5 Video Tag Support

This section provides a comparison between HTMLSlee> and the visual objects defined in this speatiion. When
not supported by HTML5 it is indicated with NS (N&tpported). When not in the scope of HTML 5 indicated with
NA (Not Applicable). If there are differences inlwes or behavior additional information is providatter the

Comments column.

A/V Control Object Broadcast object HTML5 IDL Comments
attributes
General Number width Integer width video.videoWidth
Number height Integer height video.videoHeigh
t
readonly Boolean fullScreen readonly Boolean fuk®a NS Not in HTML5
because of security|
issues
setFullScreen ( Boolean void setFullScreen( Boolean | NS Not in HTML5
fullscreen) fullscreen ) because of security|
issues
focus () window.focus()
Object onfocus function onfocus onfocus
Object onblur function onblur onblur
Object onFullScreenChange function onFullScreenGbaph NS Not in HTML5
because of security|
issues
Volume Boolean setVolume( Number| Boolean setVolume( Integer | float The HTML5 value
volume ) volume) media.volume is in a range
between 0 and 1,
whereas the DAE
visual objects are
between 0 and 100
boolean
media.muted
boolean true if the user
media.controls | agent should
provide its own set
of controls
onvolumechange
Integer getVolume() float
media.volume
Components | AVComponentCollection AVComponentCollection NS Subtitles and media
(ex. subtitles, | getComponents( Integer getComponents( Integer annotations not
languages) componentType ) componentType ) currently in
HTMLS5 (but
proposals exist)
AVComponentCollection AVComponentCollection NS

L
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getCurrentActiveComponents(getCurrentActiveComponent

Integer componentType )

Integer componentType )

5(

void selectComponent(
AVComponent component )

void selectComponent(
AVComponent component )

NS

void unselectComponent(
AVComponent component )

void unselectComponent(

AVComponent component )

NS

Broadcast
specific

function
onChannelChangeError(
Channel channel, Number
errorState )

NA

Integer playState

NA

function onPlayStateChange
Number state, Number error

NA

Channel
bindToCurrentChannel()

NA

void setChannel( Channel
channel, Boolean trickplay,
String
contentAccessDescriptorURL

)

NA

void prevChannel()

NA

void nextChannel()

NA

void release()

NA

void setChannel( Channel
channel, Boolean trickplay,
String
contentAccessDescriptorURL
Integer offset )

NA

readonly Channel
currentChannel

NA

Playback
control

String data

video.url

readonly Number playPositio

n readonly Integer ptifon

attribute float
currentTime;

(get)

readonly attribute|
float startTime;

readonly Number playTime

readonly attribute
float duration

readonly Number playState

readonly attriby
boolean paused;

—

e

readonly attribute
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boolean ended;

readonly Number error

attribute int
media.error and
error / abort
events

readonly Number speed

readonly Number playSpeg¢

od ribud# float
defaultPlaybackR
ate;

attribute float
playbackRate;

Boolean play ( Number spee

j Boolean resume()

Boolean pause()

void play();
void pause();

attribute boolean
autoplay;

attribute boolean
loop;

Recording aspects
not covered

Boolean setSpeed( Number
speed )

attribute float
playbackRate;

Boolean stop ()

void stopRecording()

NA (no recogd
support)

Stop functionality
can be implemente
with
pause();currentTim
e=0;

Boolean stopTimeshift()

NA (no recordin
support)

g

Boolean seek ( Number pos)

Boolean seek( Intedsetof
Integer reference )

attribute float
currentTime;
(set)

The HTML5 values
are in seconds,
whereas the DAE
values are in
milliseconds.

Boolean next ()

NS (no playlist
support)

Boolean previous ()

NS (no playlist
support)

readonly attribute|
TimeRanges
played;

readonly attribute|
TimeRanges

seekable;
function function events:
onPlaySpeedChanged( onPlaySpeedChanged( ratechange
Number speed ) Number speed ) _

durationchange
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script
onPlayPositionChanged(
Integer position )

function
onPlayPositionChanged(
Integer position )

event: timeupdate

readonly Number playSpeed
]

s[readonly Number playSpeeds
]

5[NS

readonly String NA
oitfSourcelPAddress
readonly String NA
oitfSourcePortAddress
Boolean NA
0itfNORTSPSessionControl
String o0itfRTSPSessionld NA
Recording String recordNow( Integer NA
specific duration )
readonly Integer NA
playbackOffset
readonly Integer maxOffset NA
readonly Integer NA
recordingState
function onRecordingEvent NA
readonly Integer state NA
readonly Integer error NA
readonly String recordingld NA

Copyr
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Annex J. DLNA RUI Remote Control Function Sequences

There are two cases to send the control Ul to #iad®e Control Device:

First, when the DAE application is created (formpée, when loaded in response to a request frorRémote
Control Device), the DAE application SHALL try tavg a proper control Ul to the Remote Control Devic
(Creating DAE app> finding the Remote Control Device hanebegiving the control Ul). See Annex J.1.

The DAE application is launched in response to @i Pirequest from an OITF control Ul being renddrethe
Remote Control Device. The DAE application chedlesdurrentRemoteDeviceHandle property when it has
completed loading. If this property returnmtiefined”, it means that the current DAE application wasn't
launched by a Remote Control Device (but by sorheraneans), whereas if this property returns aevéthe
Remote Control Device handle), the DAE applicalkopows that it must send its Control Ul to the Reen@ontrol
Device.

This scenario is made based on Section 10.6 offONRCH?2].

Second, when the DAE application is already running DAE application sends a control Ul in resgottsa
control Ul request (DAE app running getting the CUI request evefit giving the control Ul). See Annex J.2.

The DAE application is currently being executedha OITF and during this time the Remote Controlibe
requests the control Ul from it. In this case, @&F generates theeceiveRemoteMessage event to the DAE
application with type set to 0. Then the DAE apgtiion retrieves the control Ul from the IPTV Apglitons server
and returns it to the Remote Control Device.

Annex J.3 shows the message flow for sending arelviag messages between control Ul in the Remot&rGl Device
and the DAE application.

NOTE: Dotted lines in the diagrams below indicatieinal operations.

J.1 Launching a DAE application to obtain the Contr ol Ul
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Remote pontrol OITF
Device
IPTV
DLNA RUIC DLNA RUIS RCF | DAE | DAE Applications
Plug-in | Browser | App r—
1. Acti A
\ DLNA RUIC
2. DLNA RUI
discovery & description
3. Request & Response
"~ OITF XML Ul Listing
4. Rendering
OITF XML Ul Listing
5. Choose
the OIPF CUI
6. Request & Response |
the OIPF CUI
7. Rendering
the OIPF CUI
8. Start
OIPF service
9. HTTR Request with capability (Usef- Agent)
(/rcf/request_service) 10. Order to execute DAE App
11. Request
DAE App
12. Response|
DAE App
13. Executing
DAE App
14. 0 1ReceiveRemoteMeLsage
-> event
15. Request CUI|
with capability] (X- RCF- Usef- Agent)
16. Response CUI
17} sendRemoteMessage
- method
P 18. Send CUI
19. Rendering
Cul
|
20. Sending and receiving a message between the Remote Device and the DAE application
(See Annex 1.3)

The following is a brief description of the stepglie flow:

Note: The dotted line is an internal operation.

1) The user activates a DLNA RUIC function.

2) The DLNA RUIC discovers the DLNA RUIS in the OITE defined in Section 5.1 of [CEA-2014-A] , and the

DLNA RUIC and the DLNA RUIS perform capability pitef matching using the mechanism defined in Sedii@n
of [CEA-2014-A].
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3) DLNA RUIC requests XML Ul Listing to DLNA RUIS, angets it.
4) DLNA RUIC renders XML Ul Listing in its own screen.
5) The user chooses the OIPF CUI in the XML Ul Listing

6) DLNA RUIC requests the OIPF CUI and gets it. (TBIPF CUI could be made based on Open IPTV Forum
Metadata information)

7) DLNA RUIC renders the OIPF CUL.
8) The user starts OIPF service with the OIPF CUI Witiame from DLNA RUIS in the OITF.
Note: The steps from step 1 to step 8 conformeantbrmal DLNA RUI sequence.

9) The OIPF CUI in the DLNA RUIC sends the OIPF seaitT TP Request with capability in the User-Agent to
DLNA RUIS. The OIPF service HTTP Request is vergfacific URI to create DAE application.

10) DLNA RUIS orders the DAE Browser to execute theuesied DAE application.
11) DAE Browser requests the DAE application.

12) IPTV Applications server sends the requested DAHiegtion.

13) DAE Browser executes the DAE application.

14) When the DAE application is loaded, the OITF dishat &ReceiveRemoteMessage event with type
CREATE_APP to theapplication/oipfRemoteControlFunction object in the DAE application.

15) The DAE application requests the CUI by using XMLFPRequest object with capability of DLNA RUIC.
16) The IPTV Applications server sends the CUI.

17) The DAE application sends the CUI to tygp1ication/oipfRemoteControlFunction object by using the
sendRemoteMessage () method.

18) DLNA RUIS sends the content of the CUI CE-HTML downt to DLAN RUIC through a HTTP Response body.

19) DLNA RUIC renders the CUIL. DLNA RUIC fetches resoes (images/css/js) directly from the IPTV applmat
server.

20) DLNA RUIC sends a message to the DAE applicatichraceive the response message.

J.2 Obtaining the control Ul from a running DAE app lication
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-
-

2. ugeServerSideXMLUILjsting

Remote Qontrol OITF
Device
IPTV
DLNA RUIC DLNA RUIS RCE | DAE | DAE Applications

Plug-in | Browser | App server

I

[

I

1. Executing
DAE App

3. Making a XML Ul Listing

4. Activate
DLNA RUIC

5. DLNA RUI
discovery & description

6. Request XML Ul Listing

7. Response XML Ul Listing

8. Rendering
XML Ul Listing

9. CUI Request with capability (Userq Agent)
(/rcflrequest_cui)

10. ohReceiveRemoteMessage

- method

13] sendRemoteMessgge

- event

with

11. Request CU| |
capability (X- RCF- Usel- Agent)

12. Response CUI

Bl

A

14. Send CUI

15. Rendering
Cul

- method

(See Annex 1.3)

16. Sending and receiving a message between the Remote Device

and the DAE application

The following is a brief description of the stepglie flow:

Note: The dotted line is an internal operation.

1) DAE application which has thepp1ication/oipfRemoteControlFunction objectis being executed.

2) The Server Side XML Ul Listing is updated in the DA RUIS through thaiseServersSidexMLUIListing()

method.

3) The user activates a DLNA RUIC function.

4) The DLNA RUIC discovers the DLNA RUIS in the OITE defined in Section 5.1 of [CEA-2014-A] , and the
DLNA RUIC and the DLNA RUIS perform capability pitef matching using the mechanism defined in Secii@n

of [CEA-2014-A].

5) DLNA RUIC requests XML Ul Listing to DLNA RUIS.

Copyright 2010 © Open IPTV Forum e.V.



Page 350 (356)

6) DLNA RUIS sends the Server side XML Ul Listing teetDLNA RUIC.
7) DLNA RUIC renders XML Ul Listing in its own screen.

8) When a user chooses one of the CUIs in the XML idtihg, DLNA RUIC sends the HTTP request message
(/rcf/request_cui) with the RUIC capability information in the Us@gent to DLNA RUIS to get the CUI.

9) Theapplication/oipfRemoteControlFunction object dispatcheskReceiveRemoteMessage event with
typeREQUEST_CUI to the DAE application.

10) The DAE application requests the CUI using XMLHT T&Rest object, including the capability description
received from the RUIC in the request.

11) The IPTV Applications server sends the CUI.

12) The DAE application sends the CUI to tiygp1ication/oipfRemoteControlFunction object by using the
sendRemoteMessage () method.

13) DLNA RUIS sends the content of the CUI CE-HTML t@AN RUIC (+RUIPL+) by using HTTP Response body

14) DLNA RUIC renders the CUI. DLNA RUIC fetches resoes (images/css/js and any other HTML documents)
directly from the IPTV application server.

15) DLNA RUIC sends a message to the DAE applicatiahraceive the response message as described in laBne

J.3 Sending and receiving messages between the Remo te
Control Device and DAE application
Remote Qontrol OITF
Device
IPTV
RCF DAE DAE o
DLNA RUIC DLNA RUIS Plug-in | Browser | App Apzl;\a/\g?ns

1. Rendering
Cul

2. Send a message
(Ex: Click the button
in the CUI) 3. Send a message

(/rcf/request_msg)

4. onReceiveRemoteMegsage
-> Event

5. Hapding a message

,,,,,,,,,,,,,,,,,,,,,,,,,,

Existing DAE API
(Ex: AV objegt)

6.|sendRemoteMessage
- > Method

7. Send a message
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The following is a brief description of the stepglie flow:

1)
2)

3)
4)

5)
6)

7)

DLNA RUIC renders the CUL.

User sends a message to the DAE application. Fampbe, user clicks a button which could send aifipenessage
to the DAE application.

The CUI sends a message to the DLNA RUIS by usipgealefined URL (rcf/request_msg).

Theapplication/oipfRemoteControlFunction object dispatchesreceiveRemoteMessage event with
type REQUEST_MSG to the DAE application.

The DAE application handles the message receiveed the DLNA RUIC.

The DAE application sends a message taathel i cation/oipfRemoteControlFunction object by using a
sendRemoteMessage () method.

DLNA RUIS sends a message to DLNA RUIC.
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Annex K. ECMAScript Conventions

In the documented APIs ECMAScript attributes amrarrite unless otherwise specified.

The type Integer” is not a valid Javascript type as is. It is ussd short hand notation for a subset of typenber”
which includes only the numbers that can be writtithout a fractional or decimal component.

K.1 Collections

This document defines a number of ECMAScript caitets, used by APIs to return lists of objects fritva OITF to
applications (e.qg. lists of channels or EPG seeeshlts). Many of these collections have identieathantics, and so for
the sake of brevity, the following notation is usedlefine these collections.

Each collection is an instance of thel1ection<7> parameterized class (see Section K.1.1), andfiisedkin the
following way:

typedef Collection<Foo> FooCollection
typedef Collection<Bar> BarcCollection

whereFoo orBar is the name of the class that may be stored icdHection. For example:

typedef Collection<String> StringCollection
typedef Collection<Channel> ChannelList

Collections defined in this way SHALL follow thermantics defined in Section K.1.1, and may be exddnglith
additional properties and methods as necessary.

Collections defined in this way always represemtpsiots of the state of the OITF at a given tinteyTare not updated
automatically if the state of the OITF changessTheans that different instances of a specific tfpellection may
contain different values.

K.1.1 The Collection template

ThecCollection<T7> class is a parameterized class whose instancépas®ibly zero-length) collections of values of
typeT. The properties and methods defined below SHALptesent on any instance ofallection<7> class.
Instances of @o11ection<7> class SHALL support the use of array notationdoess objects in the collection.

Instances of @o1T1ection<7> class SHALL be considered to be immutable, exbgpiPls defined on the collection.
Attempts to insert items into instances a@fal 1ection<7> class using array notation SHALL fail.

11.4.1.1 K.1.1.2 Properties

readonly Integer Tlength

The number of items in the collection

11.4.1.2 K.1.1.2 Methods
<7> item( Integer index )
Description Rety_rn the item at position index in the collection, or undefined if no item is present at that
position.
Arguments index The index of the item that SHALL be returned
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Annex L.

SVG Video Tag Support

This section provides a comparison between SVGleo# and the visual objects defined in this spedfibn. When not
supported by SVG it is indicated with NS (Not Supipd). When not in the scope of SVG it is indicatéth NA (Not
Applicable). If there are differences in valuesehavior additional information is provided undeg Comments

column.
A/V Control Object Broadcast object SVG IDL Comments
attributes
General Number width Integer width Video element:
width attribute
Number height Integer height Video element:
height attribute
readonly Boolean fullScreen readonly Boolean fuké®an Video element:
viewbox
attribute
setFullScreen ( Boolean void setFullScreen( Boolean | Video element:
fullscreen) fullscreen ) . )
viewbox attribute
focus () NS
Object onfocus function onfocus DOM2 Event
Model:
DOMFocuslIn
Object onblur function onblur DOM2 Event
Model:
DOMFocusOut
Object onFullScreenChange function onFullScreen@dan NS
Volume Boolean setVolume( Number| Boolean setVolume( Integer | Audio element: | The range
volume ) volume ) audio-level specified in
attribute SVGis0to 1.0
with O
silencing the
audio.
Integer getVolume()
Components | AVComponentCollection AVComponentCollection audioLanguage =
(ex. subtitles, | getComponents( Integer getComponents( Integer ‘auto’ | <list-of-
languages) componentType ) componentType ) language-ids>

subtitleLanguage
=‘auto’ | <list-
of-language-ids>

audioType =
‘auto’ | ‘normal’ |
‘descriptive’

subtitleType =
‘auto’ | ‘normal’ |

‘hearinglmpaired’
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| ‘none’

teletextType =
‘auto’ | ‘normal’ |
‘none’

AVComponentCollection

AVComponentCollection

getCurrentActiveComponents(getCurrentActiveComponents(
Integer componentType ) Integer componentType )
void selectComponent( void selectComponent(
AVComponent component ) | AVComponent component )
void unselectComponent( void unselectComponent(
AVComponent component ) | AVComponent component )
Broadcast function NA
specific onChannelChangeError(
Channel channel, Number
errorState )
Integer playState NA
function onPlayStateChange( NA
Number state, Number error
Channel NA
bindToCurrentChannel()
void setChannel( Channel NA
channel, Boolean trickplay,
String
contentAccessDescriptorURL
)
void prevChannel() NA
void nextChannel() NA
void release() NA
void setChannel( Channel NA
channel, Boolean trickplay,
String
contentAccessDescriptorURL,
Integer offset )
readonly Channel NA
currentChannel
Playback String data Video element:
control xlink:href
attribute
readonly Number playPosition readonly Integer ptesitton | NS
readonly Number playTime NS
readonly Number playState NS
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readonly Number error

readonly Number speed

readonly Number playSpe

d NS

1%

Boolean play ( Number spee

1 Boolean resume()

Media element:

speed )

pause/resume
Boolean pause() attributes

SMIL: speed

attribute
Boolean setSpeed( Number | NA

Boolean stop ()

void stopRecording()

Media element;:
end attribute

stopRecording is
NA

Boolean stopTimeshift()

NA

Boolean seek ( Number pos)

Boolean seek( Intedsetof
Integer reference )

Media element:
begin attribute

Boolean next () NS
Boolean previous () NS
function function NS
onPlaySpeedChanged( onPlaySpeedChanged(
Number speed ) Number speed )
script function NS
onPlayPositionChanged( onPlayPositionChanged(
Integer position ) Integer position )
readonly Number playSpeeds[readonly Number playSpeeds[NS
] ]
readonly String NA
oitfSourcelPAddress
readonly String NA
oitfSourcePortAddress
Boolean NA
0itfNORTSPSessionControl
String o0itfRTSPSessionld NA
Recording String recordNow( Integer NA
specific duration )
readonly Integer NA
playbackOffset
readonly Integer maxOffset NA
readonly Integer NA

recordingState
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function onRecordingEvent NA
readonly Integer state NA
readonly Integer error NA
readonly String recordingld NA
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