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Foreword

This Technical Specification (TS) has been produnethe Open IPTV Forum.

This specification provides multiple options fons® features. The Open IPTV Forum Profiles specitica
complements the Release 2 specifications by defitiia Open IPTV Forum implementation and deploynpeotiles.
Any implementation based on Open IPTV Forum spegtifons that does not follow the Profiles spectfaacannot
claim Open IPTV Forum compliance.

Introduction

The Open IPTV Forum Release 2 Specification cansithine Volumes:
¢ Volume 1 - Overview,
¢  Volume 2 - Media Formats,
e Volume 2a — HTTP Adaptive Streaming,
¢ Volume 3 - Content Metadata,
¢ Volume 4 - Protocaols,
* Volume 4a — Examples of Protocol Sequences,
¢ Volume 5 - Declarative Application Environment,
e Volume 6 - Procedural Application Environment,
* Volume 7 — Authentication, Content Protection aedvi&e Protection (the present document).

The present document, the Authentication, Conteatieletion and Service Protection Specification (Woé 7), specifies
the Authentication, Content and Service Protedtimetionality of the OIPF Release 2 solution.

The requirements for this functionality are derifiemin the following sources:
e Open IPTV Forum Service and Platform RequiremenRf®, see [OIPF_SERV?2];

e Open IPTV Forum Functional Architecture for R2, §8&°F_ARCH2].
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1 Scope (Informative)
For the system-wide scope, refer to [OIPF_OVIEV¢2[tion 1.

The scope of the present Volume is content pratectiervice protection, service access protectiser, identification,
user authentication, and user authorisation.

The following sections contain features for whibk triteria that determine under which circumstaribese features are
implemented are out of the scope of the presenirdeat or contain conditional normative statemeetsrring to other
volumes of the Open IPTV Forum specifications:

. 4.1 Terminal-Centric Approach

. 4.1.4 Protected File Formats

. 4.1.5 Protection of MPEG-2 Transport Streams
. 4.2.3 Cl+ based Gateway

. 4.2.3.6 Protected Streaming and File Formats
. 4.2.3.7 Personal Video Recorder

. 4.2.3.8 Time Shifting

. 4.2.4 DTCP-IP based Gateway

. 4.2.4.5 Protected Streaming and File Formats
. 5.4.4 HTTP Digest Authentication using IMS Gateway
. 5.4.5 GBA Authentication using IMS Gateway

Note that GBA authentication can be achieved usittger the mechanism in section 5.4.5 GBA Authextit using
IMS Gateway or the, more general, mechanism irn@eét4.4. HTTP Digest Authentication using IMS aay. 5.4.4.
allows the use of different authentication mechaniis a way that is transparent to the OITF, inahgdpossible future
authentication mechanisms, and should preferablyskd. It is expected that section 5.4.5 GBA Adtication using
IMS Gateway will be deprecated and removed in ittersions of this specification.
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3 Terminology and Conventions (Normative)

3.1 Conventions

The key words “MUST”, “MUST NOT”", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exjiiéndicated to be
informative.

3.2 Definitions

Term Definition

Business Token collection of information defined in [MRL BNSP] theontains the service specific informatign
for a given business model

Content and Service | optional gateway function that provides a conversiom a (proprietary) content and service
Protection Gateway protection solution in the network to one thatupported by an OITF, as defined in this
specification

Client Function function that interacts with the Marlin Client Fion in a Content and Service Protection

Content and Service | entity responsible for storing and providing SeeyiProgram, Content Keys and ECM attached
Key Management information

Function
This function MAY be physically co-located with ethfunctions (e.g. the Content Delivery

Network Controller for Content on Demand servicesg [OIPF_ARCH?2].

This entity has been identified in release 1 jastitistrate informatively the separation between
content encryption which is part of content prepareand content delivery.

Content on Demand back office Content on Demand function in charg&ahching Content on Demand
Encryption encryption.

Management Function ) . ) o o i ) .
This entity has been identified in release 1 jastitistrate informatively the separation between

content encryption which is part of content prepareand content delivery.

Content and Service | nction that handles service protection and cdmestection for the client in the OITF

Protection

CSP-G Server functional entity in the network that handles conterotection and service protection for the
Content and Service Protection Gateway (CSPG)dnehidential network

CSP-T Server functional entity in the network that handles seevprotection and content protection for the

CSP-T client in the OITF

Marlin Action Token token defined in [MRL BNSP] that is used to triggiee Marlin Protocols from the Marlin
Client Function in CSP, and from which some infotiora(e.g., business token) is used in th
Marlin protocols

4%

Marlin Client compliant implementation of the Marlin Client thatdefined in [MRL BNSP] and that enables
Function secure communications (Marlin Protocols) with tharlih Server Function in a CSP-T Server

Marlin Configuration token defined in [MRL BNSP] that includes the ldcatinformation of the Marlin Server

Token Function in CSP-T Server with which the CSP comroait@s

Marlin Server compliant implementation of the Marlin Server tiwatlefined in [MRL BNSP] and that enables
Function secure communications (Marlin Protocols) with tharlim Client Function in a CSP

Output Qontrol Output Control Information as defined in [MRL BNS#&jd [MRL BBTS]

Information
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Program Key

symmetric key defined in [IEC62455] that encryptsEECM

Scheduled Content

an IPTV service where the playout schedule is fixgén entity other than the User. The
content is delivered to the user for immediate oomsion

Scramble Key

symmetric key that scrambles the content

Server Function

function that interacts with the Marlin Server Ftiog in a CSP-T Server

serviceBaseCID

the part of the Content ID that is the same focaiitent in a service

Service Key

symmetric key defined in [IEC62455] that encryptsE2CM or a Program Key

Single Sign On

method of service access control that enablesgbeta authenticate once and gain access t
the resources of multiple services
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3.3 Abbreviations

Abbreviation Definition

3GPP Third Generation Partnership Project

AES Advanced Encryption Standard

AG Application Gateway

AKA Authentication and Key Agreement

AKE Authentication and Key Exchange

APDU Application Protocol Data Unit

API Application Programming Interface

AS Application Server

ASM Authentication and Session Management

ATIS Alliance for Telecommunications Industry Solutions
BBTS Broadband Transport Stream — MPEG-2 transportrstasadefined by [MRL BBTS]
BCG Broadcast Content Guide

BNS Broadband Network Service

BSF Bootstrapping Server Function

bslbf bit string, left bit first

B-TID Bootstrapping Transaction Identifier

CA Conditional Access

CAD Content Access Descriptor

CAM Conditional Access Module

CAT Conditional Access Table

CBC Cipher-Block Chaining

CE-HTML Consumer Electronics — HTML

Cl Common Interface

COD Content on Demand

CSKMF Content and Service Key Management Function
CSP Content and Service Protection

CSPG Content and Service Protection Gateway
CSPG-CI+ CSPG - Cl+ based

CSPG-DTCP CSPG — DTCP-IP based

CSP-T Content and Service Protection — Terminal-Centpprdach
DAE Declarative Application Environment
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DCF DRM Content Format

DMZ Dynamic Media Zones

DNR Do Not Record

DNTS Do Not Time Shift

DRM Digital Rights Management

DTCP Digital Transmission Content Protection

DTCP-IP Digital Transmission Content Protection over |P ks
DTLA Digital Transmission Licensing Administrator

DvB Digital Video Broadcasting

ECM Entitlement Control Message

EMM Entittement Management Message

ETSI European Telecommunications Standards Institute
FQDN Fully Qualified Domain Name

GAA Generic Authentication Architecture

GBA Generic Bootstrapping Architecture

HDCP High-bandwidth Digital Content Protection

HDD Hard Disk Drive

HN Home Network

HNI-AMNI Home Network Interface — Additional Managed Netwbrterface
HNI-CSP Home Network Interface — Content and Service Ptimec
HNI-IGI Home Network Interface — IMS Gateway Interface
HNI-INI Home Network Interface — ITF (IPTV Terminal FunetjdNetwork Interface
HTML HyperText Markup Language

HTTP Hypertext Transfer Protocol

ID Identity

IDSA IIF Default Scrambling Algorithm

IEC International Electrotechnical Commission

IETF Internet Engineering Task Force

IG IMS Gateway

IGMP Internet Group Management Protocol

IIF IPTV Interoperability Forum

IMPI IP Multimedia Private Identity

IMPU IP Multimedia Public Identity
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IMS IP Multimedia Subsystem

IP Internet Protocol

IPMC IP Multicast

IPMP Intellectual Property Management Protocol
IPTV Internet Protocol Television

ISIM IP Multimedia Services Identity Module
ISO International Organization for Standardization
v Initialization Vector

KDF Key Derivation Function

KSM Key Stream Message

M-CID Marlin Content ID

MIME Multipurpose Internet Mail Extensions
MP4 MPEG-4

MPEG Moving Pictures Experts Group

NAF Network Application Function

NPI Network Provider Interface

OASIS Organization for the Advancement of Structured infation Standards
OIPF Open IPTV Forum

OITF Open IPTV Terminal Function

OMA Open Mobile Alliance

PCMCIA Personal Computer Memory Card International Asdimcia
PCP Protected Content Packet

PDCF Packetized DRM Content Format

PES Packetized Elementary Stream

PID Packet Identifier

PIN Personal Identification Number

PKI Public Key Infrastructure

PMT Program Map Table

PVR Personal Video Recorder

QoS Quality of Service

RTP Real-time Transport Protocol

RTSP Real-Time Streaming Protocol

SAA Service Access Authentication
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SAML Security Assertion Markup Language
SAS Specific Application Support

SDP Session Description Protocol

SD&S Service Discovery and Selection

SIP Session Initiation Protocol

SRM System Renewability Message

SSL Secure Sockets Layer

SSO Single Sign On

STB Set-Top Box

TEK Traffic Encryption Key

TISPAN Telecoms & Internet converged Services & Prototmisidvanced Networks
TLS Transport Layer Security

TLV Type Length Value

TS Transport Stream

TV Television

uiccC Universal Integrated Circuit Card

uimsbf unsigned integer most significant bit first
UNIS-CSP-G User Network Interface Specific — Content and Ssr#rotection Gateway
UPnP Universal Plug and Play

URI Usage Rule Information

URI Uniform Resource Identifier

URL Uniform Resource Locator

USsIM Universal Subscriber Identity Module
VOD Video On Demand

WAN Wide Area Network

XHTML Extensible HyperText Markup Language
XML eXtensible Markup Language
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4 Content and Service Protection

This section specifies the Content and Serviceeptimn functionality for OIPF Release 1.

It consists of a specification of

e the Terminal-Centric Approach, see section 4.1, and
« the Gateway-Centric Approach, see section 4.2.

4.1 Terminal-Centric Approach

This section specifies the functionality for thePBITerminal-Centric Approach to Content & Servicetection. In
order to do this, this section provides a mappiogfall relevant functions and interfaces from [BIRRCH2] to
specific sections of Marlin specifications [MRL BRE

All normative statements in this section and its-sactions apply only in case the Terminal-Cemipproach is
supported by the OITF.

OITFs that support the OIPF Terminal-Centric Apmtogo Content & Service Protection SHALL be compliavith
[MRL BNSP].

NOTE: The criteria that determine under which anstiances the Terminal-Centric Approach is implee@iaire out of
the scope of the present document.

NOTE: The criteria that determine under which anstiances the support for Marlin metering for contenrights
owner settlement is implemented in the OITF areaftihe scope of the present document.

4.1.1 Interfaces for CSP and CSP-T Server

This section describes the interfaces related@&R and CSP-T Server in the Functional Architeatieéscribed in
[OIPF_ARCH?2].

4.1.1.1 Scope

The main scope of this section is to describe CE#faces (CSP-1, UNIS-CSP-T) and CSP-T Serverfates
(NPI-CSPx, x =1, 2, 3). CSP-1 is the interfacenaetn CSP and OITF Functions. NSP-CSPx, x = 1, &ethe
interfaces between the CSP-T Server and Providetwdik Functions. This section informatively toushgon the
Marlin License Evaluation and Content Encryption.

Only the UNIS-CSP-T interface and the interfac®&E in CSP-1 are normative. The other interfacesiafiormatively
described for comprehension.

Figure 1 shows the message flow overview.

OITF Providers Network
CsP OITF Function CSP-T Providers
Server Network Functio
CSF-1 NPI-CSPx, x=1,2,.

I UNIS-CSF-T I

Figure 1 CSP-T System Overview

The four functional entities in Figure 1 are ddsed below:

e CSP in this document consists of Marlin Client Riorcand a part of the Client Function which deaith Marlin
elements.
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e CSP-T Server in this document consists of Marlinv&eFunction and a part of the Server Functionciiteals
with Marlin elements.

. OITF Function is the function in the OITF that irgets with the CSP. The OITF Function also inteyadth a
Providers Network Function to acquire the necessdoymation for the CSP. How the Providers Netwbtaction
is called in this document depends on the proaebs performed.

. Providers Network Function is the function in threw®ders Network that interacts with the CSP-T &ertHow the
Providers Network Function is called in this documtndepends on the process to be performed.

Note that the OITF Function with which the CSP caminates is not limited as described in this doauraed may
vary depending on the implementation of the OITF.

4.1.1.2 Interface CSP — CSP-T Server (UNIS-CSP-T)

When requested from a native application or from@AE application to handle a Marlin Action Tokeneo
MIPPVControlMessage, see section 4.1.7.3, the GHRLE act as a Marlin DRM Client and SHALL performavlin
Protocols as specified in [MRL BNSP]. Furthermdrthere are no available rights when trying to agstent, the CSP
SHALL comply with [MRL BBTS] and [OMARLIN] and SHAL try to use the URL specified in the content tguice
new rights.

In both cases, the CSP-T Server SHALL comply withrlvh Protocols as specified in [MRL BNSP].
These protocols are:

- Marlin registration: Node acquisition and Link aggjtion.

- Marlin de-registration.

- Marlin License acquisition.

Marlin Protocols are described in section 4.1.1.4.

4.1.1.3 Interface CSP-OITF Function (CSP-1)

The DAE DRM Agent API, as defined in [OIPF_DAE2ksien 7.6.1, triggers handling of DRM Message, &lgrlin
Action Token, MIPPVControlMessage or Marlin Licen¥¢hen the sendDRMMessage API is called for a
DRMSystemID set to the value defined for Marlin,JGISHALL forward the DRM Message to the CSP functibhe
result of calling sendDRMMessage is notified thrietlge onDRMMessageResult event handler.

Typical DRM events SHALL be triggered by CSP to D& A/V or video/broadcast object when contentrzdrbe
played, recorded or time shifted, due to a lackgifts (no license, invalid license) or parentattcol locking (cf. 4.1.3).
These events are defined in [OIPF_DAEZ2] sectiors& and 7.14.6. The DRMSystemID of these events ISH#e set
to the value defined for Marlin.

A DAE application or native application MAY use DRMntrolinformation, defined as an extension to Raseltem in
[OIPF_METAZ], present in the BCG and SD&S retrievsdthe metadata client. SilentRightsURL, PreviegifRsURL
and RightslssuerURL in DRMControlinformation MAY hieed to get updated rights. If the DRMSystemID in
DRMControlinformation is set to the value defined Marlin, the application SHALL forward the DRMRateData, if
present, to the CSP. A DAE application SHALL usedigRMMessage, defined in [OIPF_DAEZ2] section 78.10
forward the DRMPrivateData.

All objects defined in [OIPF_DAEZ2] that are requebsto handle a content-access descriptor, defim§dIPF_DAE2]
SHALL check if the content-access descriptor ine@®RMControlinformation. These objects or the ulyiley
functions SHALL forward the available DRMPrivateBah the DRMControlinformation to the CSP if the
DRMSystemID is set to the value defined for Marlin.

NOTE: The DRMSystemID is defined in section 4.1 forlMarlin.
4.1.1.4 Marlin Protocol Sequences (Informative)
4.1.1.4.1 Marlin Registration (Informative)

Marlin Registration provides functions which enaél®arlin Client Function in CSP to register to arth domain.
Marlin Registration consists of Node Acquisitiorddrink Acquisition.
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4.1.1.4.1.1 Node Acquisition (Informative)

Node Acquisition provides an Octopus Node Objemtfia Marlin Server Function in CSP-T Server to ali&Client
Function in CSP.

Note that Node Acquisition is performed prior te lespective Link Acquisition to provide the Octspiode Objects
necessary for the Link Acquisition.

Marlin Node Acquisition Protocol is triggered byarlin Action Token for Node Acquisition (hereaftsode
Acquisition Action Token) from CSP. The OITF Fumetiacquires the Node Acquisition Action Token amghtthe
OITF Function feeds it to CSP. After CSP acquimsesponding Marlin Configuration Token from CSFs@&rver, CSP
executes Marlin Node Acquisition Protocol with CEFServer. Note that Marlin Node Acquisition Protbisoto provide
one Octopus Node Object per its request and respons

The message flow in case of Node Acquisition isnghim Figure 2.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Serve Applications Profile
1. UNIS-6

o\
N
) 1. NPK17 )
V -

1. UNIS-6 <
(o
2. UNIS6 3.NPI-17
Node Acqgisition Action Token Acquisitign 4. NPI-17 (Bugirjess Token,
. g 0 NPFCSP % cerinformatior
6. UNIS-6(Node Acquisitio 7
7. CSK1 Action Token) ~
8. UNIS-CSF-T A L
Marlin Configuration Token Acquisition
8. UNIS-CSF-T (Marlin Configuration Toker
< N4
9. UNIS-CSF-T .
freques! “\ ¥ 10. NP-CSF-1a (Business Tokg
Marlin Node AcquisitigrProtoco o ) 11. Check
13. UNIS-CSE-T [recnnne ) éz. NPI-CSP-1a (Authentlcatl\og rdsutf)isiness Token

A4

Figure 2 Node Acquisition Sequence

In Node Acquisition Sequence, the following stepes @erformed:

1. The OITF Function (e.g. DAE) communicates with IPAplications and IPTV Service Profile function via
UNIS-6 and NPI-17 for Node Acquisition

2. Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in step 1), the OITF Fandg.g.
DAE application) sends the request for the Nodeuisition Action Token to the IPTV Applications byNIS-6.

3. When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWBe
Profile function via NPI-17 to get the necessarfgiimation to generate the Node Acquisition Acticokén.

4. Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokwmh @ser
information to IPTV Applications.

! Note that, although NPI-17 is assumed as thefaterfor communication between IPTV Applicationsl 4RTV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.
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© N

10.

11.
12.

13.

Given the information from the IPTV Applicationshen there is no Octopus Node for the given userinétion,
the CSP-T Server generates Octopus Node and deselser information with the Octopus Node, so @G&P-T
Server can check for the existence of the OctomdeNext time from the user information. Then tI8PET Server
correlates the Business Token with Octopus Nodéaaitthe CSP-T Server can provide the corresporn@isigpus
Node from the Business Token included in the (Maklbde Acquisition Protocol) request.

IPTV Applications sends the Node Acquisition Actibaken to the OITF Function by UNIS-6.

The OITF Function sends the Node Acquisition Acfimken to the CSP by CSP-1.

When the CSP does not have a corresponding Madifiguration Token, the CSP gets the Marlin Configion
Token from the CSP-T Server by referring to the UiRkcified in the Node Acquisition Action Token.

Given the Node Acquisition Action Token, the CSRdsea (Marlin Node Acquisition Protocol) reques€8P-T
Server by UNIS-CSP-T.

To check the request from the CSP, the CSP-T Sserets the Business Token (and possibly othertaita such
as client version, model, etc... extracted from #guest) to the IPTV Service Profile function.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service return€&P-T Server the data necessary to fulfil the @&BRest. If
validation fails, an error is returned to the CSBérver.

The CSP-T Server sends a Marlin (Node Acquisitir@sponse message to the CSP. This response indlitldes
the Octopus Node correlated to the Business Toéenis the original CSP request, or an error messaglefined
in [MRL BNSP].
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4.1.1.4.1.2 Link Acquisition (Informative)

Link Acquisition provides an Octopus Link from MirlServer Function in CSP-T Server to Marlin Cli€uainction in
CSP.

Note that this sequence assumes that the corresigoNdde Acquisition has already been performeaben the CSP
and CSP-T Server.

Marlin Link Acquisition Protocol is triggered byMarlin Action Token for Link Acquisition (hereaftéink Acquisition
Action Token) from CSP. The OITF Function acquites Link Acquisition Action Token, and then the GlFunction

feeds it to CSP. After CSP acquires correspondiagiMConfiguration Token from CSP-T Server, CSRaites
Marlin Link Acquisition Protocol with CSP-T Server.

The message flow in case of Link Acquisition iswhan Figure 3.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 P
d ~
1. NP-17 )
1. UNIS-6
A\ >4
2. UNIS-6 A 3 NP-17
i isiti i isiti 4. NPI-17 (Buginess Token,
Link Acquisition gctgslg?gifi:;qwsmon 5. NP-CSP;’ < e iﬁlfé'r)fnatior
Acquisition Action Tokdn) 7
. 7.CSF1
8. UNIS-CSF-T ~_p
Marlin Configuration Token Acquisition
8. UNIS-CSF-T (Marlin Configuration Toker
- \V
9. UNIS-CSF-T N .
10. NPI-CSP-14 (Business Toke
[request MessagelD)
N i 11. Check
Marlin Link AcquisitionProtoco Business Token
12. NPI-CSP-19 (Authenticationfresult)
13. UNIS-CSF-T [response
14. UNIS-CSF-T [confirmation 15. Check Protocbl Inf
16. NPI-CSP-14a| (resultCode, MessagelD)
17. Store the

Figure 3 Link Acquisition S

In Link Acquisition Sequence, the following stepe aerformed:

1.

6 and NPI-17 for Link Acquisitioh

equence

resul

The OITF function (e.g. DAE) communicates with IPRgplications and IPTV Service Profile function WiiNIS-

% Note that, although NPI-17 is assumed as thefaderfor communication between IPTV Applicationsl 4RTV
Service Profile, in the case of the managed netwarel, NPI-2 and NPI-6 may be used instead.
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10.

11.
12.

13.

14.
15.

16.
17.

Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in step 1), the OITF Fandig.g.
DAE application) sends the request for the Link #is@iion Action Token to IPTV Applications by UNIG-
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWiBe
Profile function by NPI-17 to get necessary infotima to generate the Link Acquisition Action Token,
Receiving the request from IPTV Applications, tRgV Service Profile function sends Business Tokah @ser
information to IPTV Applications.

Given the user information from the IPTV Applicatsy the CSP-T Server finds the information of Oupode
which corresponds to “From Node” and “To Node”. ilibe CSP-T Server correlates the Business Tokdm wi
“From Node” and “To Node” so that the CSP-T Seman check the information in (Marlin Link Acquisiti
Protocol) request.

IPTV Applications sends the Link Acquisition Actidioken to the OITF Function by UNIS-6.

Given the Link Acquisition Action Token, the OITRikction sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguration Token, the CSP gets the Marlin Confégion
Token from the CSP-T Server by referring to the Wipkcified in the Link Acquisition Action Token fNIS-
CSP-T.

Given the Link Acquisition Action Token, the CShde a (Marlin Link Acquisition Protocol) requesttte CSP-T
Server.

To check the request from the CSP, when the rednestles the correct combination of Business ToKErom
Node”, and “To Node”, the CSP-T Server sends arBassi Token and MessagelD to the IPTV Service Rrofil
function by NPI-CSP-1a. The MessagelD is a unigiy@amnd the same MessagelD is set among requgsbnss
and confirmation, so that IPTV Service Profile ftion can use the MessagelD to correlate requesiprese, and
confirmation.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service Profiladtion returns to CSP-T Server the data necessduyfil the
CSP request. If validation fails, an error is read to the CSP-T Server.

The CSP-T Server sends a Marlin (Registration)aoesp message to the CSP. This response incluties gie
registration agent correlated to the Business Taken in the original CSP request, or a fault mgsse defined in
[MRL BNSP].

The CSP sends a (Marlin Link Acquisition Protoddnfirmation to the CSP-T Server by UNIS-CSP-T.

The CSP-T Server checks the resultCode (i.e. ss@regilure for registration in CSP), and therrasathe “From
Node” and “To Node” information by correlating withe user information so that CSP-T Server can ggna
Marlin domain information for the user.

The CSP-T Server sends the resultCode and the N&sé0 the IPTV Service Profile function by NPI-ESa.
The IPTV Service Profile function stores the reSolie in connection with the user information fraeps4.
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4.1.1.4.2 Marlin Deregistration (Informative)

Marlin Deregistration provides functions which elgablarlin Client Function in CSP to deregister franMarlin

domain.

Note that this sequence assumes that the corresigoNdde Acquisition and Link Acquisition have aldy been
performed between the CSP and CSP-T Server.

Marlin Deregistration Protocol is triggered by aritaAction Token for Deregistration (hereafter Bgistration Action
Token) from CSP. The OITF Function acquires theeDestration Action Token, and then the OITF Funtfieeds it to
CSP. After CSP acquires corresponding Marlin Camfigion Token from CSP-T Server, CSP executes Marli

Deregistration Protocol with CSP-T Server.

The sequence of deregistration messages is sholigure 4.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 A~
P
) 1. NP-17 ’
1. UNIS-6
“ A\ >4
<.
2. UNIS-6 | 3.NP7 _ |
istrati i isiti <4. NPI-17 (Bupiphess Token,
Deregi traélolr;’\,:cstl_cgn Token Acquisition 5 NP-CSP) <« inforrglé%ol
h (Deregistration Action Token) ~
_ 7.CSF1
8. UNIS-CSF-T Ly
Marlin Configuration Token Acquisition )
8. UNIS-CSF-T (Mfarlin Configuration Toker
< \>4
9. UNIS-CSF-T N
10. NPI-CSP1al(Business A\
[request] Token, Messagpll
Marlin DeregistratiorHrotoco 11. _Check
Business Token
12. NPI-CSP-19 (Authenticationfresult)
13. UNIS-CSF-T [response \V/
. S-CSF- confirmatior I
14 UNISCSFT [ ] 15. Check Protocpl Inf
V 16. NPI-CSP-1a [resultCode, MessagelD)
17. Store the

Figure 4 Deregistration Sequence

In this deregistration sequence, the following stere performed:

1.

6 and NPI-17 for Marlin Deregistratiain

resul

The OITF function (e.g. DAE) communicates with IPRgplications and IPTV Service Profile function WiiNIS-

% Note that, although NPI-17 is assumed as thefaderfor communication between IPTV Applicationsl 4RTV
Service Profile, in the case of the managed netww#el, NPI-2 and NPI-6 may be used instead.
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10.

11.
12.

13.

14.
15.

16.
17.

Given the Marlin Action Token URL (e.g. embeddetbithe web page obtained in step 1), the OITF Fonde.qg.
DAE application) sends the request for the Deregfisin Action Token to the IPTV Applications by USHG.
When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWiBe
Profile function by NPI-17 to get necessary infotima to generate the Deregistration Action Token.
Receiving the request from IPTV Applications, tRgV Service Profile function sends Business Tokah @ser
information to IPTV Applications.

Given the user information from the IPTV Applicatsy the CSP-T Server finds the information of Ouspode
which corresponds to “From Node” and “To Node”. ilibe CSP-T Server correlates the Business Tokdm wi
“From Node” and “To Node” so that the CSP-T Seman check the information in (Marlin Deregistration
Protocol) request.

IPTV Applications sends the Deregistration Actiook&n to the OITF Function by UNIS-6.

Given the Deregistration Action Token, the OITF Etimn sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madirfiguiration Token, the CSP gets the Marlin Confégion
Token from the CSP-T Server by referring to the Wipkcified in the Deregistration Action Token.

Given the Deregistration Action Token, the CSP sem@larlin Deregistration Protocol) request to @&P-T
Server by UNIS-CSP-T.

To check the request from the CSP by the IPTV $erRirofile function, when the request includescieect
combination of Business Token, “From Node”, and Nade”, the CSP-T Server sends a Business Token and
MessagelD to the IPTV Service Profile function b INCSP-1a. The MessagelD is a unique id and the sam
MessagelD is set among request, response, androatifin so that IPTV Service Profile function cae uhe
MessagelD to correlate request, response, androwifon.

The IPTV Service Profile function validates theadegceived from the CSP-T Server.

If validation succeeds, the IPTV Service Profiladtion returns to CSP-T Server the data necessduyfil the
CSP request. If validation fails, an error is read to the CSP-T Server.

The CSP-T Server sends a Marlin (Deregistratiospaase message to the CSP. This response inditdesthe
deregistration agent correlated to the Busines®ii@kent in the original CSP request, or an err@sage as
defined in [MRL BNSP].

The CSP sends a (Marlin Deregistration Protocohfdmation to the CSP-T Server by UNIS-CSP-T.

The CSP-T Server checks the resultCode (i.e. ss@regilure for deregistration in CSP) and Mesdégeand then
stores the “From Node” and “To Node” information doyrrelating it with the user information, so tiG8P-T
Server can manage Marlin domain information foruker.

The CSP-T Server sends the resultCode and the N850 the IPTV Service Profile function by NPI-ESa.
The IPTV Service Profile function stores the reSolie in connection with the user information fraeps4.

Copyright 2010 © Open IPTV Forum e.V.



Page 26 (101)

4.1.1.4.3 Marlin License Acquisition (Informative)
License Acquisition provides functions which enaldlarlin Client Function in CSP to obtain a Marlifcense.

Marlin License Acquisition Protocol is triggered &Marlin Action Token for License Acquisition (leafter License

Acquisition Action Token) from CSP. The OITF Fumetiacquires the License Acquisition Action Tokemd ¢ghen the
OITF Function feeds it to the CSP. After CSP aapizorresponding Marlin Configuration Token fromPCEE Server,
CSP executes Marlin License Acquisition Protocahv@SP-T Server.

The sequence of license acquisition messages vensimoFigure 5.

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service CSKMF
(e.g. DAE) Server Applications Profile
1. UNIS-6 ~ o
' o\
) 1. NP-17 ’
1. UNIS-6
< \ 4
2 ONI=6 > 3.NPH17
License Acquisitiorn] Action Token Acquisition ) 4. NPI-17 (Bugirless Token,
5. NP-CSP1 : ;
6. UNIS-6 (License | user infofmatior
“Acquisition Action Token) ~
| 7.CSk1
8. UNIS-CSF-T| ~ o

Marlin Configuration Token Acquisition

8. UNIS-CSF-T|(Marlin Configuratiory Tgker
< A >4

9. UNIS-CSF-T] N\

»10. NP-CSF-1a (Business Toke

[request
| 11. NPI-CSP-1a|(M-CID, Usage)lrformation)
il N?
Marlin License AcquisitiorProtoco
9 12. NP-CSPB (M-CID) —_
| 13. NPI-CSH3 (Content Key, M-CID) )
14. UNIS-CSF-T [response < ~

Figure 5 License Acquisition Sequence

In this sequence, the following steps are performed

1. The OITF Function (e.g. DAE) communicates with IPAplications and IPTV Service Profile function via
UNIS-6 and NPI-17 for License Acquisitiin

2. Given the Marlin Action Token URL (e.g. embeddetbithe webpage obtained in stepl), the OITF Fundiog.
DAE application) sends the request for the Licefsguisition Action Token to the IPTV Applicationy tUNIS-6.

3. When receiving the request from the OITF Functtbe,IPTV Applications sends a request to the IPEWBe
Profile function by NPI-17 to get the informatioaagssary to generate the License Acquisition AcTioken.

4. Receiving the request from IPTV Applications, tRdV Service Profile function sends Business Tokwmh @ser
information to IPTV Applications. This user infortian for License Acquisition also indicates “BoutadNode” of
the Marlin License.

“ Note that, although NPI-17 is assumed as thefaterfor communication be tween IPTV Applicatiomsl dPTV
Service Profile, in the case of the managed netwarel, NPI-2 and NPI-6 may be used instead.
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5. Given the information from the IPTV Applicationset CSP-T Server correlates the Business Tokentheéth

“Bound to Node” so that the CSP-T Server can clibeknformation in a (Marlin License Acquisitiond@ocol)

request.

IPTV Applications sends the License Acquisition idotToken to the OITF Function by UNIS-6.

Given the License Acquisition Action Token, the ®lFunction sends it to the CSP by CSP-1.

When the CSP does not have a corresponding Madifiguration Token, the CSP obtains the Marlin

Configuration Token from the CSP-T Server by refegrto the URL specified in the License Acquisitidotion

Token.

9. Given the License Acquisition Action Token, the C&ds a (Marlin License Acquisition Protocol) resfuto the
CSP-T Server by UNIS-CSP-T.

10. To check the request from the CSP, when the redquastles the correct combination of Business T adeah
“Bound to Node”, the CSP-T Server sends a Busifiegen to the IPTV Service Profile function by NPEE-1a.

11. The IPTV Service Profile function validates thealegceived from the CSP-T Server. If validatiofsfaén error is
returned to the CSP-T Server. If validation suceg#te IPTV Service Profile function returns to CEBerver the
data necessary to generate the Marlin Licensejstorgsat a minimum of:
e M-CID (Marlin Content ID)
e Usage Information which includes the content usatgs

12. To get the corresponding Content Key, the CSP-Te8erends the M-CID to the CSKMF by NPI-CSP3.

13. When receiving the information, the CSKMF looks fiee corresponding Content Key (*) by M-CID, anétth
sends the Content Key (*) and M-CID to the CSP-Tv8eby NPI-CSP3.

14. The CSP-T Server sends a Marlin (License) resporessage to the CSP. This response includes #ither
License correlated to the Business Token sentamtlginal CSP request, or an error message asedkiin [MRL
BNSP].

* When the content is protected by Scramble Key &edvice Key (or Program Key), the Service KeyRoogram Key)
is provided from CSKMF to CSP-T Server instead ohtent Key. See section 4.1.3, for a brief explamadf such
encryption scheme.

©~No

4.1.2 Protected Content Usages
Protected content usages include: playback, rengrdime shifting.

Protected content can be played from a native egubin or from a DAE application using A/V plug-on
video/broadcast object as defined in [OIPF_DAEZ2]

Protected content can be time-shifted from a natp@ication or from a DAE application using videaadcast object
as defined in [OIPF_DAE2]

Protected content can be recorded from a nativicagipn or from a DAE application video/broadcabject as defined
in [OIPF_DAEZ2]

CSP SHALL control protected content usages as eéfin [MRL BNSP] for License evaluation and [MRL BB] for
ECM control. See also section 4.1.3 for an overview

If usages are not allowed, CSP SHALL block the comstion of program (i.e. stop descrambling) and EHAenerate
the appropriate event (no rights, parental cotreking) to the calling application, i.e. nativepdipation or DAE object.
The DAE AV or video/broadcast object SHALL triggle event to the calling DAE application as spedifin 4.1.1.3.

For MPEG-2 TS, usages SHALL be controlled at ea€MEhange. For other file formats, usages are otlett only
when requesting the usage.

4.1.2.1 Marlin License Evaluation (Informative)

4.1.2.1.1 License Evaluation (for (P)DCF [OMARLIN] or Marlin IPMP [MRL FF]) (Informative)

This section describes the informative overvievih@iv Marlin data objects acquired via Marlin Protiscare used for
consumption of protected contents, such as rengleriexporting.

Figure 6 shows the message flow of License Evalnati
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OITE

CSpP Stream Session DAE Decrypt
Mgmt. and Contrd|

_1. Content URL, (M-CID), Operation

2. Check license 1. M-CID, Operation

&

3. Conten Key, AttachedUsagelpformatior

4, Content, Contel Key, AttachedUsagelpformatior

Figure 6 License Evaluation Sequence
In order to gain access to a protected conterisdielow are performed:

1. OITF Function such as DAHriggers the evaluation of a corresponding Makiitense at CSP via Stream Session
Management and Control by providing following infaation:

« Content URL: the protected content to be accessed.

e Optionally, M-CID (Marlin Content ID): Id of the ptected content to be accessed. The M-CID canbaso
retrieved from the content, ContentAccessDescrifiddPF_DAEZ2], BCG, or SD&S [OIPF_METAZ2].

e Operation: operation to perform with the proteatedtent (e.g., render, export).

2. The Marlin Client Function in CSP is required tech the following:
*  The PKI signatures on the Marlin data objects eeldb the protected content are validated. Fot trus
management of Marlin, see section 9 of [MRL CORE].
*  The usage rule specified in the Marlin data objémtshe protected content is valid for CSP.
3. Ifthe license evaluation succeeds, the CSP rethmsorresponding Content Key and attached usdgenation

such as Output Control Information (if any) to Bieeam Session Management and Control. Othentiee; EP
responds with an error.

4. The Stream Session Management sends the receivadnfoContent Key and attached usage informatothe
Decrypt function.

® Note that, although DAE is used as a functiomigmyer the License Evaluation, this is only foustrative purposes and
other OITF function can be used, such as OITF ehe@pplication depending on the design of the OITF

Copyright 2010 © Open IPTV Forum e.V.



Page 29 (101)

4.1.2.1.2 License Evaluation (for MPEG-2 Transport  Stream) (Informative)

Figure 7 shows the message flow of License Evalnatiith Scramble Key Decryption.

2. Check Iicen&e A

5. Decrypt
Scramble key (

OITF

CSP Stream Session DAE Decrypt
Mgmt. and Contrd|

1. Content URL, (M-CID), Operation

1. M-CID, Operation

3. Attached Usage Informati

A 4

4. ECM

6. Scramble Key, Attached Usage and ECM
Information

7. Content, Scrample Key, Attached Usage and
ECM information e

Figure 7 Scramble Key Decryption Sequence

When the content is encrypted by Scramble Key,nseeEvaluation and Scramble Key Decryption sequbatmwv is
followed:

1.

OITF Function such as DAHriggers the evaluation of a corresponding Mallitense at CSP via Stream Session
Management and Control by providing following infaation:
»  Content URL: the protected content to be accedsech( or remote URL).
e Optionally, M-CID (Marlin Content ID): Id of the ptected content to be accessed. The M-CID canbaso
retrieved from the content, ContentAccessDescrifiddPF_DAEZ2], BCG, or SD&S [OIPF_METAZ2].
e Operation: operation to perform with the proteatedtent (e.g., render, export).
The Marlin Client Function in CSP is required t@ck the following:
*  The PKIl signatures on the Marlin data objects eeldb the protected content are validated (sigeafuK.
and certificate chain is successfully chained ugnéoMarlin Trust Anchors).
*  The usage rule specified in the Marlin data objémtshe protected content is valid for CSP.
If the license evaluation succeeds, the CSP reattashed usage information such as Output Colmtfotmation
(if any) to the Stream Session Management and Gloftherwise, the CSP responds with an error.
The Stream Session Management and Control progid&CM to the CSP. The ECM includes a Scramble Key
encrypted by a Service or Program key and attaBl@&d information including the Encryption Algorithfirype,
Parental Control Information, recording controldmhation and Output Control Information.
The CSP checks the ECM on integrity. If this is Gike CSP decrypts encrypted Scramble Key with gpeapriate
key, and, based on the combined Output Controkinéion in the ECM and license, the CSP determipsiated
Output Control Information as specified in [MRL BBT.
The CSP sends Scramble Key and attached usageGividriformation to the Stream Session Management and
Control.
The Stream Session Management sends the receivednt,aScramble Key and attached usage and ECM
information to the Decrypt.

Note that the sequence assumes that Stream Sé&simgement and Control is trusted by the CSP aatdtitle
Scramble Key, permission to perform the requespetation and attached usage information are trenesf@ver a
secure channel.

® Note that, although DAE is used as a functiomigmyer the License Evaluation, this is only foustrative purposes and
can be performed by another OITF function, suc®Ed$ embedded application, depending on the desigine OITF.
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4.1.3 Content Encryption (Informative)

This section contains an informative overview oh@mt Encryption to clarify sequences related tot€ot Key, Service
or Program key, and Scramble Key in section 4.131aad 4.1.2.1.

Figure 8, Figure 9 and Figure 10 show the mesdages of Content Encryption.

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) Ve
‘2. NP-U (Content Key) g
- \J

3. Content
encryptio

Figure 8 Content on Demand Encryption Sequence uginContent Key (for (P)DCF [OMARLIN] or Marlin IPMP
[MRL FF])

4. NP-T (M-CID, protected content)

»
>

When (P)DCF [OMARLIN] or Marlin IPMP [MRL FF] Conté On Demand is encrypted using Content Key, the
following steps are performed in Content Encrypequence:

1. The Content on Demand Management requests fortaerttospecified by M-CID (Marlin Content ID), the Gtent
Key to use.
2. The Content and Service Key Management functiaurmstthe Content Key.

3. The Content on Demand Encryption Management Fumd¢dionches encryption of the content in the clesamgithe
M-CID (Marlin Content ID) and Content Key. The peoted content is generated.

4. The Content on Demand Management stores the pedteontent in the Content Storage.

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) Ve

»

2. NP-U (Content Key, ECM attached infofmnjation)

3. ECM generatio \
and insertion, C

possibly partial

stream encryption | 4. NP-T (M-CID, protected content)

A\ 4

Figure 9 Content on Demand Encryption Sequence uginContent Key (for MPEG-2 TS)

When MPEG-2 TS Content on Demand is encrypted uSimmgent Key, the following steps are performe@ontent
Encryption Sequence:

1. The Content on Demand Management requests foroithtermt item specified by M-CID (Marlin Content IDhe
Content Key and ECM attached information, including Encryption Algorithm, Parental Control Infortioa and
Output Control Information, to use.

2. The Content and Service Key Management functiaurmstthe Content Key and ECM attached information.

3. The Content on Demand Encryption Management Fumd¢dionches encryption of the content in the cl8aramble
Keys are generated and the content is encrypted tisese Scramble Keys. The Scramble Keys are jgteciyising
the Content Key. ECMs that include Scramble Key$@novided ECM attached information are inserted the
protected content.

4. The Content on Demand Encryption Management Fumstiores the protected content in the Content §éora
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Multicast Content Content and Service Key Transport Processin
Delivery Function ManagemenEunction Function

1. NP-K (M-CID, Service and Program kegCM attached [nformation)

2. ECM generatior
and insertion, st(gam
encryption 3. UNIT-17M (protected scheduled content)

Figure 10 Content Encryption Sequence using ScramblKey (for Scheduled MPEG-2 TS Content)

When MPEG-2 TS Scheduled Content is encrypted barfilcle Keys then the Scramble Keys are encrypteal by
Service or Program key, the following steps aréquered in Content Encryption Sequence:

1. The Content and Service Key Management functiodséme M-CID (Marlin Content ID), Service key and
possibly a Program key, ECM attached informatiaruding Encryption Algorithm, Parental Control Infoation
and Output Control Information to the Multicast @amt Delivery Function.

2. The Multicast Content Delivery Function generatesasble Keys and then encrypts clear content ubiese
Scramble Keys. Then the Multicast Content Deliieanction encrypts the Scramble Keys using the Berkey
or Program Key. When the Program Key is used forygation of Scramble Keys, the Multicast Contentiery
Function encrypts the Program Key using the Seieg An ECM that includes the encrypted Scrambdy&and
provided ECM attached information is inserted itfite protected content.

3. Protected scheduled content is sent to the TranBpocessing Function through UNIT-17M.

4.1.4 Protected File Formats

The protected file formats supported in the prespatification are:

e the OMA (P)DCF file formats, including Marlin spéciextensions in an OMA compatible way, as defiimed
section 4 of [OMARLIN],

« the Marlin IPMP file format as specified in sectid13 of [MRL FF],
« the MPEG-2 TS file format as specified in sectioh.3.

NOTE: this section lists three different protectiéel formats supported by this specification. Thitecia that determine
under which circumstances which one or more ofgligémplemented are out of the scope of the ptekmument.

4.1.5 Protection of MPEG-2 Transport Streams

If the OITF supports the unprotected MPEG-2 TS fatrrthe OITF SHALL support the Marlin protected MBPR TS
format, as defined in this section and its subisast Otherwise, the support of the Marlin protdd#PEG-2 TS format
as defined in this section and its sub-sectio@ATIONAL.

If the OITF supports the unprotected time stamp&®EK8-2 TS format, the OITF SHALL support the Mapirotected
time stamped MPEG-2 TS format, as defined in tbetisn and its sub-sections. Otherwise, the supddite Marlin
protected time stamped MPEG-2 TS format as defimélis section and its sub-sections is OPTIONAL.

4.1.5.1 Context

Transport of conditional access messages in MPHG-B defined by DVB. CA_descriptors (Conditionateass
descriptor) are used to signal the presence ofitondl access information in the stream. Condaicaccess messages
are transported in short MPEG-2 TS private sedsection_syntax_indicator = 0). Two types of messaaye
considered:

— ECM messages, which are linked to descramblinggszccriteria and Control Words (TEK). These message
signalled in the CA_descriptor in the PMT. ECM Magss should have a high repetition rate in ordefltav quick
programme access.
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— EMM messages, which are linked to rights managenidi@se messages are signalled in the CA_desciiptbe
CAT. These messages’ repetition rate should batdetad end level in order to comply with the ofmTr®oS
requirements.

PAT (PID=0x00)
Program 1: PID=0x82 L
Program 2: PID=0x87 |
PMT (PID=0x82)

ProgramiD=144342

Video: PID=0x32 ECMs (PID=0x35)
Audio: PID=0x33

CA-Info1: PID=0x34. Not Specified
CA-Info2: PID=0x35

CAT (PID=0x01) > | EMMs (PID=0x74)
CA-Info1: PID=0x73

CA-Info2: PID=0x74 Not Specified

Figure 11 Conditional Access Descriptors SignallingECM and EMM Messages

This specification uses Marlin to protect MPEG-2fsport Streams and time stamped Transport Strasusysecified in
[MRL BBTS]. If an OITF supports Marlin protected M&-2 TS, the OITF SHALL implement the functionstioé
DRM Client as specified in [MRL BBTS]. For Marlir@ected MPEG-2 TS the Content Delivery function&H
deliver Transport Streams or Time-stamped Transpoeams that are formatted as specified in [MRIITBB

If an OITF supports Marlin protected MPEG-2 TS, @dF SHALL support the Parental_rating
access_criteria_descriptor as specified in [I[EC&24the recording control access_criteria_descriptospecified in
section 4.1.5.2 and SHALL support at least thengatiype 0 in these criteria, which maps to the mateating system in
DVB Systems [DVB-SI].

For the recording control, refer also to sectidh3L2, the OITF SHALL compare the required operatidgth the allowed
operations (PVR and time shifting) in the recordaogtrol criteria and refuse the requested oparatidhe calling
application (native or DAE) if the requested opierais not allowed.

For the parental rating control, the OITF SHALL quare the program's rating from the parental rating
access_criteria_descriptor with the current pateatang criterion set in the OITF by the applicati(either native
application or DAE) and SHALL block the consumptioinprogramme (i.e. stop descrambling), if the ptakrating
system is supported by the OITF and the programnagiisg does not meet the parental rating crite@g. rating is at
or above a certain threshold, for a rating systeahis ordered from lower viewer age to higher wewage). The OITF
SHALL raise an event to the application controllithg playback or other operation, whenever a pareating is
discovered for the A/V content that does not mieetarental rating criterion that is set for theeptal system in use,
which has lead to blocking of the consumption &f tbntent. The event SHALL provide the programmadisg. In case
the application is a native application and if MEEG-2 TS stream provides a Parental Control URLdefined in
section 0, the native application SHOULD launchB#E with the Parental Control URL for managemeinparental
control. In case the application is a DAE applicatithe event is called onParentalRatingChangesagiefined in
sections 7.13.5 and 7.14.5 of [OIPF_DAEZ2].

If the OITF does not support the particular parerating system used in the program, the OITF SHAkise an event
to the application controlling the playback or atbperation. The event SHALL provide the prograngmating. In case
the application is a DAE application, the eventalied onParentalRatingError and is defined inisast7.13.5 and
7.14.5 of [OIPF_DAEZ2]. The event MAY be managedthia DAE application (see section 4.5 of [OIPF_DAR
more information). In case the application is aveaspplication, the event is managed through arFQiendor
dependent user interface. In both cases, consumigtfY be unblocked by setting a new parental ratimgshold. This
threshold setting is usually restricted to privédgusers, e.g. parents and a successful PIN ippatiser may be used to
control the parental rating threshold setting. Thi&€F SHOULD continue monitoring the MPEG-2 TS, takinto
account parental rating criteria changes in ECMastrs or new settings for the parental rating tlulelsin the OITF, and
SHALL unblock consumption (i.e. re-start descramdp)iif the current programme'’s rating becomes Iawan the
current parental rating threshold.
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When no valid rights are available for the MPEG<, The OITF SHALL block the consumption of the pamgme

(i.e. stop descrambling) and SHALL raise an everhé application controlling the playback or othperation. In case
the application is a DAE application, the evertaied onDRMRightsError and is defined in secti@rs3.6 and 7.14.6
of [OIPF_DAEZ2]. The OITF SHOULD continue monitoritige MPEG-2 TS, taking into account criteria chanige
ECM streams or rights changes in OITF and SHALLIock consumption (i.e. re-starting descramblingh#re are
valid rights for the requested operation.

For the avoidance of doubt, the OITF SHALL suppbet presence of descriptors (for a general de smnijof
descriptors, see [ISO/IEC 13818-1] which are ndingé in this specification) but SHALL ignore thedescriptors. In
particular, to allow DVB-SimulCrypt with other CA/stems as defined in [DVB-SC] and gateway-centpicraach, the
presence of following descriptors SHALL be suppdri@&A descriptor for other CA systems than Marimddahan CA
systems supported in a CSPG, scrambling descifipiB-Sl], and copyright descriptor [ISO/IEC 13818-1

4.1.5.2 Recording Control Access Criteria

This section defines an access_criteria_descrip&drMAY be present in the IEC62455 ECM as defiimed
[MRL BBTS].

recording control information Tag Length Type
access_criteria_descriptor (in bits)
recording_control_information_byte  0x01( 8 bslbf

Table 1 Recording Control access_criteria_descripto

Bit # 7 6 5 4 3 2 1 0

Assignment| rsvd rsvd | rsvd | rsvd | rsvd | rsvd | DNTS | DNR
Table 2 Bit Assignments of recording_control_infornation_byte

The DNR (Do Not Record) bit signals that a BBT8ads allowed to be stored for PVR function. The OISHALL NOT
store for PVR function the TS packets of a BBTS #ra received after receipt of a BBTS packet ¢agran IEC62455
ECM that includes a recording control access_édaitglescriptor in which the DNR bit is set to 1.

The OITF MAY store for PVR function the TS packefsa BBTS that are received after receipt of a BRESket
carrying an IEC62455 ECM that does not includecamding control access_criteria_descriptor or doelside a
recording control access criteria in which the DbiRis set to O.

The DNTS (Do Not Time Shift) bit signals that a BBTs not allowed to be stored for time shiftingeTITF SHALL
NOT store for time shifting the TS packets of a EBfhat are received after receipt of a BBTS pacéatying an
IEC62455 ECM that includes a recording control asceriteria_descriptor in which the DNTS bit is teel.

The OITF MAY store for time shifting the TS packefsa BBTS that are received after receipt of a BEEcket
carrying an IEC62455 ECM that does not includecamding control access_criteria_descriptor or doeside a
recording control access criteria in which the DN3itSs set to 0.

The time shifting period SHALL not exceed 90 mirsiie case the DNR bit is set to 1 and the DNTSstset to O.
The combination of DNR equals 0 (PVR allowed) ardiTl3 equals 1 (time shift not allowed) SHOULD NOT da.

For an overview of the combinations, see Table 3.

DNR DNTS Description

0 0 Time shifting allowed for infinite period; PVatlowed
0 1 SHOULD NOT occur

1 0 Time shift limited to 90 minutes; PVR NOT alleav

1 1 Time shift NOT allowed; PVR NOT allowed

Table 3 DNR and DNTS Combinations

For this version of the specification, the rsvisémved for future use) bits SHALL be set to 0.
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4.1.5.3 PMT Table

When creating transport streams that are formatsespecified in [MRL BBTS], the Content Delivery SEL. include a
BBTS CA_descriptor [MRL BBTS] in each PMT pointitg a stream protected by Marlin and SHALL include t
serviceBaseCID, see [MRL BBTS], into the BBTS CAschiptor. The socID [MRL BBTS] used by the Content
Delivery SHALL be “marlin” (without the double ques).

In case DVB-SimulCrypt is used with other CA sysseas defined in [DVB-SC] and/or with the gatewaptce
approach then the content_key index field in the@E455 ECM as defined in [MRL BBTS] SHALL match the
scrambling_mode of the other CA system. If the eipmode field is 0x1 (CBC) then the initial_vecsod
next_initial_vector fields in the IEC62455 ECM SHIAbe set to 0 as specified in [ATIS-IDSA].

4.1.5.4 CAT Table

When creating transport streams that are formatsespecified in [MRL BBTS], the Content Deliverynfition MAY
include a BBTS CA_descriptor [MRL BBTS] in the CAdr streams protected by Marlin, in order to previdarlin
Rights URLs. If several Marlin Rights URL sets grevided for different service operators, the Can@elivery
SHALL include several BBTS CA_descriptor and ea®T8 CA_descriptor SHALL include a different
serviceBaseCID.

The Rights Issuer URL section, defined in [MRL BETBAY contain a Parental Control URL, as definedhis
section. Use of the Parental Control URL is desatilm section 4.1.5.1.

The coding of the Parental Control URL parametehenTLV format is the following:

Syntax Mnemonic No. of hits

Parental _Control _URL () {

Parental Control URL tag = 0x05 ui nmebf 8

Parental Control URL | ength ui mebf 8

For (i=0; i<N, i++){

Parental Control URL_data_ byte bsl bf 8

}

}
Table 4 Parental_Control_URL Parameter Syntax
Parental_Control_URL _tag This specification has defined the value of Ox@5tiie Parental Control URL

parameter.
Parental_Control_URL_length Specifies the length of the Parental_Control_URItadhyte in bytes (N).
Parental_Control_URL_data_byte The Parental Control URL for this content.

NOTE: The syntax of Table 4 and similar tablesubsequent sections follows conventions outlined in
[ISO/IEC 13818-1] (e.g. mnemonics, use of C-languliige loop descriptors).

Before accessing the Rights Issuer URL specifigMiRL BBTS], the OITF, or the DAE application thagceives an
“onDRMRIightsError” event as defined in sections3/6land 7.14.6 of [OIPF_DAEZ2], SHALL obtain usensent to
access the web page. When a service receives aR IF(lest to the Rights Issuer URL, the service SHDrespond
with an HTML page and not with a Marlin Action Taker with a Marlin License. This HTML SHALL complyith
CE-HTML. After user interaction via the HTML pagéie service MAY return a Marlin Action Token or Ma
License.

Before accessing the Parental Control URL specifigtlis section, OITF SHALL obtain user consenaitzess the web
page. When receiving an HTTP request to the Pdr€otarol URL, the service SHOULD respond with alML page
This HTML SHALL comply with CE-HTML.

4.1.5.5 System Renewability Messages

In the scope of this specification, DTCP and HDG@Bt&m Renewability Messages (SRM) can be trangpdanta
Marlin protected MPEG-2 TS. The signalling and sort of SRM in Marlin protected MPEG-2 TS SHALLmply
with [DVB-SRM] specification.

If an OITF supports HDCP output and receives Mapliotected MPEG2-TS format, the OITF SHALL detéet t
presence of HDCP System Renewability Messagesrestallithem, as defined in [HDCP].
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If an OITF supports DTCP output and receives Marliotected MPEG2-TS format, the OITF SHALL deténgt t
presence of DTCP System Renewability Messagesrestallithem, as defined in [DTCP].

4.1.6 Operation of Marlin Technologies
This section specifies the operation of Marlin temlogies to support certain type of use cases.

4.1.6.1 Status of Marlin License Support

A usage rule which uses status information (suatoast) is supported in the Marlin License (e.gnbusage rule by
allowing Export action to a certain target systeWhen the Marlin License requires status managemehe client, the
corresponding Marlin License SHOULD also have & after’ condition specified in the absolute vaydperiod. The
value specified by ‘not after’ SHOULD be no lateah 1 month from the issuance of the Marlin Licefge example,
when the Marlin License issued on 24 November 20080 allows 3 times burn to Blu-ray, this Marliiceénse should
only be valid until 24 December 2008 00:00.

4.1.6.2 Subscription Support

A CSP function that implements this specificatiol ST support BNS Extended Topology for Subscriptimtes as
defined in [MRL BNSP]. It means that CSP MUST suppallowing Marlin Protocols for Subscription Noda¢hich are
originally defined as OPTIONAL functions in [MRL B3P]:

* Marlin License Acquisition to bind Marlin License Subscription Node

» Marlin Deregistration from a domain representedsipscription Node where a corresponding Subscriptio
Link SHALL have the following properties:
0 LinkFrom: Personality Node or User Node

0 LinkTo: Subscription Node

The CSP MUST signal this support of the BNS Exteh@iepology by using the mechanism defined in [MRNEP],
section 6.2.

4.1.7 DRM Data

4.1.7.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, isided in [OIPF_METAZ2]. DRMSystemID is used in mettala
structures, defined in [OIPF_METAZ2], in APIs defihim [OIPF_DAE?2] and in protocols defined in [OIFFROT2].
For Marlin, since the DVB CA_System_ID is assigresdx4AF4, the value for the DRMSystemID SHALL le¢t® the
following value: “urn:dvb:casystemid:19188".

4.1.7.2 Metadata — DRM Control Information

A DRM Control Information structure to hold DRM damdant control parameters is defined in [OIPF_MEJldRan
extended element included in Content Access Désctrigefined in [OIPF_DAEZ2] and extension of Pursiéem
element of BCG and SD&S metadata, defined in [ONRETAZ2].

For Marlin protected content, the element of DRM{olinformation SHALL be mapped as specified in fblowing
table:
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Element / Attribute Name Element / Attribute Mapping for Marlin

DRMControlInformation

DRMSystemID SHALL be set to the value defined fdretMarlin System ID, in section 4.1.7.1,.

DRMContentID SHALL be set Marlin Content ID. In ca®f scheduled content over IP, the
content ID is derived from the socID; together vatrviceBaseCID as defined
in [MRL BBTS].

RightslssuerURL SHOULD be set to the RightslssudrlipResent in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5.

SilentRightsURL SHOULD be set to the SilentRightdUstesent in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5. Whamnessing to this
SilentRightsURL, Marlin Action Token or MIPPVContkdessage MAY be

returned.

PreviewRightsURL SHOULD be set to the PreviewRigR& present in Marlin protected content
formats, defined in section 4.1.4 and 4.1.5.

DoNotRecord SHOULD be set to the same value aBDNiR (Do Not Record) bit in recording
control access criteria defined in section 4.1.5.2.

DoNotTimeShift SHOULD be set to the same value las DNTS (Do Not Time Shift) bit in
recording control access criteria defined in sectidl.5.2.

DRMGenericData Placeholder element for which cutyem mapping is defined.

DRMPrivateData DRMPrivateData SHALL be an instanoéa MarlinPrivateDataType structure
see B.1.

mimeType SHALL be set to the mime type of the DRN\&teData. For Marlin, it SHALL

therefore be set to MIME type of a Marlin Licensee [MRL BNSP] or to the
MIME type of a Marlin Token, see [MRL BNSP].

Table 5 DRMControlinformation Mapping for Marlin
Both MarlinPrivateDataType and HexBinaryPrivateOatae extend DRMPrivateDataType, defined in [OIPF_ TA&];

and so the element DRMPrivateData can be substibyeither MarlinPrivateData or HexBinaryPrivaté®as defined
below:
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Figure 12 Outline of DRMControlinformationType with MarlinPrivateData
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The XML schema for the MarlinPrivateDataType isidefl in section B.1.

Element / Attribute Name

Element / Attribute Deption

MarlinPrivateData

MarlinLicense

A Base64 encoded XML Document coniagnan instance of a Marlin
License, typically used for channel preview.

MarlinToken

A Base64 encoded XML Document contagrém instance of a Marlin
Token, to be used for triggering Marlin Protocol.

4.1.7.3 DAE Marlin Messages

Table 6 MarlinPrivateData Structure

The CSP SHALL support receiving the following megsavia the sendDRMMessage API defined in [OIPF_BPIAE

section 7.6.1.

¢ Marlin Action Token, format and mime type defined MRL BNSP].

« MIPPVControlMessage, format and mime type defimeddction 4.1.7.3.1

* Marlin License, format and mime type defined in [MBNSP].

For these messages, the DRMSystemID SHALL be gbetvalue defined for the Marlin System ID in sact4.1.7.1.

4.1.7.3.1 MIPPVControlMessage Format

This section describes the usage of MIPPVControdgs, which is used for pay per view case, antheethe message
structure of MIPPVControlMessage. MIPPVControlMegs#s used in a pay per view use case where a fangber of
users try to acquire Marlin License just beforeag per view program begins. To avoid such simubtaseaccesses to
CSP-T (DRM Server), a service can apply MIPPVCdMessage which includes common Marlin License ¢a@anmon
for OITFs), Marlin Action Token, and Marlin Licensequisition timing information. These three da¢aris are used as
follows in a typical pay per view case:

1. When an OITF Function (e.g. DAE application) reesia MIPPVControlMessage, the OITF Function (e.g.
DAE application) passes the MIPPVControlMessagé3®. CSP uses common Marlin License embedded in
MIPPVControlMessage to play a pay per view progeantil it gets the Marlin License that is valid orftyr that
OITF. Since a common Marlin License is valid foydTF, the common Marlin License expires during th

pay per view program.

2. By following the timing information in MIPPVContrblessage, the client executes the Marlin Action Tolke
MIPPVControlMessage, and then it acquires the Mdricense for the OITF.

3. After acquisition of the Marlin License for the (HTthe OITF can play the pay per view program eafter the
expiration of the common Marlin License.

The MIPPVControlMessage includes Marlin Licensejoliis common among clients, Marlin Action Tokerigh is
used to acquire the unique Marlin License, andrgminformation, which indicates the timing to iat& Marlin License

Acquisition protocols.
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MIPPVControlMessage [%]—(—--—E- 4 [E asttributes |

Figure 13 Outline of MIPPVControlMessage
The XML schema for the MIPPVControlMessage is dadiim section B.2.

Each element has the following semantics:

Element / Attribute Name Element / Attribute Deption

MIPPVControlMessage

MarlinLicense A Base64 encoded XML Document coniagnan instance of a
Marlin License.
MarlinActionToken A Base64 encoded XML Document zoming an instance of a
Marlin Action Token.
absoluteAcquisitionTiming License acquisition timing in absolute time
relativeAcquisitionTiming License acquisition timing in relative time fromethktart of the contenjt

Table 7 MIPPVControlMessage Format

MIME type of MIPPVControlMessage is defined asdaolk:

application/vnd.oipf.mippvcontrolmessage+xmi

4.2 Gateway-Centric Approach

This section specifies the functionality for theRBlGateway-Centric Approach to Content and SeRio¢ection. It
elaborates on the CSPG functional entity and UNERGS, HNI-CSP, HNI-AGC reference points introduaethe
Functional Architecture described in [OIPF_ARCH?2].

The gateway-centric approach provides a conteriegtion solution whereby the service provider iedb deploy any
preferred protection system to deliver protecteat@at to the user, but the delivery protectioreisrinated in the CSP
Gateway (CSPG) function and a common local praiactplution is used to maintain protection of thatent on the

final link between the CSPG and the OITF. CSPGspeified for Cl+ (section 4.2.3) and for DTCP-Hegtion 4.2.4).

It is permitted that the CSPG and OITF functiongitees are implemented in the same device. Indhise the CA/DRM
system used for content delivery will be terminad@éctly at the terminal device. Also, the OITFRS communication
is a device-internal interface that does not neatbhform to the HNI-CSP interface, i.e. there fgigual” CSPG
embedded in the terminal device. This is conceptegjuivalent to the implementation of any choseéd@RM in the
device hosting the OITF. This approach is docunteimtrmatively in Appendix F.
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4.2.1 Capabilities

DAE SHALL signal which CA_System_ID values [ISO/IEG818-1] and optionally the type of CSP Gateway ar
supported in the OITF including those available@meway-Centric Approach as defined in sectiofi [tPF_DAE?2]
document.

The list of supported CA_System_ID values and aytily the type of CSP Gateway SHALL also be reekby the
Service Platform provider using one of the follogzimethods:

e The OITF remote management interface [OIPF_PROT2]
e As part of the Service Provider Discovery SUBSCRIBé&ssage [OIPF_PROT2]

4.2.2 CSPG-DAE Interface

When a DAE application uses the DRM Agent API aneint, sesndDRMMessage and onDRMMessageResult, define
[OIPF_DAEZ] section 7.6.1, to handle a DRM Messgge section 7.6.1 in [OIPF_DAEZ]) for a given CAstem_ID
that is supported by a CSPG, the OITF SHALL forwdnmese messages to the appropriate function, CESBG.

When protected content is used (played, time-shiftecorded) from a DAE application, the OITF SHAfdrward
events (no rights or parental control locking) frthme CSPG to the DAE application via the A/V oradédbroadcast
object. The DRM events onDRMRightsError, onParé&asingChange and onParentalRatingError are defined
[OIPF_DAEZ2] sections 7.13.5, 7.13.6, 7.14.5 and.-61The DRM events (no rights or parental corltvoking) SHALL
include the CA_System_ID information.

4.2.3 Cl+ based Gateway

All normative statements in this section and its-sactions apply only in case the Cl+ based Gate®exytric Approach
is supported.

NOTE: The criteria that determine under which anstiances the Cl+ based Gateway-Centric Approaichplemented
are out of the scope of the present document.

4.2.3.1 Overview

The CSPG-CI+ is an optional entity handling seguiot the OITF. It SHALL make any specific contgmbtection
solution transparent to the OITF. This is achielbgdhe use of a standard secure channel betweddiTteand the
CSPG-CI+. The CSPG-CI+ acts as a bridge betweeedfi protection solution and one standard sechesmnel. Once
the OITF and the CSPG-CI+ are mutually authentabatee OITF is seamlessly able to receive any cartat was
initially secured by the different content protectisolutions that the CSPG-CI+ handles.

The protected content stream is sent from the @dTthe CSPG-CI+ and then sent back to the OITFepted in such a
way that only authenticated OITF can gain acce#s bacoming and outgoing streams format are baseMPEG-2
Transport Stream. Protected file formats based Bd file format (i.e. OMA (P)DCF and Marlin IPMP)eanot
supported.

The definition of the interfaces is based on theBOM specification ([DVB-CI]) and the Cl+ specifitan ([CI+]).

Figure 14 presents an overview of the functionsiatetfaces of the CSPG-CI+.
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Figure 14 CSPG-CI+ Overview

In order to provide seamless behaviour to the eed (e.g. for service selection operation), theining stream in
Figure 14 must be delivered through the UNIT-12refce point as for the Terminal-Centric Approdggure 15
describes CSPG-CI+ in the home network contextraaps interfaces from Figure 14 to Home Networkrfates
defined in [OIPF_ARCH?2].

HNI-INI* HNI-INI
OITF
AG Incoming stream
HNI-CSP HNI-AGC
» UNIS-CSP-G
OITF Authgntication CSPG-Cl+
< )
Outgoing stream P
Wan Gateway | | |G

Figure 15 CSPG-CI+ Context
The OITF and CSPG-CI+ SHALL comply with Cl+ specétions ([CI+]).
4.2.3.2 CSPG-CI+ Connectivity

The physical interface is based on a PCMCIA slatfzified by the DVB-CI specification ([DVB-Cl]nd the Cl+
specification ([CI+]).

4.2.3.3 CSPG-CI+ Discovery

The CSPG-CI+ discovery SHALL be performed at OlTé&rtsup and CSPG-Cl+ initialization. Once the sais4$0 the
[CI+] Specific Application Support (SAS) resoursegstablished, the OITF SHALL connect to the Og&RM Forum
private application (see section 4.2.3.4.1.1). écsssful connection means that a CSPG-Cl+ hasdiseovered.

4.2.3.4 Residential Network Interfaces

4.2.3.4.1 HNI-CSP

HNI-CSP is an interface to exchange control infaioraand media between the CSPG-CI+ and the OITF.
4.2.3.4.1.1 Control Channel

NOTE: This section is subject to revision in thatmmaintenance release of the present specification
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OITF controls the CSPG-CI+ using resources defind@VB-Cl] as well as resources as defined in ieci 1 of [Cl+].

OITF and CSPG-Cl+ SHALL use the SAS resource, eefiim [Cl+], section 11.4, to handle APDUs as sfpettiin this
section.

The CSPG-CI+ SHALL create one session to the SABuree as soon as it has completed its Applicatifoxmation
phase of initialization. The OITF SHALL sendAS connect_rgst() APDU [Cl+] to the CSPG-Cl+ with the specific
Open IPTV Forum private_host_application_ID defimedable 8. The CSPG-CI+ SHALL acknowledge thermiion
by sending back 8AS connect_cnf() APDU [CI+].

private _host application ID Value (64bits)
OIPF_APPLICATION_ID 0x0108113101190000
Table 8 Open IPTV Forum private_host_application_ID

4.2.3.4.1.1.1 Specific APDUs
The OITF and CSPG-CI+ SHALL support the followin@BUs:

Tag Value Direction
APDU Tag (hexadeci
mal)

OITF CSPG-CI+
send_DRM_msg 0x9F8034 >
send_DRM_msg_reply 0x9F8034 <
parental_control_info 0x9F8036 <
parental_control_req 0x9F8037 >
parental_control_reply 0x9F8038§ <
rights_info 0x9F8039 <
is_access_granted 0x9F803A >
is_access_granted_reply 0x9F803B <
consult_rating_threshold req 0x9F803C >
consult_rating_threshold_reply  Ox9F803D <

Table 9 OIPF Specific APDUs

For all the APDUs defined in the following subsens the length_field() means the length of APDUIpag as defined
in [DVB-CI], section 8.3.1.
4.2.3.4.1.1.2 Mapping of APDUs to DAE API or Events

The OITF SHALL map the specific APDUSs listed in T@§ to DAE API or Events as described in
Table 10:

APDU DAE API or Event
send_DRM_msg sendDRMMessage
send_DRM_msg_reply onDRMMessageResult

parental_control_info

onParentalRatingChange,
onParentalRatingError

parental_control_req

parental_control_reply

rights_info

onDRMRightsError

is_access_granted

is_access_granted_reply

consult_rating_threshold_req

consult_rating_threshold_reply

Table 10 Mapping to DAE API or Events
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For messages to be forwarded to the CSPG-CI+ sg&ndDRMMessage defined in [OIPF_DAEZ2], the msgType
attribute in sendDRMMessage SHALL be set to the Eityipe "application/vnd.oipf.cspg-hexbinary". WhasgType
is set to "application/vnd.oipf.cspg-hexbinary'e tmsg attribute in sendDRMMessage SHALL be an asfdytes
encoded in a string using a hexadecimal represenjats defined for xs:hexBinary type used in XMihemas. The
OITF SHALL decode the msg attribute to bytes befmassing it tsend_ DRM_msg() APDU in the
ca_vendor_specific_information field.

When receiving @end_DRM_msg_reply() APDU, the OITF SHALL map status to resultCode htite in
onDRMMessageResult, defined in [OIPF_DAEZ?], and $H&ncode ca_vendor_specific_information in a gtrirsing
a hexadecimal representation, as defined for xBimaxy type used in XML schemas, mapped to thelreswibute.

The DRMSystemlID attribute in DAE API or Events SHAbe mapped to the ca_system_id field of the APDU.

4.2.3.4.1.1.3 send_DRM_msg

A native application or DAE application SHOULD use send DRM_msg() APDU to provide DRM specific messages
to the CSPG-CI+.

When requested by either a native or DAE applicatibe OITF SHALL send theend DRM_msg() APDU to the
CSPG to exchange DRM messages. Examples of usage ar

« Service Provider handles the purchase of contahtaterver side and then usesstred DRM_msg() APDU via a
DAE application to ask the CSPG-CI+ to retrieve @ssociated license.

e Service provider sends teend_ DRM_msg() APDU via a DAE application to the CSPG-CI+ to fothe CSPG-Cl+
to purchase a specific program.

Syntax No. of Bits Mnemonic
send_DRM nsg() {
send_DRM nsg_t ag 24 Ui nsbf
length _field()
ca_systemid 16 ui msbf
transaction_id 8 ui nsbf
for (i=0; i<N, i++) {
ca_vendor _specific_information 8 ui nsbf
}
}
Table 11 send_DRM_msg APDU Syntax
send_DRM_msg_tag 0x9F8034
ca_system_id 16-bit integer that identifies the CA system beipgried.
transaction_id An 8-bit value, generated by the OITF, that willleéurned in the corresponding
send DRM_msg_reply() APDU from the CSPG-CI+. The transaction_id allows
the OITF to match the CSPG-CI+’s replies with tberesponding requests. The
OITF SHOULD increment the value, modulo 256, witlely message it sends.
ca_vendor_specific_information Vendor specific information. The maximum lengtif6&000 bytes.
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4.2.3.4.1.1.4 send DRM_msg_reply
The CSPG-Cl+ SHALL send theend DRM_msg_reply() APDU to the OITF to provide the send_DRM_msg ®atu

Syntax No. of Bits Mnemonic
send_DRM nsg_reply() {
send_DRM nsg_reply_ tag 24 ui nsbf
I ength_field()
ca_system.id 16 ui nsbf
transaction_id 8 ui nsbf
st at us 8 ui nsbf
for (i=0; i<N, i++) {
ca_vendor _specific_information 8 ui nsbf
}
}
Table 12 send_DRM_msg_reply APDU Syntax
send_DRM_msg_reply_tag 0x9F8035
ca_system_id 16-bit integer that identifies the CA system bejngried. Same 16-bit integer
that was used in the originsgnd_DRM_msg() APDU.
transaction_id The same 8-bit transaction_id that was used imtlggnal send_DRM_msg()
APDU.
status If equal to 0, thesend DRM_msg() APDU has been successfully handled by the
CSPG-CI+ and a ca_vendor_specific_information mag¥mailable.
If equal to 1, thesend DRM_msg() APDU failed because an unspecified error
occurred.
If equal to 2, thesend_DRM_msg() APDU failed because the CSPG-CI+ was
unable to complete the necessary computationitirtie allotted.
If equal to 3, thesend DRM_msg() APDU failed because
ca_vendor_specific_information has a wrong format.
Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.
ca_vendor_specific_information Vendor specific information. The maximum lengtt®&000 bytes.

NOTE: A service provider should not provide a DRMd$dage in metadata (BCG, SD&S, CAD) and expediporese
in ca_vendor_specific_information sénd_DRM_msg_reply() APDU, if these metadata may are handled by a native
application. The native application sending the DRigssage to the CSPG-CI+ will not know how to haradiesponse.

4.2.3.4.1.1.5 parental_control_info

The CSPG-CI+ SHALL sendarental_control_info() APDU to advise the OITF that the selected prograiamating
does not meet the parental rating criterion (&ting is at or above a certain threshold, for mgasystem that is ordered
from lower viewer age to higher viewer age). Th& BEHALL forward the event to the application catiing the
playback of the content, i.e. a native applicaboiDAE application. In case the controlling appfica is a DAE
application, the event onParentalRatingChangeefisatl in [OIPF_DAEZ2] sections 7.13.5 and 7.14 BAEL be sent

to the DAE application. A native controlling apgion SHOULD usgarental_control_req() APDU, defined in section
4.2.3.4.1.1.6 to change the parental rating caterA DAE application SHOULD use a proprietary neethusing

send DRM_msg() APDU to unlock parental control.

If the program is descrambled again, the OITF SHOUlisplay the program again. If the program isager being
descrambled, the OITF MAY decide to stop the progra

The OITF SHALL support at least the parental rasggtem identified by the rating_type 0, which mapthe parental
rating system in DVB Systems [DVB-SI]. If the pat&rating system supported by the CSPG-CI+ iintisrface with
the OITF (rating_type provided through tharental _control_info() APDU) is not supported in the OITF, the event
onParentalRatingError, as defined in [OIPF_DAEZ}isais 7.13.5 and 7.14.5, SHALL be sent to the Cafiplication.

If a parental_control_url is provided, a native léggiion SHOULD launch the DAE with the parentalntol_url that
might allow to unlock parental control in the CSPG-. If there is no response from the parental_@dntirl, the native
application MAY try unlocking parental control ugiparental _control_req() APDU.
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Syntax No. of Bits Mnemonic
parental control _info() {

parental control _info_tag 24 ui nmebf
I ength_field()
ca_system.id 16 ui nebf
rating_type 7 ui nsbf
country_code_fl ag 1 ui nebf
rating_val ue 8 ui msbf
i f(country_code_flag==1) {

nunber _of country_codes 8 ui nmsbf

for(i=0;i<nunber_of country_codes;i++) {

country_code 16 ui nsbf

}
}
pi n_code_r equest ed 1 ui nebf
pi n_code_max_| engt h 7 ui nebf
parental control _url _length 8 ui nebf
for(i=0;i< parental control _url _length;i++) {

parental control _url 8 ui nmebf
}

}

Table 13 parental_control_info APDU Syntax

parental_control_info_tag
ca_system_id

rating_type

country_code_flag

rating_value

number_of country_codes

country_code

pin_code_requested

pin_code_max_length

parental_control_url_length

parental_control_url

4.2.3.4.1.1.6 parental_control_req

0x9F8036
16-bit integer that identifies the CA system issgpihe event.

Rating_type as defined in the parental_rating acaa#teria_descriptor in
[[EC62455].

This 1-bit flag indicates whether the country cotllkesk is present or not.

Rating_value as defined in the parental_rating s&aeriteria_descriptor in
[[EC62455].

The number of following country codes

The optional list of country_codes as defined m plarental_rating
access_criteria_descriptor in [[IEC62455].

1-bit flag indicating whether a pin_code is reqadshparental_control_req()
APDU.

Maximum number of digits of the pin to be preseriteparental _control_req()
APDU. This field is meaningful only if pin_code_nrespted is setto 1.

Parental_control_url length in bytes. If equal tm0 parental_control_url is
provided.

Optional parental_control_url for connecting to seevice provider, for
unlocking the parental control.

A native application SHOULD use tiparental_control_req() APDU to unlock parental control. A DAE application
SHOULD use a proprietary method wand DRM_msg() APDU to unlock parental control.

When requested from a native application, the GBHALL send gparental _control_req() APDU to change parental
control rating criterion for the program in the GBI+,
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Syntax No. of Bits Mnemonic
parental control _req() {

parental control _req_tag 24 ui msbf
I ength_field()
ca_system.id 16 ui msbf
transaction_id 8 ui nebf
rating_type 7 ui nmebf
country_code_fl ag 1 ui nsbf
rating_threshold 8 ui msbf
i f(country_code_fl ag==1) {

nunber _of country_codes 8 ui nsbf

for(i=0;i<nunber_of country_ codes;i++) {

country_code 16 ui nsbf

}
}
pi n_code_fI ag 1 ui nebf
pi n_code_l ength 7 ui msbf
i f(pin_code_flag==1) {

for(i=0;i< pin_code_length;i++) {

pin_code digit 8 ui s bf

}

}
}

parental_control_req_tag
ca_system_id

transaction_id

rating_type

rating_threshold

country_code_flag
number_of _country_codes

country_code

pin_code_flag

pin_code_length

pin_code_digit

Table 14 parental_control_req APDU Syntax

0x9F8037
16-bit integer that identifies the CA system beijugried.

An 8-bit value, generated by the OITF, that willde¢urned in the corresponding
parental_control_reply(). APDU from the CSPG-CI+. The transaction_id allows
the OITF to match the CSPG-CI+'s replies with tberesponding requests. The
OITF SHOULD increment the value, modulo 256, witlely message it sends.

Rating_type as defined in the parental_rating acaggteria_descriptor in
[[EC62455].

The current parental rating threshold for thismatscheme. Values are the one
defined for rating_value in the parental_ratingesmsc criteria_descriptor in
[IEC62455]. Programs whose parental rating doesnest the parental rating
criterion (e.g. rating is at or above a certairold, for a rating system that is
ordered from lower viewer age to higher viewer ag#)be blocked by the
parental control subsystem if the parental ratygiesm is supported by the
CSPG-CI+.

This 1-bit flag indicates whether the country colksk is present or not.
The number of following country codes.

The optional list of country_codes as defined i plarental_rating
access_criteria_descriptor in [IEC62455].

This 1-bit flag indicates whether a pin code isspré or not.

Number of pin code digits. If pin_code_flag is &0, pin_code_length SHALL
be set to 0.

One digit of the optional pin code. The pin_codagtd and pin_code_digits
together represent the optional pin code. The optipin code is used for
unlocking the parental control. The pin code SHAid provided if
pin_code_requested is set to Jparental_control_info() APDU.
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4.2.3.4.1.1.7 parental_control_reply

The CSPG-Cl+ SHALL send thmarental_control_reply() APDU to the OITF to provide a parental controliset

status.
Syntax No. of Bits Mnemonic
parental control _reply() {
parental control _reply_tag 24 ui nsbf
I ength_field()
ca_system.id 16 ui nsbf
transaction_id 8 ui nsbf
st at us 8 ui nsbf
}

Table 15 parental_control_reply APDU Syntax

parental_control_reply_tag

ca_system_id

transaction_id

status

4.2.3.4.1.1.8 rights_info

0x9F8038

16-bit integer that identifies the CA system beijugried. Same 16-bit integer
that was used in the origingérental _control_req() APDU.

The same 8-bit transaction_id that was used irtignal
parental_control_req() APDU.

If equal to 0, theoarental _control_req() APDU has been successfully handled
by the CSPG-ClI+.

If equal to 1, the parental_control_req has begatted because native parental
control is not allowed by the CSPG-CI+.

If equal to 2, the parental_control_req has begttred because the parental
rating system (rating_type) is not supported byGlsG-Cl+.

If equal to 3, the parental_control_req has bepstted because the pin_code is
incorrect or has not been provided and was reqdieste

If equal to 4, the parental_control_req has bepstted because the pin_code is
incorrect and/or the function is locked becaustofmany incorrect pin
presentations.

Unspecified status values SHOULD be consideredBBU failed because an
unspecified error occurs.

The CSPG-Cl+ SHALL sendraghts info() APDU to advise the OITF that access conditionsghts changed and that
the CSPG-CI+ is no longer able or is able agaisketscramble all requested elementary streams. @QiscAPDU is
received and if a DAE application is launched, rddevant event onDRMRightsError, as defined in [RIPAE2]
sections 7.13.6 and 7.14.6, SHALL be sent to th&RAplication.

If the program is descrambled again, the OITF SHOUlisplay the program again. If the program is argler being
descrambled, the OITF MAY decide to stop the progeend SHOULD use the rights_issuer_url, which mayide for
the CSPG-CI+ information to let it retrieve missimghts.

Copyright 2010 © Open IPTV Forum e.V.



Page 48 (101)

rights_issuer _url

Syntax No. of Bits Mnemonic
rights_info() {
rights_info_tag 24 ui msbf
I ength_field()
ca_system.id 16 ui msbf
rights_status 8 ui nsbf
rights_issuer_url _length 8 ui nmebf

for(i=0;i<rights_issuer_url_length;i++) {

8 ui nebf

rights_info_tag
ca_system_id

rights_status

rights_issuer_url_length

rights_issuer_url

4.2.3.4.1.1.9 is_access_granted

Table 16 rights_info APDU Syntax

0x9F8039
16-bit integer that identifies the CA system isgutihe event.

If equal to 0, the program is no longer being dasdied, access conditions to
the program are no longer being met. A rights_issur may be provided.
If equal to 1, the program is descrambled again.

Rights_issuer_url length in bytes. If equal to @ rights_issuer_url is provided.

Optional rights_issuer_url for connecting to thevem provider.

A native application SHOULD use this APDU to chedkether rights are available for a content refeedrio metadata

by its DRMContentID. This may be u

sed for filterinffContent Guide information to show different amts of detalil

according to whether the user has access rightetoontent item or not.

An OITF SHALL decode the DRMContentID provided iretadata, as if it would have xs:hexBinary type befoassing
tois access granted() APDU in the ca_vendor_specific_information field.

Syntax No. of Bits Mnemonic

i s_access_granted() {

is_access_granted_tag 24 ui msbf

length _field()

ca_systemid 16 ui nsbf

transaction_id 8 ui nsbf

for (i=0;i<Ni++) {

ca_vendor _specific_information 8 ui nsbf

}

}

Table 17 is_access_granted APDU Syntax

is_access_granted_tag
ca_system_id

transaction_id

ca_vendor_specific_information

0x9F803A
16-bit integer that identifies the CA system bejjgried.

An 8-bit value, generated by the OITF, that willre¢urned in the corresponding
is access granted_reply() APDU from the CSPG-CI+. The transaction_id
allows the OITF to match the CSPG-CI+'s repliedwtite corresponding
requests. The OITF SHOULD increment the value, nm@66, with every
message it sends.

Vendor specific information. The maximum lengtl®&000 bytes. Specifies the
content for which the access is checked.
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4.2.3.4.1.1.10is_access_granted_reply

The CSPG-CI+ SHALL send the access granted_reply() APDU to the OITF to provide the_access granted()
APDU result.

Syntax No. of Bits Mnemonic
i s_access_granted_reply() {
i s_access_granted reply_ tag 24 ui nsbf

I ength_field()

ca_system.id 16 ui msbf
transaction_id 8 ui nsbf
St at us 8 ui s bf
i s_access_granted 1 ui mebf
Reserved 7 ui nsbf
}
Table 18 is_access_granted_reply APDU Syntax
is_access_granted_reply_tag 0x9F803B
ca_system_id 16-bit integer that identifies the CA system bejugried. Same 16-bit integer
that was used in the originial access granted() APDU.
transaction_id The same 8-bit transaction_id that was used imtlggnalis_access granted()
APDU.
status If equal to O, thes access granted() APDU has been successfully handled by
the CSPG-CI+ and a ca_vendor_specific_informatiary tre available.
If equal to 1, thés access granted() APDU failed because an unspecified error
occurred.
If equal to 3, theés access granted() APDU failed because
ca_vendor_specific_information has a wrong format.
Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.
is_access_granted if equal to 0, access is not granted for the cdrgpacified in

ca_vendor_specific_information.
If equal to 1, access is granted for the conteetifipd in
ca_vendor_specific_information.

4.2.3.4.1.1.11 consult_rating_threshold_req

A native application SHOULD use tleensult_rating_threshold_req() APDU to consult the parental rating threshold. A
DAE application SHOULD use a proprietary methodsdad_DRM_msg() APDU to consult the parental rating
threshold.

When requested from a native application, the CBHALL send aconsult_rating_threshold req() APDU to consult
the parental rating threshold currently set in@&PG-Cl+.

Syntax No. of Bits Mnemonic
consult _rating_threshold req() {
consult _rating_threshold req_ tag 24 ui nsbf
I ength_field()
ca_system.id 16 ui msbf
transaction_id 8 ui nsbf
}

Table 19 consult_rating_threshold_req APDU Syntax

consult_rating_threshold_req_tag 0x9F803C
ca_system_id 16-bit integer that identifies the CA system beiugried.
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transaction_id

An 8-bit value, generated by the OITF, that willleéurned in the corresponding
consult_rating_threshold_reply() APDU from the CSPG-CI+. The
transaction_id allows the OITF to match the CSP&Cieplies with the
corresponding requests. The OITF SHOULD incremieat@lue, modulo 256,
with every message it sends.

4.2.3.4.1.1.12 consult_rating_threshold_reply

The CSPG-Cl+ SHALL send thmnsult_rating_threshold_reply() APDU to the OITF to provide the current parental

control rating threshold set in CSPG-ClI+.

Syntax No. of Bits Mnemonic
consult _rating_threshold_reply() {
consult _rating_threshold reply_tag 24 ui msbf
I ength_field()
ca_system.id 16 ui nebf
transaction_id 8 ui nsbf
rating_type 7 ui nebf
country_code_fl ag 1 ui nsbf
rating_threshold 8 ui mebf
if(country code flag==1) {
nunber _of country_codes 8 ui nsbf
for(i=0;i<nunmber_of _country_codes;i++) {
country_code 16 ui msbf
}
}
st at us 8 ui nsbf
}

Table 20 consult_rating_threshold_reply APDU Syntax

consult_rating_threshold_reply tag 0x9F803D

ca_system _id

transaction_id

rating_type

rating_threshold

country_code_flag
number_of_country_codes

country_code

status

16-bit integer that identifies the CA system beijjugried. Same 16-bit integer
that was used in the originednsult_rating_threshold_req() APDU.

The same 8-bit transaction_id that was used itlggnal
consult_rating_threshold_req() APDU.

Rating_type as defined in the parental_rating acag#teria_descriptor in
[IEC62455].

The current parental rating threshold for thismgtscheme. Values are the one
defined for rating_value in the parental_ratingessc criteria_descriptor in
[I[EC62455]. Programs whose parental rating doesneat the parental rating
criterion (e.g. rating is at or above a certair#told, for a rating system that is
ordered from lower viewer age to higher viewer ag#l)be blocked by the
parental control subsystem if the parental ratiysiesm is supported by the
CSPG-CI+.

This 1-bit flag indicates whether the country cotlkeek is present or not.
The number of following country codes.

The optional list of country _codes as defined i plarental_rating
access_criteria_descriptor in [IEC62455].

If equal to O, theonsult_rating_threshold reg() APDU has been successfully
handled by the CSPG-CI+.

If equal to 1, the consult_rating_threshold_reqlteen rejected because native
parental control is not allowed by the CSPG-Cl+.

Unspecified status values SHOULD be considered@BU failed because an
unspecified error occurs.
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4.2.3.4.1.2 Media Channel
Media are exchanged as defined in the [Cl+] speatifdn.

For streamed content, in either Scheduled Contese or Content on Demand case, the transmissiibre @irotected
content from the OITF to the CSPG-CI+ is perforrhgdusing MPEG-2 Transport Stream.

For downloaded content, the OITF SHALL stream thetent to the CSPG-CIl+ at consumption time.
4.2.3.4.2 UNIS-CSP-G

This reference point is used to exchange with gtevork. Since the CSPG-CI+ does not have netwonkectivity, it
uses the OITF to reach the network.

4.2.3.4.2.1 Low-Speed Communication Resource

The OITF SHALL support the Low-Speed Communicaticesource with IP extension as specified in [Cs€fgtion
14.1.

4.2.3.4.3 HNI-AGC

In case there is an Application Gateway, contmifls handled through the OITF, via HNI-INI* and HESP control
channel. The HNI-AGC reference point introducefhPF_ARCH?2] is not used.

4.2.3.5 Provider Network Interfaces

The scrambler on network side SHALL have an intafaith the CSP-G Server functional entity so #8@Ms can be
provided during content encryption. This interfés@ot described in the present specification.

4.2.3.6 Protected Streaming and File Formats
The CSPG-CI+ supports the MPEG-2 Transport Streamdt.
The CSPG-CI+ does not support the time stamped MPHE@nsport Stream format.

However, in the case content is received by theFQliider a time stamped MPEG-2 Transport Streamabamd if the
OITF supports the unprotected time stamped MPE& 2ofmat,

« the OITF MAY first use the timestamps provided tigh the 4 additional bytes of each time stamped GHR2ET'S
(as defined in [OIPF_ MEDIAZ2]) packet to eliminatetwork jitter and restore the original packetvattimes
before sending the content to the CSPG-CI+,

e and the OITF SHALL remove the 4 additional bytesfreach time stamped MPEG-2 TS (as defined in [OIPF
MEDIAZ2]) packet before sending the content to tI&PG-ClI+.

If the OITF does not support the unprotected titaenped MPEG-2 TS format, the support of the abexedperations
is OPTIONAL.

4.2.3.6.1 Protection of MPEG-2 Transport Streams

MPEG-2 Transport Stream can be streamed or dowatbdhsed on the CA_descriptor found in the PMTetahe
OITF knows if it can handle the stream or if it hasend it to the CSPG-Cl+.

If the CA_descriptor found in the PMT is a MarlidCdescriptor (with CA_system_ID value assignedMtarlin) and
the Terminal-Centric Approach is supported by thi€F) then the OITF SHALL manage the content withFd8nction
described in section 4.1.

If the CA_descriptor found in the PMT is a MarlilCdescriptor and the Terminal-Centric Approachads supported
by the OITF, then the OITF SHALL ignore it unlessaNn is supported by a CSPG-CI+ in which case@heF SHALL
provide the protected content to the relevant CERPG-

If the CA_descriptor found in the PMT is not a MaiCA_descriptor, then the OITF SHALL compare the
CA_system_ID value with the CA_system_ID suppotigdhe CSPG-CI+. A CSPG-CIl+ might support more thaa
CA_system_ID. If a CA_system_ID value matches ttenOITF SHALL provide the protected content to @&PG-
Cl+. In case several CSPG-Cl+ gateways are conhéatie OITF, the OITF SHALL provide the protectaahtent to
only one CSPG-CI+.
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If there are several CA_descriptors in the PMT., rie¢erring to different content protection systeidsrlin and/or those
offered by the CSPG-CI+ gateways), and if the isaiready granted with a valid right or licensetigh one of these
content protection systems, the OITF SHALL selbet¢orresponding content protection system asoaifyri

NOTE: If simulcrypting with the Terminal-Centriclstion is desired, the algorithm used for contardrgption in the
Gateway-Centric Approach has to be the same akdoFerminal-Centric Approach.

The scrambling algorithm SHALL be signalled in I T at program loop level by the scrambling_degorigpecified
in [DVB-SI]. Within the scrambling_descriptor, tldgorithm is specified by the scrambling_mode fidltle following
scrambling_modes are referenced by the Open IPTWRo

scrambling_mode Description

0x01 DVB-CSAl

0x02 DVB-CSA2

0x70 AES 128-bit key using the Cipher Block Chagn{(€BC)
encryption mode with the IV setting and the resideamination
block process as specified in [ATIS-IDSA].

Table 21 Scrambling Modes

4.2.3.6.2 Downloaded Content Usage
Downloaded content SHALL be stored locally as itdseived by the OITF not going through the CSP&-CI

Downloaded content SHALL be provided to the CSP&-&tlconsumption time only. Consequently, any cosioe
from e.g. time stamped MPEG-2 TS as defined in fOIRIEDIA2] to TS is performed at consumption tinseveell.

4.2.3.7 Personal Video Recorder

PVR functionality is supported by using either PKRource as defined in [Cl+], section 15, or URsdge Rule
Information) as defined in [CI+], section 5.7.

For the PVR functionality using PVR resource, wlen OITF is asked to store content, the OITF SHAise the PVR
resource. When recorded content is played ba8tlALL be sent to the CSPG-CI+ by the OITF and pssed by the
CSPG-CI+ in the same manner as when the conteadered without having been recorded first.

For the PVR functionality using URI, when the OliEFasked to store content, it SHALL send the cantieiCSPG-ClI+.
The content is returned from CSPG-CIl+ and recomdedcordance with the URI associated with the eoint

NOTE: The criteria that determine under which anstances the PVR resource based PVR functionaldytlze URI
based PVR functionality are implemented in an O&fé& out of the scope of the present document.

4.2.3.8 Time Shifting

Time Shifting functionality is supported by usinigher PVR resource as defined in [Cl+], sectiondBURI (Usage
Rule Information) as defined in [CI+], section 5.7.

For the Time Shifting functionality using PVR resoe, when the OITF is asked to time shift a contdra OITF
SHOULD use the PVR resource and SHALL store theardrbefore asking the CSPG-CI+ to process it. Wimee-
shifted content is played back again, it SHALL batdo the CSPG-CI+ by the OITF and processed &¥>BPG-Cl+ in
the same manner as when the content is renderbdutitaving first been recorded.

For the Time Shifting functionality using URI, whéme OITF is asked to time shift content, it SHA&tore the content
returned from CSPG-CIl+ before rendering in accocdamith the URI associated to the content.

NOTE: The criteria that determine under which anstiances the PVR resource based time shift furattgrand the
URI based time shift functionality are implemente@n OITF are out of the scope of the present ohacu.

4.2.3.9 Cl+ Specification Usage

4.2.3.9.1 Module Deployment

As the network offered in the Open IPTV Forum cahte a bi-directional communication channel, tipti@nal
Registered Service Mode (RSM) in the Cl+ specifizafCl+] is recommended in the CSP specificatibhe RSM
SHOULD be supported by CSPG-CI+.
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4.2.3.9.2 Host Service Shunning

As no DVB-CI backward compatibility is needed, ®BE'F SHALL make the CSPG-CI+ operate in a Cl+ m{cie-]
only (thus preventing CSPG-CI+ gateways from opegatith the unencrypted DVB-CI link). Cl+ Protedt&ervice
Signalling defined in section 10.1 of [Cl+] is nated.

4.2.3.10 DRM Data

4.2.3.10.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, isidedl in [OIPF_METAZ2]. DRMSystemID is used in mettada
structures in APIs defined in [OIPF_DAEZ?2] and imfarcols defined in [OIPF_PROT2]. For CSPG-CI+, BhéB
CA_System_ID in DRMSystemID SHALL be the one of #peecific content protection solution in the CSP3-C

4.2.3.10.2 Metadata — DRM Control Information

A DRM Control Information structure to hold DRM damdant control parameters is defined in [OIPF_MEJldRan
extended element included in Content Access Ddscrigefined in [OIPF_DAE2] and extension of Puradidem
element of BCG and SD&S metadata, defined in [ONRETAZ2].

For specifically protected content, the elemeriDBMControlinformation SHALL be mapped as specifiedhe
following table:

Element / Attribute Name Element / Attribute Mapping for CSPG-CI+

DRMControlInformation

DRMSystemID SHALL be set to the value defined fdwetspecific protection system in the
CSPG-CI+, in section 4.2.3.10.1

DRMContentID Vendor specific information. This infmation SHALL be the same as the one
provided to the ca_vendor_specific_informationdigl theis_access granted()
APDU defined in section 4.2.3.4.1.1.9.

RightslssuerURL SHOULD be set to the RightslssudrRich is provided in theights_info()
APDU defined in section 4.2.3.4.1.1.8.

SilentRightsURL MAY be set to an URL allowing retvial of a message to be forwarded to the
CSPG-CI+ in order to silently get updated rightse MIME type or the HTTP
response SHALL be "application/vnd.oipf.cspg-hexyi and the body of the
HTTP response SHALL be an hexadecimal string asritessi in section
4.2.3.4.1.1.2.

PreviewRightsURL MAY be set to an URL allowing fietral of a message to be forwarded to the
CSPG-CI+ in order to get preview rights. The MIMfpé¢ or the HTTP response
SHALL be "application/vnd.oipf.cspg-hexbinary" atie body of the HTTP

response SHALL be a hexadecimal string as desciibselction 4.2.3.4.1.1.2.

DoNotRecord Vendor specific mapping

DoNotTimeShift Vendor specific mapping

DRMPrivateData DRMPrivateData structure SHALL bégtituted by the HexBinaryPrivateData
structure.

mimeType SHALL be set to the mime type of the DRMRteData. For CSPG-CI+, it

SHALL therefore be set to the following MIME type:
"application/vnd.oipf.cspg-hexbinary"

Table 22 DRMControlinformation Mapping for CSPG-CI+
Both MarlinPrivateDataType and HexBinaryPrivateOafee extend DRMPrivateDataType which is defined in

[OIPF_METAZ2], and so the element DRMPrivateData barsubstituted by either MarlinPrivateData or
HexBinaryPrivateData as described in DRMControltnfation outline in Figure 12.
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The XML schema for HexBinaryPrivateData is defimedection B.3.

Element / Attribute Name Element / Attribute Deption

HexBinaryPrivateData

Message A hexadecimal encoded sequence of bytdseteent to the CSPG-Cl+
usingsend_DRM_msg() APDU

Table 23 HexBinaryPrivateData Structure

4.2.4 DTCP-IP based Gateway

All normative statements in this section and its-sactions apply only in case the DTCP-IP base@vat-Centric
Approach is supported.

NOTE: The criteria that determine under which anstiances the DTCP-IP based Gateway-Centric Apprigach
implemented are out of the scope of the presenirdeat.

4.2.4.1 Overview

The CSP Gateway based on DTCP-IP (CSPG-DTCP) éptional entity handling security for the OITF. The
CSPG-DTCP resides in the residential network ankesany specific content protection solution tramept. This is
achieved by transforming a service proprietary eonprotection format into standard protection fatsnwhich are sent
by a secure channel. OITF and CSPG-DTCP mutuatlyeamticate each other, and CSPG-DTCP transferenband its
usage rule information to OITF in a secure manhke definition of this interface is based on DT{PT(CP]) and
DTCP over IP ([DTCP-IP]).

Browsing interactions are executed between DAEIRAY Applications.

OITF discovers CSPG-DTCP in a home IP network leyube of the UPnP device discovery protocol asifspadn
[OIPF_PROT?Z2], section 10.1.1.3.

For managed network, CSPG-DTCP is co-located v@thol share session management information betweemdl
CSPG-DTCP. If it supports Scheduled Content seritiée co-located with WAN Gateway to intercept\NiG
messages from OITF.

CSPG-DTCP acts as an HTTP proxy or RTSP proxy. GBFGP identifies the location of the content thrbuamn
input URL from OITF.

CSPG-DTCP transforms service specific content ptimte formats and usage information format to DT&@/er IP
content protection format and usage informatiomiatrrespectively.

I IPTV
Applications
OITF <
CSPG- Content
< P onten
DTCP-IP DTCP

CSP-G Server

Figure 16 CSPG-DTCP Overview
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HNI-INI* AG

—

OITE HNI-INI

HNI-IGI G/ HNI-AMNI
— CSPG-
DTCP
HNI-CSP UNIS-CSP-G

NOTE: HNI-AGC and HNI-AGI are not involved for tt@SPG-DTCP.
Figure 17 Overview of Involved Reference Points

4.2.4.2 CSPG-DTCP Connectivity

The CSPG-DTCP is an IP connected device, and hsesame physical interface used for other IP dewsceh as IG,
AG or home router.

4.2.4.3 HNI-CSP

The main functionalities of the HNI-CSP are to pdev

e CSPG-DTCP discovery as described in [OIPF_PROT2)]),
e Content access through CSPG-DTCP,

« DTCP AKE, content stream and usage rule transnissio
4.2.4.3.1 Content Access Through CSPG-DTCP

When an OITF determines, e.g. by inspecting thermétion in the DRMType element, see [OIPF_META#]the
content guide, content access descriptor or SDB&&,the content is protected by a service spegifitection scheme, it
SHALL access the content through the CSPG-DTCPghvacts as an HTTP proxy or RTSP proxy. CSPG-DTCP
receives content and SHALL transform the protecticimeme to DTCP-IP. When OITF receives error cdad¥8 from
CSPG-DTCP, the error code is interpreted as DRMtsigrror. Then a DAE application accesses the aemdling web
page as an action of onDRMRightsError event defind@IPF_DAE?2], or a native application accesses t
RightsissuerURL described in BCG or SD&S metad@i®fF METAZ].

Refer to Appendix E for examples of session setgpiences with a CSPG-DTCP.

For HTTP streaming and download, the OITF SHALL&eITTP GET request through the HTTP proxy in CSPG-
DTCP. Note that other HTTP transactions SHALL net the HTTP proxy in CSPG-DTCP.

4.2.4.3.2 DTCP AKE, Content Streaming and Usage Rul e Transmission

DTCP AKE (Authentication and Key Exchange), DTChtent stream and DTCP usage rule are defined ifCJTand
[DTCP-IP]. The usage rule is provided to the OITéni the CSPG-DTCP considering appropriate mappitigh
depends on the service provider’'s business mo@eistent type of HTTP response/request SHALL beasBXTCP
application media type as defined by [DTCP-IP].

4.2.4.4 UNIS-CSP-G

This interface is out of scope because of appkgdice specific protection scheme.
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4.2.4.5 Protected Streaming and File Formats

The CSPG-DTCP supports either or both of the falhgwormats protected by DTCP-IP encryption on HD8P. The
supported format depends on the CA system suppbytéite CSPG-DTCP. Media format on UNIS-CSP-Gusal
scope of this specification.

e MPEG-2 TS and/or time stamped MPEG-2 TS

* MP4 File Format

If the OITF supports the unprotected MPEG-2 TS ,@EF SHALL support the DTCP-IP protected MPEG-2 TS
format, as defined in this section and its subigast Otherwise, the support of the DTCP-IP pr&@dPEG-2 TS
format as defined in this section and its sub-sestis OPTIONAL.

If the OITF supports the unprotected time stamp&®EK3-2 TS format, the OITF SHALL support the DTCP-IP
protected time stamped MPEG-2 TS format, as definélis section and its sub-sections. Otherwise support of the
DTCP-IP protected time stamped MPEG-2 TS formatedmed in this section and its sub-sections is [QMNAL.

If the OITF supports the unprotected MP4 file fotnthe OITF SHALL support the DTCP-IP protected Mi?d format,
as defined in this section and its sub-sectionkeftise, the support of the DTCP-IP protected Mi4férmat as
defined in this section and its sub-sections is [MMAL.

4.2.4.5.1 Protection of MPEG-2 Transport Streams

An MPEG-2 Transport Stream can be streamed or dwageld through CSPG-DTCP. CSPG-DTCP SHALL trandmeit t
content in the DTCP PCP format. The DTCP PCP foenatpsulates the MPEG-2 Transport Stream fornathws
defined by [OIPF_ MEDIAZ2]. For the avoidance of 8guTransport Stream level scrambling or PES leeedmbling

are not used. Both transport_scrambling_contrsldnitd pes_scrambling control bits SHALL be set ‘00"

For content with parental rating control, CSPG-DTEHALL transmit MPEG-2 Transport Stream with CA ci@stor
and KSM table as specified in 4.2.4.5.1.1 and 621£. The access_criteria_descriptor carriegiinftion for parental
rating control.

If the OITF supports the DTCP-IP based Gateway-@eApproach, the OITF SHALL support the parenting
access_criteria_descriptor, specified in [[EC62488H SHALL support at least the rating_type O initihese criteria,
which maps to the parental rating system in DVBt&ys [DVB-SI]. Other descriptors in the key strea@ssage
SHOULD be ignored.

For the parental rating control, the OITF SHALL quare the program's rating from the parental rating
access_criteria_descriptor with the current pateatang criterion set in the OITF by the applicati(either native
application or DAE) and SHALL block the consumptiafithe programme if the parental rating systesuigported by
the OITF and the programme’s rating does not nfeeparental rating criterion (e.g. rating is aabove a certain
threshold, for a rating system that is ordered ftower viewer age to higher viewer age). The OI'HAEL raise an
event to the application controlling the playbaclother operation whenever a parental rating ferAlV content is
detected that does not meet the parental ratitgriom that is set for the parental system in asd, which has lead to
blocking of the consumption of the content. There\&HALL provide the programme's rating. In casedpplication is
a DAE application, the event is called onParentatig€hange and is defined in sections7.13.5 and.5 4f
[OIPF_DAEZ2].

If the OITF does not support the particular parersttng system used in the programme, the OITF BH#sise an
event to the application controlling the playbaclother operation. The event SHALL provide the pamgme's rating.
In case the application is a DAE application, tiier is called onParentalRatingError and is defiineskections 7.13.5
and 7.14.5 7.7.3 of [OIPF_DAEZ?2]. The event MAY bamaged via the DAE application (see section 4.5 of
[OIPF_DAEZ2] for more information). In case the dpation is a native application, the event is mabtihrough an
OITF vendor dependent user interface. In both ¢casesumption MAY be unblocked by setting a newepéal rating
threshold, the setting of which is usually reséttto privileged users, e.g. parents. A succe8sNlinput by a user
MAY be used to control the parental rating thredrestting. The OITF SHOULD continue monitoring MMPEG-2 TS,
taking into account parental rating criteria changeECM streams or new settings for the pareat#thg threshold in the
OITF, and SHALL unblock consumption if the curr@mbgram's rating becomes lower than the currergrgal rating
threshold.
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4.2.45.1.1 CA_descriptor

Content with parental rating control SHALL incluttee CA descriptor in PMT with the following restimns:

Syntax No. of bits | Mnemonic Value
CA descriptor() {
descriptor_tag 8 ui mebf 9
descriptor_length 8 ui nsbf
CA system | D 16 ui nsbf 0x0007
MPEGQ2_Reser ved 3 bsl| bf
CA PID 13 ui nsbf
for (i=0; i<N, i++) {
private_data_byte 8 ui nmsbf
}
}
Table 24 CA_descriptor
descriptor_tag MPEG has defined the tag value of 9 for the CAediptor.
descriptor_length The length of the descriptor.
CA_system_ID 0x0007
CA_PID The PID on which the KSM table can be found
MPEG2_reserved Bits reserved by [ISO/IEC 13818-1].
private_data_byte Not used and SHALL be ignored.

4.2.45.1.2 Key Stream Message and KSM Table

Content with parental rating control SHALL includey Stream Message in KSM table ([IEC62455], [DVBJL
Key Stream Message is defined in section 7.2 a€@#455] and the following usage restrictions SHAld applied:
. access_criteria_flag is set to KSM_FLAG_TRUE fag tontent with parental rating control.

« traffic protection protocol is set to KSM_ALGO_MPBEGIS_CRYPT.

« traffic_authentication_flag is set to KSM_FLAG_FAEStraffic authentication is not used).

. next_traffic_key flag is set to KSM_FLAG_FALSE.

e timestamp_flag is set to KSM_FLAG_FALSE.

e programme_flag is set to KSM_FLAG_FALSE.

e service flagis setto KSM_FLAG_FALSE.

e content_key_index MAY be set to any value definefilEC62455]. The OITF SHALL ignore this field.

e odd_even_flag MAY be set to any value defined EJ62455]. The OITF SHALL ignore this field.

e cipher_mode MAY be set to any value defined in [62855]. The OITF SHALL ignore this field.

* encrypted_traffic_key material_length is set to 0.

o traffic_key_lifetime is set to 0.

For content with parental rating control, the ascesiteria_descriptor loop in the Key Stream MessagALL have at
least one parental_rating access_criteria_descripte OITF SHALL ignore other access_criteria_digsors.
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4.2.45.2 Protection of MP4 File Format

MP4 file format can be downloaded through CSPG-DTCEPG-DTCP SHALL transmit the content in DTCP PCP
format which encapsulates MP4 file format whicklégined by [OIPF_ MEDIAZ2].

4.2.4.6 Downloaded Content Usage

For downloaded content, content SHALL be transfatnweDTCP-IP protection by CSPG-DTCP when conteriging
downloaded. Content SHALL be stored and played logc®ITF in a manner compliant to DTCP compliandes
[DTCP-AA].

4.2.4.7 PVR Usage

For PVR usage for scheduled content service, co8idALL be transformed to DTCP-IP protection by GSPBTCP

when content is being streamed or multicast. Car@etALL be stored and played back by OITF in a nexracompliant
to DTCP compliance rules [DTCP-AA].
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5 User Identification, Authentication, Authorisatio n and
Service Access Protection

For the syntax of the messages mentioned in seBtisee Volume 4 Protocols.

5.1 General Principals

This section presents the general principles thaén Service Access Protection and User authdiaticdn this section
therequested servicaepresents for example Service Provider Disco(®BD), Service Discovery (SD), or IPTV
Application.

This section also applies to services on the IGestgd from the OITF over the HNI-IGI interface gfied in
[OIPTFV_PROT], section 5.5.1. In this case theieglent of SAA function and Service Function arelgcated on the

IG.
- -

1. HTTP Request for Service

v

2. Service decides if Authentication is needed

3. The Service checks for existing valid authentication session

4. Authentication (method selected by SAA)

5. HTTP Resbnonse with “200 OK” includina reauested Service Information

<
<

Figure 18 General Message Flow for Service Accessection and User Authentication
1. The OITF requests a service.
2. The requested service decides whether the reqaedsno be authenticated or not.
= If not, the service directly serves the requestiogstep 5.
= If so, go on with step 3.

3. The requested service checks if the request isgparm existing valid authenticated service seséee section 5.6,
Session Management).

= If so, it directly serves the request, go to step 5
= If not, go on with step 4.

4. The requested service triggers SAA authenticafitvere are two cases: the SAA function is co-locatil the
requested service or the SAA function is standa(see section 5.3, Service Access Protection).Stk decides
what authentication mechanisms it uses (see sestninterfaces, and section 5.4, OITF Autheniticat
Mechanisms).

= If the authentication is successful, go on witlpsie
= If not, the OITF may e.g. retry step 4 or displayesror message, or return an HTTP error.

5. The requested service serves the request.
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Therequested servicalecides what security is needed for the servitigaedg: Authentication needed or not,
Confidentiality needed (TLS/SSL) or not.

The SAA decides what authentication mechanisms it usesvaiati security is needed for the performed autbatitin:
TLS/SSL or not.

5.2 Interfaces

This section describes the impact of User Idemtifon, Authentication, Authorisation and Servicec@ss Protection on
the HNI-INI and HNI-IGI interfaces.

5.2.1 HNI-INI

The following authentication mechanisms are suggabfor HTTP protocol on HNI-INI interface betweehl® and
Network (see section 5.4 for their specification):

* No authentication
e HTTP authentication, see 5.4.1
« Network based authentication (this requires naaabin the OITF), see 5.4.2
* Web based authentication, see 5.4.3
« HTTP Digest authentication using an IG (this reesiian 1G to be present in the home network), skd 5.
«  GBA authentication using an IG (this requires artd®e present in the home network), see 5.4.5
*  SAML web-based SSO authentication, 5e&6.
The OITF SHALL support all the mechanisms listedah
The SAA MAY use any of the mechanisms listed above.

Note that GBA authentication can be achieved usitiger the mechanism in section 5.4.5 GBA Authextitim using
IMS Gateway or the, more general, mechanism iricge8t4.4. HTTP Digest Authentication using IMS &ahy. 5.4.4.
allows the use of different authentication mechaniis a way that is transparent to the OITF, inahgdpossible future
authentication mechanisms, and should preferablyskd. It is expected that section 5.4.5 GBA Adtigation using
IMS Gateway will be deprecated and removed in fittersions of this specification.

5.2.2 HNI-IGI

In this case the equivalent of SAA function andv&er Function are co-located on the 1G. The follogvauthentication
mechanisms are supported for HTTP protocol on HBllihterface between OITF and IG:

* No authentication
e HTTP authentication, see 5.4.1
* Web based authentication, see 5.4.3
The OITF SHALL support all the mechanisms listedah
On the HNI-IGI interface, the IG SHALL support abbt one of the following authentication mechanisms
* No authentication
e HTTP authentication, see 5.4.1

The IG MAY use any of the above listed mechanisNs duthentication, HTTP authentication or Web based
authentication).

The OITF and IG SHALL support and perform IMS régition as specified in section 5.4.6 in [OIPF_PRDand
described in section 5.5. They SHALL do so prioaty service access attempt in the managed case.
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5.2.3 Common Requirements

On both HNI-INI and HNI-IGI interface, th@ITF SHALL support all of the following mechanisms, medtion, and
security for the HTTP protocol and HTML support:

= standard HTTP requirements: HTTP redirection, HE®Bkies
= URL parameters
= HTML forms and HTTP Post in forms
= TLS/SSL
Note: The requirements above ensure the supp&AbfL web-based SSO, see section 5.6.4.
To avoid extra message exchangesQREF SHALL provide in requests, when available (sed¢ise®.6):
= HTTP authentication header (Authorization)

= HTTP cookie header (Cookie)

5.3 Service Access Protection (Informative)
5.3.1 SAA Co-located with Service (Informative)

The following figure describes the sequences wherstAA function is co-located with the requestentise.

OITF Service/
SAA

1. HTTP Request for Service

v

2. Authentication (method selected by SAA)

HTTP Response with “200 OK” including requested Service Information

3.

Figure 19 SAA Co-located with Requested Service
1. The OITF requests a service. Authentication is adexhd there is no valid authenticated servica@ess
2. The service/SAA performs authentication.

3. The requested service serves the request.

5.3.2 SAA Standalone (Informative)

The following figure describes the sequences wherstAA function is standalone, the OITF is redieedio the SAA
for authentication.
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2A.

2B.

3.

4A.

4B.

5.

-

1. HTTP Request for Service

v

2A. OITF requested to redirect to SAA
d

<«

2B. HTTP Request (Request URL = SAA)

v

3. Authentication (method selected by SAA)

. The SAA redir h ITE Kk h rvi

4B. HTTP Request for Service

v

5. HTTP Response with “200 OK” including requested Service Information

d
<

Figure 20 Standalone SAA, Redirection Mode
The OITF requests a service. Authenticatioreisded and there is no valid authenticated sereisgian.

The requested service triggers SAA authenticafi he service redirects the OITF to the SAA (aging HTTP
redirection (Location = SAA)).

The OITF connects to the SAA, using the redioacobtained in step 2A.
The SAA performs authentication.

The SAA redirects the OITF back to the serieg. by using SAML HTTP-POST binding, SAML HTTPd®0
SimpleSign binding or HTTP redirection).

The OITF requests the service again, usingdatiection obtained in step 4A.

The requested service checks that authenticatioceeded and serves the request.

5.4 OITF Authentication Mechanisms
5.4.1 HTTP Basic and Digest Authentication

The OITF SHALL support HTTP basic and digest autivation as specified in [RFC2617]. A possible naggsflow for
HTTP basic and digest authentication is describdeigure 21. When HTTP basic or digest authenticeRFC2617] is
used, it is assumed that user identifier and itsetenformation (e.g. password) are shared bet@@i and Providers
Network (SAA) in advance of the described sequence.
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-

1. HTTP Request

v

2. HTTP Response with “401 Unauthorized” and www-Authenticate header

d
<«

3. HTTP Request with Authorization Header

v

4. HTTP Response with AuthenticationInfo header
d
|

Figure 21 HTTP Basic and Digest Authentication

1. The OITF requests a service co-located with the S#x&tion or has requested a service and has leelrected to
SAA function.

2. The SAA responds with a "401 Unauthorized" stabdecwith a WWW-Authenticate header defined in [RECZ].

3. The OITF re-sends the request with an Authorizatieader as defined in [RFC2617]. The user identiel its
secret information are used as username-value assord for the generation of the Authorisationdieea

4. The SAA checks the Authorisation header. If thefication succeeds, the SAA/service serves theesgor
redirects the OITF to the service (e.g. using HT&dHrection or SAML HTTP Post Binding). The respersntains
an AuthenticationInfo header. The response mayatimsession management information (cookie, URkaipater).

If no user and password are available at the GéTWindow may be displayed to the user for entehisgredentials
between step 2 and 3. This is the standard woikia@gDAE application. As described in general pptes, this situation
shall occur only if no valid authentication sessiorcredentials are available in the OITF.

NOTE: To protect the password that is in the cleaiTTP basic authentication; the SAA may additibneequire
TLS/SSL as stated in the general principles.

5.4.2 Network Based Authentication (Informative)

This section describes the message flows for n&tivased authentication. Network based authenticadia silent
authentication based on network information. Thithantication is transparent to the OITF.

In the case of a managed network, the SAA canaelproprietary) network specific information, whimformation is
out of scope of this specification, to authentiGtancoming request. The sequences are depictbé iollowing
figure:
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-

1. HTTP Request

v

2. Retrieve network information
to identify user

3. HTTP Response
gl

<«

Figure 22 Network Based Authentication

1. The OITF requests a service co-located with the S4x&tion or has requested a service and has leeirected to
an SAA function.

2. The SAA links the request to the user based onarétimformation.

3. If the operation succeeds, the SAA/service setvesaquest or redirects the OITF to the serviap (esing HTTP
redirection or SAML HTTP Post Binding). The respemsay contain session management information (epoki
URL parameter).

5.4.3 Web Based Authentication

The calling function in the OITF SHOULD supporteddng a CE-HTML response for a service HTTP re¢aesl
SHOULD launch the DAE for displaying it. If the tiab function does not support receiving an CE-HTMHTML or
HTML compatible response, it SHALL signal it to therver by including its acceptable media typebavit
“application/xhtml+xml”, “application/ce-html+xml"and “text/html” in the request's HTTP "accept” teraexplicitly,
and by also not including CE-HTML/1.0 as part of thser-Agent header. If the calling function doessupport
receiving an CE-HTML, XHTML or HTML compatible respse, the SAA SHALL return a "403 Forbidden" HTTP
error.

As described in general principles, this situasball occur only if no valid authentication sess®available in the
OITF (e.g. no cookie available).

The DAE within the OITF SHALL support CE-HTML fornand HTTP Post in forms.

The remainder of this section describes the medéage for web based authentication. Web basedemtittation can be
explicit or implicit/silent.

= explicit authentication: the user is prompted vattveb page form to fill-in with a login and passdiathe result
of the authentication can be persistent for lateuse (implicit/silent authentication)

= implicit/silent authentication: the user is not pyated with any form but s/he is silently authertéchbased on
persistent data (session management)

Web based authentication mechanisms do not addreetgnts to the OITF besides supporting a DAE. Tdreybased
on optionally HTML forms and HTTP Post, HTTP rediien and HTTP cookies.
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-

1. HTTP Request with accept header containing "application/ce-html+xml" or
User-Aaent string that includes CE-HTML/1.0 (...)

v

HTTP Response with "200 OK" (web form)

2.
<
<

3. Display form in DAE

4. User enters credentials and validates web form

5. HTTP Request (credentials posted in web form)

»
Lt

6. Check credentials

7. HTTP Response

<«

Figure 23 Web Based Authentication with Form

1. The OITF requests a service co-located with the S4x&tion or has requested a service and has leeirected to
SAA function.

2. Ifthe HTTP request to the SAA has a User-Agenmgtthat includes CE-HTML/1.0 as defined in [CEA120A],
or the "accept" HTTP header includes (explicithyraplicitly) a CE-HTML accept header
(“application/ce-html+xml”), the SAA responds withCE-HTML compatible web form for requesting user
credentials. User credentials provisioning areafsicope of this specification.

The web form is displayed in the DAE.
The user enters his credentials and validatesotime. f
The form validation posts the user credentialfiecoSAA.

The SAA checks the credentials.

N oo g kr w

If verification is successful, the SAA/service sesithe request or redirects the OITF to the sefeige using HTTP
redirection or SAML HTTP Post Binding). The respeM4AY contain session management information (ceoki
URL parameter).

5.4.4 HTTP Digest Authentication — Using IMS Gatewa vy

This section specifies optional functionality byiathan OITF can use HTTP Digest credentials in@yifl present in
the home network, for user authentication to HT&Rises on managed networks. The mechanism spetifise allows
the use of different types of credentials, depemdin the capabilities of the IG, and in a way $farent to the OITF,
including an extension mechanism to future autleatiobn mechanisms. The OITF discovers the authegitdit
mechanisms supported by IG and the associatedrtialdestored in the IG, and offers them towardsaplication
server. The application server selects one of tieeeal authentication mechanisms.

The IG SHALL signal that it supports HTTP DigestthAantication in its description during UPnP disagvas specified
in [OIPF_PROT?2], section 10.1.1.1.3.

HTTP Basic authentication SHALL NOT be used.

NOTE: The criteria that determine under which anstiances the functionality by which an OITF canthgeHTTP
Digest credentials in a Gateway Function is impletaé in an OITF are out of the scope of the predeatiment.

5.4.4.1 Initial procedure

When the OITF is powered up and if the IG suppd®3 P Digest Authentication, the OITF SHALL requsspported
HTTP Digest authentication realms from the IG ascdbed in [OIPF_PROT2], section 5.4.6.3.1. Recgj\this request:
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If the 1G supports GBA as defined in [3GPP33.223, IG SHALL perform a GBA bootstrapping for theri@nt
IMS registered user towards the GBA Single SignFanction (acting like a BSF in [3GPP33.220]). ThRAS
registration is based on secrets shared betwedSlkeand the network provider. The result of acessful
GBA run is the establishment of a session idemtiBeTID, and a shared key, Ks. This Ks key caprdte re-
used to derive server side application (NAF) spe&idys. These keys can also be passed on todruste
applications in the home network, and can latengdssl for authentication based on the GBA autheiditabut
without further need for 1G-provider network comnation.

The IG SHALL provide the list of supported realms HTTP Digest authentication — using IMS Gatewéthe
IG supports GBA, it SHALL include in this list thealm for GBA authentication, as defined in [3GPR24].

The IG MAY provide a token to append to the HTTRetJ&gent of the OITF for signalling support of sjiec
authentication scheme. The IG SHALL provide thestok3gpp-gba", as specified in [3GPP24.109], sipports
GBA.

The OITF MAY check the returned User-Agent tokeheOITF SHALL accept unknown User-Agent tokensprider
to allow evolution of the authentication procedure.

The OITF SHALL append the returned User-Agent tokeits User-Agent.

Note: If the IG supports GBA Authentication, as tBeadds "3gpp-gba" to the returned User-Agentnokiee OITF acts
as a User Equipment in [3GPP24.109] and signats ldser Agent that it supports GBA Authentication.

OITF IG ASM GBA Single
Sign On
(BSF)

1. Power-on

—_—»

2. Perform IMS Registration as defined in section 5.5

3. HTTP Request “Fetch HTTP realms"

[
»

4. If IG supports GBA, perform GBA Bootstrapping according to [3GPP33.220] resulting in
shared Ks, B-TID, Key lifetime

, 5. HTTP Response 200 OK with list of supported realms for digest scheme and user-agent string
-

Figure 24 Initial procedure

Figure 24 shows the message sequence for initigkpiure to ensure HTTP Digest authentication u€ndt contains
the following steps:

1.
2.
3.

The OITF is powered on.
The OITF performs a user registration as defineskction 5.5.

The OITF sends a Fetch HTTP realms request to I@fised in [OIPF_PROT2], section 5.4.6.3.1, stepplie
IG validates the request. The IG may require dtstege any authentication mechanism specifieddtien
5.2.2 and/or any mechanism and security (i.e. TE§)Specified in section 5.2.3. For simplificatioone of
this mechanism is shown in Figure 24.

If IG supports GBA, the IG performs GBA Bootstrapgiprocedure according to [3GPP33.220] towards the
GBA Single Sign-on (BSF) function in the provider&twork. If successful, this results in establigha shared
key Ks on both ends. The GBA Single Sign-on functso sends the lifetime of the key Ks and a eassi
identifier B-TID to the IG.

The IG returns the list of supported realm and-aggemt string to the OITF as defined in [OIPF_PRDT2
section 5.4.6.3.1, step 2.
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5.4.4.2 Authentication procedure

If the OITF has registered to an IG which suppblTdP Digest Authentication, each time the OITF reedaccess a
service offered by an application server that neguHT TP Digest authentication, the OITF SHALL dhéwe realm
against the realms retrieved from IG in the inifedcedure. If the realm matches to one of theu@pserted realms, the
OITF SHALL retrieve HTTP credentials and HTTP headeom the IG, as specified in [OIPF_PROT?2], satti
5.4.6.3.2.

As a pre-requisite to this procedure, the IMS itegigon MUST have been successfully completed.
The IG MAY provide the following HTTP header:

- For 3GPP GBA Authentication, a "X-3GPP-Intendednlkitg" containing the identity of the current usas,
specified in [3GPP24.109]

- For HTTP Digest Authentication, a "X-OIPF-Intendeigntity” containing the identity of the currenteus
The SAA MAY verify that the intended identity matshto the authenticated identity.

Note: The intended identity is used to identify tleer when credentials are shared among ushesservice provider
should define and enforce policies for sharingrefientials among users.

The OITF MAY check the returned HTTP Headers. THhEFOSHALL accept unknown User-Agent tokens, in ortie
allow evolution of the authentication procedure.

The OITF SHALL use the returned credentials towdh@sapplication server, using HTTP Digest autloatiton as
specified by [RFC2617] and SHALL add the returnéliR headers to the outgoing HTTP requests forrdasm.

Note: The service provider should define and emfqualicies for sharing of credentials among appiticeservers.
5.4.4.2.1 Authentication procedure using stored cre  dentials

The same credentials and realm as for SIP digest &\ used, this is an operator security and depémrohoice
(managed in the IG and the network). In this case:

- the userid SHALL be set to the value of the pgBvaser identity;

- the realm SHALL be set to the domain name oftibime network;
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OITF IG SAA User
Database

1. HTTP Request

v

HTTP Response with “401 Unauthorized” and www-Authenticate header

2.
P
<«

3. HTTP Request Fetch-HTTP-Credentials with auihentication parameters

»

4_HTTP Response with authentication credentials, proprietary HTTP headers
|

5. HTTP Request with Authorization (Digest) Header and proprietary HTTP headers

P 6. Get HTTP Credentials for User-id

»
»

7;authentication vector, possible identities
o

8

HTTP Response
< p

Figure 25 Authentication between an OITF and an SAAased on HTTP credentials stored in IG

Figure 25 shows the message sequence for auth@nib@tween an OITF function and an SAA based oM
credentials retrieved from the IG. It contains filowing steps:

1. OITF function sends a request for a resource (gegvice) to the SAA. It is assumed here that #seurce
requires authentication.

2. The SAA returns a 401 Unauthorized message asedefin[RFC2617]

3. The OITF checks the realms. The realm is one of¢hbms supported by the IG for HTTP Digest
authentication. The OITF sends a request inclutiegdMPU, the auth-scheme and realm and additional
authentication parameters in case of digest altfaiain to the IG to retrieve HTTP credentials tloe
registered user. The request format is specifig®IRF_PROTZ2], section 5.4.6.3.2, step 1.

4. G returns the authentication credentials and opilg HTTP Headers. The nature of the authenticatio
credentials and the response format are specifif@IPF_PROTZ2], section 5.4.6.3.2, step 2. The iy m
require at that stage any authentication mechaggauified in section 5.2.2 and/or any mechanismsascdrity
(i.e. TLS/SSL) specified in section 5.2.3 for accesntrol and/or protection of the credentials. For
simplification, none of this mechanism is showrrigure 25.

5. The OITF function repeats the request 1. with athArisation header, using returned authentication
credentials. The OITF adds the returned HTTP haadfaany, to the request.

6. SAA requests from the User Database for the sulescsipecified via its user-id, its HTTP credentials
(authentication vector) and possible identities.

7. The SAA gets the authentication vector and poséitaetities from the User Database. The SAA chéle&s
user-id and password. The SAA may verify that tiierided identity provided in the HTTP header betaiog
the possible identities of the subscriber. Notés #ssumed that there exists a trust relation detvGAA and
User Database. Details are out of scope of thisifspagion.

8. Upon successful authentication, the SAA/servicegesethe request or redirects the OITF to the serfgq.
using HTTP redirection or SAML HTTP Post Bindinghe response may contain session management
information (cookie, URL parameter).

The message format for steps 3 and 4 are spedifide section 5.4.6.3.2 of [OIPF_PROT2].

Copyright 2010 © Open IPTV Forum e.V.



Page 69 (101)

5.4.4.2.2 Authentication procedure using GBA creden tials

The key Ks that was established during the GBAstegfion MAY be used later on for authenticatiotween OITF
functions and services (i.e., Application Servelegch time an OITF needs to access a service dffgran AS (i.e.,
NAF) that requires GBA Authentication, a specifeyikKs NAF SHALL be derived by the IG and the seside GBA
Single Sign-on function (acting like a BSF in [3GPL09]). This generated key SHALL be conveyech&o®ITF
function in the residential network by the 1G, @andhe AS by the server side GBA Single Sign-orcfiom (BSF). The
key Ks_NAF SHALL then be used for authenticatiobwsen the OITF function and the AS, using HTTP Bige
authentication as specified by [3GPP24.109].

When a SAA (acting like a NAF in [3GPP24.109]) regts GBA Authentication (perceived as regular HDigest
authentication by the OITF), the OITF SHALL retréeTTP credentials, in this case GBA Credentiaisd, ATTP
Headers and SHALL perform HTTP Digest authentigatio

As a pre-requisite to this procedure, the GBA region MUST have been successfully completed byi@&in the
initial procedure (cf. 5.4.4.1).

OITF IG SAA GBA Single
(NAF) Sign On

1. HTTP Request with User-Agent containing "3gpp-gba"

»
»

2. HTTP Response with “401 Unauthorized” and www-Authenticate header for GBA, with NAF FQDN
dl

<«

3. HTTP Request Fetch-HTTP-Credentials

»

Derive Ks_NAF

4_HTTP Response with authentication credentials, proprietary HTTP headers
-

5. HTTP Request with Authorization (Digest) Header and proprietary HTTP headers

»
»

6. NAF ID, B TID

»

Derive Ks_NAF

7. Ks NAF
P
<

8

% HTTP Response

Figure 26 Authentication between an OITF and an SAAased on GBA Credentials

Figure 26 shows the message sequence for auth@nibatween an OITF function and an SAA basecherptreviously
established GBA bootstrapping. It contains theofeihg steps:

1. OITF function sends a request for a resource (gegvjce) to the SAA (NAF). It is assumed here that
resource requires authentication. The User-Ageimigsin the HTTP request contains "3gpp-gba" intiilgato
the SAA that it supports GBA authentication. Ndte user-agent string has previously been sent f@io
OITF,

2. The SAA (NAF) returns a 401 Unauthorized messagerdalm indicates that 3GPP bootstrapping is asdd
provides the NAF FQDN as defined in [3GPP24.109].

3. The OITF checks the realms. The realm is one oféabms supported by the IG for HTTP Digest
authentication. The OITF sends a request inclutiegMPU, the auth-scheme and realm and additional
authentication parameters for digest authenticaticdhe IG to retrieve HTTP credentials for theisteyed user.
The request format is specified in [OIPF_PROT2¢tisa 5.4.6.3.2, step 1. The IG identifies from thalm
that GBA authentication is requested. IG genendteNAF. Note: according to [3GPP33.220], the NAF i$D
constructed as follows: NAF_ID = FQDN of the NARJH security protocol identifier. The FQDN of thé&N
is included in the realm. The identifier for Ua gety protocol HTTP Digest authentication according
[3GPP24.109] is (0x01,0x00,0x00, 0x00,0x02).
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Ks_NAF is computed as Ks_NAF = KDF (Ks, "gba-meAND, IMPI, NAF_ID), where KDF is the key
derivation function as specified in Annex B of [3&33.220], and the key derivation parameters confiste
user's IMPI, the NAF_ID and RAND.

4. |G returns the authentication credentials and oplilg HTTP Headers. The B-TID is used as usernamie a
Ks_NAF as password. The IG may return a "X-3GPerlded-ldentity" HTTP header containing the identity
the current user, as specified in [3GPP24.109]€spanse format is specified in [OIPF_PROT2], sectio
5.4.6.3.2, step 2.

5. The OITF function repeats the request 1. with atharisation header, using authentication credentigiurned
from IG in step 4. The OITF adds the returned HHERders, if any, to the request.

6. SAA (NAF) sends B-TID and its NAF_ID to the GBA §ie Sign-on function (BSF) in provider network, the
GBA Single Sign-on function retrieves Ks and cadtes Ks_NAF.

7. The GBA Single Sign-on function (BSF) in providertwork returns Ks_NAF, together with its lifetinte,
SAA (NAF).

Note the key lifetime returned by the GBA Singlgrsbn function (BSF) is equal to the lifetime oéth
corresponding Ks. But the SAA (NAF) may choose et key lifetime based on local policy and/or
application-specific needs.

8. If Ks_NAF has expired, the SAA (NAF) shall senduétable bootstrapping renegotiation request toQHEF,
according to [3GPP33.220] and [3GPP24.109]. Otltmnthie SAA (NAF) uses Ks_NAF to authenticate the
request. Upon successful authentication, the SAAR)Xervice serves the request or redirects theF@bTthe
service (e.g. using HTTP redirection or SAML HTT&sPBinding).. The response may contain session
management information (cookie, URL parameter).

The message format for steps 3 and 4 are spedifitne section 5.4.6.3.2 of [OIPF_PROT2].

5.4.5 GBA Authentication — Using IMS Gateway

Note that GBA authentication can be achieved usitiger the mechanism in section 5.4.5 GBA Authextitin using
IMS Gateway or the, more general, mechanism in@eét4.4. HTTP Digest Authentication using IMS &aay. 5.4.4.
allows the use of different authentication mechaniis a way that is transparent to the OITF, inahgdpossible future
authentication mechanisms, and should preferablyskd. It is expected that section 5.4.5 GBA Adtisation using
IMS Gateway will be deprecated and removed in ittersions of this specification.

This section specifies optional functionality byiaihan OITF can use the ISIM in an IG, if presentlie home network,
for user authentication to services on managedar&sy This section is based on the principles dlasdrin
[OIPF_ARCH2], Appendix B, but extends that section.

The IG SHALL signal that it supports GBA Authentiica in its description during UPnP discovery asdfied in
[OIPF_PROT?Z2], section 10.1.1.1.3.

NOTE: The criteria that determine under which ainstiances the functionality by which an OITF canthgelSIM in a
Gateway Function is implemented in an OITF areddilhe scope of the present document.

5.4.5.1 Initial GBA Registration

When the OITF is powered up or when the user ieisia registration, i.e. when the OITF requestser Registration
from the IG, and if the IG supports GBA Authentioat the OITF SHALL, after the User Registratioarfr the 1G,
request a GBA Registration from the IG as descrihg®IPF_PROT?2]. Receiving this request, the IGARH perform
a GBA registration for the current IMS registeresgiutowards the GBA Single Sign-On Function (aclikg a BSF),
according to [3GPP33.220]. The GBA registratiobased on secrets shared between the ISIM and tienkeprovider.
The result of a successful GBA run is the estabiisht of a session identifier, B-TID, and a shareg, Ks. This key Ks
can later be re-used to derive server side apitéNAF) specific keys. These keys can also beg@d®n to trusted
applications in the home network, and can latendsal for authentication based on the GBA autheiitabut without
further need for IG-provider network communication.
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OITF IG ASM GBA Single
Sign On
(BSF)

1. Power-on or User Request

—_—

2. Perform IMS Registration as defined in section 5.5

3. HTTP Request “GBA Registration"

»
»

4. Validate request

5. Perform GBA according to [3GPP33.220] resulting in shared Ks, B-TID, Key lifetime

6. Create a registration state

7, HTTP Response 200 OK

.
8. Indigation to User

Figure 27 Initial GBA Registration
Figure 27 shows the message sequence for initidl @Bistration. It contains the following steps:
1. The OITF is powered on (automatic default regigirgtor the user requests a personalised registrati
2. The OITF performs a user registration as defineskittion 5.4.5.
3. The OITF sends a GBA registration request to |I@efged in [OIPF_PROT2], section 5.3.6.2.1, step 1.

4. The IG validates the request. The IG may requitbattstage any authentication mechanism spedifisdction
5.2.2 and/or any mechanism and security (i.e. TE§)Specified in section 5.2.3. For simplificatiomne of
this mechanism is shown in Figure 27.

5. The IG performs GBA bootstrapping procedure acewydd [3GPP33.220] towards the GBA Single Sign-on
function (BSF) in the provider's network. If sucsks, this results in establishing a shared keywK$oth ends.
The GBA Single Sign-on function (BSF) also sendslifetime of the key Ks and a session identifieT B to
the IG.

6. The IG returns the outcome of the GBA registrapoocess to the OITF as defined in [OIPF_PROT2}tisec
5.3.6.2.1, step 2.

7. If the result of the registration procedure is ®83ful, a registration state is created and maiedtin |G.

8. An indication is sent to the user that includesdbtcome of the registration process.

5.4.5.2 Re-use of GBA Authentication — Using HTTP D igest Authentication

The key Ks that was established during the GBAstegfion MAY be used later on for authenticatiotwesen OITF
functions and services (i.e., Application ServeEsich time an OITF needs to access a service dffaran AS (i.e.,
NAF) that requires GBA Authentication, a specifeykks_NAF SHALL be derived by the IG and the serside GBA
Single Sign-on function (acting like a BSF in [3GPL09]). This generated key SHALL be conveyech&o®ITF
function in the residential network by the I1G, @aodhe AS by the server side GBA Single Sign-orcfiom (BSF). The
key Ks_NAF SHALL then be used for authenticatiotwmen the OITF function and the AS, using HTTP Bige
authentication as specified by [3GPP24.109].

If the OITF has registered to an IG which supp@®BA Authentication, the OITF SHALL act as a Usewiggnent in
[3GPP24.109] and therefore SHALL signal in its UAgent that it supports GBA Authentication.

When a SAA (acting like a NAF in [3GPP24.109]) regts GBA Authentication, the OITF SHALL retrieve GB
Credentials for the specified SAA (NAF) from the & specified in [OIPF_PROT2], and SHALL performHTDigest
authentication as specified by [3GPP24.109].
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If the OITF retrieves an X-HNI-IGI-Intended-ldemtiHTTP header from the IG, it SHALL use it as irded user
identity and SHALL add an "X-3GPP-Intended-IderitityTTP header to the outgoing HTTP requests tcSA&
(NAF); as specified in [3GPP24.109]. The SAA MAYrifg that the intended identity belongs to the user. the
identity matches one of the user’s public idergiiigdicated in the user security setting that veaisaved from the GBA
Single Sign-On Function (BSF)).

As a pre-requisite to this procedure, the GBA regi®on (cf. 5.4.5.1) MUST have been successfulijpleted.

OITF IG SAA GBA Single
(NAF) Sign On
(BSF)

1. HTTP Request with User-Agent containing "3gpp-gha"

»
|

2. HTTP Response with “401 Unauthorized” and www-Authenticate header for GBA, with NAF FQDN
d

<«

3. HTTP Request Fetch-GBA-Credentials with NAE FQDN
>

Derive Ks_NAF

4_HTTP Response B_TID, Ks_NAF; intended identity
-

5. HTTP Request with Authorization (Digest) Header using B_TID as login and Ks_NAF as pﬁsword, X-3GPP-Intended-
Identity containing intended identity
6. NAF ID, B TID

»

Derive Ks_NAF

7. Ks NAF
d

<«

8

% HTTP Response

Figure 28 Authentication between an OITF and an SAMased on GBA Keys

Figure 28 shows the message sequence for auth@nib&tween an OITF function and an SAA basedherpreviously
established GBA key. It contains the following step

1. OITF function sends a request for a resource (gegvjce) to the SAA (NAF). It is assumed here that
resource requires authentication. The User-Ageimgsin the HTTP request contains "3gpp-gba" intiicato
the SAA (NAF) that it supports GBA authentication.

2. The SAA (NAF) returns a 401 Unauthorized messagerdalm indicates that 3GPP bootstrapping is asdd
provides the NAF FQDN as defined in [3GPP24.109].

3. OITF sends a request including the NAF FQDN tol€¢o retrieve GBA credentials, and |G generates
Ks_NAF. Note: according to [3GPP33.220], the NAF isxonstructed as follows: NAF_ID = FQDN of the
NAF || Ua security protocol identifier. The idemiffor Ua security protocol HTTP Digest authentiica
according to [3GPP24.109] is (0x01,0x00,0x00, 0@R02). The request format is specified in [OIPF_HARP
section 5.3.6.2.2, step 1.

Ks_NAF is computed as Ks_NAF = KDF (Ks, "gba-meAND, IMPI, NAF_ID), where KDF is the key
derivation function as specified in Annex B of [3&33.220], and the key derivation parameters confiste
user's IMPI, the NAF_ID and RAND.

4. IG returns Ks_NAF, B-TID, the lifetime of the keysKNAF and optionally the intended identity to OlTHhe
lifetime indicates the expiry time of the key Ks_RNAnd is equal to the lifetime of the key Ks (whieas
specified by the BSF during the GBA bootstrappingcpdure). The response format is specified in
[OIPF_PROTZ2], section 5.3.6.2.2, step 2.

5. The OITF function repeats the request with an Artitladion header, using B-TID as username and Ks_B#\F
password. If a non empty intended identity is ne¢gr from the IG, the OITF adds an X-3GPP-Intendi=ity
HTTP Header containing the intended identity. Ifim@nded identity is returned from the IG, the ©Ighall
not add an X-3GPP-Intended-Identiy.
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6. SAA (NAF) sends B-TID and its NAF_ID to the GBA $ie Sign-on function (BSF) in provider network, the
GBA Single Sign-on function (BSF) retrieves Ks aadculates Ks_NAF.

7. The GBA Single Sign-on function (BSF) in providetwork returns Ks_NAF, together with its lifetinte,
SAA (NAF).

Note the key lifetime returned by the GBA Singlgrsbn function (BSF) is equal to the lifetime oéth
corresponding Ks. But the SAA (NAF) may choose ert&r key lifetime based on local policy and/or
application-specific needs.

8. If Ks_NAF has expired, the SAA (NAF) shall senduitable bootstrapping renegotiation request toQhEF,
according to [3GPP33.220]. Otherwise the SAA (NABgs Ks_NAF to authenticate the request. Upon
successful authentication, the SAA (NAF)/serviceree the request or redirects the OITF to the serfg.g.
using HTTP redirection or SAML HTTP Post Bindinghe response may contain session management
information (cookie, URL parameter).

The message format for steps 3 and 4 are spedifitne section 5.3.6.2.2 of [OIPF_PROT2].

5.4.5.3 Binding Between GBA User Authentication and DRM Device Authentication
(Informative)

GBA authenticates ISIM/IMPI, not the device. On ttker hand, DRM (e.g. Marlin) relies on devicehautication; the
device must have a valid certificate issued byDRM trust authority. To avoid security issues altpwing a legitimate
(from a DRM point of view) device that is howevertiin fact authorised by a user accessing servinesGBA (user)
authentication and the DRM device authenticaticedn® be securely linked together.

5.4.6 SAML Web-based SSO Authentication

This section specifies the functionality and pogsihessage flows for basic SAML web-based singja-sin
authentication.

SAML Web-based single sign-on authentication SHAddhere to section 4.1 of [SAMLPROF], whereby either
SAML HTTP POST or a SAML HTTP Post SimpleSign bimgliof a SAML <Response> message from the SAA
SHALL use MIME-type “application/ce-html+xml” as fileed in [CEA-2014-A]. A standard CEA-2014-A comijtmd:
browser is able to handle the SAML HTTP redireat ®0ST bindings defined in this section, withoufuieng any
extensions to CEA-2014-A. This profile of SAML tleéore does not add requirements to the OITF besiaggsorting
DAE functionality.

The remainder of this section describes sequerfdesSAML Web-based single sign-on authenticat®handled
between the different relevant entities, i.e. tavise, the SAA, and the OITF.

The sequences assume that the SAA and servicedprashare a logical identification of the userdwance of the
described sequence. The user is known to the SAA.SIAA maintains knowledge of the user’s authetitioa
credentials.
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-

1. HTTP Request for Service

»
»

2. Redirect request using SAML HTTP Redirect binding (i.e. HTTP Response with HTTP "302 Found" or
;303 See Other” (Location = SAA), with a SAML <AuthnRequest> message).

2. HTTP Request (Request URL = SAA), with the SAI\AL <AuthnRequest> message

3. Authentication (method selected by SAA). methods vary, details not shown.

HTTP Response with SAML HTTP POST or HTTP POST SimpleSign binding (Location = Service), with

4.

4. HTTP POST Request for Service, with SAML <Response> message

v

5. HTTP Response with “200 OK” including requested Service Information
l

Figure 29 SAML Web-based SSO Authentication
1. The OITF requests a service. Authentication is adexhd there is no valid authenticated servica@ess

2. The requested service triggers SAA authenticatipisduing a redirect request using SAML HTTP Redtitending,
i.e. an HTTP Response with HTTP "302 Found" or “Sa&& Other” (Location = SAA) , with a SAML
<AuthnRequest> message (as defined in section 8143SAMLCORE])).

3. The SAA authenticates the user. Various methods &xi this. Valid methods include the authentmatmethods as
defined in Sections 5.4.1 through 5.4.5 of thiswioent.

4. The SAA responds with either a SAML HTTP POST ofTFTPOST SimpleSign binding of a SAML <Response>
message (as defined in section 3.3.3 of [SAMLCORE&}])ce the browser of the OITF is CE-HTML comptighe
SAA response message must use MIME-type “applic&t@html+xml” as defined in [CEA-2014-A]. The CE-
HTML browser will load the CE-HTML page with the 8. POST binding, after which it issues an HTTP POST
request to the target service with the SAML <Respormessage as payload.

5. The requested service checks the SAML <Responsasage to see if authentication succeeded. If sdede¢he
service serves the request.

5.5 IMS Registration — OITF

This section specifies the message flows for IM§i&eation using SIP Dige'sauthentication or IMS AKA
authentication by means of which Service Platforovielers and IMS Gateways located in ResidentialWgeks can
authenticate each other. These message flows seel loa [3GPP33.203] and [3GPP24.229] (stage 3famditin).

5.5.1 Relevant Functional Entities and Reference Po ints

Figure 30 extracts the functional entities andrasfee points relevant for IMS Registration from @& F Provider and
Residential Network Architectures (see Figuresén@ 5-3 in [OIPF_ARCH?2]):

" This section specifies authentication-related itbetd certain_SIPmessages. Elsewhere, for example at ETSI TISPAN,
this SIP authentication method is often called “HPTDigest” as SIP Digest [RFC3261] is identical f6THP Digest
[RFC2617] — despite the fact that the protocoluesgtion is SIP and not HTTP. The authenticatiornottreated in this
section is referred to as “SIP Digest” since the@dHTTP Digest” might lead to the wrong impresstbat the protocol
in question is HTTP.
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Residential Network Provider Network

OITF IG User
Database
HNI-IGI Auth/Session UNIS-8 NPI-12
Management
Client/Server

Figure 30 OIPF Functional Entities and Reference Fats Involved in IMS Registration

SIP Digest authentication, and respectively IMS Aluthentication is interlaced into the IMS Registramessage
exchange between the IMS Gateway (IG) and the Atitegtion and Session Management (ASM) functiondities.
IMS Registration occurs either when the |G is p@sleup or when the IG receives a corresponding sdrgm an
OITF. The User Database supplies the ASM with auttbation vectors needed for SIP Digest authentinaand
respectively IMS AKA authentication.

5.5.2 Prerequisites

Prior to the first IMS Registration (and hence ptmthe first SIP Digest or IMS AKA) protocol exgon, the following
parameters MUST be provisioned:

« tothelG:
o for SIP Digest:
= one or more IP Multimedia Private Identities (IMPI)
= one or more IP Multimedia Public Identities (IMP@ach associated to one or more IMPIs,
= one or more passwords, each assigned to one apdmmlof the IMPIs provisioned to the IG,
= ahome network (HN) domain nafme

o for IMS AKA, an ISIM or a USIM application shallahys be used for authentication , as described in
[3GPP33.203]. For the purpose of this document| 3 is a term that indicates a collection of IMS
security data and functions on a UICC.

= The ISIM SHALL include :
e one IMPL.
e one or more IP Multimedia Public Identities (IMP@}jsociated with the IMPI
* aHome Network Domain Name
e Support for sequence number checking in the cowteti!S Domain
e An Authentication key
e The same framework for algorithms as specified f8tM

= There shall only be one ISIM for each IMPI.

8 In case of IMS AKA, these parameters are in a Ui@th an ISIM or USIM application.

° The home network domain name identifies a Serlegform Provider network. It does ridentify anything on the
Residential Network side.
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« and to the User Database, the IMS subscriptionrimé¢ion comprising:

o

the IMPI(s) and IMPU(s) provisioned to the IG,

o the association of the IMPU(s) to the IMPI(s),

o and for SIP Digest the password(s) provisionedh¢olG. The User Database stores each passwordshagain

the IMPI it is assigned to.

o And for IMS AKA the Authentication Key containeddprotected within the UICC in the IG. The User

Database stores each Authentication Key againgMRe it is assigned to.

Methods for provisioning these parameters to |G l@ser Database functional entities are out of sadtlis

specification.

5.5.3 SIP Digest Message Flows

Figure 31 shows the message flow for SIP Digedtemiication, which is interlaced into IMS Regiswatmessages:

OITF IG ASM

0. IG powered up
_— >

1. Registration Request

2. SIP REGISTER

User

Database

5. SIP 401 Unauthorized

HN, IMPI, IMPU
3. DIAMETER MAR

IMPI

_A. DIAMETER MAA
IMPI, qop, algorithm,

<«

realm, H(A1)
IMPI, realm, nonce,

gop, algorithm

6. SIP REGISTER

v

HN, IMPI, realm,
nonce, response,
cnonce, gop, nonce-
count, algorithm

7. SIP 200 OK

8. Registration Response

N~ N
response digest

Figure 31 SIP Digest Message Flow Interlaced intdMS Registration

0. The IG is powered up. This can initiate the exien of steps 2 — 7.

1. OITF to IG: Registration Request

The OITF sends a request for registration to th& Wateway (IG), when needed (the end user explicits

on for personalized services).

2. IG to ASM: SIP REGISTER

This request contains the home network domain rtdihef the 1G’s IMS home network, an IMPI and an
IMPU. If the ASM has a valid SIP Digest authentioatvector (SD-AV) for the specific IMPI, steps8and

5 are omitted.

3. ASM to User Database: DIAMETER MULTIMEDIA AUTH REQ UEST (MAR)
The ASM requests a SD-AV from the User Databask wispect to the IMPI received in step 2.
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4, User Database to ASM: DIAMETER MULTIMEDIA AUTH ANS WER (MAA)
Along with the IMPI, the User Database sends a SDié\the ASM containing the following data: qop wal
(quality of protection), the authentication algbnit, realm, and a hash value H(A1) of the IMPI, meand
password. [RFC2617] provides additional informatiomthe values in the authentication vector for SIP
Digest based authentication. Upon reception oMB&\ message, the ASM stores the H(A1) value and
generates the nonce value needed to challeng&the |

5. ASM to IG: SIP 401 Unauthorized
The ASM denies the IG authentication but sendsPad8ll Unauthorized message to the IG in order to
challenge the IG. This message contains the IMiInbnce, the authentication algorithm, and therread
gop values.

6. IG to ASM: SIP REGISTER
After reception message 5, the IG generates atalimmce (cnonce) and calculates an authenticagisponse
value using this cnonce and other values receivatep 5 (see [RFC2617]). The IG sends a new SIP
REGISTER request to the ASM, this time with thehautication response along with the parameters IMPI
realm, nonce, response, cnonce, qop, nonce-cauhglgorithm.

7. ASM to IG: SIP 200 OK (successful case)
After reception of the SIP REGISTER message coimgithe authentication response value, the ASM
calculates thexpected response value using the previously stored H(At)the stored nonce value together
with other parameters (see [RFC2617]). If the raspovalue received from the IG equals the expected
response value, the IG has been authenticatecharliPU is registered in the ASM. In this succebksése,
the ASM sends the SIP 200 OK from ASM to the IGkdimg the IG to authenticate the HN. This SIP 200
OK message contains a response digest calculategithe cnonce value generated by the I1G prioetalig
message 6.

8. IG to OITF: Registration Response
The IG informs the OITF about the result of theisggtion procedure (when step 1 was executed).

The details of the messages 2 — 7 are specifif@0RrP24.229].

5.5.4 IMS AKA Message Flows

To support IMS AKA, a UICC with an ISIM or USIM ajipation must be integrated into the IMS Gatewday)(IFrom
the IMS point of view, the IG thereby takes theerof an IMS Subscriber. The UICC stores a long-teearet key K
which is shared between the ISIM or USIM applicattod a User Database belonging to the networlatqrethat
provides the ISIM or the USIM. Figure 32 shows tingh-level message flows for user identificationl authentication
based on the IMS AKA procedure
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OITF G ASM T

Database

1. Registration Request

2. SIP REGISTER <HN>

|

To: <IMPU>

From: <IMPU> 3. DIAMETER MAR >
Contact: <IP Address> <IMPI>

Authorization:

username=<IMPI>

4. DIAMETER MAA

. SIP 401 Unauthorized <IMPI>
AV=<RAND, AUTN,

WWW-Authenticate: XRES, IK, CK>
nonce=<RAND, AUTN>

6. SIP REGISTER <HN>

To: <IMPU> "

From: <IMPU>

Contact: <IP Address>

Authorization:
username=<IMPI>
response=<RES>

7. SIP 200 OK
8. Registration Response

“01

Figure 32 User Identification and Authentication based on the IMS AKA procedure
The IG is powered up. This can initiate the exien of steps 2 .7

OITF to IG: Registration Request
The OITF sends a request for registration to th8 Iateway (IG), when needed (the end user explicigs
on for personalized services)

IG to ASM: SIP REGISTER
This request contains the home network domain ridihef the IG's IMS home network, the IMPI and the
IMPU. All this data is read from the ISIM.

ASM to User Database: DIAMETER MULTIMEDIA AUTH REQ UEST (MAR)
ASM requests authentication data from the User lizese with respect to the IMPI received in step 2.

User Database to ASM: DIAMETER MULTIMEDIA AUTH ANS WER (MAA)

The User Database sends an Authentication Vecitp the ASM containing the following data: rardo
challenge RAND, answer XRES expected by the 1Gép §, network authentication token AUTN, integrity
key IK, and ciphering key CK. The authenticatiokelo AUTN contains a message authentication code
(MAC) enabling the IG to authenticate the HN (sep 8).

ASM to IG: SIP 401 Unauthorized

At this point in time, the ASM denies the IG auttieation. Instead, it sends a SIP Unauthorized aggss
with a WWW-Authenticate header to the IG. This hevatbntains RAND and AUTN. After reception of this
message, the |G verifies the message authenticatide contained in AUTN thereby authenticating its
Residential network.

IG to ASM: SIP REGISTER

ISIM computes the value RES on input of its versibthe secret key K stored on the UICC of the TGe
IG sends a new SIP REGISTER request to the ASM titlmie with RES as response to the challenge the
ASM initiated in step 5.

ASM to IG: SIP 200 OK
If RES = XRES (successful case), ASM considerd@as authenticated, and binds IMPU to the IP axidre
<IP address>.
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8. IG to OITF: Registration Response
The IG informs the OITF about the result of theisggtion procedure. (when step 1 was executed)

In case of success, the ISIM of the IG is ableebam its knowledge of the secret key K and thlentication token
AUTN, to calculate the same values of the integkity IK and the ciphering key CK as those thatABd received in
step 4 from the User Database. The IG and the AS8MK and CK to establish IPSec Security Assoqistifmr
protecting SIP signaling messages over the |G — ASfigrence point

The details of the messages 2 -7 are specifiediGiPP24.229].

5.6 Session Management and Single Sign On

User authentication does not need to be performdeach request. In order to avoid re-authenticedit each request,
a Service (and/or SSA) can rely on authenticatemsi®n management and Single Sign On. The followirtgentication
session management can be used: cookies, URL peararaed HTTP authentication session, if HTTP o AGB
authentication has been used. SAML Web-based S8igle On can be used.

5.6.1 Cookie Session

The OITF SHALL support HTTP session managementgusgokies as described in [RFC2109]. The cookapeque
data to the OITF.

Persistent cookies SHALL be stored in non-volatiemory (Flash, HDD, etc.) in the OITF.

All OITF applications using HTTP (not only DAE) SHA be able to create, read and deletesistentcookies with
respect to domain restriction as specified in [RECH. Persistent cookies SHOULD be shared betwkeomponents
in an OITF.

User SHALL have the possibility to delgiersistentcookies in OITF.

The following figure shows an example of sequertzes®d using cookie session:

OITF SAA or
Service

1. HTTP Request

»
»

2. Authentication (method selected by SAA)

3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with Set-cookie Header

<

4. HTTP Request with Cookie Header

»
»

5. Check Cookie

6. HTTP Response with "200 OK" or “301 Moved Permanently” or "302 Found" with Set-cookie Header
d

<

Figure 33 Session Management Using Cookie
The OITF requests a service with no valid cookie.
The service triggers the SAA authentication and3A& performs the wanted authentication.

The service or SAA sets a cookie using Set-Coagpanse header as specified in [RFC2109].

A

The OITF requests a service. Applicable cookiepaogided in each HTTP request as specified in [RED]
(domain-match, port-match, path-match, Max_Age-magdc.).

5. The service checks the cookie. Cookie checkingiissbscope of this specification.
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6. The service optionally refreshes the cookie ansliseigain using Set-Cookie response header affisgen
[RFC2109].

Steps 4 to 6 are performed for each new HTTP requesrding to cookie matching.

5.6.2 URL Parameters (Informative)

An alternative to cookies for passing session tatlae use of hidden input fields in forms or URAr@meters in requests
passed to the server. These mechanisms are transpmathe OITF. Below is an example message flsiwguURL
parameters. Note that the use of hidden inputdielth also be achieved with HTTP POST. The mecimapisising
HTTP POST is not described in this section.

OITF SAA or
Service

1. HTTP Request

»
»

2. Authentication (method selected by SAA)

43. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with URL parameter

<«

4. HTTP Request with URL parameter

»
»

5. Check URL parameter

‘46. HTTP Response with "200 OK"

Figure 34 Session Management Using URL Parameters
The OITF requests a service with no valid authatito session.
The service triggers the SAA authentication and3A& performs the wanted authentication.
The service or SAA redirects to the service witheav URL parameter for session data.

The OITF requests a service with the URL parameter.

o w o nh PR

The service checks the session data in the URLmpetea. Session data is opaque data and out of stdpis
specification.

6. The service serves the request.

NOTE: URL parameters are often used to pass sesgammation from an HTTP session to a sessiongiaimother
protocol (e.g. RTSP).

NOTE: a web server (service or SAA) can maintaitddiTP session using this technique. But the sasvasponsible
for modifying every link URL, so that the sessiaatalis posted in a form or appended to the request.

NOTE: Passing information through URL parameteisghly insecure.

5.6.3 HTTP Authentication Session

When using HTTP authentication, a server can reliAd TP authentication session as specified in [RFAC2.

The User MAY be prompted to allow OITF to store HT@&uthentication parameters, i.e. username ansvpeksn
non-volatile memory.

All OITF applications using HTTP (not only DAE) SHIDD have access to HTTP authentication parameiters,
username and password.

All OITF applications using HTTP (not only DAE) SHIDD share the current HTTP authentication sessiog. B-TID,
Ks_NAF, nonce, cnonce, nonce-count and opaque sialue
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If username and password can be stored, the uskkISkave the possibility to change stored usernam passwords
in OITF for a given protection space as specifiefRFC2617].

The following figure shows an example of sequet@s®d on HTTP authentication session:

OITF Service/
SAA

1. HTTP Request

2. HTTP or GBA Authentication (method selected by SAA)

3. HTTP Response with "200 OK" with AuthenticationInfo header
d

<

4. HTTP Request with Authorization Header

»
>

5. Check Authorization Header

6. HTTP Resnonse with "200 OK" with Authenticationinfo header

>l
<

Figure 35 HTTP Authentication Session
The OITF requests a service with no valid HTTP antitation session.
The service/SAA performs HTTP or GBA authentication

The service/SAA serves the request including arhdaticationinfo header as specified in [RFC2617].

A

The OITF requests again a service. Appropriate HATforisation headers are provided in each HT TRiest
within the protection space (specified by domam§jpecified in [RFC2617].

5. The Service/SAA checks the Authorisation header.
6. The Service/SAA serves the request including arhéunticationinfo header.

Step 4 to 6 can be performed for each new HTTPatquithin the protection space.

5.6.4 SAML Web-based SSO

This section specifies the functionality and pogsihessage flows for basic SAML web-based singja-sin.

SAML Web-based single sign-on SHALL adhere to sect.1 of [SAMLPROF], whereby the SAML HTTP POST
binding of a SAML <Response> message from the SHNAIS. use MIME-type “application/ce-html+xml” as dekd
in [CEA-2014-A]. A standard CEA-2014-A compatibleolvser is able to handle the SAML HTTP redirect @iST
bindings defined in this section, without requirisugy extensions to CEA-2014-A. This profile of SANHerefore does
not add requirements to the OITF besides suppoBihg functionality.

The remainder of this section describes sequerfdeswSAML Web-based single sign-on is handled leemvthe
different relevant entities, i.e. the service, A, and the OITF.

The sequences assume that the SAA and servicedprahare a logical identification of the userdwance of the
described sequence. The user is known to the SAA.SAA maintains knowledge of the user’s authetitioa
credentials.
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-

1. HTTP Request for Service

»
»

2. Redirect request using SAML HTTP Redirect binding (i.e. HTTP Response with HTTP "302 Found" or
;303 See Other” (Location = SAA), with a SAML <AuthnRequest> message).

2. HTTP Request (Request URL = SAA), with the SAI\AL <AuthnRequest> message

3. Authentication (method selected by SAA). methods vary, details not shown.

4. HTTP Response with SAML HTTP POST binding (Location = Service), with SAML <Response> message

<«

4. HTTP POST Request for Service, with SAML <Response> message

v

5. HTTP Response with “200 OK” including requested Service Information

P
<

Figure 36 SAML Web-based SSO
The OITF requests a service. Authentication is adexhd there is no valid authenticated servicda@ess

The requested service triggers SAA authenticatipissuing a redirect request using SAML HTTP Redtitgnding,
i.e. an HTTP Response with HTTP "302 Found" or “S@&& Other” (Location = SAA) , with a SAML
<AuthnRequest> message (as defined in section 814SAMLCORE])).

The SAA authenticates the user. Various methodst & this. Valid methods include the authentimatmethods as
defined in Sections 5.4.1 through 5.4.5 of thiswient.

The SAA responds with a SAML HTTP POST binding &ML <Response> message (as defined in sectio 3.3
of [SAMLCORE]). Since the browser of the OITF is €H ML compliant, the SAA response message must use
MIME-type “application/ce-html+xml” as defined i€CEA-2014-A]. The CE-HTML browser will load the
CE-HTML page with the SAML POST binding, after whiit issues an HTTP POST request to the targetcgerv
with the SAML <Response> message as payload.

The requested service checks the SAML <Responsssage to see if authentication succeeded. If sdede¢he
service serves the request.

Copyright 2010 © Open IPTV Forum e.V.



Page 83 (101)

6 Forced Play Out Using Media Zones

Content may contain navigation constraints for ddrplayout, see [OIPF_MEDIAZ2] sections 4.1 and 4.2.

If an OITF supports DMZ navigation constraints sithed in zone maps within MP4 files or MPEG-2 TISSHALL
indicate this via the appropriate capability sidingl[OIPF_DAEZ2]. If an OITF does not understand tfavigation
constraints, this capability description is eithbsent or set to “false”. If the capability destiap to support such DMZ
navigation constraints is set to “true”, an OITFAH obey the signalled constrains and SHALL NOT adga the
presence of navigation constraints.

Note: When this capability description is not sents set to “false”, it is the choice of the sesvprovider whether the
content shall be sent to the OITF as there is mvapiee whether the navigation constraints wilbbeyed.

For navigation constraints pertaining to protectedtent, the zone map information MAY be integptgtected using an
included signature as described in [MRL_DMZ]. lethone map is integrity protected using a signatmd if the
terminal-centric approach is used for content mtada, the key used for signature is derived asrilesd in

[MRL_DMZ] sections 2.1 and 2.3 for MP4 (using a ldgrived from the content key), and as describgd®MRL_DMZ]
section 7.2.2 for MPEG-2 TS (using a signature digpalled in ECMs). Note that the [MRL_DMZ] specdition
contains normative language on what should hapjée integrity of the signalled constraints canbetverified. If an
OITF supports DMZ navigation constraints and iegpniity protection is used, the OITF SHALL verifyetintegrity of

the signalled constraints, If the integrity of #ignalled constraints cannot be verified, the OSHALL NOT play the
associated content.

Note: Server-based play out control is describg®IPF_PROT?2], section 6.1.2.4. The concept thepplicable to
interactive streaming where the server may or nmgrant requests for trick-mode commands like fiastard.
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Appendix A.  Link of User Authentication and DRM Device
Authentication (Informative)

This section describes the generic mechanism kauer authentication result with device authetitcain OITF.
Although the device authentication mechanism ivigied by Marlin, the user authentication mechanismes
depending on the system environment.

The mechanism described in this section uses HTigBsDAuthentication [RFC2617] and assumes thatidsatifier
and its secret information (e.g. password, Ks_Na€)shared between OITF and Providers Networkwamrck of the
sequences between CSP and CSP-T Server.

The sequence below explains how the user authéoticand device authentication are securely caedlaith each
other by Marlin Action Token Acquisition and MarlRrotocol.

OITF Provider Network
CSP CSP-T
Serve
1. Reque: N

2. Response incl. WWW-Authenticate header

A

Marlin Action Token
3. Recues incl. Authorization head: Acquisition

\4

4. Response incAuthenticationInfo header (Marlin Action Token) }

<

5. Request incl. Authorization hea —~

Marlin Protocol
6. Responsincl. AuthenticationInfcheade

Figure 37 User Authentication for CSP, CSP-T Servecommunication

1. The CSP requests a Marlin Action Token to the CSEeifiver.

2. When the CSP-T Server receives the request fromf@3Re Marlin Action Token, the CSP-T Server m@sqis
with a "401 Unauthorized" status code with a WWWH#anticate header defined in [RFC2617].

3. When the CSP receives the response, the CSP $mnojuest which includes an Authorisation headéned in
[RFC2617]. The user identifier and its secret infation are used as username and password for ¢jenevathe
Authorisation header.

4. When the CSP-T Server receives the Authorisatiauée
o The CSP-T Server verifies the Authorisation header.

0 When the verification succeeds, the CSP-T Serveemgges user information to be included into the
Business Token, and stores the combination ofidsetifier from the Authorisation header and user
information to be included into the Business Token.

o0 The CSP-T Server then sends Marlin Action Tokerctvimcludes the Business Token with
AuthenticationInfo header defined in [RFC2617]he CSP as the response.

5. Given the Marlin Action Token, the CSP sends a {(Marotocol) request to CSP-T Server which inckide
Authorisation header calculated from its usernantegassword, and the Business Token.
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6. When the CSP-T Server receives the Authorisati@aéein the (Marlin Protocol) request, which indadhe
Business Token,

o The CSP-T Server verifies the Authorisation header.

o When the verification succeeds, the CSP-T Serveclchthe combination of user identifier and Busines
Token in the request with its stored combination.

o If the check succeeds, the CSP-T Server sends dilf\¢aiotocol) response and correlates user identif
and its secret information (i.e. user authentiegtigith device identifier (i.e. device authenticet).
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Appendix B. XML Schemas (Normative)

This appendix contains XML schemas relating to rmgss described in previous sections.

B.1 XML Schema for MarlinPrivateDataType Structure

This is the XML schema for MarlinPrivateDataTypeusture (see section 4.1.7.2):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<I-- schenma filename is csp-MrlinPrivateData.xsd -->
<xs:include schemaLocati on="csp- DRVPri vat eDat aType. xsd"/ >
<xs: conpl exType nanme="MarlinPrivat eDat aType" >
<xs: conpl exCont ent >
<xs:ext ensi on base="DRMWPri vat eDat aType" >
<Xs:sequence>
<xs: choi ce>
<xs: el ement nanme="MarlinLi cense" type="xs:base64Bi nary"/>
<xs:el ement name="MarlinToken" type="xs:base64Bi nary"/>
</ xs: choi ce>
<xs:any nanespace="##any" processContents="lax" m nQccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schema>

The DRMPrivateDataType structure is defined initteduded file “csp-DRMPrivateDataType.xsd” as

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" el enment For nDef aul t =" qual i fi ed"
attribut eFor nDef aul t =" unqual i fi ed" >

<xs:conpl exType name="DRMWPri vat eDat aType" abstract="true">
<xs:attribute nane="m neType" type="xs:string" use="optional"/>
<l-- NOTE: DRWPrivateDataType is an abstract type that can be extended and repl aced
by a specific instance type to carry nessages for a particular DRM system
Derived types of <DRMPrivateData> should include an <any>
construct to be prepared for future extensibility, as is done for
exanpl e for <MarlinPrivateData> -->
</ xs: conpl exType>
</ xs: schena>
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B.2 XML Schema for MIPPVControlMessage Format

This is the XML schema for MIPPVControlMessage (seetion 4.1.7.3.1):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema target Namespace="ur n: oi pf: csp: M PPVCont r ol Message: 2008"
xm ns: tns="urn: oi pf: csp: M PPVCont r ol Message: 2008" xm ns: xs="htt p://wwmv. wW3. or g/ 2001/ XM_Scherma"
el enent For nDef aul t =" qual i fi ed" attri buteFornDef aul t ="unqualified">
<I-- schema filename is csp-M PPVControl Message. xsd -->
<xs: el ement nanme="M PPVContr ol Message" >
<xs: conpl exType>
<Xs:sequence>
<xs:el ement name="MarlinLi cense" type="xs:base64Bi nary" m nCccurs="0"/>
<xs: el ement name="MarlinActionToken" ni nCccurs="0">
<xs: conpl exType>
<xs: si mpl eCont ent >
<xs: ext ensi on base="xs: base64Bi nary" >
<xs:attribute name="absol uteAcquisitionTimng" type="xs:dateTi me"
use="optional "/ >
<xs:attribute nane="rel ativeAcqui sitionTi m ng" type="xs:duration"
use="optional "/ >
</ Xxs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conmpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schena>

B.3 XML Schema for HexBinaryPrivateDataType Structu  re

This is the XML schema for HexBinaryPrivateDataTgteucture (see 4.2.3.10.2):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t ="qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<I-- schena filename is csp-HexBinaryPrivateDataType.xsd -->
<xs:include schenmalLocati on="csp- DRVPri vat eDat aType. xsd"/ >
<xs: conpl exType nanme="HexBi naryPri vat eDat aType" >
<xs: conpl exCont ent >
<xs:ext ension base="DRWPri vat eDat aType" >
<Xs:sequence>
<xs: el ement nanme="Message" type="xs:hexBinary"/>
<xs:any nanespace="##any" processContents="lax" m nQccurs="0" maxQccurs="unbounded"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: schena>

The DRMPrivateDataType structure is defined inittiduded file csp-DRMPrivateDataType.xsd and isveian
section B.1.
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Appendix C. DRM Messages used in DAE (Informative)

The following table summarizes the DRM messagestiagid MIME-types used in sesndDRMMessageAP| defiimed
[OIPF_DAEZ2].

Mime-type Description
application/vnd.marlin.drm.actiontoken+xml Marlin Action Token defined by [MRL BNSP]
application/vnd.oipf.mippvcontrolmessage+xml MIPPVControl Message as described in section 4.1.7.3.1
application/vnd.oipf.cspg-hexbinary CSPG-Cl+ message as described in section 4.2.3.4.1.1.2, “Mapping of

APDUs to DAE API or Events”

Table 25 DRM Messages used in DAE
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Appendix D. CSPG-CI+ Usage Examples (Informative)

Cl+ Host is the function in the OITF responsible fitanaging the dialog with the CSPG-Cl+. CSPG-Glteferred to
as Cl+ CAM in [CI+] specifications. It is an inteinfunction in OITF, not identified in [OIPF_ARCH2} is shown on
the following sequence diagrams to help understandf interaction with other identified functions.

Management of content protection using CSPG-Cl+ngaisnpact on the protocols used for service discgvScheduled
Content or COD session establishment and manageawedéfined in [OIPF_PROTZ2]. CSPG-CI+ protectatises

can be scheduled content services on managed mstaoCOD streaming or download services on mahagel
unmanaged networks. Following sequence diagramsrdyeexamples of services.

D.1 CSPG-CI+ Initial Power-on (Informative)

During initial power-on, the CSPG-CI+ and the Olfibtually authenticate each other using the Cl+entibation
mechanism. Figure 38 is an overview of the mechmankor further detail, please refer to [Cl+], sentb.

AlV or video/
Cl+ Host broadcast DAE Service
object

CSPG-CI+
(Cl+ CAM)

Power — on

<

No Stqred

Authentigation
Ke)

iertificate Verification & DH
Key Exchange

First Power - on

< Authentication Key >
Verification

Store Store
Authentication Autheftication
Key Hey

< SAC establishment >

Figure 38 CSPG-CI+ First Power-on

D.2 CSPG-CI+ Normal Power-on (Informative)

During initialization, if the CSPG-CI+ has storaatlzentication information, it only verifies thai$hauthentication
information is shared with the OITF. Figure 39 saverview of the mechanism. For further detaibgsle refer to [Cl+],
section 6.

A/V or video/
Cl+ Host broadcast DAE Service
object

CSPG-CI+
(Cl+ CAM)

> Power-on

Get Stored
S Authentication
. Key
g " Authentication Key >
o Verification
o < SAC establishment >

Figure 39 CSPG-CI+ Normal Power-on
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D.3 Live Session Example (Informative)

CSPG-Cl+ AN or video/
Cl +Host broadcast DAE Service
(Cl+ CAM) object
g Power-on
)
5 Get Stored
. lAuthentication
[ Ke
s Y
no_ < Authentication Key >
Verification
< SAC establishment >
Get SP&S (Broadcast Discovery record) N
Ll
SD&S
«— - — —|— == — — — — —
Browse () N
Ll
e «— — — — — — — —
o g igtChanneIConfig (..)
® < Play request
9%
o2 "
S © setChannel (...)
-3
Initiate Schedule Content Session (See [OIPF_ PROT])
Content Content Content
[t - -t
ca_pmt
|t _pmt()
| _ca pmt_reply () —
Content Content Content
[t - -t
| ClI+ protected Content > _unprojcted_Conteni PlayStateChange
{P/ayState=PIayingP

Figure 40 CSPG-CI+ Live Session Example
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Parental Control Management Example (Informativ = e)

CSPG-Cl+ AN or video/
Cl+ CAM Cl +Host broadcast DAE Service
( ) object
Power on
Live s¢ssion establishmept
*g‘ - Content - Content - Content
I.I>J | CI+ protected Content > | unprotected Contenh
©
S
€
o arental_control_info OnParentalRatingCh
o . - - : > > ge(..) . %
s ) .
k= Informatipn analyzed in
g | Stop DAE
adegcrambling Hide yideo/mute
Get page N
Ll
—_ HTML Page
5 «— — — T
€ o Request PinCode
o .=
% § < parental_control_req () _ | - setParentalCqntrolEnable ()
- =
c arental_control repl, (0/:4
§ 5 |- Lorental controLreply gt _K______ >
™
© Restart
o .
degcrambling
- Content - Content - Content
Cl+ protected Content unprotected Conten PlayStateChange
(PlayState=Playing,
Show vjdeo/unmute

Figure 41 Parental Control Management Example
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D.5 No Rights Event and Purchase Example (Informati  ve)
A/V or video/
CSPG-Ch Cl +Host broadcast DAE Service
(Cl+ CAM) .
object
Power on
Live s¢ssion establishment
g Content - Content - Content
g | Cl+ protected Content > _unpitected_Conteni
1
..E, rights_info() - - OnDRMRightsError (v‘
S
2 | stop Informatipn analyzed in
descrambling DAE
| __|_____ Hide yideo/mute  _ _ _ _ _ _ _ _ _ _ | -
Get to Rights Issuer URL () N
c Ll
2 | g H™L Page or CA_vendor_specific message
g -t Send_DRM_msg() - SendDRMMessage ()
g License Request -
2] Optional Commuhication using Cl+ Lpw Speed Communication resource with IP extension
L .
'n%, - License
L EEM_BRM_i’SG__@/Y_O> ________ 9K_ _ _ _ _ _ -
Restart
_ _descrambling_ _ _ _ _ | _ _ _ _ _ _ _ | ___ _ ___|_____ ___________ L
-t Content - Content - Content
Cl+ protected Content unprotected Contenh PlayStateChange
— = = (P/aysrare=PlayingP
Show [video/lunmute

Figure 42 No Rights Event and Purchase Example
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D.6 VOD Session Example (Informative)

CSPG-Cl+ AN or video/
Cl +Host broadcast DAE Service
(Cl+ CAM) .
object
Power on
Get BCG metadata N
3 >
E <_____BC&meta_data_____
e BCG presentation N
=]
o
=) __ __CEHTMLPage __ _
[©] Select Gontent to Purchasge in BC )
> Connect to PurchasingURL i
CE-HTML Page
«— — — = — —
- YT 1" "7="7"""""7"7"/"¥"/"”"”"""\"” ™"~ Getservice specificinformation |
(XML HTTP request) N
c CA_vendor_specific message
S lg— ——"-Yendorspecliomessage
i < Send_DRM_msg( e SendDRMMessage ()
=]
g -
- License Request -
g Optional Commuhication using Cl+ Lpw Speed Communication resource with IP extension
(=] License
v [
| Send DRM msg replyyl _ _ _ _ _ _ _ k______ >
< Play (URL
Initiate Content On Demand Session (See [OIPF_PROT])
9 Content Content Content
g | -} -}
> ca_pmt
E g _pmt()
o
ca_pmt_repl
| _capmireply() _ )
Content Content Content
- - -
| ClI+ protected Content > | unprotected Conteni PlayStateChange
{P/ayState=PIayingP

Figure 43 VOD Session Example
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Appendix E.  CSPG-DTCP Session Setup Sequence Examples
(Informative)

This appendix describes session setup sequende€&RG-DTCP for following use cases:

* Scheduled Content service (Managed Model),

e COD streaming (Managed Model),

e COD streaming (Unmanaged Model), and

e HTTP streaming and download.

Note that SIP messages over HNI-IGI (between OIfidrI&) are delivered over HTTP as specified in [RIPROTZ2].
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E.1 Scheduled Content Service (Managed Model) (Info  rmative)

Figure 44 describes session setup sequence fod@eleContent service:

OITF CSPG-DTCP WAN [€] Service
-GW
P DTCP-AKE Interactions betwegn CSPG-DTCP , WAN-
N GW and IG are ngt standardised.
INVITE (SDP incl. mcast-addr) ~
Pass SDP, chegk rights INVITE (SDP
< d > ( )
If no rights to view this channel, 403 Forbidden will ,
be returned. P OK (SDP)
Pass SDP’
_ OK (SDP") < »
ACK R ACK
IGMP Join a
JQequest to Join .
IGMP Join
RTP with DTCP-IP
(multicast) RTP (multicast)
IGMP Leave & Join

Request to change
channel

<

IGMP Leavel& Join

RTP with DTCP-IP

l (multicast) l RTP (multicast)

Figure 44 Session Setup Sequence for Scheduled GmttService in Managed Networks
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Figure 45 describes CSPG-DTCP initiated teardowguiesece for Scheduled Content service. Note thaFQ@iid
Network initiated teardown sequences are the sandefned in [OIPF_PROT?2]:

OITF CSPG-DTCP WAN IG Service
-GW
) Interactions between CSPG-DTCP|
RTP with DTCP-IP WAN-GW and IG are not standardised.
(multicast)

RTP (multicast)

If required rights is changed in the middle of stream (e.g.,
Pay Per View) and CSPG-DTCP does not have the rights,
terminate a session with SIP BYE (403 Forbidden).

Notify to terminate

>
BYE

A

BYE

OK

OK

Figure 45 CSPG-DTCP Initiated Teardown Sequence foBcheduled Content Service
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E.2 COD Streaming (Managed Model) (Informative)

Figure 46 describes session setup sequence forst®&ming in Managed Network:

OITF CSPG-DTCP IG Service
P DTCP-AKE | Interactions between CSPG-DTCP
B | and IG are not standardised.
OPTIONS R OPTIONS
OK (SDP) _ OK (SDP)
INVITE (SDP) R

Pass Request-URI,SDP
Check rights

Get SDP’ (with updated IP addrg

ss and port)

<«

¢ P INVITE (SDP")
If CSPG-DTCP does not have the rights to view OK (SDP")
this content, 403 Forbidden will be returned. <
Pass SDP”
¢ >
OK (SDP™ incl. RTSP URL , session ID)
ACK ACK

\ 4

RTSP proxy.

CSPG-DTCP acts as

RTSP PLAY

RTSP PLAY

Y

\ 4

OK

OK

Y

&
<«

<
<

Figure 46 Session Setup Sequence for COD StreamiimgManaged Networks
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E.3 CoD Streaming (Unmanaged Model) (Informative)

Figure 47 describes session setup sequence forsi®@&ming in Unmanaged Networks:

OITF CSPG-DTCP Service
CSPG-DTCP acts as RTSP proxy.
P DTCP-AKE
RTSP DESCRIBE _ RTSP DESCRIBE o
 SDP’ P SDP
RTSP SETUP _ RTSP SETUP _
OK OK

A

&
<

If CSPG-DTCP does not have the rights to view this
content, 403 Forbidden will be returned.

RTSP PLAY _ RTSP PLAY

A
v

OK 0K

&
<

' RTP with DTCP-1P ‘ RTP

A

Figure 47 Session Setup Sequence for COD StreamiimgUnmanaged Networks

E.4 HTTP Streaming and Download (Informative)

Figure 48 describes session setup sequence for ildf&&ming and download:

OITF CSPG-DTCP Service
CSPG-DTCP acts as HTTP proxy.
P DTCP-AKF —
HTTP GET -~ HTTP GET _

L

‘ DTCP-1P ‘ DATA

If CSPG-DTCP does not have the rights to view
this content. 403 Forbidden will be returned.

Figure 48 Session Setup Sequence for HTTP Streamiagd Download
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Appendix F. Embedded CSPG (Informative)

As introduced in section 4.2, the CSP Gateway-@eAproach allows for co-location of an embeddeédal) CSPG
in the same physical device that hosts the OITHks iBha purely conceptual approach that in pradticditates that the
embedded CSPG can terminate any chosen CA or DRN@odeployed in that device, for the receptids@rvices
that implement the chosen CA/DRM system. This agpeprovides an informative description of the ewhtbed CSPG
approach.

The following deployments are possible implementaiof OIPF specifications:
e Combined IG, OITF and CSPG TV or STB: A TV or STluding IG, OITF and CSPG functionality.

e Combined OITF and CSPG TV or STB: A TV or STB irdihg OITF and CSPG functionality.

Manaaei

o T

-
OITF — IG — CSPG WG

A ————

WS OITF - CSPG

For a CSPG embedded in the same device as OITKItbeing figure applies:
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Device HNI-INI

L e 3 l UNIT-19

L —— []
|UserProﬁ|eManagement I URIP -
|Perforrnanoe Monitor Client ! UNIT-18
UNIE-11
Stream S:ﬁzigg:dﬂra;agemem UNIZ13, UMIS-14
| Stream Receiver I UNIT-17

I

I Codecs H Decrypt |
R < s-.P-"J""-E UNIS-CSP
|- ------- E-).:‘; -------- l UMIS-E

| IPTY Service Discovery

UNIS-7

|
|
| UNIS-15, UNIS-13
|
[
|

| Metadata CG Client

} DLMA i1 Content

System

L UNISLSP G
CSP-G

As shown on the figure above:

e The interface between CSPG and OITF functionstesial to device implementation and is out of scopihe
present specification.

* The external interfaces UNIS-xx between the desind the network which form the basis for networkide
interoperability remain unchanged, compared to WBBRG and OITF are implemented in separate devices.
Service behaviour remains the same when the CSE@bsdded.

With the embedded (virtual) CSPG approach, then® isormatively specified interface between the IOéhd CSPG.
The DAE application communicates directly with ttesen CA/DRM solution using the common DRM agent
communication API's defined for the DAE [DAE secti@.6]. The embedded CSPG is not signalled as &8CSP
implementation at all; all communications via thRNd agent API take place using the usual CA/DRM extysidentifier
and DRM capability indication mechanisms, as désctin section 4.2.1.

The following example shows the signaling for aidewith both embedded (virtual) CSPG and (non-eddbd)
CSPG-CI+ capabilities as defined in section 9.32RM capability indication of [OIPF_DAEZ2].

Example: <drm DRMSystemID="urn:dvb:casystemid:01535">TS_P Fx
<drm DRMSystemID="urn:dvb:casystemid:12348" protmeGateways="ci+">TS_PF TTS_PF</drm>
For an embedded CSPG, the following interface naypcan be described:
« Connectivity and Discovery: internal to the device

*  HNI-CSP:
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0 Control Channel: The events and functions proviogthe CSPG are mapped internally in the device
to the DAE API and events, e.g. ssndDRMMessage RMMessageResult, onDRMRightsError,
onParentalRatingChange or onParentalRatingErras. Mapping is out of scope for the present
specification.

0 Media Channel: This is an internal interface.
UNIS-CSP-G: The device provides access to a netdnvier to the CSPG

HNI-AGC: not used
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